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Purpose of Report

1.1. The purpose of the report is to provide Committee with information on the Council's
data protection compliance for financial year 2015/16.

1.2. The report focuses on the areas of data sharing, breaches, complaints, training, the
reform of data protection law and the work of the Information Governance Working
Group (IGWG), a high level officer working group, chaired by the Senior Information
Risk Owner (SIRO), who is the Head of Revenue and eGovernment Solutions.

1.3. Each subject head of this report is reported on by the Head of Business for Legal and
Democratic Solutions in his capacity as Corporate Data Protection Officer (CDPO) to
each meeting of the IGWG, which meets six times per year.

2. Data Sharing Register

2.1. Following on from the ICO Data Protection Audit of North Lanarkshire Council in
2012, part of the Council's Audit Implementation Plan involves developing data
sharing agreements between the Council and those external organisations with which
it currently shares data. All Services continue to contribute to the population of a
Register of Data Sharing Agreements. This Register is maintained by the Council's
Corporate Data Protection Officer (the Head of Business for Legal and Democratic
Solutions).

2.2. This Report summarises work undertaken in this area in financial year 2015/16,
namely the ongoing maintenance of the Register, taking account of the volume,
sensitivity and regularity of data being shared with each external agency in order to
rationalise the approach taken to prioritising the process of entering into, and
reviewing, data sharing agreements where appropriate.

2.3. The Register of Data Sharing Arrangements is available on Connect. Members of
the IGWG are required to consider the Register and notify any amendments to the
register to the CDPO. The Register should by necessity be a constantly evolving
document. It is the opinion of the CDPO that the work undertaken in compilation and
maintenance of the Register allows the Council to take sufficient comfort that the
register represents an accurate picture of the scale and regularity of data sharing by
the Council.

3. Complaints

3.1. The Council was the subject of one complaint to the Information Commissioner's
Office in financial year 2015/16. The complaint related to the Council's handling of a
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subject access request. The complaint was upheld by the ICO and the subject access
request was subsequently responded to in line with the ICO's directions.

3.2 The number of ICO complaints in financial year 2014115 was one.

4. Breaches

4.1. The Council maintains a Register of Data Breaches. This is in accordance with the
Council's Data Protection policy, and breach notification protocol. The total number
of breaches notified to the CDPO in financial year 2015/16 was 18. These can be
categorised as follows: human error (6), systemic error (10), and criminal intervention
(2). This is in excess of the Council's current target for any given financial year, which
is zero. The total number of breaches in 2014/15 was 18. These can be categorised
as follows: human error (10), systemic error (8). Two incidents were reported which,
following investigation, were not considered to constitute either breaches or near
misses. Please see Appendix 1 for further detail on the breaches notified to the
CDPO.

4.2 Committee will note that no breaches were notified to the Information Commissioner's
Officer for financial year 2015/16.

4.4 Twelve breaches and three incidents have been notified to date for financial year
2016/17. These can be categorised as follows: human error (5), systemic error (6),
and criminal intervention (1). None of these breaches have required to be notified to
the Information Commissioner's Office.

5. Training

5.1 The IGWG approved a Training Framework during financial year 2014/15 for all
Council staff and this framework now supports the Council's PRD process. This
satisfies an Action Point raised in the Audit Manager's Report of February 2014 to the
Audit and Governance Panel. This framework is differentiated according to the
responsibility an employee has for the processing of personal data.

5.2 The Council's online modules for Data Protection and Information Security will be
updated in financial year 2016/17 to take account of the ongoing review of the
Council's Information Governance Policy Framework.

5.3 The Training Framework envisages training on each module for those members of
the Council's staff who are identified by their managers as requiring it, on a two yearly
basis, with the online data protection and information security modules programmed
for alternate years.

6. Reform of Data Protection Law

6.1. The General Data Protection Regulation (GDPR) (2016/679) is a Regulation by the
European Parliament intended to strengthen and unify the legal framework for data
protection across Member States. The GDPR entered into force in the United
Kingdom on 24 May 2016 however it will not be applicable until 25 May 2018. The
Council will have until this date to ensure compliance with the Regulation as the
GDPR will repeal the current Data Protection Act 1998.

6.2 While there may be questions about how the GDPR would apply in the UK on leaving
the European Union, compliance with the EU Regulation will be mandatory for the
foreseeable future. It will be a period of at least two years once Article 50(2) of the
Treaty of the European Union is triggered and thereafter it is expected the Great
Repeal Bill would allow for EU law to be transposed in to UK law. Therefore
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6.3

regardless of the outcome of Brexit the Council will need to ensure compliance with
the GDPR when it comes into effect in 2018.

The key changes set out in the GDPR are:

million;
− The Council will no longer be required to

an annual subscription fee with the lCO,
internal record−keeping obligations; and

− The rights of Data Subjects have been
GDPR.

− Subject Access Requests will be free of charge and the response period reduced
to one month;

− Requirement to appoint a Data Protection Officer;
− Data Controllers must notify data breaches to the lCO without undue delay and

where feasible within 72 hours of awareness in certain circumstances;
− Fines now established under tiered approach. There is an increase to 4% of

annual worldwide turnover or €20 million for significant infringements and for
other specified infringements up to 2% of annual worldwide turnover or €10

register as a Data Controller and pay
but will instead be subject to further

clarified and strengthened under the

6.3 Many of the GDPR's principles are similar to those in the Data Protection Act 1998,
but there are a number of additional formal responsibilities which will require attention
in Financial Year 2017/18. The CDPO will report to the IGWG on the Council's
policies and procedures regarding Data Protection and the GDPR in the financial
year 2017/18 and thereafter reports will follow to the appropriate committees which
will require to take decisions on the Council's requirements to comply with the
Regulation.

Performance Monitoring

7.1 The CDPO continues to receive performance information from Services relating to
the following:

• Subject Access Requests;
• In house training;
• Privacy Impact Agreements; and
• Data sharing agreements

7.2 Subject Access Requests and in house training are then reported to the Council's
Corporate Management Team through Perform NL together with online Data
Protection and Information Security training figures, breaches and near misses, data
protection complaints and the number of IGWG meetings per annum. The response
across Services has improved since financial year 2014/15 allowing reasonable
comfort to be taken as to the accuracy of performance information which informs the
Council's Data Protection compliance measures.

Recommendations

8.1 Committee is asked to note the report.

Head of Business for Legal and Democratic Solutions

Members seeking further information on the contents of this report are asked to contact Gerry
Gardiner, Principal Solicitor (Corporate) on extension 2288.
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APPENDIX I

Breakdown of breaches notified to the
CDPO for Finanacial Year 2014/15
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Breakdown of breaches notified to the
CDPO for Finanacial Year 2016/17 (to date)
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