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Executive Summary
The purpose of this report is to provide an overview to key stakeholders on the Council's performance
on counter fraud during 2016−2017 in line with recognised good practice.
Fraud is one of many risks that all large organisations face and whilst the Council's internal
controls and governance arrangements are designed to assist in the prevention and detection of
fraud, the deliberate nature of fraud can make it difficult to detect and deter.

The Council has in place a number of policies and processes to prevent and detect fraud and
Internal Audit participates in national exercises, working groups and training to increase the
Council's capacity to prevent fraud and deal effectively with it when it occurs, as well as raising
awareness of fraud risks and anti−fraud activities. These are outlined in more detail at section 2
of this report.

Recommendations
The Panel is invited to note the Council's performance on counter fraud during 2016−2017.

Links
Council plan to 2020: Having adequate and effective anti−fraud arrangements form an important
element of effective corporate governance arrangements which in turn helps supports the delivery and
achievement of all corporate priorities.



Background

1.1 The Council is committed to minimising the risk of loss due to fraud, theft and
corruption and has developed well established corporate policies and associated
guidance which set out the Council's approach and operational processes with regard
to fraud. These include a Corporate Anti−Fraud Policy and Response Plan and a range
of other relevant policies and codes which seek to outline the expected standards of
employee behaviour and ensure that all staff are aware of the importance of preventing
and detecting fraud.

1.2 The Corporate Anti−Fraud Policy highlights that the Council expects its staff to act
honestly, with integrity and to safeguard public resources for which they are
responsible and that this expectation extends to all individuals and organisations with
whom the Council interacts. The Policy also states that the Council has a zero
tolerance attitude and will not accept any level of fraud, bribery or corruption, that any
instances of fraud/suspected fraud will be investigated thoroughly and dealt with
appropriately and that every opportunity will be taken to seek to recover any loss
suffered by the Council as a result of fraud.

1.3 Currently, the Council does not have any dedicated counter fraud staff and Internal
Audit has lead corporate responsibility for co−ordinating the Council's response to any
reported instances of fraud or irregularity within the Council. Internal Audit works
closely with management and, where appropriate, with external agencies, such as the
Police, to ensure that all allegations are properly considered and relevant action is
taken as appropriate. Each year, the Internal Audit Annual Plan, approved by the
Council's Audit and Scrutiny Panel, includes an allowance for dealing with any frauds
and irregularities that may arise.

2. Report

Overview of management actions in relation to fraud in 2016−2017
2.1 The Council are currently reviewing key policies such as the Corporate FraudAnti−Fraud

and Whistleblowing policies to ensure that they continue to remain relevant, fit
for purpose and reflect current good practice. Updated policies are currently being
presented for elected member consideration and approval.

2.2 The Council's corporate governance arrangements continue to require Chief Officers to
complete an annual governance certificate and checklist to confirm that they have
considered corporate governance arrangements and the standard of internal financial
controls in their area of responsibility. The checklist also requires Chief Officers to
consider and report on any significant weaknesses in controls identified during the year
and/or any significant frauds. These annual governance certificates form part of the
evidence and information for the preparation of the Council's annual governance
statement and for the opinion on the overall adequacy and effectiveness of the
Council's systems of governance. The certificates and checklists for 2016−2017 have
recently been completed by Assistant Chief Executives and the only issue highlighted
was in relation to issues surrounding the Council's corporate property and procurement
arrangements on which further detail is available at paragraph 3.1.

2.3 An Internal Audit review of the Council's anti−fraud arrangements was undertaken in
2015 which concluded that the Council generally appeared to have adequate
arrangements in place to manage known fraud risk areas and many aspects of the
Council's current procedures and processes were consistent with good practice. The
review highlighted three areas for improvement which management has to continue to
progress in 2016 as follows:
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There is a need for Services to ensure A risk in relation to fraud has been included
that fraud risks are properly reflected in the corporate risk register. Service risk
in Service risk registers. registers are currently being updated and

reviewed but Services are expected to
ensure that all corporate risks are reflected
as appropriate in Service risk registers. For
fraud, this will mean Services ensuring that
key fraud risks relative to their operational
activities are included in Service risk
registers.

A counter fraud and corruption The Corporate Anti−Fraud Policy
strategy should be developed, and incorporates a Fraud Response Plan which
management arrangements should be outlines how frauds will be dealt with and
established to assess the success of an annual report is now submitted to CMT
documented anti−fraud measures and and the AGP providing an overview of the
implement any required Council's performance on counter fraud
improvements, during the year.

Management should raise awareness The Council's e−learning induction module
of fraud risks amongst staff through has been updated to highlight employee
the inclusion of information on the responsibilities in relation to fraud and the
Council's anti−fraud arrangements Council's attitude to fraud. This needs to be
within induction material, encouraging supplemented by Service specific
staff to complete the e−learning training/inclusion of fraud risk within team
module on fraud awareness and briefings in areas with a high−level of fraud
reminding staff that fraud and risk.
corruption risks require to be
managed by relevant staff across the
Council.

2.4 The Council continues to participate in the National Fraud Initiative (NFl) which is
undertaken every two years and involves comparing different data sets using criteria to
enable the identification of inconsistencies and anomalies which may be indicative of
possible fraud and/or error. The NFl has become an important tool in the Council'santi−fraud

arrangements allowing investigative resources to be better targeted.

2.5 For the latest exercise, data in relation to payroll, housing tenants, council tax reduction
scheme, blue badge parking permits, private supported care home residents, licences,
creditors, personal budgets and personal injury insurance claims was uploaded by the
Council to the secure NFl database in October 2016 with matches being received in
January 2017. Assessment of the matches is being progressed and to date,
overpayments of £110,525 arising from housing benefit and council tax reduction have
been identified. The NFl process also identified a £27,000 payroll overpayment which
is in the process of being recovered.

2.6 During 2016−2017, representatives from Police Scotland's Counter Corruption Unit held
presentations for the senior management team and middle management officers to
raise awareness of fraud and corruption risk within the Council. Members of Internal
Audit also attended the Public Sector Investigator's Course run by Police Scotland
which includes training on the impact of serious and organised crime on local
authorities, money laundering and financial intelligence, interview techniques, the
Bribery Act 2010 and procurement fraud awareness.



2.7 The Council remains an active member of the National Anti−Fraud Network (NAFN) and
liaises closely with other public sector bodies and anti−fraud professionals to share up
to date information and knowledge regarding common fraud risks.

2.8 Internal Audit is also a member of the Scottish Local Authority Investigators Group
(SLAIG) which consists of fraud practitioners from all local authorities in Scotland and
aims to raise the profile of the counter fraud agenda, share good practice, raise
awareness of the risk of fraud and ensure that fraud is investigated in a professional
manner. Meetings are held on a quarterly basis and a member of the Council's Internal
Audit team attends each meeting.

High level overview of fraud issues in 2016−2017
3.1 An anonymous letter was received by the Council in April 2016 which made a number

of detailed allegations in relation to fraud, corruption and impropriety in relation to
certain aspects of the Council's procurement and contract management arrangements
relating primarily to the Council's corporate property portfolio. The allegations were
investigated by Internal Audit and the outcome of the investigation was reported to
management in September 2016. Senior management submitted a response to the
recommendations in the Internal Audit report to the Policy and Resources Committee in
March 2017 and progress implementing agreed actions will be reviewed by Internal
Audit as part of the 2017−2018 Internal Audit Plan.

3.2 Attempted bank mandate fraud has continued to be prevalent throughout 2016−2017.
Information on attempted frauds is shared widely within councils and Creditors staff are
regularly reminded of the procedures to be followed which are designed to prevent
such attempted frauds from being successful. To date, the Council's processes have
been effective in preventing any such attempted frauds from being successful.

3.3 Other commercial fraud which the Council continues to experience includes fake
invoice scams, office supply scams and IT/Cyber security frauds such as 'phishing' and
attempted account takeover. The ever increasing number and sophistication of
IT/cyber−related attempted frauds continues to pose significant risk to the Council
which is reflected in the range of controls and wider governance arrangements put in
place by management.

3.4 Also during the year, a number of individual issues were referred to Internal Audit
directly in accordance with the Council's anti−fraud policies and other means of
notification. These were investigated appropriately and, where relevant, reports
detailing the findings and any recommended actions were produced for management
action.

3. Implications

Financial impact
HR/Policy/Legislative Impact
Environmental Impact

4. Measures of success

There are no specific financial impacts.
There are no specific HR, policy or legislative impacts.
There are no environmental impacts.

4.1 Internal Audit report annually to the Audit and Scrutiny Panel on the adequacy and
effectiveness of the Council's corporate governance arrangements. These
arrangements are also reviewed annually as part of the work of the Council's appointed
external auditors.

Ken Adamson, Head of Audit and Inspection
For further information please contact Ken Adamson, Head of Audit and Inspection on 01698 302188


