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Executive Summary
The Data Protection Act 1998 currently regulates how the Council uses and stores the
personal data of its customers, service users and employees. An EU Regulation, the
General Data Protection Regulation (GDPR) will replace the Data Protection Act. The
GDPR sets out how organisations can collect and use personal data. This includes
organisations outside the EU that want to provide goods or services within the EU. The
GDPR comes into force on 25 May 2018. A new UK Data Protection Act 2018 (DPA
18) is also expected to take effect on the same day. The GDPR applies to elected
members on the basis that they deal with personal data of their constituents. The
GDPR (and the new legislation) will continue to apply in the UK after the UK leaves the
EU.

Recommendations

1. That the Finance and Organisational Business Sub−Committee
notes the deadline of 25 May 2018 for compliance with the GDPR
and the DPA 18 and the potential regulatory action in the event of
non−compliance.

2. To ensure that elected members are aware of the effect GDPR and
the DPA 18 has on their obligations with respect to personal data
when acting on behalf of constituents.



3. That the Finance and Organisational Business Sub−Committee
commend the adoption by elected members of the Privacy Policy for
elected members appended to this Report.

4. That the Finance and Organisational Business Sub−Committee
notes the three distinct roles of an elected member, how GDPR and
the DPA 18 applies to each of them, and the division of
responsibilities between Council and elected member as detailed in
Section 2.

Links
Council plan to 2020: Improve the Council's resource base and specifically by
reference to 21.6, 21.7 and 21.8; safeguarding the council's resources and reputation;
good governance standards and ensure the Council continues to operate in a
consistent manner that meet those standards; and a framework to ensure that elected
members, carefully equipped with the required skills, knowledge and training to
effectively undertake their role and responsibilities.
(https://mars. northlanarkshire.gov. uk/egenda/images/att85222. pdf)
Appendix 1: Data Protection Privacy Policy



1. Background

1.1 The General Data Protection Regulation (GDPR) and the Data Protection Act
2018 (DPA 18) will come into force on 25 May 2018, and will replace the current
Data Protection Act 1998 (DPA) and bring about a considerable number of
changes that organisations are expected to implement and comply with from this
date. The government has confirmed that the UK's decision to leave the EU will
not affect the commencement of the GDPR.

1.2 The Corporate Data Protection Officer (CDPO) and the council's Information
Governance Working Group (IGWG) have discussed the requirement to review
the data held by all services, ALEOS, partners and elected members and conduct
a review of the Council's systems and processes regarding the handling of
personal data.

1.3 Anyone that holds information about individuals as a data controller is subject to
the data protection laws and is required to comply with the Information
Commissioner's Office (ICO) current notification requirement.

1.4 The Council's elected members process personal data asfollows:−1.

As an elected member working with data held by their Council in
committees, meetings etc. which is covered by the Council's
Notification.

2. As a member of a political party canvassing for votes, electioneering
and working for the party which is covered by the party's Notification.

3. Carrying out casework in their ward in which case they are the data
controller and are required to notify the ICO.

1.5 In respect of the latter the Council registers each elected member, upon taking
office, with the ICO as data controller and renews the registration annually. It is
the Council's obligation to ensure that Members understand their responsibilities
and have undertaken appropriate training. The Council does this partly through
the Members' Guide and Member's Training Programme. The current notification
system, will be replaced with a new fee system − the effect being that elected
members will have to pay a fee to the ICO annually (this is funded by the Council)
and will no longer need to notify the ICO of their data processing activities. This
is something that the Council will attend to on behalf of the elected members.

1.6 As part of the training and awareness programme, Members have been invited
to participate in the GDPR training programme delivered on 121h March, 2nd May
and 15th May. The Council has developed an e−learning training module in
preparation for GDPR and the DPA 18 and all Members are expected to
undertake the training in order to understand their responsibilities and limit the
risk to the Council of non−compliance with GDPR and the DPA 18.

1.7 Councillors are solely and individually responsible for their processing of personal
data in their role as ward representative and to assist them the implications of
GDPR and the DPA 18 on the personal rights of constituents have been reviewed
by the Head of business for legal and Democratic Solutions together with the
existing policy and support arrangements in Member Services.



1.8 This report provides an overview of the key changes that need to be implemented
in respect of for elected members and sets out the Data Protection Privacy Policy
for approval by the Committee.

2. Report

2.1 Most of the work undertaken by elected members involves the processing of
personal data in some form. The GDPR and the DPA 18 therefore affects the
Members' work and will bring about a number of changes which must be
implemented to comply with the new law. GDPR and the DPA 18 impacts the
way the council and its elected members engage and interact with constituents,
contractors, partners and staff.

2.2 The new Guidance which has been circulated to all elected members, sets out
the obligations on the elected members as data controllers and establishes
ownership and management of information, and details the support available for
elected members from Member Services.

2.3 One of the key tenets of the GDPR is accountability which requires evidencing of
compliance with documentation, audit trails and a schedule of compliance and
training.

2.4 The GDPR requires a register of the processing of personal data that a councillor
undertakes (or causes to be undertaken on their behalf). This register is
contained within the Guidance for all elected members to utilise.

2.5 The GDPR places an emphasis on privacy, strengthens existing rights and
creates new rights, and requires a greater level of transparency with individuals.
A template privacy notice for constituents is therefore provided within the
Guidance. This explains to individuals what information is collected about them,
how it will be used and what rights they have.

2.6 A review of the Council's support to councillors from Member Services highlights
the need for data processing agreements between the Council and each elected
member. These agreements must contain certain minimum requirements as
specified by the GDPR.

2.7 The DPA 18 also requires councillors to maintain a policy document explaining
how they will comply with the Data Protection Principles and their policy on the
retention and erasure of personal data policy. This obligation applies when
councillors will be handling special categories of personal data and criminal
convictions related data. This is a significant change for councillors. A Privacy
Policy for elected members has accordingly been prepared and theSub−Committee

is recommended to endorse the adoption of this Policy by elected
members.

Key Responsibilities of Councillors
• Accountable for being able to demonstrate compliance with the GDPR;
• Requirement to provide information to constituents on what data is being

collected and how it will be used;



• Need for policy document explaining (i) how they will comply with the Data
Protection Principles and (ii) the retention and erasure of personal data policy
(applicable when handling special categories of personal data and criminal
convictions related data);

• Obligation to maintain a record of data processing activities;
• Need for written agreement in place with the Council covering provision of

Council's member services (which agreement must meet certain minimum
requirements); and

• Obligation to report personal data breaches to the ICO and affected individuals
Pay annual registration fee to ICO.

3. Implications

Financial impact
None.

HR/Policy/Legislative Impact
The Data Protection Policy for elected members will be implemented in accordance
with the GDPR and the DPA 18.
Environmental Impact
Not applicable.

Risk Management
A lack of preparation resulting in non−compliance with the new legislation could result in
formal action, including monetary fines issued to the Council and/or the elected
members, civil action by affected individuals and associated damage to reputation. The
development of GDPR and the DPA 18 Guidance together with the Privacy Policy for
elected members is recommended to mitigate these risks.

4. Measures of success

The development of the Data Protection Privacy Policy for elected members will ensure
that the Council's resources and reputation are safeguarded; that the Council's good
governance standards are being maintained and a framework is set up to ensure that
elected members are fully equipped with the required skills, knowledge and training to
effectively undertake their role and responsibilities.

Insert electronic signature and title here.



Privacy Policy

1. Introduction

This privacy policy sets out how I, [INSERT NAME], the elected member for [INSERT WARD] handle the
personal data of residents of my ward, North Lanarkshire Council officers and employees and other third
parties.

This privacy policy applies to all personal data I process in my role as a representative of the residents
of my ward, regardless of the media on which that data is stored or to whom it relates.

2. Scope

The correct and lawful treatment of personal data will maintain confidence in me and will assist me in my
role as an elected member of North Lanarkshire Council.

Protecting the confidentiality and integrity of personal data is a serious responsibility having regard to the
potential for fines of up to 20 million Euros (approximately £18 million) or 4% of total worldwide annual
turnover, whichever is higher and depending on the breach, for failure to comply with the provisions of
the Data Protection Laws (i.e. the General Data Protection Regulation (the "GDPR") and the Data
Protection Act 2018).

3. Personal data protection principles

I adhere to the principles relating to processing of personal data set out in the GDPR which require
personal data to be:

(a) processed lawfully, fairly and in a transparent manner (Lawfulness, Fairness and Transparency).

(b) collected only for specified, explicit and legitimate purposes (Purpose Limitation).

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which it is
processed (Data Minimisation).

(d) accurate and where necessary kept up to date (Accuracy).

(e) not kept in a form which permits identification of data subjects for longer than is necessary for the
purposes for which the data is processed (Storage Limitation).

(f) processed in a manner that ensures its security using appropriate technical and organisational
measures to protect against unauthorised or unlawful processing and against accidental loss,
destruction or damage (Security, Integrity and Confidentiality).

As an elected member I am responsible for and must be able to demonstrate compliance with these data
protection principles (Accountability).

4. Lawfulness, fairness, transparency

4.1 Lawfulness and fairness

Personal data must be processed lawfully, fairly and in a transparent manner in relation to the data
subject. Personal data will be collected, processed and shared fairly and lawfully and for specified
purposes. The Data Protection Laws restrict my actions regarding personal data to specified lawful
purposes. These restrictions are not intended to prevent processing, but ensure that I process personal
data fairly and without adversely affecting the data subject.

The Data Protection Laws allow processing for specific purposes, some of which are set out below:

(a) the processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in me (i.e. my functions as an elected representative);



(b) the data subject has given his or her consent;

(c) the processing is necessary for the performance of a contract with the data subject;

(d) to meet my legal or compliance obligations;

(e) to protect the data subjects vital interests;

(f) to pursue my legitimate interests for purposes where they are not overridden because the
processing prejudices the interests or fundamental rights and freedoms of data subjects;

(g) the processing is necessary for reasons of substantial public interest (for example to enable me to
act on behalf of someone or to receive information in respect of requests that I have made on their
behalf);

(h) the processing is necessary to establish, exercise or defend legal claims.

The legal grounds relied on for each processing activity will be identified and documented.

4.2 Consent

A controller must only process personal data on the basis of one or more of the lawful bases set out in
the Data Protection Laws, which include consent.

A data subject consents to processing of their personal data if they indicate agreement clearly either by
a statement or positive action to the processing. Consent requires affirmative action so silence,pre−ticked

boxes or inactivity are unlikely to be sufficient. If consent is given in a document which deals with
other matters, then the consent must be kept separate from those other matters.

Data subjects must be easily able to withdraw consent to processing at any time and withdrawal must be
promptly honoured. Consent may need to be refreshed if I intend to process personal data for a different
and incompatible purpose which was not disclosed when the data subject first consented.

Unless I can rely on another legal basis of processing, explicit consent is usually required for processing
special categories of personal data (i.e. data relating to racial or ethnic origin, political opinions, religious
or philosophical beliefs, trade union membership, and the processing of genetic data, biometric data,
data concerning health, sex life or sexual orientation) and criminal convictions data, for automated
decision−making and for cross border data transfers. Usually I will be relying on another legal basis (and
not require explicit consent) to process most types of special categories of personal data and criminal
convictions data.

Records of consents will be maintained to demonstrate compliance with consent requirements.

4.3 Transparency (notifying data subjects)

The Data Protection Laws require data controllers to provide detailed, specific information to data
subjects depending on whether the information was collected directly from data subjects or from
elsewhere. Such information must be provided through appropriate privacy notices which must be
concise, transparent, intelligible, easily accessible, and in clear and plain language so that a data subject
can easily understand them.

Whenever collecting personal data directly from data subjects, the data subject will be provided with all
the information required by the Data Protection Laws including my identity, and how and why I will process
that personal data through a privacy notice.

When personal data is collected indirectly (for example, from a third party or publicly available source),
the data subject will be provided with the information required by the Data Protection Laws as soon as
possible after collecting/receiving the data.



5. Purpose limitation

Personal data must be collected only for specified, explicit and legitimate purposes. It must not be further
processed in any manner incompatible with those purposes.

Personal data will not be used for new, different or incompatible purposes from that disclosed when it
was first obtained unless the data subject has been informed of the new purposes and they have
consented where necessary.

6. Data minimisation

Personal data must be adequate, relevant and limited to what is necessary in relation to the purposes for
which it is processed.

Personal data will only be processed when necessary. Excessive data will not be collected. Any personal
data collected will be adequate and relevant for the intended purposes. When personal data is no longer
needed for specified purposes it will be deleted or anonymised in accordance with the following data
retention guidelines.

Records Period of Retention

All personal data processed in my role as a Twelve (12) months after the matter has
representative of the residents of my ward concluded or twelve (12) months after the date of

(including casework files) the last correspondence on file and, in any event,
on ceasing to be an elected member.

Accuracy

Personal data must be accurate and, where necessary, kept up to date. It must be corrected or deleted
without delay when inaccurate.

Personal data used and held will be accurate, kept up to date and relevant to the purpose for which it
was collected. Reasonable steps will be taken to destroy or amend inaccurate or out−of−date personal
data.

8. Storage limitation

Personal data must not be kept in an identifiable form for longer than is necessary for the purposes for
which the data is processed.

Personal data will not be kept in a form which permits the identification of the data subject for longer than
needed for the legitimate business purpose(s) for which it was originally collected.

9. Security integrity and confidentiality

9.1 Protecting personal data

Personal data must be secured by appropriate technical and organisational measures against
unauthorised or unlawful processing, and against accidental loss, destruction or damage.

Appropriate safeguards will be maintained and the effectiveness of those safeguards will be tested to
ensure security of processing of personal data. Data security will be maintained by protecting the
confidentiality, integrity and availability of the personal data, defined as follows:

(a) Confidentiality means that only people who have a need to know and are authorised to use the
personal data can access it.

(b) Integrity means that personal data is accurate and suitable for the purpose for which it is
processed.



(c) Availability means that authorised users are able to access the personal data when they need it
for authorised purposes.

Without prejudice to the foregoing, the guidelines in Appendix 1 (Information Security Guidelines) will be
followed.

9.2 Reporting a personal data breach

The Data Protection Laws requires controllers to notify any personal data breach to the ICO and, in
certain instances, the data subject. Procedures are in place to deal with any suspected personal data
breach and data subjects or the ICO will be notified where this is required. See Appendix 2 (Data Breach
Reporting).

10. Transfer limitation

The Data Protection Laws restrict data transfers to countries outside the EEA in order to ensure that the
level of data protection afforded to individuals by the Data Protection Laws is not undermined. Personal
data will only be transferred outside the EEA if one of the conditions permitted by the Data Protection
Laws applies.

11. Data subjects rights and requests

Data subjects have rights when it comes to how their personal data is handled. These include rights to:

(a) withdraw consent to processing at any time;

(b) receive certain information about my processing activities;

(c) request access to their personal data that I hold;

(d) prevent my use of their personal data for direct marketing purposes;

(e) ask me to erase personal data if it is no longer necessary in relation to the purposes for which it
was collected or processed or to rectify inaccurate data or to complete incomplete data;

(f) restrict processing in specific circumstances;

(g) challenge processing which has been justified on the basis of my legitimate interests or in the
public interest;

(h) request a copy of an agreement under which personal data is transferred outside of the EEA;

(i) object to decisions based solely on automated processing, including profiling;

(j) prevent processing that is likely to cause damage or distress to the data subject or anyone else;

(k) be notified of a personal data breach which is likely to result in high risk to their rights and freedoms;

(I) make a complaint to the ICO; and

(m) in limited circumstances, receive or ask for their personal data to be transferred to a third party in
a structured, commonly used and machine readable format.

The identity of an individual requesting data under any of these rights will be verified first.

12. Accountability

12.1 Appropriate technical and organisational measures will be implemented in an effective manner, to ensure
compliance with data protection principles. I am responsible for, and must be able to demonstrate,
compliance with the data protection principles.



12.2 Record keeping

Under certain circumstances the Data Protection Laws require records of data processing activities.
Where required, these records include, my name and contact details, descriptions of the personal data
types, data subject types, processing activities, processing purposes, third−party recipients of the
personal data, storage locations, transfers, retention periods and a description of the security measures
in place.

12.3 Privacy By Design and Data Protection Impact Assessment (DPIA)

Privacy by Design measures will be implemented when processing personal data by implementing
appropriate technical and organisational measures in an effective manner, to ensure compliance with
data privacy principles.

DPIAs will be conducted in respect to high risk processing.

12.4 Automated Decision−Making (including profiling)

There is no intention to engage in automated decision making.

12.5 Direct marketing

Certain rules apply when marketing to data subjects. A data subjects prior consent is required for
electronic direct marketing (for example, by email, text or automated calls).

A data subject's objection to direct marketing will be promptly honoured. If someone opts out at any time,
their details will be suppressed as soon as possible. Suppression involves retaining just enough
information to ensure that marketing preferences are respected in the future.



Appendix 1: Information Security Guidelines

• Computer and email accounts used to access personal data should be password protected.
Passwords should consist of a combination of numbers, symbols, upper case and lower case letters.

• Always keep passwords and user name secures and do not share them.

• Always lock PCs or mobile devices while they are unattended.

• Do not open email attachments from an unknown source.

• Do not download programmes or games, or run any sent by email.

• Ensure that the anti−virus software on electronic devices is up to date at all times.

• Ensure that any personal data held on a mobile device is encrypted.

• Ensure that access to personal data can be restored in the event of any incidents, for example by
establishing an appropriate backup process.

• When taking a mobile device to another country for business, ensure that it only contains the personal
information needed.

• If any mobile device is lost or stolen, contact [INSERT] immediately.

• Consider sending confidential information by secure email.

• Where it is necessary to send the same email to more than one person, consider whether it would
be appropriate to use the blind copy "bcc" function to prevent the unauthorised sharing of email
addresses. When the carbon copy 'cc" function is used, every recipient of the message will be able
to see the addresses to which the e−mail was sent.

• Prior to sending an email containing personal information, check that the recipients in the address
bar are those for whom the email is intended.

• Care must be taken when forwarding emails to ensure the included chain and any attachments do
not contain any personal information which the sender has not been authorised to share.

• Maintain a clear desk policy at all times.

• Lock away physical papers which contain personal data when not in use.

• Securely dispose of physical papers containing personal information when they are no longer
required (for example, by shredding).



Appendix 2: Data Breach Reporting

1. A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed.

2. Certain types of personal data breach must be reported.

3. A personal data breach will be reported to the ICO, without undue delay and, where feasible, not later
than 72 hours after having become aware of it if the data breach is likely to result in a risk to the rights
and freedoms of individuals.

4. If notification is not given within 72 hours, the ICO will be given an explanation for the delay.

5. Affected individuals will be informed without undue delay if a personal data breach is likely to result in a
high risk to the rights and freedoms of the individuals concerned.

6. A decision whether to notify the ICO and affected individuals will be made on a case by case basis.
The risk that could result from the incident will be assessed and should take account of the following
criteria:

(a) the type of breach;

(b) the nature, sensitivity, and volume of personal data;

(c) the ease of identification of individuals;

(d) the severity of consequences for individuals;

(e) the special characteristics of the individuals (such as children or vulnerable individuals);

(f) the number of affected individuals;

(g) the special characteristics of the controller.

7. Account will be taken of the likelihood and potential severity of the impact on individuals. Knowing the
likelihood and potential severity of the impact on the individual will help to determine whether notification
is required to the ICO and, if necessary, to the individuals concerned.

8. An incident is likely to result in a high risk to individuals if it may lead to physical, material or non−material
damage for the individuals whose data have been breached. Examples of such damage are
discrimination, identity theft or fraud, financial loss and damage to reputation. Damage should be
considered likely to occur if the breach involves personal data that reveals racial or ethnic origin, political
opinion, religion or philosophical beliefs, or trade union membership or includes genetic data, data
concerning health or data concerning sex life, or criminal convictions and offences or security related
measures.

9. If a decision is made not to notify an incident, a justification for that decision should be documented.
This should include reasons why the incident is considered unlikely to result in a risk to individuals.

10. Where notification to the ICO is required, at the very minimum the notification must

(a) describe the nature of the personal data breach including where possible:

a. the categories and approximate number of individuals concerned; and

b. the categories and approximate number of personal data records concerned;

(b) give the name and contact details of the DPO or other contact point where more information can be
obtained;



(c) describe the likely consequences of the personal data breach; and

(d) describe the measures taken or proposed to be taken to deal with the personal data breach,
including, where appropriate, measures to mitigate its possible adverse effects.

If it is not possible to provide the information all at once, the information will be submitted in stages provided
there is no delay in doing so.

11. Where notification to individuals is required, the notification must describe in clear and plain language the
nature of the personal data breach and at the minimum:

(a) give the name and contact details where more information can be obtained;

(b) describe the likely consequences of the personal data breach; and

(c) describe the measures taken or proposed to be taken to deal with the personal data breach,
including, where appropriate, measures to mitigate its possible adverse effects.

12. However, notification to individuals is not necessary if:

(a) appropriate technical and organisational protection measures have been implemented, and those
measures were in place, in particular those that render the personal data unintelligible to any person
who is not authorised to access it, such as encryption; or

(b) subsequent measures have been taken which ensure that the high risk to the rights and freedoms
of individuals is no longer likely to materialise; or

(c) it would involve disproportionate effort provided that instead a public communication (or something
similar) is issued whereby they are informed in an equally effective manner.

Even if individuals have not been informed, the ICO may require that this be done.


