
AGENDA ITEM No.__z_c5
−−−−−AUDIT AND SCRUTINY PANEL − 30 April 2018

Motherwell, 30 April 2018 at 10 am.

A Meeting of the AUDIT AND SCRUTINY PANEL

PRESENT

Councillor Gallacher, Convener; Councillor Stevenson, Vice−Convener; Councillors Burrows, Graham, Hume,
T. Johnston and McKendrick.

CHAIR

Councillor Gallacher (Convener) presided.

IN ATTENDANCE

Robert Steenson, Assistant Chief Executive (Infrastructure); Ken Adamson, Head of Audit and Inspection; Brian
Cook, Head of Revenue and E−Government Solutions; Paul Hughes, Head of Business for Financial Solutions;
Andrew McPherson, Head of Regulatory Services and Waste Solutions; Susan Lawrie, Business Manager,
Performance and Resource Allocation; Aileen McMann, Resilience Development Co−ordinator, and Kirsty
Brown, Committee Officer.

ALSO IN ATTENDANCE

Brian Howarth, Assistant Director, Audit Services and Kerry Nelson, Senior Auditor, Audit Scotland.

APOLOGY

Councillor Hogg.

CONVENERS REMARKS

The Convener advised that following the previous meeting of the Panel, a Members only meeting had been
convened to enable a discussion in relation to any ideas or suggestions for future meetings of the Panel. This
meeting had identified a number of ideas and suggestions, which included increasing the Panel membership
from 8 to 11 Members, ways to ensure sufficient priority for both Audit and Scrutiny items, the potential
separation of consideration of Audit and Scrutiny items, and the introduction of two meetings per cycle starting
in August 2018. The Convener intimated that discussions were underway with officers in relation to these
items and that she intended to hold further Members only meetings in the future.

DECLARATIONS OF INTEREST IN TERMS OF THE ETHICAL STANDARDS IN PUBLIC LIFE ETC.
(SCOTLAND) ACT 2000

There were no declarations of interest.

ACTION LOG

2. There was submitted a report by the Head of Audit and Inspection (1) advising that the purpose of the
report was to enable Members to track the implementation of requests and recommendations made
by the Panel since its establishment in May 2017, and (2) detailing, within the Appendix to the report,
the current status of the requests and recommendations made by the Panel.

Ken Adamson spoke to the report and thereafter the Panel agreed to note the report.
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BEST VALUE

(1) LOCAL SCRUTINY PLAN 2018119

3. There was submitted a report by the Business Transformation Manager (1) advising that Councils in
Scotland were subject to an Annual Shared Risk Assessment, undertaken by the Local Area Network,
with each Councils assessment published by Audit Scotland in a Local Scrutiny Plan; (2) providing,
within Appendix 1 to the report, the Councils Local Scrutiny Plan for 2018/19; (3) highlighting (a) that
the overall assessment was positive, and (b) that the process had not identified any additional risk
areas where specific scrutiny was required, other than those areas which were nationally directed or
were part of ongoing work programmes; (4) intimating that Audit Scotland had also published the
National Scrutiny Plan, which summarised all strategic scrutiny activity planned for 2018/19, details of
which were set out in Appendices 2 and 3 to the report, and (5) indicating that one new area of
scrutiny activity had been identified for the Council, which required the publication of a Best Value
Assurance Report in 2019.

Susan Lawrie spoke to the report and answered Members' questions and thereafter the Panel agreed
to note the report and the accompanying Appendices.

(2) CORPORATE IMPROVEMENT PLAN

4. There was submitted a report by the Business Transformation Manager (1) advising of the new
national approach to auditing Best Value and that it was the Council's responsibility to demonstrate
Best Value; (2) highlighting that with a focus on improvement and impact, it was important that the
Council could demonstrate leadership in improvement, as well as an effective approach to
self−evaluation which informed review activity and improvement plans; (3) intimating (a) that to date
six Councils had undergone the new approach to auditing Best Value, and (b) that a range of common
themes had been identified in the Auditors' findings and recommendations, as detailed in Appendix I
to the report; (4) advising that, in order to assess the Council's position in relation to these findings, a
gap analysis had been undertaken, which had been integrated with the Corporate Management
Team's self−evaluation exercise and evidence from the pre−evaluation desktop exercise; (5) detailing
the recommended improvement actions arising from the gap analysis exercise; (6) indicating that the
improvement actions had been incorporated within a Corporate Improvement Plan, as set out in
Appendix 2 to the report, and (7) outlining the implementation of a Strategic Self−Assessment
Framework, to ensure that the Council had a consistent and standardised approach to self−evaluation
at a strategic level.

Susan Lawrie spoke to the report and answered Members' questions. Members advised that in terms
of the responsibility for improvement actions, as detailed in the Corporate improvement Plan set out
within Appendix 2 to the report, this should be assigned to individuals and not to a Committee of the
Council. Thereafter the Panel agreed (1) to note the report; (2) to endorse a corporate approach to
improvement that was supported by evidence and aligned to corporate priorities and plans, and (3)
that officers provide feedback to the Corporate Management Team that the responsibilities detailed
within the Corporate Improvement Plan as set out in Appendix 2 to the report should be assigned to
individuals not to a Committee of the Council.

PERFORMANCE HIGHLIGHTS 2017/18

There was submitted a report by the Business Transformation Manager (1) detailing, within
Appendix 1 to the report, the key performance highlights against each of the five priorities identified
within the Council's Business Plan 2017/20; (2) summarising, within Appendix 2 to the report, the
planned programme of work for 2018/19, and (3) outlining proposals to align work throughout the
coming year to facilitate an ongoing cycle of planning, performance and improvement actions,
including (a) an in−depth performance review and challenge process, which would be undertaken by
the Challenge and Review Network; (b) a peer challenge and review process to be undertaken by the
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Corporate Management Team; (c) ongoing performance monitoring to ensure appropriate scrutiny
and strategic oversight and challenge by the Panel, and (d) forward planning informed by evidence.

Susan Lawrie spoke to the report and thereafter the Panel agreed to note the contents of the report
and the accompanying Appendices.

RISK MANAGEMENT UPDATE

6. There was submitted a report by the Head of Audit and Inspection (1) providing an overview, from a
risk management perspective, of the current status of the Councils Key Corporate Risks, together
with the progress made in implementing planned improvements to the Corporate Risk Management
arrangements; (2) advising that good progress was being made in formally documenting how the
Council was managing its identified Key Corporate Risks and that this process was now expected to
be completed by June 2018; (3) highlighting (a) that reasonable progress was being made in
progressing the improvement actions designed to ensure that the Council could demonstrate mature
and effective risk management arrangements; (b) that there had been some slippage in the
implementation of the new Risk Management IT System, and (c) that some Services and Divisions
were not as advanced as expected in the preparation and finalising of Risk Registers, and (4)
outlining, within Appendix I to the report, the current Key Corporate Risk Register.

Ken Adamson spoke to the report and answered Members' questions. The Panel sought clarification
as to whether the inclusion of Welfare Reform within the Tackling Poverty Action Group would result
in the risk title being removed from the Corporate Risk Register. Andrew McPherson confirmed that
there was no intention to remove Welfare Reform from the Risk Register.

Thereafter the Panel agreed (1) to note the progress being made in implementing planned
improvements to the Corporate Risk Management arrangements, and the development of information
on key corporate risks; (2) to note the position with the management of those corporate risks with a
high residual risk score; (3) to note the progress in taking forward the planned improvement actions,
and (4) that the report be otherwise noted.

MANAGEMENT OF KEY CORPORATE RISKS − RISK MANAGEMENT UPDATE

(I) KEY CORPORATE RISK SI − INABILITY TO MANAGE STRATEGIC CHANGE

7. There was submitted a report by the Chief Executive (1) providing an overview of management's
current assessment of Corporate Risk Si: Inability to Manage Strategic Change; (2) highlighting the
current key management processes and controls designed to mitigate this risk, as well as planned
actions which were intended to enhance current controls or to mitigate the risk further, and (3)
summarising, within the Appendix to the report, the results of a deep dive review into this Corporate
Risk.

Robert Steenson spoke to the report and answered Members' questions and thereafter the Panel
agreed to note the report.

(2) RISK MANAGEMENT UPDATE: KEY CORPORATE RISK 0 4 − BUSINESS CONTINUITY
PLANNING

8. There was submitted a report by the Head of Regulatory Services and Waste Solutions (1) providing
an overview of management's current assessment of Corporate Risk 04: Business Continuity
Planning; (2) highlighting the current key management processes and controls designed to mitigate
this risk, as well as planned actions which were intended to enhance current controls or to mitigate the
risk further, and (3) summarising, within the Appendix to the report, the results of a deep dive review
into this Corporate Risk.
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Andrew McPherson spoke to the report and answered Members' questions. The Panel requested
further information in relation to the arrangements for a "Black Start" event, as referred to within
paragraph 2.3 of the report, and agreed that a specific report be submitted to a future meeting of the
Panel in relation to this item.

Thereafter the Panel agreed (I) to note the report, and (2) that a report be submitted to a future
meeting of the Panel in relation to the arrangements for a "Black Start" event.

AUDIT SCOTLAND NATIONAL REPORT: EARLY LEARNING AND CHILDCARE

9. There was submitted a report by the Head of Audit and Inspection (1) advising of the Early Learning
and Childcare report published by Audit Scotland in February 2018; (2) intimating that the Audit
Scotland report examined how effectively the Scottish Government and Councils were working
together to improve outcomes for children and support for parents by expanding access to Early
Learning and Childcare (ELC); (3) providing an overview of the issues raised within the Audit Scotland
report; (4) setting out, within Appendix 1 to the report, the Audit Scotland recommendations and
management responses; (5) outlining that there were significant risks that Councils would not be able
to expand funded ELC to 1,140 hours, as required by 2020, most notably due to the difficulties in
increasing the infrastructure and workforce to the levels required in the limited timescales; (6)
indicating that the report advised (a) that the Scottish Government should have started detailed
planning with the Councils earlier, given the scale of the changes required, and (b) that Councils'
estimates of the costs involved in increasing provision was significantly higher than the Scottish
Government's figures, and (7) highlighting (a) that management's response to the issues raised by
Audit Scotland provided assurance that the Council was taking reasonable steps to progress the
policy initiative, and (b) that, whilst the risks identified were being actively addressed, they remained
challenging.

Brian Howarth spoke to the report and answered Members' questions and thereafter the Panel agreed
(1) to note the key findings of the Audit Scotland report and management's response to the issues
raised, and (2) that a further report be submitted by Internal Audit to the meeting of the Panel in
August 2018, to provide assurance that any actions arising from the matters raised by Audit Scotland
had been appropriately progressed by management.

PUBLIC SERVICES NETWORK (PSN) ACTION PLAN STATUS

10. With reference to paragraph 8 of the meeting of this Panel held on 5 February 2018, there was
submitted a report by the Head of Revenue and E−Government Solutions (1) providing the current
status of the Council's Action Plan to submit an application for Public Services Network (PSN)
compliance on the revised date of 27 April 2018; (2) advising that a series of health checks had been
undertaken to identify any areas of improvement; and (3) intimating that the latest health check
identified several additional areas of concern and this had resulted in a five week extension to the
remediation plan.

Brian Cook spoke to the report and advised that the Council's PSN submission had now been
submitted to the Public Services Network Authority. Thereafter the Panel agreed (1) to note the
progress made to date, and (2) that reports providing the outcome of the PSN submission be
submitted to future meetings of the Infrastructure Committee.

CYBER SECURITY UPDATE

11. With reference to paragraph 9 of the Minute of the meeting of this Panel held on 5 February 2018,
there was submitted a report by the Head of E−Government and Revenue Solutions (1) advising that
the Scottish Government had published in December 2017 a Scottish Public Sector Cyber Incident
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Central Notification and Co−ordination Policy, together with an associated generic Cybersecurity
Incident Response Plan (CIRP); (2) intimating (a) that a grant submission was being prepared to
support a Cyber Essential pre−assessment exercise, and (b) that work was underway to ensure
Council alignment with the key actions of the Public Sector Action Plan for Cyber Resilience, and (3)
highlighting (a) that the Local Government Digital Office had appointed a Chief Information Security
Officer (CISO) to help Councils develop a consistent overall approach, and (b) that the CISO was
currently visiting Councils to raise awareness of cyber security issues with Senior Management
Teams and Elected Members.

Brian Cook spoke to the report and thereafter the Panel agreed (1) to note the progress made to date,
and (2) to note that a further report would be submitted to the Infrastructure Committee in relation to
the Cyber Essentials assessment.

EXTERNAL AUDIT: MANAGEMENT REPORT 2017−18

12. There was submitted a report by the Head of Audit and Inspection (1) presenting, within Appendix Ito
the report, Audit Scotland's Management Report for the year ending 31 March 2018, and (2) advising
that the report contained an action plan detailing audit recommendations and responses, including
planned actions agreed by management.

Brian Howarth spoke to the report and answered Members' questions. The Panel sought clarification
in relation to the status of the Registers of Interest for Senior Officers. Ken Adamson intimated that
the Registers of Interest for Senior Officers were complete and held in a central location. Members
advised that they would expect the Registers of Interest for Senior Officers to be available in the
public domain and requested that the Convener discuss the matter with the Chief Executive.

Thereafter the Panel agreed (1) to note the External Auditors' Interim Audit report, and (2) that the
Convener would speak to the Chief Executive in relation to making the Registers of Interest for Senior
Officers available in the public domain.

INTERNAL AUDIT PROGRESS REPORT

13. There was submitted a report by the Head of Audit and Inspection (1) providing an overview of
Internal Audit activity; (2) detailing the results of the Internal Audit outputs finalised since the last
progress report submitted to the meeting of the Panel on 5 February 2018; (3) highlighting the most
significant issues arising from recently completed audit work, and (4) providing, within Appendix 1 to
the report, a brief summary of the scope and key findings of each substantive audit report.

Ken Adamson spoke to the report and advised Members that further details in relation to the
timescales proposed by management in response to the Audit recommendations, as outlined in
paragraph 2.8 of the report, would be submitted to the meeting of the Panel in August 2018.

Thereafter the Panel agreed (1) that Internal Audit would report to future meetings of the Panel on
progress made by management implementing agreed actions in relation to the audit
recommendations categorised as red or amber; (2) that further information be submitted to the
meeting of the Panel in August 2018, in relation to the timescales proposed by management in
response to the Audit recommendations, as detailed in paragraph 2.8 of the report, and (3) that the
report be otherwise noted.
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FOLLOW−UP OF ACTIONS PREVIOUSLY AGREED BY MANAGEMENT IN RESPONSE TO
INTERNAL AND EXTERNAL AUDIT RECOMMENDATIONS

14. With reference to paragraph 4 of the Minute of the meeting of this Panel held on 5 February 2018,
there was submitted a report by the Head of Audit and Inspection (1) indicating (a) that, with regard to
the previously agreed internal audit recommendations, nine of the agreed actions had been fully
implemented and nine partially implemented; (b) that two previously agreed actions, which had not yet
been fully implemented, had been assessed by Internal Audit as having a high or medium residual
risk rating and were highlighted in Appendix 1 to the report, and (c) that no detail had been provided
with regard to the seven actions assessed as not yet fully implemented but having a low residual risk,
however, these would continue to be monitored and re−assessed; (2) highlighting (a) that it had been
previously reported that three separate audit exercises examining different elements of the Council's
payroll arrangements had identified significant control weaknesses, and (b) that a separate, more
detailed, follow−up exercise had been undertaken by Internal Audit to determine the extent to which
relevant actions had been implemented and weaknesses addressed and this was detailed within the
standard Internal Audit progress reports; (3) advising that of the 44 planned actions, in response to
the recommendations by External Audit in the period 2015/17, 40 had been fully implemented, three
were partially implemented and one was no longer relevant, and (4) intimating that, as with the
Internal Audit recommendations, no detail had been provided in the report with regard to the three
actions assessed as not yet fully implemented but having a low residual risk, however, Internal Audit
would continue to monitor and re−assess the residual risk for these actions each cycle until they were
satisfied that they had been fully implemented.

Ken Adamson spoke to the report and answered Members' questions and thereafter the Panel agreed
to note the content of the report.

INTERNAL AUDIT STRATEGY 2018/19 TO 2020/21 AND INTERNAL AUDIT ANNUAL PLAN
2018/19

15. There was submitted a report by the Head of Audit and Inspection (1) seeking approval (a) of the
updated Internal Audit Strategy covering the period up to 2020/21, as detailed in Appendix 1 to the
report, and (b) of the proposed Internal Audit Plan for 2018/19; (2) detailing the background and
context in which the Internal Audit planning process was undertaken, and (3) providing, within
Appendix 2 to the report, a high−level overview of how Internal Audit resources would be allocated in
2018/19.

Ken Adamson spoke to the report and thereafter the Panel agreed (1) to approve the updated Internal
Audit Strategy covering the period up to 2020/21, as detailed in Appendix 1 to the report; (2) to note
the approach adopted to produce the Internal Audit Annual Plan 2018/19; (3) to note the detailed list
of proposed Internal Audit assignments in relation to the 2018/19 Plan, as outlined in Appendix 2 to
the report, and (4) to approve the Internal Audit Annual Plan 2018/19.
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