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Executive Summary  
The Corporate Management Team has identified a number of key corporate risks which are subject 
to periodic review by management to ensure that the risk is properly understood and is being 
adequately controlled. 

The purpose of this report is to provide Panel with a summary of Senior Management’s current 
assessment of the management of Corporate Risk O7: Serious Organised Crime, Fraud and 
Corruption. 

The report highlights the current key controls which are regarded as being effective in mitigating this 
risk, as well as a number of planned actions which will be undertaken to either enhance current 
controls or to mitigate the risk further. 

More detail is provided in Appendix 1, the current deep dive review of this Corporate Risk.  This    
documentation was last updated in December and agreed with the relevant oversight group. 

 

     Recommendations 
 The Panel is invited to: 

(a) Consider whether there are any issues arising from this report, on which the Panel would like 
to receive further information; 

(b) Otherwise note the contents of this report. 
 

  Supporting Documents 

Council Plan to 2020: Robust and effective risk management arrangements are a key element of 

good corporate governance and support the delivery of all Council services and the achievement of all  

key Corporate priorities and planned outcomes. 

 

Appendix 1 – Deep Dive Corporate Risk review O7: Serious Organised Crime, Fraud and Corruption 

 



1. Background 
 1.1 As part of the agreed approach to the management of key corporate risks, each risk has a nominated 

member of the Extended Corporate Management Team as Risk Lead.  Each risk has also been 
assigned to a relevant Corporate Working Group/Management Team for ongoing assessment, 
monitoring and review.  Reviews will be done on a frequency aligned to residual risk rating.   

1.2 Under the Risk Management part of its agenda, the Panel is seeking to receive more detailed reports 
on the management of some of the key corporate risks.  For this cycle it has been agreed that a report 
be submitted on Corporate Risk O7: Serious Organised Crime, Fraud and Corruption.    

1.3 This particular risk is aligned to the Council’s Serious Organised Crime/Counter Terrorism (SOC/CT) 
Working Group, with the Head of Legal and Democratic Solutions identified as the Corporate Risk 
Lead. 

1.4 Serious Organised Crime, Fraud and Corruption has been identified as a key corporate risk. To deliver 
effectively on its legislative responsibilities in this area the Council requires to have both robust internal 
arrangements and effective engagement and joint working across public agencies as well as to 
promote preventative activity and staff awareness.  The residual risk is scored as ‘9 – Medium’ to 
reflect the robust and effective measures in place to engage with law enforcement agencies and 
interrelated controls such as anti-crime initiatives that have been adopted by the Council to 
significantly reduce the overall levels of serious organised crime and other fraud related behaviours.  

1.5 The risk is continually monitored, assessed and reported to multi-agency groups such as the 
Lanarkshire Multi Agency Strategic Serious Organised Crime/Counter Terrorism Group 
(LMASOC/CT) and the Council’s SOC/CT Group. The Regulatory Committee and the Licensing Board 
have also overseen the compliance of the statutory obligations associated with this risk.   

1.6 More detail on the scope of this risk is detailed in the Deep Dive Risk review document attached at 
Appendix 1. 

 

2. Report 

2.1 The risk was approved to “live” status by CMT in July 2018 and thereafter has been subject to regular 
review through the Council’s SOC/CT Group with the last review being completed in December 2018.   
The current residual risk rating is 9 MEDIUM, reflecting the wide range of management controls and 
arrangements which ensure that this risk continues to be effectively managed.  Amongst the more 
significant arrangements are: 

• The Council is a key participant in the National Serious Organised Crime Strategy known as 
Divert, Deter, Detect and Disrupt which requires participation in tactical sub-groups.  There 
are three tactical sub groups relating to Serious Organised Crime which report to the 
Lanarkshire Multi Agency Strategic Serious Organised Crime/Counter Terrorism. 

• Engagement with law enforcement agencies and the West of Scotland Single Point of Contact 
(SPOC) Group decreases the likelihood of Serious Organised Crime and other crimes 
associated with fraud and corruption being committed within our organisation and in our 
communities. The interrelated controls that are in place with the agencies are designed to 
prevent certain criminal organisations from infiltrating or succeeding in transacting with the 
authority. 

• IT systems security measures often mitigate and reduce the likelihood of loss occurring. 

• Corporate policies on whistleblowing; information security; gifts and hospitality; 
procurement advisory notes on tackling Serious Organised Crime, and Employee, Chief 
Officers’, and Councillors’ Codes of Conduct require strict compliance to ensure that good 
practices and processes are embedded within the organisation’s culture in order to deter 
and prevent fraud and corrupt practices. 



 

2.2 The Council’s SOC/CT Group will continue to review this risk on a six monthly basis in line with the 
residual risk rating.  This will enable the group to monitor controls in place as well as planned actions 
which will help ensure that this risk continues to be well managed, aiming where possible to reduce 
the risk further.  Among the more significant planned management actions are:   

• Establish an internal ‘Integrity Group’ to consider serious organised crime, fraud and 
corruption type incidents, to identify lessons learned and to make recommendations to 
strengthen the Council’s arrangements, including, for example, the review of related Council 
Policies. 

• Submit an Annual Report to the Extended Corporate Management Team following the issue 
of Lanarkshire Multi Agency Strategic SOC/CT Group annual report. 

• Engage with communities through quarterly Local Area Partnership meetings including 
Community Matters briefings to raise awareness of serious organised crime.   

• Engage with the Business Community to improve resilience and awareness through 
Business events, with the provision of information, including training for front line staff 
delivered by Police Scotland. 

• Further roll-out of the Document Awareness e-learning course. 

• Participate in a locally-led serious organised crime Community Empowerment Initiative. 

2.3 The rationale for the residual risk rating is based on the extensive engagement of the Council with 
agencies that promote anti-crime initiatives and practices.  The Council’s risk is minimised as a result 
of the controls in place, and the effectiveness of these risk based controls is assessed regularly.  
These arrangements (as detailed in paragraph 2.1) are assessed as being effective in reducing both 
likelihood and impact.  In line with the Council’s Risk Management strategy, this ‘Medium’ risk will be 
monitored and reviewed on a six monthly basis to ensure continued focus on the effectiveness of 
current controls as well as the progress made in the implementation of planned management actions.   

 
 
 

3. Implications 

Financial Impact:    None identified 

 HR/Policy/Legislative Impact:  None identified 

 Environmental Impact:   None identified 

Risk Impact:  Regular review of Key Corporate risks will enable Senior 
Management to maintain a current and accurate view of how key 
risks facing the Council are being managed, and will enable the 
Council to demonstrate effective management of its overall risk 
exposure.   

  

4. Measures of success 

Effective risk management arrangements are designed to assist the Council in achieving planned 
outcomes and/or mitigating the impacts of adverse events. 

 

 

Archie Aitken, Head of Legal and Democratic Solutions 
For further information please contact Archie Aitken, Head of Legal and Democratic Solutions on tel. 01698 302295 



Exempt from Publication – Para 14 of Schedule 7a of the LGSC 1973 

CORPORATE RISK REVIEW – O7: Serious 
Organised Crime, Fraud and Corruption        

CORPORATE RISK LEAD:  Archie Aitken (Head of Legal and Democratic 
Solutions) 

CORPORATE WORKING GROUP:  NLC Serious 
Organised Crime/Counter Terrorism Group 
 

Risk Context:  There is evidence to suggest that Serious Organised Crime has a disproportionate impact on Scotland’s poorer communities, contributing 
to social and economic inequalities.    65% of Serious Organised Crime Groups are involved in drug crime; heroin is the most popular commodity, followed 
by cocaine, cannabis, amphetamine and tranquilisers.   Drug related deaths in Scotland increased by 23% to 867 in 2016.  13% of these deaths were in 
Lanarkshire. 
Other crime types include violence; money laundering; various forms of fraud including cigarette smuggling and tax fraud; human trafficking; metal theft; 
bogus workmen and cybercrime.    65% of SOCGs are involved in the use of seemingly legitimate businesses. The most common business types are 
tanning salons, waste disposal, licensed premises, taxis, restaurants, shops, garage repairs and vehicle maintenance, and property development. Over 
650 such businesses have been identified.    Information available on: http://www.gov.scot/Resource/0047/00479632.pdf 
 
This risk also covers fraud, theft and corrupt practices.  With regards to NLC, fraud can be undertaken by internal parties, external parties and by people 
who use NLC services and assets.  Financial level of loss can be considerable as seen in some recent examples i.e. In 2017 A former Dundee City Council IT 
officer has admitted stealing more than £1m.  In 2015 City of Edinburgh Council suffered financial loss and significant reputational damage and disruption 
following the discovery of corrupt practices in their Property Care Services Section, resulting in an extensive Police investigation and 4 individuals being 
jailed. 

Last review Date: 12-12-18 
Next review date: 12-06-19 

Governance & Oversight:  
• NLC SOC/CT Group 
• Policy & Strategy Committee 
• Audit & Scrutiny Panel 
• Regulatory Committee  
• NLC Licensing Board 
 

 
Risk Description  
There is a risk that:  NLC does not take necessary action to prevent or adequately respond to Serious Organised Crime and 
other criminal activities. 
  
Due to: Lack of awareness of, and failure to keep pace with different types of crime, evolving criminal methods and use of  
technology; Lack of appreciation of the impact that crime can have across NLC communities; Lack of effective engagement with 
industry bodies and crime enforcement agencies to identify and implement best practice and controls across NLC activities 
including with partnerships and suppliers; Organisational complacency - assumption that what has always been in place is 
sufficient, or that because frauds are not highlighted that there must be none happening;  Culture and lack of understanding of 
what constitutes fraud rather than “entitlement” becoming custom and practice;  Perception that Council has deep pockets;  
Erosion of governance and control, leading to staff with too much authority and autonomy. 
 
Which could result in: NLC and its communities being seen as a “soft target”; increasing level of drug abuse and violence in turn 
leading to greater deprivation and poverty, increasing attractiveness to other Serious Organised Crime Groups when NLC seen as 
a soft target; Serious Organised Crime having a disproportionate impact on the communities of North Lanarkshire compared to 
more affluent local authorities; North Lanarkshire increasingly becoming seen an unattractive or unsafe place to Live, Learn Work 
Invest and Visit; Individuals, and in particular the vulnerable may be exploited and abused; Council could face loss of assets 
including financial loss, confidential records and impacts on employees;  Fines and prosecution if NLC deemed to have inadequate 
controls; significant reputational damage. 

Organisational Risk Heat Map – (ref corporate proc 
advisory note Dec 2015 and Police Scotland training) 

Primary 
ENTERPRISE & COMMUNITIES 

Regulatory Services & Waste Solutions, Environmental 
Assets; Asset & Procurement Solutions; Housing, Property 

& Projects; Enterprise and Place; HR (recruitment, screening 
etc.) 

 
SOCIAL CARE 

Residential care 
CHIEF EXECUTIVE’S 

Legal & Democratic – Licensing 
 

Secondary 
ALEOS - NL Properties,  

EDUCATION & FAMILIES –Contracts/Transport 
Third 

CHIEF EXECUTIVE’S 
Legal & Democratic – Registration  

 

http://www.gov.scot/Resource/0047/00479632.pdf


 Current Key Management Controls Control Owner 
1. Observe and action the National SOC Strategy known as Divert, Deter, Detect, Disrupt and participate in the tactical sub groups  Archie Aitken, (Head of Legal & 

Democratic Solutions) 
2. Ongoing involvement in the Serious Organised Crime/ Counter terrorism Multi-agency Strategic Group (quarterly) Archie Aitken, (Head of Legal & 

Democratic Solutions) 
3. Participation in West of Scotland SPOC Group Archie Aitken, (Head of Legal & 

Democratic Solutions) 
4. NLC Serious Organised Crime/Counter Terrorism Group    Archie Aitken, (Head of Legal & 

Democratic Solutions) 
5. Corporate Procurement Advisory Note – details the introduction to measures in the procurement process to tackle Serious Organised Crime (8 

December 2015);  
Graham Proudfoot, (Procurement & 
Support Manager) 

6. Training and development on good security practice including id badges etc.; in particular targeted at key frontline staff i.e. licensing and 
registration.    

Archie Aitken, (Head of Legal & 
Democratic Solutions) 

7. Whistleblowing policy - mechanisms to report suspicious activity or behaviour - staff encouraged to report to line managers  Archie Aitken, (Head of Legal & 
Democratic Solutions) 

8. Scheme of Delegation defines clear reporting lines/responsibilities to avoid conflict of interests. Archie Aitken, (Head of Legal & 
Democratic Solutions) 

9. NLC Information Security Policy (2014 version) - compliance with policy, prevention of unauthorised access to PCs/laptops/remote devices; Peter Tolland, Council Information 
Officer 

10. Chief Officers’ Code of Conduct and register of Chief Officers’ interests. Des Murray, Chief Executive 

11. Employee Code of Conduct (2018) Fiona Whittaker (Head of People & 
Organisational Development) 

12. Councillors’ Code of Conduct  Archie Aitken, (Head of Legal & 
Democratic Solutions) 

13. Liaison with Home Office Enforcement Officers in relation to sham marriages and co-operative and co-ordinated approach to disclosure of 
information under section 29 of DPA.   

Archie Aitken, (Head of Legal & 
Democratic Solutions) 

14. Gifts and Hospitality policy - declaration for all Officers and Elected Members Archie Aitken, (Head of Legal & 
Democratic Solutions) 

15. Document awareness via key staff attendance at the Document Awareness course delivered by Police Scotland. Archie Aitken, (Head of Legal & 
Democratic Solutions) 

Council Priorities most impacted by the risk:    Improving the health, wellbeing and care of communities;  Improving economic opportunities and outcomes;  Improving the council's resource 
base;  Improving relationships with communities and the third sector 
Inherent Risk Rating   Likelihood -  5    Impact -  4    INHERENT RISK RATING – 20 HIGH 

Rationale for Inherent 
Risk Rating 
 
 
 
 
 

Serious Organised Crime has a disproportionate impact on Scotland’s poorer communities, contributing to social and economic inequalities.    65% of SOCGs are 
involved in drug crime; heroin is the most popular commodity, followed by cocaine, cannabis, amphetamine and tranquilisers. Other crime types include violence; 
money laundering; various forms of fraud including cigarette smuggling and tax fraud; human trafficking; metal theft; bogus workmen and cybercrime.     65% of 
SOCGs are involved in the use of seemingly legitimate businesses. The most common business types are licensed premises, taxis, restaurants, shops, garage repairs 
and vehicle maintenance, and property development 
There are a vast range of crimes that can be perpetrated by individuals either within or external to NLC. With expenditure of approx.  £1bn and many types of 
valuable assets, costs to rectify and possibility of fines is substantial, with negative impact on the wider community. 

 



16. Fidelity Guarantee insurance provides cover for financial loss to specified limit. Alan Scougall, Risk & Insurance Officer 

17. Through SOLAR, Police Scotland and SPOC Group, intelligence and information in general is shared between the multi agencies.   
 

Archie Aitken, (Head of Legal & 
Democratic Solutions) 

18. Serious Organised Crime/Counter Terrorism Group plans and Corporate risk information evidences good controls which can minimise 
reputational damage. 

Archie Aitken, (Head of Legal & 
Democratic Solutions)  

Residual Risk Rating Likelihood -  3     Impact -  3 RESIDUAL RISK RATING– 9 MEDIUM 

Rationale for Residual Risk 
Rating 

Engagement with law enforcement agencies decreases the likelihood of Serious Organised Crime and other crimes. The interrelated controls with crime 
agencies will prevent certain criminal outfits from being able to deal with NLC.  Implementing Scotland’s SOC Strategy, known as Divert, Deter, Detect, Disrupt, 
and all related anti-crime initiatives has a significant reduction on the overall levels of SOC.   
Some controls can be very effective in reducing likelihood e.g. IT systems security.  Controls can also reduce impacts however there is acceptance that there 
could still be significant impacts e.g. financial loss and extensive injury or harm to individuals (drug users, victims of people trafficking etc.) families and 
communities. However if  NLC can demonstrate that there is  substantial focus and extensive range of controls on SOC  this should assist in reducing impact 
from adverse publicity and loss of confidence by the public. 

 
Assurances: 
• NLC Serious Organised Crime/Counter Terrorism Group 
• Environment & Transportation Committee  
• Audit & Scrutiny Panel 
• Regulatory Committee  
• NLC Licensing Board 

Independent Assurances/ Independent Inspections  
 External Audit by Audit Scotland  

Gaps in Assurance: 
It would be appropriate to provide an Annual Report by the Risk Lead to CMT which would be in compliance with all 
statutory obligations.   

Current Performance/ Current Risk Indicators:  
N/A at present 

Interdependencies:  
Risk Management                                 Procurement 
ICT Operational Capability                  HR - Human Resources  
Financial - Policies and Controls        Community Partnership Planning 

 
Management Planned Actions Responsible Person Timescale 

1. Recommendation that the Integrity Group consider and make recommendations where appropriate on all related NLC Policies e.g. 
Corporate Anti-Fraud Policy, Fraud Response Plan, Whistleblowing; Money Laundering; Gifts and Hospitality register; Chief Officers 
Code of Conduct; Employee Code of Conduct and Information Security Policy.   

Ken Adamson, (Audit & Risk 
Manager) 

In line with 
formal 

reviews of 
each policy 

2. Create and implement annual Report to CMT following issue of Lanarkshire Multi Agency Strategic SOC/CT Group annual report. 
 

Archie Aitken, (Head of Legal & 
Democratic Solutions) 

April/May  
2019 

3. Engage with Communities through 1/4ly Local Area Partnerships including via Community Matters briefings.   Matt Costello, Community 
Partnership Manager 

31/3/19 

4. Engage with the Business Community to improve resilience and awareness through Business events and provision of information, 
including training for front line staff to be delivered by Police Scotland. 

Yvonne Weir, Enterprise Manager 31/3/19 

5. Document awareness e-learning course being developed and rolled out. Aileen McMann, Resilience 
Development Co-ordinator 

31/12/18 
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