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Executive Summary  

This report provides the Panel with an overview of the Council’s risk management arrangements 
and progress being made in implementing planned improvements to those arrangements.  The 
report also provides an overview of the current status of the Council’s identified key corporate 
risks. 

Since the last update, CMT has approved to ‘Live’ a new corporate risk relating to the potential 
impacts of a “No Deal” Brexit, bringing the current total number of corporate risks to 26.  Deep 
dive documentation has now been completed for all but one of the 25 risks that were originally 
noted on the corporate risk register (Risk S4: Health & Social Care Integration is currently on 
hold pending the current review of health & social care integration within North Lanarkshire). 

All corporate risks are subject to regular monitoring and review by relevant senior management, 
with any movement in risk position being reported regularly to the Council’s Corporate 
Management Team. 

Good progress continues to be made progressing a wide range of improvement actions 
designed to ensure that the Council can demonstrate mature and effective risk management 
arrangements.  There remains a focus on the implementation of a new risk management 
information system, with continued support being provided to Services to allow current risk 
registers to be migrated to the new system. 

The Panel had previously requested that it is provided with more detailed overviews of 
management’s current assessment of individual key corporate risks.  For this cycle, risks ‘S1: 
Inability to Management Strategic Change’ and ‘O7: Serious Organised Crime, Fraud & 
Corruption’ have been selected and reports on the management of these risks from the relevant 
Risk Leads are included as separate agenda items. 

 

Recommendations 

The Panel is invited to: 

(a) Note progress made on the completion, monitoring and review of key corporate risks;   

(b) Note progress taking forward planned improvement actions; and  

(c) Otherwise note the contents of this report. 
 

 
Links and Supporting Documents 

Council Plan 
to 2020 

Robust and effective risk management arrangements are a key element of 
good corporate governance and support the delivery of all Council services 
and the achievement of all key corporate priorities and planned outcomes. 

 
Appendix 1 Summary of the Corporate Risk Register 

 

 



 
 

 

1. Background 

1.1 Risk Management updates to the Audit & Scrutiny Panel are designed to provide elected 
members with high-level information on the management of risks included within the 
Corporate Risk Register, and to present an update on progress being made more generally 
in developing the Council’s risk management arrangements. 

1.2 This work is being led by the Corporate Risk Management Team, in collaboration with 
nominated Corporate Risk Leads, Risk Champions, Risk Facilitators, and other key 
stakeholders within Services. 

 

2. Overview of risk management developments 

Corporate Risk Register – current risk profile 

2.1 Following the addition of a newly created “No Deal” Brexit risk, there are now 26 risks on 
the Corporate Risk Register.  25 of these risks have now been formally documented and 
approved by CMT to ‘Live’ status. 

2.2 The Council’s current corporate risk profile relating to the 25 “Live” risks is set out within 
the risk matrix below. The risk relating to Health & Social Care integration has not yet been 
fully developed and scored and this is awaiting the completion of the current review of 
health and social care integration in North Lanarkshire. 
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2.3 There has been one residual risk rating change in this period, where risk ‘IT1: ICT 
Operational Capability’ has increased from 12 – ‘Medium’ to 16 – ‘High’.  The number of 
corporate risks rated as ‘High’ has increased from 6 to 9 which includes the risk noted 
above, the newly created Brexit risk, and the Terrorism risk which was erroneously reported 
as Medium at the last update.  The number of Medium rated risks has therefore reduced 
to 10, and the number of Low rated risks remains at 6. 

Risk monitoring and review process 

2.4 The Corporate Risk Register currently contains 26 risks which have been identified by CMT 
as being significant enough in nature to merit ongoing senior management attention at 
corporate level.  Risks require to be formally monitored and reviewed in accordance with 
an agreed frequency which is dependent on the previously assessed residual risk score.  
Risks assessed as ‘High’ require to be reviewed at least quarterly, those assessed as 
‘Medium’ risks at least every six months and those considered as ‘Low’ risks at least 
annually. 

  



 
 

 

2.5 Since the last update to Panel, risk reviews were due on 18 corporate risks. Two risks have 
also been progressed to “Live” status. These are ‘F3: Finance – Capital & Revenue Grant 
funded programmes’ (risk rating 6 – LOW) and 'Short Term impacts of Brexit, particularly 
of a No deal Brexit’ (risk rating 20 – HIGH). 

2.6 Progress on the reviews which were due in the period is as follows:  

L6: Information Security & Information Governance HIGH 

Quarterly review complete.  No change to risk rating of 20, which recognises the ongoing 
threats and challenges faced by the Council in this area. 

O6: Risk Management HIGH 

Quarterly risk review postponed to allow consideration of alignment of Corporate Risk 
Management with The Plan for North Lanarkshire, working in collaboration with 
Extended CMT.  Development session planned for 23/04/19. 

L8:  Public Protection  HIGH 

Risk to be updated to reflect current position and developments previously outlined to 
the Panel by the Risk Lead in December 2018. 

F2: Financial Planning & Resources HIGH 

Significant attention has been given to this area recently, with a 5 Year Medium Term 
Financial Plan 2019-20 to 2023-24 approved by Policy & Resources Committee in 
December 2018, work progressed in relation to the finalisation of a budget for 2019-20, 
the development of workstreams associated with the Community Investment Fund and 
the expected preparation of an outline three year budget during 2019.  This risk will be 
reviewed shortly in the context of this recent and ongoing activity. 

O2:  Community Partnership Planning  HIGH 

Quarterly risk review postponed to allow formal reconsideration following the recent 
approval of The Plan for North Lanarkshire, and associated work programmes. 

 

O9: Terrorism   HIGH 

Quarterly review complete with no change to current risk rating.   

O4:  Business Continuity Planning HIGH 

Quarterly review complete with no change to current risk rating. 

IT1: ICT Operational Capability  HIGH 

Six monthly review complete.  Risk rating has increased from 12 MEDIUM to 16 HIGH. 
Likelihood has increased from 3 to 4 to reflect the current status of the Digital NL 
programme and a current lack of clarity about the potential impacts this may programme 
have on existing IT resources. 

L3: Health & Safety MEDIUM 

Six monthly review complete with no change to current risk rating. 

L10: Welfare Reform MEDIUM 

Risk will be formally reconsidered following approval of The Plan for North Lanarkshire, 
and associated work programmes. 

  



 
 

S1: Inability to Manage Strategic Change MEDIUM 

Six monthly review is now complete and has been updated to reflect recent key 
developments, with no change to risk rating.  The Panel will hear more on this risk in a 
separate report from the Chief Executive as Risk Lead.  A MEDIUM risk rating usually 
attracts a 6 monthly review frequency, however CMT have chosen to review this risk 
quarterly, reflecting the current and ongoing significance of the risk. 

H1: Human Resources MEDIUM 

Six monthly review complete with no change to current risk rating. 

S2: Technology Strategy MEDIUM 

Risk review planned for completion by end March 2019, and will be undertaken in the 
context of the development of the Digital NL programme. 

O8: Lack of Effective Communications MEDIUM 

Six monthly review complete with no change to current risk rating 

O1: Procurement MEDIUM 

Six monthly review complete with no change to current risk rating 

 

L9: Carbon Management MEDIUM 

Six monthly review complete with no change to current risk rating 

O7: Serious Organised Crime, Fraud & Corruption MEDIUM 

Six monthly review complete with no change to risk rating.  Panel will hear more on this 
risk in a separate report from the Head of Legal & Democratic Solutions as Risk Lead. 

L7: Best Value LOW 

Risk will be formally reviewed following the completion of the current ongoing Audit 
Scotland Best Value Audit and in the context of The Plan for North Lanarkshire, and 
associated work programmes. 

 

New, Closed or Emerging Risks 

2.7 As part of Scottish Government’s preparations for a potential ‘No Deal’ Exit from the 
European Union, Scottish Local Authorities are required to acknowledge a “No Deal” Brexit 
as a corporate risk and to consider potential impacts and mitigation.  A deep dive risk 
wording has therefore been developed in conjunction with members of the Council’s Brexit 
Preparedness Group, which seeks to reflect the short term risks which may be faced by 
the Council and its communities in light of a possible ‘No Deal’ Brexit at the end of March.  
CMT has now approved this risk to “Live” status. 

2.8 The residual risk rating for the Brexit risk has been assessed as 20 – ‘High’.  Although this 
rating would usually attract a quarterly review period, because of the nature of the risk and 
the close proximity to the deadline for the UK to leave the EU, the risk will be reviewed by 
the Brexit Preparedness Group on a fortnightly basis at its planned meetings. 

  



 
 

 

 Detailed risk reviews 

2.9 The Panel should note that the corporate risk management team is seeking to ensure that 
a common approach is being taken in respect of each risk review.  To achieve this, relevant 
guidance has been provided to ensure that Risk Leads and relevant corporate working 
groups approach reviews in a consistent manner. 

2.10 For the benefit of the Panel, Risk Leads should have undertaken reviews of relevant risks 
with the following key questions in mind:  

1. Does the risk wording reflect management’s understanding of the current position in 
respect of this risk? 

2. Are the current key management controls identified still in place; are there any 
changes to note?   

3. Are current controls sufficient and adequate, and are they deemed effective in 
reducing either likelihood or impact? 

4. Are there any updates to Management Planned Actions, including: 

 previously planned actions that have now been implemented and may have 
therefore become current controls; and 

 New planned actions which might impact this risk. 

5. Are there any other actions which should be captured and/or taken in respect of 
management of this risk? 

6. What impact, if any, does this review have on the residual risk score?  Use the 
Council’s Risk scoring matrix to assist assessment of the current scoring and 
whether it should change. 

Service risk registers 

2.11 Current key risk management objectives in relation to Services include: 

 Completion and regular monitoring and review of risk registers covering all areas of 
business; 

 Ensuring risk management is a standing agenda item or regularly discussed at 
management team meetings;  

 Ensuring that areas where corporate risks have been identified as being relevant to 
Service activity that this has been appropriately reflected and cross referenced to 
corporate risks within Service risk registers; and 

 Preparation of Service risk registers into system upload format to progress 
implementation of the new risk management information system. 

2.12 Services continue to make progress in the development of risk registers with involvement 
of their network of risk champions and risk facilitators, supported by the corporate risk 
management team.  As the network continues to develop and evolve, training, engagement 
and support is ongoing to assist Services in developing further their risk management 
capabilities and arrangements.  Also being addressed are the challenges brought about by 
changing organisational structures and the associated impacts on risk ownership. 

2.13 Progress is monitored through the Risk Management Corporate Working Group, with the 
corporate risk management team providing ongoing support to all Services, giving priority 
to those Services where arrangements are currently less well developed. 

  



 
Figtree risk management system implementation 

2.14 Progressing system implementation continues to be a key focus of the corporate risk 
management team and the Risk Management Corporate Working Group with a detailed 
implementation plan agreed with Services.  As previously reported to Panel, there had been 
some slippage against planned timescales for implementing the system and risk register 
migration. 

2.15 Corporate risks have been migrated to the new system. Risk information is being checked 
and tested to ensure it is accurate and current, and reflects the most recent updates to 
corporate risk information.  Services continue to prepare for migration on a phased basis 
according to readiness of risk registers in migration format. 

2.16 At this stage it is expected that all service registers will have been migrated to the new 
system by June 2019.  Thereafter a key piece of work will be to revise the organisational 
structures within the system taking account of recent and planned restructures, mapping 
risks to the correct services and teams, as well as to individual risk and action owners. 

Other key risk management activity 

2.17 The corporate risk management team is also engaged with and supporting a number of 
additional workstreams to ensure that risk management is aligned and embedded within 
other key corporate processes including project management, procurement and business 
planning processes.  The team has also been engaged in supporting risk management 
activity within individual key corporate projects. 

2.18 A session is planned with the Corporate Management Team at the end of April 2019 to 
examine the current corporate risks and assess whether these remain relevant and/or 
appropriate and/or require to be refreshed in light of The Plan for North Lanarkshire and 
associated work programmes. 

2.19 Finally, work continues supporting the “No Deal” Brexit workstream, with recent corporate 
risk management team activity focussed on supporting the Council to ensure that it can 
identify, assess and respond appropriately to issues arising from Brexit which may impact 
on service delivery and/or the achievement of planned outcomes.  Work has included the 
creation of a corporate risk deep dive document to reflect the short term risks faced by the 
council and its communities.  

 

 

3. Equality and Diversity 

Fairer Scotland   No issues identified 

Equality Impact Assessment  No issues identified 
 

4. Implications 

Financial Impact: None identified 

HR/Policy/Legislative 
Impact: 

None identified 

Environmental 
Impact: 

None identified 

Risk Impact:  Progressing the actions in the Risk Management Plan will 
mitigate risk O6 Lack of effective risk management 
arrangements, enabling CMT and Services to more effectively 
manage their risks and to embed and evidence good risk 
management practice, increasing the likelihood of the Council 
achieving its ambitions and plans by minimising or mitigating 
potential threats to planned outcomes. 

 

  



 

 

 

5. Measures of success 

5.1 The corporate risk management team will continue to report quarterly to CMT and the 
Audit & Scrutiny Panel on progress in respect of planned improvements to the Council’s 
Risk Management arrangements as well as providing a regular overview of the 
management of the Council’s key corporate risks. 

5.2 The adequacy and effectiveness of the Council’s risk management arrangements will be 
independently reviewed on a regular basis by Internal Audit, who will report directly on 
the results of that work to the Audit & Scrutiny Panel. 

5.3 Effective risk management arrangements will assist the Council in achieving planned 
outcomes and/or help the Council mitigate the impacts of adverse events. 

 

Ken Adamson, Audit and Risk Manager 
For further information please contact Ken Adamson, Audit and Risk Manager on tel. 01698 302188 

 



ID Risk Title Risk Status L X I
Residual risk 

score

Risk movement and 

previous score

Review 

Frequency
Corporate Risk Lead Supported by Corporate Working Group/Management Team Last review date Next review date

L6
Information Security and Information 

Governance
Live 5 x 4 20 ���� K Hassell Information Management Working Group 15.01.19 15.04.19

O6
Lack of Effective corporate risk 

management
Live 4 x 4 16 ���� K Adamson Risk Management Corporate Working Group 22.10.18

22.01.19 

( see para 2.6 in main report)

L8 Public Protection Live 4 x 4 16 ���� A Gordon A Gordon with cross Service Leads 15.05.18
15.08.18

( see para 2.6 in main report)

new Brexit Live 4 x 4 16 new risk A McPherson Brexit Preparedness Group 04.03.19 18.03.19

IT1 ICT Operational Capability Live 4 x 4 16 ����12 (3x4) K Hassell Information Management Working Group 14.01.19 14.04.19

F2 Financial -  Planning & Resources Live 3 x 5 15 ����12 P Hughes CMT 10.08.18
10.11.18

( see para 2.6 in main report)

O2 Community Partnership Planning Live 3 x 5 15 ���� L McMurrich Community Partnership Team 23.05.18
23.08.18

( see para 2.6 in main report)

O9 Terrorism Live 3 x 5 15 ���� A Aitken NLC Counter Terrorism/Serious Organised Crime Group 12.12.18 12.03.19

O4 Business Continuity Planning Live 5 x 3 15 ���� A McPherson Corporate Resilience Management Team 28.01.19 28.04.19

L3 Health & Safety Live 4 x 3 12 ���� F Whittaker Health Safety & Welfare Forum 15.02.19 15.08.19

L10 Welfare Reform Live 3 x 4 12 ����20 A McPherson Tackling Poverty Action Group 27.03.18
27.09.18

( see para 2.6 in main report)

S1 Inability to manage Strategic Change Live 3 x 4 12 ���� D Murray Core CMT 11.12.18 11.03.19

H1 Human Resources Live 3 x 4 12 ���� F Whittaker
Human Resources Management Team and Employee Service 

Centre Management Team
15.02.19 15.08.19

S2 Technology Strategy Live 3 x 4 12 ���� K Hassell Information Management Working Group 01.06.18
01.12.18

( see para 2.6 in main report)

O8 Lack of effective Communications Live 3 x 4 12 ���� S Penman
Corporate Communications (Corporate Communications 

Network no longer operates but looking to resurrect)
01.11.18 01.05.19

O1 Procurement Risk Live 3 x 4 12 ���� J McKinstry Corporate Procurement Working Group 04.02.19 04.08.19

S3 Roles and Relationships Live 3 x 4 12 new score A Aitken Core CMT 30.10.18 30.04.19

O7 Serious Organised Crime & Corruption Live 3 x 3 9 ���� A Aitken NLC Counter Terrorism/Serious Organised Crime Group 12.12.18 12.06.19

L9 Carbon Management Live 3 x 3 9 ���� J McKinstry Carbon Management Group 02.11.18 02.05.19

O3 ALEO Risk Live 2 x 3 6 ���� K Hassell ALEO Monitoring Officer Working Group 29.05.18 29.05.19

F3
Finance: Capital & Revenue Grant Funded 

Programmes
Live 2 x 3 6 ���� S Linton TBA 19.06.18 28.02.19

L12
Historical Child Abuse - Including Scottish 

Child Abuse Inquiry
Live 2 x 3 6 ���� A Gordon Scottish Child Abuse Inquiry Working Group 23.04.18 23.04.19

L4 Resilience Planning Live 1 x 5 5 ���� A McPherson Corporate Resilience Management Team 03.04.18 03.04.19

F1 Financial - Policies and Controls Live 1 x 4 4 ����10 P Hughes Finance Management Team 01.05.18 01.05.19

L7 Best Value Live 2 x 2 4 ���� Linda Johnstone Core CMT 17.10.18 17.10.19

S4 Health & Social Care Integration tba tba R McGuffie tba tba tba

APPENDIX 1  - CORPORATE RISK REGISTER SUMMARY
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