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Executive Summary 

The purpose of this report is to provide an overview of Internal Audit activity and to report the 
results of Internal Audit outputs finalised since the last progress report submitted to the March 
2019 meeting of the Audit and Scrutiny Panel. 

The report highlights the most significant issues arising from recently completed audit work. 

Appendix 1 provides a brief summary of the scope and key findings of each substantive audit 
report.  In addition, a supplementary pack with full copies of these reports has also been 
circulated to Panel members. 

 

Recommendations 

The Panel is invited to: 

(1) consider whether there are any issues raised by Internal Audit which are sufficiently 
significant to require a further report from management to be submitted to a future 
meeting of the Panel; 

(2) request that Internal Audit provide a report to future meetings of the Panel reporting 
progress made by management implementing agreed management actions in 
relation to all audit recommendations categorised as ‘Red’ or ‘Amber’; and 

(3) otherwise note this report. 

 

Links 

The Plan for North Lanarkshire:  

Priority:   All priorities 

Ambition statement All ambition statements 
  

mailto:adamsonk@northlan.gov.uk


1. Background 

1.1 In April 2018, the Panel approved the 2018-19 Internal Audit Annual Plan which 
detailed a programme of work to be carried out.  The Internal Audit Charter, most 
recently approved by the Panel in February 2018, requires that the results of 
Internal Audit’s work are periodically reported to the Panel. 

 

2. Report 

Audit reviews completed in the period  

2.1 Work has continued in accordance with the approved annual plan.  Table 1 below 
provides an overview of recently completed Internal Audit reports since the last 
progress report presented to the Audit and Scrutiny Panel in March 2019. 

Table 1: Completed Internal Audit outputs  

Subject Internal Audit Opinion 

1. City Deal 
Substantial assurance 

(Green) 

2. Information Governance 
Reasonable assurance 

(Green-Amber) 

3. Payroll 
Reasonable assurance 

(Green-Amber) 

4. Creditors 
Reasonable assurance 

(Green-Amber) 

5. Waste management 
Limited assurance 

(Amber-Red) 

6. Catering investigation (note 1) Not applicable 

Note 1 – In line with the approved Internal Audit reporting protocol, a summary of the report is 
included at Appendix 1 but the full report has been withheld in light of an ongoing Police 
investigation. 

2.2 Appendix 1 provides a brief summary of those reports forming part of the annual 
programme of planned assurance work.  Copies of all finalised reports are 
included in the supporting pack to these papers. 

2.3 Appendix 2 contains detailed definitions of the categories used by Internal Audit 
when making recommendations, providing an audit opinion and on the extent of 
assurance which is being provided to management and Panel members on those 
systems or areas of Council operations examined by Internal Audit. 

2.4 This report excludes specific audit outputs produced for the North Lanarkshire 
IJB and Culture NL which are reported directly to their respective senior 
management teams and audit committees. 

  



Commentary on completed Internal Audit work 

2.5 The nature of Internal Audit exercises means that most reviews invariably find 
some scope for improvement, usually in the form of controls which are weak or 
only partially effective and, therefore, contain a number of recommendations. 

2.6 One of the audits competed in the period, that on Waste Management, offered 
only ‘limited assurance’ (although management disagree with this overall audit 
opinion, considering as they do that the audit findings do not justify such a critical 
grading).  However, the findings from our investigation into missing catering 
income at a school (which did not form part of the planned programme of 
assurance work and therefore does not have a formal ‘relative degree of 
assurance’ audit opinion) would also have merited such an opinion if one was 
given to such work. 

2.7 Despite the considerable improvements made to the Waste Management Service 
in recent years, the report highlighted a number of areas where we considered 
that substantial improvements still require to be made,  The more significant 
issues highlighted by our report include the need for the Service to prepare and 
share with key stakeholders a single comprehensive strategic-level document 
setting out the Service’s objectives and how it plans to meet them, and we 
consider that this should be addressed to enable key stakeholders to be able to 
understand more clearly what the Service is trying to achieve and how it plans to 
do so.  We also commented on a need for improvement to the Service’s 
performance management framework, including the key performance information 
reported to senior management and elected members and the need for 
improvements to the Service’s risk register, which whilst consistent with corporate 
risk management expectations, does not currently reflect all the key 
risks/challenges which could impact the achievement of the Service’s key 
objectives. 

2.8 In determining which other issues from our recent outputs to highlight in this 
report, I have selected those issues which I consider to be most significant either 
because of the nature of the topic examined, or the risk implications of the 
weaknesses identified. 

2.9 Our work on Information Governance although providing a ‘Reasonable 
assurance’ opinion, identified a range of concerns which we consider 
management needed to address.  The issues raised included the need for 
management to consider how best to review and gain assurance on the extent of 
the Council’s compliance with key expectations and requirements arising from 
the Council’s information governance policies.  We also commented that 
management needs to consider how best to gain assurance on its compliance 
with published retention schedules and also needs to finalise its current review of 
those schedules.  The report also highlighted that corporate procedures for 
dealing with Subject Access Requests (SARs) need to be formalised and then 
consistently implemented and that better arrangements are needed to monitor 
whether relevant staff have completed expected data protection and information 
governance training. 

2.10 Our reports on Payroll and Creditors, whilst generally positive in respect of the 
overall control environment, both highlighted specific control weaknesses that we 
considered management needed to address urgently. 

2.11 I am pleased to confirm that satisfactory management responses have been 
received to the issues raised in all the Internal Audit reports issued in the period 
and appropriate actions have been taken or commitments made to future planned 
actions.  



 

2.12 There are no other issues arising from completed reports which I consider 
sufficiently significant to highlight to the Panel.  Future follow-up reports will 
provide the Panel with information on the implementation, or otherwise, of all 
actions proposed by management in response to audit recommendations 
categorised as ‘Red’ or ‘Amber’. 

 
 

3 Equality and diversity 

Fairer Scotland Duty  
There is no requirement to carry out a Fairer Scotland assessment in this instance. 

Equality Impact Assessment 
There is no requirement to carry out an equality impact assessment in this instance. 

 

4. Implications 

Financial impact None identified 

HR/Policy/Legislative 
Impact 

None identified 

Environmental Impact None identified 

Risk impact Any failure to operate an effective internal audit service 
could impact on the effectiveness of the Council’s risk 
management and corporate governance processes. 

 

5. Measures of success 

5.1 Internal Audit reports annually on its performance to the Panel and is also 
subject to review annually by the Council’s appointed external auditors. 

 

6. Supporting Documents 

Appendix 1 Summary of completed Internal Audit assignments 

Appendix 2 Audit gradings 

 

 

 
Ken Adamson, Audit and Risk Manager 

 
  



Appendix 1 

Summary of Internal Audit assignments completed since the last Panel meeting 
 
 

Internal Audit outputs: Audit opinion and commentary 

1. City Deal 

Internal Audit Opinion:   Substantial assurance (Green) 

Audit recommendations: Red 0 Amber 0 Green 2  

The purpose of this audit was to provide assurance on the adequacy and effectiveness of the 
Council’s arrangements in respect of its participation in the Glasgow City Region (GCR) City 
Deal.  Internal Audit is required to return an assurance statement to the Head of Audit and 
Inspection at Glasgow City Council as the lead auditor for the GCR City Deal and the work 
undertaken as part of this review underpins the completion of this statement. 

Our work for this audit focused on considering the Council’s governance arrangements in relation 
to City Deal and the extent to which the Council is adhering to the GCR City Deal Assurance 
Framework with a particular focus on reviewing procurement/tendering arrangements, project 
monitoring arrangements and the processes surrounding the preparation and submission of 
grant claims. 

Based on the results of our work, we concluded that: 

 The Council is complying with the GCR Assurance Framework; 

 The Council has substantively complied with the Council’s General Contract Standing Orders 
in its procurement/tendering processes for City Deal projects; 

 The Council has established a series of governance arrangements in relation to the planning, 
controlling, monitoring and oversight of projects which are consistent with the requirements 
set out in the GCR Assurance Framework; and 

 City Deal grant claims in 2018-19 were properly prepared and submitted in accordance with 
the terms and conditions under which the grant award is made, the funds have been used for 
the intended purposes in accordance with the terms and conditions under which the grant is 
made and the sums claimed are properly due. 

We have categorised the audit as offering ‘substantial assurance’ as the control environment 
appears adequate and to have operated as intended with only a small number of minor 
discrepancies or areas for improvement identified.  Based on this review we have returned an 
assurance statement for City Deal to Glasgow City Council Internal Audit which states that there 
are no significant matters that require to be raised with them which would have a material impact 
on the GCR Annual Assurance Statement for financial year 2018-19 (see Appendix 2 of the 
relevant report). 

Satisfactory management responses and commitments to appropriate planned actions have 
been received to the issues raised in the report. 

 
  



 

Appendix 1 (continued) 

Summary of Internal Audit assignments completed since the last Panel meeting 
 
 

Internal Audit outputs: Audit opinion and commentary 

2. Information Governance 

Internal Audit Opinion:   Reasonable assurance (Green-Amber) 

Audit recommendations: Red 0 Amber 5 Green 4  

This audit was a high level review of the adequacy and effectiveness of key elements of the 
Council’s approach to information governance issues.  A key focus of the work was to assess 
relevant management arrangements, procedures and associated documentation against good 
practice principles included in self-assessment toolkits prepared by the Information 
Commissioner’s Office (ICO) and we considered a range of issues during the audit as detailed 
in Appendix 2 of the audit report.  We also considered whether the Council was complying with 
key requirements arising from the recent introduction of the General Data Protection Regulations 
(GDPR) as well as assessing the adequacy and effectiveness of actions taken by management 
in response to the most recent Internal Audit report on this topic issued in October 2017. 

Based on the results of work undertaken, we are generally satisfied that there has been, and 
continues to be, significant management effort across the Council to ensure appropriate and 
effective arrangements are in place to fulfil key information governance and data protection 
requirements including detailed consideration of the requirements of the recently introduced 
GDPR.  Whilst we are satisfied that the Council’s arrangements appear to be generally adequate 
and effective, we identified a number of issues which we consider management require to 
address and these are as detailed at Section 3 of the report.  The issues raised include: 

 Management needs to consider how best to review and gain assurance on the extent of the 
Council’s compliance with key expectations and requirements arising from the Council’s 
information governance policies; 

 Management needs to consider how best to gain assurance on its compliance with published 
retention schedules and also needs to finalise its current review of those schedules; 

 Corporate procedures for dealing with Subject Access Requests (SARs) need to be 
formalised and then consistently implemented; 

 Better arrangements are needed to monitor whether relevant staff have completed expected 
data protection and information governance training; and 

 The Council’s Information Asset Register needs to be more fully developed and populated 
with up to date information which better reflects good practice requirements. 

Satisfactory management responses and commitments to appropriate planned actions have 
been received to the issues raised in the report. 

 
  



 

Appendix 1 (continued) 

Summary of Internal Audit assignments completed since the last Panel meeting 
 
 

Internal Audit outputs: Audit opinion and commentary 

3. Payroll 

Internal Audit Opinion:   Reasonable assurance (Green-Amber) 

Audit recommendations: Red 1 Amber 1 Green 2  

The purpose of this audit was to provide independent assurance on the adequacy and 
effectiveness of selected key controls associated with the processing of payroll transactions in 
respect of overtime and other ‘special’ payments, changes to standing data and the use of payroll 
output data (including management reports and exception reports). 

Significant changes have been made in recent years to the organisational environment and the 
processes undertaken around payroll, with the introduction of an integrated HR and payroll 
system (iTrent) and the creation of an Employee Service Centre, which has responsibility for a 
range of transactional processes.  We issued a series of audit reports in relation to payroll in 
October 2017, which at that time were assessed as offering ‘limited assurance’ meaning that 
significant control issues were identified and where we considered substantial improvements 
required to be made by management.  A follow-up exercise in April 2018 noted that progress 
was being made towards addressing the issues raised. 

We were pleased to note that, generally, in respect of the objectives tested in this audit, 
management have taken appropriate action to address the issues previously raised.  In 
particular, we noted that effective controls are now in place to prevent and/or detect unauthorised 
and/or incorrect changes to payroll standing data and a range of management and exception 
reports have been introduced.  Based on the results of our work, we have categorised this audit 
as offering ‘reasonable assurance’ meaning the control environment has mainly operated as 
intended although some errors and/or weaknesses have been detected and some improvements 
should be made.  The issues which we consider management require to address are detailed at 
section 3 of the report and include: 

 A number of weaknesses were identified surrounding the authorisation of information being 
processed on the payroll system; and 

 A number of errors in payments were made due to incorrect input being entered and 
processed. 

Satisfactory management responses and commitments to appropriate planned actions have 
been received to the issues raised in the report. 

 
  



 

Appendix 1 (continued) 

Summary of Internal Audit assignments completed since the last Panel meeting 
 

Internal Audit outputs: Audit opinion and commentary 

4. Creditors 

Internal Audit Opinion:   Reasonable assurance (Green-Amber) 

Audit recommendations: Red 1 Amber 2 Green 3  

This audit was a brief high level review designed to provide assurance on the adequacy and 
effectiveness of selected key controls associated with the processing of creditor payments.  The 
particular focus of this exercise was on controls associated with changes to standing data held 
within the creditors system and controls in respect of the processing of invoices for payment. 

With regard to changes to standing data, we were satisfied that the arrangements in place for 
creating new creditor accounts and making amendments to existing creditor account details 
appeared generally satisfactory and to be operating effectively.  We also considered that controls 
in respect of the processing of invoices for payment were generally adequate and operating 
effectively. 

Based on the results of our work, we categorised this audit as offering reasonable assurance 
meaning the control environment has mainly operated as intended although some errors and/or 
weaknesses were detected and some improvements should be made.  The issues which we 
consider management require to address are as detailed at Section 3 of the audit report and 
included: 

 Invoices were not always authorised for payment by individuals who had delegated authority 
to authorise such payments; 

 Substantive testing of a sample of invoices processed for payment identified some 
compliance issues which Services need to bring to the attention of relevant staff; and 

 No independent management checks are conducted on new supplier accounts created or 
changes to supplier bank details and/or other standing data. 

Satisfactory management responses and commitments to appropriate planned actions have 
been received to the issues raised in the report. 

 
  



Appendix 1 (continued) 

Summary of Internal Audit assignments completed since the last Panel meeting 
 

Internal Audit outputs: Audit opinion and commentary 

5. Waste management 

Internal Audit Opinion:  Limited assurance (Amber-Red) 

Audit recommendations: Red 1 Amber 3 Green 1  

This review was designed to provide independent assurance to key stakeholders on the 
adequacy and effectiveness of certain aspects of the Council’s waste management service.  In 
particular, the audit considered: 

 whether the Service has appropriate systems and procedures in place for gathering and 
reporting performance information in relation to waste management and whether reported 
performance is comprehensive, robust/accurate and, where appropriate, prepared in line with 
any relevant internal or external guidance; and 

 whether the Council has a sound understanding of the current issues, risks and challenges 
facing the Service in delivering the Scottish Government’s targets in relation to reducing 
waste/increasing recycling and whether the Service has a good understanding of the actions 
required to ensure the Council can meet its responsibilities and have these been translated 
into coherent and realistic plans which are subject to periodic monitoring and review. 

The Scottish Government’s ‘Zero Waste Plan (2010)’ has set a target of 60% of household waste 
to be recycled by 2020 and 70% of all Scottish waste to be recycled by 2025, with a maximum 
of 5% sent to landfill.  At present, the Council has a recycling rate of 40%, compared to a Scottish 
average of 46%. 

A significant amount of work has been undertaken by the service in recent years to increase 
recycling rates, including a radical overhaul of the Council’s kerbside household waste collection 
service and an internal review of key operational issues affecting the service.  The Council has 
also, in partnership with a number of authorities, entered into a contract (the Clyde Valley 
Residual Waste contract) which will begin to deliver further improvements in recycling and 
residual waste treatment from 2019-20 onwards. 

Despite the considerable improvements made to the Service in recent years, based on the 
number of areas where we consider that substantial improvements still require to be made, we 
have categorised the audit as offering ‘limited assurance’.  Details of the issues raised are 
included at section 3 of the report. The more significant issues highlighted by our report include: 

 The Service currently lacks a single comprehensive strategic-level document setting out the 
Service’s objectives and how it plans to meet them and we consider that this should be 
addressed to enable key stakeholders to be able to understand more clearly what the Service 
is trying to achieve and how it plans to do so; 

 There is a need for improvement to the Service’s performance management framework, 
including the key performance information reported to senior management and elected 
members; and 

 While the Service’s risk register is consistent with corporate risk management expectations, 
it does not currently reflect all the key risks/challenges which could impact the achievement 
of the Service’s key objectives. 

The Panel should note that management disagree with overall audit opinion given to this work,  
considering as they do that the audit findings do not justify such a critical grading. 

Satisfactory management responses and commitments to appropriate planned actions have 
been received to the issues raised in the report. 

  



 

Appendix 1 (continued) 

Summary of Internal Audit assignments completed since the last Panel meeting 
 

Internal Audit outputs: Audit opinion and commentary 

6. Catering investigation 

Internal Audit Opinion:   Limited assurance (Amber-Red) 

Audit recommendations: 3   (not graded but all deemed urgent) 

This report presents Internal Audit’s findings in relation to ‘missing’ school meals income at a site 
which was recently reviewed by Internal Audit at the request of the Service. 

Work was undertaken in accordance with the Council’s corporate Anti-Fraud Policy, the Public 
Sector Internal Audit Standards and the approved Internal Audit Charter.  During the course of 
this investigation, we reviewed the processes and procedures used for the collection and 
preparation for banking of school meals income by catering staff and its transfer to the school 
office for uplift by Security Plus.  We also examined a significant volume of cash handling 
documentation, reviewed the financial ledger and associated bank statements, interviewed ten 
staff and reviewed relevant staffs’ work location and attendance/absence records. 

Our investigation has identified that a significant amount of catering income, which we estimate 
to be £38,655.44, is unaccounted for and has not been banked.  This amount consists of 
bankings for 203 days with the first banking going missing in May 2015 and the most recent in 
September 2018. 

Based on the results of our work, we have identified a range of issues where we consider that 
staff did not comply with Facility Support Services’ expected procedures and/or arrangements 
on site were not consistent with recognised good practice.  Consequently, we have raised a 
number of recommendations. 

Satisfactory management responses and commitments to appropriate planned actions have 
been received to the issues raised in the report. 

In view of the value of bankings which are unaccounted for, and in accordance with the corporate 
Anti-Fraud Policy, Internal Audit obtained approval from the Chief Executive to report this matter 
to the Police and this was actioned on 25 February 2019.  Police enquiries are currently ongoing. 
Disciplinary proceedings are also underway. 

Please note that in line with the approved Internal Audit reporting protocol, the full report 
has been withheld from the supplementary pack of reports made available to members in 
light of an ongoing Police investigation.  No further details will be provided to the Panel 
until such time as the police investigations and any associated prosecutions and 
disciplinary processes are completed. 

 

  



Appendix 2 

Audit Gradings 

Audit reports are graded with an overall assurance opinion, and any issues and associated 
recommendations are classified individually to denote their relative importance, in accordance 
with the definitions in the tables below. 

 
 

Definition of audit assurance and recommendation categories 

Assurance 
Confidence based on sufficient evidence that internal controls are in place, operating 
effectively and objectives are being achieved. 

 

Assurance opinion 

Green Substantial 
Assurance 

There are minimal or minor control weaknesses that present low 
risk to the control environment.  The control environment has 
substantially operated as intended although some minor errors 
have been detected. Very few or no improvements are needed. 

Green - Amber 
Reasonable 
Assurance 

There are some control weaknesses that present a low to 
medium risk to the control environment.  The control 
environment has mainly operated as intended although errors 
have been detected.  Some improvements should be made. 

Amber - Red 
Limited 

Assurance 

There are significant control weaknesses that present medium 
to high risk to the control environment.  The control environment 
has not operated as intended.  Significant errors have been 
detected.  Substantial improvements should be made.  

Red No Assurance 

There are fundamental control weaknesses that present an 
unacceptable level of risk to the control environment.  The 
control environment has fundamentally broken down and is open 
to significant error or abuse.  Immediate and major changes 
need to be made. 

 

Organisational impact 

Major 
The weaknesses identified during the review have left the Council open to significant 
risk.  If the risk materialises it would have a major impact upon the organisation as a 
whole. 

Moderate 
The weaknesses identified during the review have left the Council open to medium 
risk.  If the risk materialises it would have a moderate impact upon the organisation 
as a whole. 

Minor 
The weaknesses identified during the review have left the Council open to low risk.  If 
the risk materialises it would have a minor impact upon the organisation as a whole. 

 

Recommendation priority 

Red 
Significant weaknesses which management needs to address and resolve 
immediately. 

Amber Weaknesses which require prompt but not immediate action by management. 

Green 
Less significant issues and/or areas for improvement which do not require immediate 
management action. 

 


