
North Lanarkshire Council 

Report 

Audit and Scrutiny Panel 
  

☐approval ☒noting Ref KH/GR/LC Date 25/09/19 
 
 

ICT Disaster Recovery Arrangements 
 
 

  From  Katrina Hassell, Head of Business Solutions 

  Email  hassellk@northlan.gov.uk Telephone 01698 302235 

 

 

 

 
 
 
  

Executive Summary 

 
The purpose of this report is to provide the Panel with an overview of the Council’s ICT 
Disaster Recovery (DR) arrangements. 
 
This report summarises the existing DR Plan and testing arrangements, provides 
management’s assessment of the robustness of such arrangements and outlines actions 
required to improve the robustness of the Council’s ICT Disaster Recovery Plan and its 
alignment with the approved DigitalNL Transformation Programme.   
 

Recommendations 

The Panel is invited to:  
 

(1) Note the content of the report, and planned improvement actions, and;  
(2) Identify any areas of activity or further information for future Panel consideration. 

 
 

The Plan for North Lanarkshire 

Priority  Improve North Lanarkshire's resource base 

Ambition statement (25) Ensure intelligent use of data and information to support fully 
evidence based decision making and future planning 



1. Background 
 
1.1 The Council’s ICT Disaster Recovery (DR) Plan was initially created In 2010, following 

the engagement of Offrisk Consulting who worked with ICT to develop a DR Plan capable 
of enabling the Council to react to and recover from a catastrophic failure of systems 
hosted within Council-owned data centres.  

 
1.2 The ICT DR plan is designed to provide support and guidance to a Disaster Recovery 

Team – comprising ICT management, staff and service delivery partners - to recover from 
a situation which significantly disrupts the Council’s ICT services. Disruption scenarios 
outlined within the plan include for example, loss of the Motherwell Data Centre, a Supply 
Outage and Malicious Attacks. 

 
1.3 The plan specifies the roles, responsibilities and timescales appropriate for the ICT DR 

Team to recover ICT systems following a “trigger event”. Although the plan does provide 
guidance on actions required to enable the rapid, organised and coordinated recovery of 
priority systems, services, applications and data provided through the Motherwell Data 
Centre, it does not provide guidance on how services should maintain business as usual 
in the absence of key systems and services such as email, internet and telephones, as 
such is a key requirement of individual service Business Continuity (BC) plans. 

 
1.4 The DR plan specifies a need for regular review and rehearsal/testing, with regular 

updates in respect of system changes and configurations recorded on the version log 
from 2011 onwards. Formal testing has been less frequent however with only two table-
top test exercises – in 2011 and 2013 - undertaken following finalisation of the plan in 
2010.  

 
1.5  In response to the ICT Governance Service Continuity audit and the outcomes from the 

2013 testing exercise, ICT officers and Offrisk Consulting developed a test schedule that 
provided realistic timescales for recovery of individual systems, identified 
interdependencies and set a prioritised order for system recoveries. 

 
1.6 Offrisk developed a flexible risk assessment tool for ICT - in conjunction with Services - 

to use to determine the cost/risk benefit of system DR testing.  
 
1.7 Three different levels of testing are available, providing different levels of assurance. 

• Basic  Carry out a test of the data backup to confirm it can be restored; 

• Intermediate Create a test environment where the application is recovered and made 
available for limited testing by the Service (related 
applications/integrations may not be available); 

• Full Recover the application and data and have it used as the live production 
environment by the full user community with all interfaces operational 

 
1.8 To determine the level of system resilience and testing appropriate for their needs, 

services scored the impact which an unavailable system has on people, process, 
resources and reputation. On completing their assessments, Services thereafter made 
informed decisions regarding their priorities for recovering unavailable systems.  

 
1.9 Service priorities form the basis of our overall DR test schedule, which is detailed within 

the existing DR Plan. Test schedules should ideally be reviewed on a three-year rolling 
schedule. 

 
 
 
 
 



 
 
2. Report 
 
2.1 The existing DR Plan details the actions which the ICT Disaster Recovery Team are 

required to take following an event being triggered to enable the rapid, organised and 
coordinated recovery of priority systems, services, applications and data hosted in the 
Council’s Motherwell based Data Centre. To ensure key ICT staff can access the DR Plan 
at all times, copies are held internally and on external secure storage, with a copy also 
available on an externally secure cloud site. 

 
2.2 Based upon the risk assessment process outlined in paragraphs 1.6 to 1.8 above, system 

recoveries are prioritised on timeframes ranging from immediate – for example MySWIS 
and Tunstall – to 21 days – for systems such as ASH Debtors. Services are aware that 
the back-up site cannot accommodate all of their DR requirements, and that their 
individual Business Continuity Plans must specify the arrangements they will adopt to 
maintain business as usual in the absence of internet access, remote access and email.  

 
2.3  As outlined in paragraph 1.4 above, the DR Plan is regularly amended to reflect changes 

to the production systems as required. The overall plan was last reviewed in December 
2018, and a more detailed review is planned towards the end of 2019 to align with the 
engagement of the DigitalNL Systems Integrator Partner. 

 
2.4 The IT Network Controls audit reported separately on this agenda confirms system back 

up arrangements are adequate and effective, with recovery of time-critical (“Gold” or high 
priority per the assessment process) systems formally tested per the DR Plan and existing 
risk assessments. 

 
2.5 The Table-top exercises outlined within the DR Plan have not however been formally 

conducted per the two-year schedule. That said, testing of critical systems has taken 
place for all testing levels. This is outlined below and provides comfort regarding the 
robustness of the processes and guidelines outlined within the DR Plan.  

 
2.5.1 There is a rolling schedule for restoring the data backups for identified systems 

running on UNIX servers, with one system tested per month. This is equivalent to 
basic DR testing. 

 
2.5.2 The eFinancials system is recovered annually from the production environment 

onto the alternative site. Key eFinancials staff then work with restricted 
functionality on the recovery site, which equates to intermediate DR testing. 

 
2.5.3 The MySWIS system is tested four times per year, and has also undergone ad-

hoc testing following significant system reconfiguration. This system also regularly 
runs from the back-up site, and is therefore subject to regular full DR testing. 

2.6 Acknowledging the recommendations contained with the IT Network Control audit, there 
is a need to refresh the risk assessment which informs the current system recovery 
schedule. Given this requires significant effort across the Council, this activity will be 
incorporated into planned DigitalNL Programme activity per the iterative release plan. 

 
 

3. Actions 
 
3.1 Recognition must be given to the significant impact that the DigitalNL program will have 

on the Councils ICT solutions and hence its DR capability and requirement.  Solutions 
transitioning in the early stages of the program will therefore have a risk-based DR 



assessment embedded within planned DigitalNL activity. This not only facilitates the 
iterative refresh of the risk assessment recommended by Internal Audit, but also ensures 
that staff resources are deployed in the most advantageous way for the authority. 
Consequently, alterations to the DR testing regime will focus on those applications which 
have digitisation planned for the latter stages of the DigitalNL programme.  

 
 3.2 The recently approved Digital and IT Strategy illustrates IT architecture, solutions and 

devices are now prioritised, managed and maintained through an Enterprise Architecture 
Governance Group (EAGG).  This Group is responsible for ensuring future solutions align 
with required standards and principles, one aspect of which is the DR risk assessment 
tool. In acknowledging risk assessment is a specialist activity, it is clear the EAGG will at 
times require support and advice from the Council’s Risk and Insurance Manager. 

 
  3.3 Maintenance of the DR plan will also be incorporated into the DigitalNL programme to 

ensure continuity and consistency of approach. Six-monthly updates regarding the DR 
Plan can also be provided to Internal Audit where such is considered appropriate for 
demonstrating evidence of an improved approach. 

 

 
4. Equality and Diversity 
 
4.1 Fairer Scotland Duty 

There is no requirement to carry out a Fairer Scotland assessment in this instance. 
    
4.2 Equality Impact Assessment 

There is no requirement to carry out an equality impact assessment in this instance. 

 

 
5. Implications 
 
5.1 Financial Impact None identified 
   
5.2 HR/Policy/Legislative Impact None identified 
   
5.3 Environmental Impact None identified 
  
5.4 Risk Impact Any failure to operate an effective ICT Disaster 

Recovery Plan could impact the recovery from a 
disruption and significantly interrupt the Council's ICT 
services and dependent business operations. 

 

 
6. Measures of success 
 
6.1 Effective ICT Disaster Recovery arrangements are designed to assist the Council in 

achieving an effective and timely recovery from a failure of ICT systems at the Motherwell 
Data Centre. 

 

 
7. Supporting documents 
 
 None.  
 



 
 
Head of Business Solutions 


