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Executive Summary
The purpose of this report is to present the revised Information Governance Policy
Framework to the Policy and Strategy Committee for consideration and approval.
In line with the Council’s approved Strategic Policy Framework, all Information
Governance policies and guidance notes are considered sub-policies of the Digital and IT
Strategy, approved by Policy and Strategy Committee in June 2019.
In approving the Digital and IT Strategy, committee noted the Information Governance
Policy Framework would be reviewed every two years. This bi-annual review is now
complete and available for committee consideration.

Recommendations
The Policy and Strategy Committee are requested to approve the revised Information
Governance Policy Framework and associated policies.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements

1.

Background

1.1

In June 2019, the Policy and Strategy committee approved the Digital and IT
Strategy. This Strategy outlines how technology will be used to transform service
delivery and support the Council to achieve the priorities contained within The Plan
for North Lanarkshire.

1.2

In recognising however, that Council service delivery requires effective management
and processing of data, an Information Governance Policy Framework is a key subpolicy of the approved Digital and IT Strategy.

1.3

This Framework and the associated suite of information governance policies require
to be reviewed bi-annually by the Council to ensure they remain fully reflective of
expected good practice and current legislative requirements.

2.

Report

2.1.

Following approval of the Digital and IT Strategy and the Phase 2 implementation of
individual service WE Aspire structures, the Council refreshed its corporate
information governance arrangements. These revised arrangements, which
commenced in January 2020, include a strategic group, known as the Data
Governance Board (DGB), and an operational group, known as the Data
Management Team (DMT). Through its recently refreshed Terms of Reference, the
DGB are responsible for ensuring the Council has policies and procedures in place
which enable it and its staff to discharge their duties in regard to the use of
information.

2.2.

Members of both groups were given opportunity to raise their awareness of existing
policies, the Digital and IT Strategy, and current status of the DigitalNL transformation
programme. They were thereafter tasked with completing the bi-annual review of the
Information Governance Policy Framework and associated suite of information
governance policies.

2.3.

In keeping with the principles of the Strategic Policy Framework and Digital and IT
Strategy, this review was completed on the understanding it would be an interim
review, pending further clarity regarding the implications which digitisation may have
on business as usual. This fuller review, and any potential rationalisation of the
policies, guidance and plans which sit within the Information Governance Policy
Framework, is planned for December 2020.

2.4.

The table below details the documents which have been endorsed by the corporate
governance groups, and which are attached for committee consideration. To assist
with this process, a summary of the key changes is provided as Appendix 1.







Information Governance Policy Framework Version 3.0
Information and Records Management Policy Version 3.0
Data Protection Policy Version 5.0
Information Classification and Handling Policy Version 4.0
Information Risk Policy Version 4.0
Information Security Policy Version 2.0

3.

Equality and Diversity

3.1

Fairer Scotland Duty – there are no specific implications arising from this report.

3.2

Equality Impact Assessment – there are no specific implications arising from this
report.

4.

Implications

4.1

Financial Impact – there are no financial implications contained within this report.

4.2

HR/Policy/Legislative Impact – The Council’s Data Protection Officer was consulted
regarding required changes, with individual sub-policies appropriately updated to
comply with all relevant legislative requirements.

4.3

Environmental Impact – there are no specific implications arising from this report.

4.4

Risk Impact - The Information Governance Framework and associated polices and
guidance assist in mitigating the risk rating in respect of the Information Security and
Governance corporate risk.

5.

Measures of success

5.1

Continued compliance with statutory responsibilities in respect of information
governance, evidenced through achievement of a Green audit status.

5.2

Levels of council-wide compliance improve from that determined as our “baseline”
per the Information and Records Management Survey of September 2019.

6.

Supporting documents

6.1

Appendix 1 – Information Governance Policy Framework, Policy Changes Summary
– April 2020

6.2

Information Governance Policy Framework Version 3.0

6.3

Information and Records Management Policy Version 3.0

6.4

Data Protection Policy Version 5.0

6.5

Information Classification and Handling Policy Version 4.0

6.6

Information Risk Policy Version 4.0

6.7

Information Security Policy Version 2.0

Head of Business Solutions

INFORMATION GOVERNANCE POLICY FRAMEWORK
POLICY CHANGES SUMMARY – APRIL 2020
The Information Governance Policy Framework document and associated policies now reflect the
new corporate template, have been reviewed for accuracy and updated to reflect changes to the
council’s management structure and corporate working groups. A summary of other changes are
detailed below.
1.0

Information Governance Policy Framework Version 3.0
Section

2.0

Summary of changes

4. Scope

Added link to Information Asset register.
Added “it applies to all environmental information held, in written,
visual, aural, electronic or other material form” to “In the case of
Environmental Information (Scotland) Regulations 2004 (EIR)”.

5. Definition of
Information Assets

Added link to Information Asset register.

6. Information
Governance Policies

Links included to all policies.

8. Information as a
Corporate Asset

Links included to all policies.

Records and Information Management Policy Version 3.0
Section
4. Objectives

3.0

Summary of changes
Added “Ensure lawful management of records that include personal
data”.

Data Protection Policy Version 5.0
Section
7.1 The Controller

Summary of changes
Paragraph introduction changed to “In terms of the legislation,
the Council will normally be the Data Controller.(The Council
may be a data processor in certain instances, for example,
where it is providing services to an external or arm’s length
organisation and is processing information of which that
organisation is data controller in connection with provision of
that service. To ensure compliance with the data protection
principles, the Council will:”

7.1.1 Lawful, Fair and
Transparent
Obtaining and
Processing

Whole paragraph revised and updated.

Appendix 1

New DPIA template and guidance added.

Appendix 2

Appendix updated, this is to reflect observations which had been
made that the Heads of Service and Executive Directors within
Service were not as directly involved in each breach in practice
as the policy had originally envisaged.

4.0

Information Classification and Handling Policy Version 4.0
Section

5.0

Summary of changes

5.2 Determining
Information Classification

First bullet reworded to read “with the introduction of GDPR and
its associated responsibilities and fines all personal information
is now OFFICIAL SENSITIVE”

Appendix C How to
handle North Lanarkshire
Council (NLC)
Information

Link added to the data security breach notification or near miss
form.

Information Risk Policy Version 4.0
Section

6.0

Summary of changes

4. Definition of
Information Risk

Second paragraph reworded to “Information handling risks can
include losing paper documents, accidentally deleting electronic
files, or inappropriate sharing of personal data, either
accidentally or maliciously”

7.0 Information Risk
Assurance Framework

Privacy Impact Assessments changed to Data Protection Impact
Assessments (DPIA).

8.3 Availability

General Data Protection Regulations 2016, changed to “the Data
Protection Act 2018, General Data Protection Regulations and
the privacy of individuals”

Information Security Policy Version 2.0
Section

Summary of changes

Whole policy

This policy was completely reviewed by the Information Security
Manager, prior to retiring in October 2019, and updated to reflect
current legislation and to streamline the document. The new
Information Risk Manager reviewed the document in conjunction
with DMT members in February 2020 and the
comments/amendments are below.

3. Governance and
responsibility for
information security

3.2 reworded to “All staff and individuals with access to North
Lanarkshire Council information must appreciate that they have
an individual responsibility to ensure that information is handled
appropriately. Employees, Elected Members, third parties, and
other individuals who may access Council information and ICT
systems on the Council’s behalf will be expected to adhere to the
requirements of this policy in the way that they work”
3.5 reworded to “The Forum meets at least twice a year to
review security within Services. Special meetings may be held to
examine a specific security issue or problem”

Note that all of the above policies will be fully reviewed as planned in December 2020 once
implications of the digitisation of Council services is clearer.

Information Governance Policy
Framework
Version 3.0, 28 April 2020

This is a controlled document. Whilst this document may be
printed, the electronic version posted on the intranet is the
controlled copy. Any printed copies of this document are not
controlled. As a controlled document, this document should
not be saved onto local or network drives but should always
be accessed from the intranet.
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1.

Foreword by Senior Information Risk Owner (SIRO)

North Lanarkshire Council and its Arm’s Length Organisations (ALEOs) process data to support
the council’s operational activity, planning and decision-making, and the coordination and delivery
of desired outcomes in accord with its legal duties and powers. The council and its ALEOs are
committed to the secure use of information and information technology systems in order to protect
the availability, integrity and confidentiality of the information under its control. This commitment is
vital for public confidence and for the efficient, effective and safe conduct of our business.
The council’s information governance policies introduce changes to the way we do things as part of
the broader agenda to modernise and transform. I am confident that these policies and associated
procedures will enable us to improve performance whilst securing the information under our
control. They set out mandatory standards, define compliance and assurance arrangements and
offer guidance.
Responsibility for the governance of information is delegated from the Chief Executive to Heads of
Service and ALEO chief officers. Ultimately, however, it is the responsibility of everyone and our
information governance policies and processes will only work well if we all comply with the
standards contained within.
2.

Introduction

North Lanarkshire Council and its ALEOs will create an environment where council information, in
any form, is valued as a corporate asset. One where organisational boundaries are invisible and
information is shared in a way that preserves the context, integrity, sensitivity and security of the
information asset, guaranteeing that access to confidential information is available only in
accordance with legislation as detailed in Appendix B, whilst ensuring that all staff have
appropriate access to accurate information needed to perform their duties.
3.

Purpose

This policy sets out the council’s responsibilities and those of its ALEOs in relation to information
governance in accordance with legislation and professional principles.
It summarises the relevant regulations and commits the council to their application where
appropriate. It has been updated to take into account the Public Records (Scotland) Act 2011, the
new UK Government Security Classification Policy and standards required by Health and Social
Care integration. As such, it is presented as a framework comprising three elements:




The corporate management of information governance
An overarching policy drawing all the legislation and issues together
A suite of comprehensive individual policies, standards and procedures

It is supported by information capture, storage, analysis and exchange systems that will enable
NLC and ALEO staff to:







conduct their daily business efficiently and effectively;
have timely access to meaningful information;
operate within the requirements of current legislation;
support and inform NLC decision-making;
respond promptly to information and data requests; and
share information with colleagues, partners and customers but only where appropriate
and where legally possible.
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4.

Scope

This policy applies to all NLC employees and all elected members and North Lanarkshire Council
owned ALEOs when they are working on council business. We also expect anyone using council
information (e.g. community planning partners, third party organisations etc.) to be aware of and
understand this policy and how it should be applied.
It applies to all information assets irrespective of their format:




In the case of the Data Protection Act 2018 (DPA) it applies to all personal information
acquired, held and used in written, visual, aural, electronic or other material form.
In the case of the Freedom of Information (Scotland) Act 2002 (FOI) it applies to all recorded
information held, including that on network drives, within the email system and in the cloud.
 In the case of Environmental Information (Scotland) Regulations 2004 (EIR) it applies to
all environmental information held, in written, visual, aural, electronic or other material
form.

Contractors are included in the policy, but there are some exclusions such as the voluntary sector,
care home providers, nurseries, child minders, etc. However, all contractual arrangements will
include a section detailing the council’s Information Governance compliance requirements.
5.

Definition of information asset
This policy must be applied to all information assets used by the council and these can take
many forms that include, but are not limited to, the following:





Hard copy data printed or written on paper.
Data stored electronically including on the Cloud.
Communications sent by post/courier or using electronic means.
Stored tape, video or other electronic media (e.g. call recordings).

All information assets should be included on the Information Asset Register (IAR),
6.

Information Governance Policies

The following suite of policies is part of the Information Governance Policy Framework:





7.

Records and Information Management Policy
Information Risk Policy
Information Classification and Handling Policy
Data Protection Policy
Information Security Policy

Principles

The collection, storage, analysis, exchange and destruction of North Lanarkshire Council
information resources will embody the following principles:
a) We treat council information as a North Lanarkshire Council resource. Council
information resources, regardless of where they are held, are the property of North
Lanarkshire Council and not of specific groups or individuals.
b) We are all responsible for the council’s information. Everyone is personally
responsible for the effective management of the council information they create, capture
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c)

d)

e)
f)

8.

Information as a Corporate Asset










9.

or use. Those with specific responsibility for managing council information assets such
as databases must be clearly identified.
We will share council information responsibly with our colleagues, partners and
customers. Authorised individuals will be able to access council information required for
the effective performance of their role. Customers should gain access to council
information to which they are entitled. Information access will be controlled where
necessary due to sensitivities or legislative requirements.
We keep records of what we do and retain them in a consistent and cost-effective
way. Authorised individuals will store council records in accordance with appropriate
policies, guidelines and retention schedules.
The information we produce will be accurate and meet our customers’
expectations. Information must be timely, relevant, accurate and consistent.
Our information complies with our statutory obligations. Information management
within the council and its ALEO’s must comply with prevailing legislation and will do so,
when managed in accordance with the council’s policies, standards and guidelines.

The council will maintain an Information Asset Register (IAR) as an inventory of its
information assets.
All information will have a defined Information Asset Owner (IAO) and this will be
recorded in the IAR. It will be the IAO’s responsibility to manage and protect the
information and to make it available to others.
Information will be made available unless there is a compelling reason not to, recognising
all the relevant legislative and regulatory requirements. This applies to both internal and
external users of information.
The storage and organisation of information will be in accordance with the Corporate File
Plan to promote its sharing, thereby minimising duplication of effort and the cost of its
retrieval.
The re-use of information for which the council holds the copyright will be granted
whenever possible. The terms for re-use will be in line with legislation and clearly
explained.
The protection of information assets will be carried out in accordance with the council’s
Information Security Policy.
The management and retention of information will take into account its value to the
council. Information will only be retained as long as there is a business need and to
ensure compliance with the relevant legal and regulatory requirements.
Disposal of information of a personal or confidential nature will be carried out securely
and when there is no longer a legal or business need to keep it.
Information ownership rights will be observed in that information from third party sources
will only be used in accordance with the license or permissions granted.

Policy Review and Revision

This policy will be reviewed whenever guidance or the law is changed but at a minimum every 24
months. Policy review will be undertaken by the Data Governance Board under the guidance of the
SIRO.
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Appendix A: Glossary of Terms
Term

Description

ALL USERS

All parties who have access to Council information including employees,
elected members, North Lanarkshire Council owned ALEO’s and third
party contractors and any other individuals or organisations who access
Council information.

CDPO

Corporate Data Protection Officer

CMT

Corporate Management Team

Council Information

Council information includes data, records, paper and digital formats.

IAA

Information Asset Administrator

IAO

Information Asset Owner

DGB

Data Governance Board

DMT

Data Management Team

NLC

North Lanarkshire Council

SIRO

Senior Information Risk Owner
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Appendix B: Supporting legislation, policies, standards and
guidelines
Legislation
















Data Protection Act 2018 and General Data Protection Regulations
Environmental Information (Scotland) Regulations 2004
Freedom of Information (Scotland) Act 2002
Information associated aspects of the Human Rights Act 1998
Information associated aspects of the Local Government in Scotland Act 2003
INSPIRE (Scotland) regulations 2009
Copyright, Designs and Patents Act 1988
Computer Misuse Act 1990
The Privacy and Electronic Communications Regulations 2003
Regulation of Investigatory Powers (Scotland) Act 2000
Anti-Terrorism, Crime & Security Act 2001
Defamation Act 1996
Health and Safety at Work Act 1994 (Computers)
Re-use of Public Sector Information Regulations 2005
Civil Contingencies Act 2004

Internal policies, standards and guidelines















Records and Information Management Policy
Information Risk Policy
Information Classification and Handling Policy
Data Protection Policy
ICT Security Policy
Acceptable Use of ICT Policy
Records and Information Management Guidelines
Information Security Good Practice Guidelines
Acceptable Use of ICT Guidelines
Flexible Workstyle Handbook
Records Management Plan
Corporate File Plan
Information Asset Register
STD 0125 System Access Password Standard

External standards and guidelines







Codes of practices issued by regulatory and statutory bodies (e.g. Information Commissioner’s
Office, audit Scotland etc).
Government Connect Code of Connection/Public Services Network
ISO 27001 and 27002 Information Security Management Standards
Lanarkshire Data Information Sharing Partnership
Payment Card Industry (PCI) Standards
Cyber Essentials
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Records and Information Management
Policy
Version 3.0, 28 April 2020
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Introduction
Records Management is the process used by an organisation to manage the information it holds,
regardless of the format it is recorded in, throughout its lifecycle.
North Lanarkshire Council recognises the importance of effective records management in
supporting its core functions, providing authentic and reliable evidence of council business, and
documenting historical and cultural activity within North Lanarkshire.
Purpose
This policy demonstrates that the council considers records and information to be a vital corporate
asset and is committed to managing them lawfully and in compliance with current standards of
professional practice. It acts as a mandate for the support and delivery of records management
guidance, procedures and initiatives across the organisation.
The Public Records (Scotland) Act 2011 requires the Council to prepare and implement a Records
Management Plan setting out proper arrangements for the management of its public records.
Having a records management policy statement fulfils one of the mandatory elements of this plan.
Scope
This policy applies to all records created or managed by North Lanarkshire Council and North
Lanarkshire Licensing Board and applies to all staff and elected members when working on Council
business. It also applies to records managed by the Council on behalf of the North Lanarkshire
Integrated Joint Board.
External bodies, ALEOs and contractors are expected to adopt this policy or a records management
policy of an equivalent standard while carrying out functions on behalf of the Council.
Objectives
The objectives of this policy are to:
a) Provide a framework for good record keeping practices within the Council, ensuring that records
are managed effectively and efficiently, and that the council complies with its statutory and
regulatory obligations.
b) Develop and encourage a working culture that recognises and acknowledges the benefits of
effective records management.
c) Secure a co-ordinated approach to the management of the council’s records as a corporate
resource.
d) Establish a framework to support, implement, monitor and review the council’s policy on
records.
e) Define responsibilities for records management throughout the council.
f) Ensure that council records are reliable, authentic and have integrity.
g) Ensure that records are retrievable as required but also secure so as to prevent unauthorised
access, alteration or destruction.
h) Ensure lawful management of records that include personal data.
i) Support public rights of access to information.
j) Ensure that records of long-term value are identified and preserved as archives within the
collections of the council.
5.

Records and Information Lifecycle Management
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The lifecycle of a record comprises the following:



6.

initial creation by the Council or receipt from a third party
maintenance and use including distribution and audit
disposal through confidential destruction or preservation in the Council’s archive.

Capture and Control of Records
The Council uses a variety of recordkeeping systems to manage its records. These systems,
regardless of the format of the records, must be designed to ensure that records are saved, stored,
organised and managed effectively and efficiently.
The Council is committed to using an Electronic Document and Records Management System
(EDRMS) to manage its unstructured records more effectively. This supports effective information
sharing, aids search and retrieval processes and reduces the unnecessary duplication of records.
The corporate file plan and retention schedules will be applied to records when they are stored,
created, or documented in the EDRMS. All documents and folders should be given names and
metadata that facilitate meaningful use according to the Council’s Naming Convention Guidance.

7.

Storage of Records
Staff are encouraged to save in electronic format where appropriate. Records should be stored on
media that ensures that they are retained for as long as they are required. Paper records held
locally in offices should be locked away securely.
A Records management service for paper records is provided by CultureNL for semi-current and
non-current records and this service allocates records to storage according to sensitivity and the
required retention of the records.
Service managers should ensure that they have a contingency or business continuity plan to
provide protection for records which are vital to the continued functioning of the Council.

8.

Access to Records
Appropriate procedures and processes should be put in place to ensure the physical and intellectual
security of Council records.
Access to information is governed by the statutory and regulatory framework within which the
Council operates and the business needs and requirements of the Council. Staff must comply with
the relevant policies, processes and procedures to protect records from unauthorised access.

9.

Audit Trail
An audit trail allows records to be tracked effectively, deters unauthorised access and can provide
an effective method of monitoring changes to a document. The Council is aware of its responsibility
to track and monitor records effectively. The Council’s EDRMS systems generate audit trails
automatically to the council’s records.
Paper records held in the records management store and archive repository by CultureNL and in
offices by Social Work are tracked effectively using a corporate EDRMS.

10.

Retention and Disposal
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There are substantial financial, legislative and reputational risks associated with keeping records
too long as well as not long enough. Ensuring that records are kept for the correct period of time
ensures compliance with a range of legislative requirements and promotes efficient information
management. This is of particular relevance for records containing personal data.
A corporate retention schedule enables staff to make informed decisions about retention and
disposal of records across the Council and its partner organisations. The retention schedule is
maintained by CultureNL and is made available on the Council’s intranet.
At the end of a record’s disposal period, the disposal actions will normally be to destroy, review for
business value or transfer to the archive.
The retention schedule only applies to master records. Duplicate or local copies should be
destroyed as soon as they are no longer required. Short-lived documents such as telephone
messages, meeting notes etc. should be transferred to a more formal document and saved as a
record if they contain business critical information.
The Council acknowledges that there will be occasions when records cannot be destroyed
according to the retention schedule because of legal proceedings or information requests.
11.

Responsibilities
a) The SIRO is responsible for ensuring that all Council records are managed according to this
policy.
b) The records manager is responsible for maintaining the Council’s Records Management Plan,
providing procedures, advice and guidance on good records management practice, and
ensuring that all service areas are supported by retention schedules and file plans.
c) The archives are the designated place of deposit for council records of continuing evidential and
historical value, and the archivist is responsible for identifying, preserving, promoting and
making accessible these records and other historical records that may be acquired by the
council.
d) All managers have day to day responsibility for records management and should ensure that
systems are in place to enable compliance and that staff are familiar with and adhere to this
policy and any related procedures, standards and guidance.
e) All members of staff are accountable to their supervisors for documenting their actions and
decisions and for maintaining records and information systems in accordance with this policy
and any related procedures, standards and guidance.

12.

Policy and Legislative Framework
This policy forms part of the Council’s Information Governance Framework which outlines the
related policies of the Council and the legislative framework.
The Council also aims to implement best record-keeping practice and operate in accordance with
the principles set out in:




13.

International Standard BS ISO 15489-2002, Information and Documentation – Records
Management.
Freedom of Information (Scotland) Act 2002, Section 61 Code of Practice on Records
Management.
Revised Model Plan and Supporting Guidance drawn up by the Keeper of the Records of
Scotland in respect of the Public Records (Scotland) Act 2011.

Review and Self-assessment
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This policy will be reviewed whenever guidance or the law is changed but at a minimum every 24
months. Policy review will be undertaken by the Data Governance Board under the guidance of the
SIRO.
The Council is committed to periodically reviewing its records management performance by means
of review and self-assessment as required.
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Appendix A: Glossary of Terms
Term
Records
Archive
The Council
SIRO
Disposal
Semi-current
records
Non-current records
ALEO

Description
Information recorded, in any format or media, created, received and
maintained by the Council in the transaction of business, or the conduct
of affairs and kept as evidence of such activity
Contains records of any age and any format which are identified by the
archivist as having long-term historical, evidential or legal value
North Lanarkshire Council and North Lanarkshire Licensing Board
Senior Information Risk Owner - role held by the Head of Business
Solutions with senior management responsibility for records
management and information risk within the Council
Action taken at the end of the retention period. This can be a decision to
retain longer, transfer to the archive or secure destruction.
Records that are still referred to on occasion for business purposes on
an irregular basis.
Records no longer required for the work of the Council but retained for
evidential purposes.
Arms-length and External Organisation
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Data Protection Policy
Version 5.0, 30 April 2020

This is a controlled document. Whilst this document may be printed,
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Any printed copies of this document are not controlled. As a controlled
document, this document should not be saved onto local or network
drives but should always be accessed from the intranet.
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1.

Introduction
North Lanarkshire Council (“The Council”) provides a wide range of services for people
who live or work in North Lanarkshire, who invest in North Lanarkshire and who visit
North Lanarkshire. The Council also works in partnership with a range of public sector,
commercial and voluntary sector organisation’s to provide services and support.
To deliver services effectively the Council needs to collect, process and hold large
volumes of information relating to organisations and individuals.

2.

Information Risk
The collation and holding of information of any nature creates a risk of information falling
into the hands of third parties or misuse of the information. To manage those risks the
Council has in place a number of policies. These are listed in the information governance
policy framework document.
Protecting the confidentiality and integrity of personal data is a critical responsibility that
we take seriously at all times. The Council is exposed to potential fines of up to 20
million Euros (approximately £18 million) or 4% of its total annual turnover, whichever
is higher and depending on the breach, for failure to comply with data protection law.

2.1

Senior Information Risk Owner (SIRO)
The Senior Information Risk Owner (SIRO) is Head of Business Solutions. The SIRO’s
duty is in respect of all information collected, held and processed by the Council. The
SIRO is not a position prescribed or regulated by legislation. It is a position
recommended by the Information Commissioner. The SIRO is responsible for:-

3.

(a)

overall information risk and he/she will provide written advice on a regular basis
to the Chief Executive on internal control and performance in respect of information
risk;

(b)

assessing the impact of information risks on the Council and how the risks may
be managed ensuring arrangements are put in place to mitigate risks. He/she
will implement and lead information risk and management processes within the
Council; and

(c)

advising the Corporate Management Team on effectiveness of information
risk management across the Council.

Data Protection
As explained in 2 above, to deliver services effectively the Council needs to collect,
process and hold large volumes of information which includes personal information
(personal data) relating to current, past and prospective customers, clients, employees,
workers, elected members, suppliers and contractors.
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In addition, it may from time to time be required by law to process personal information
to comply with the requirements of government departments and other public agencies.
There are also instances where we process personal data for contractors and arms’
length external organisations and third parties process Council information which
includes personal data.
The General Data Protection Regulation (EU) 2016/679 (the “GDPR”) and the Data Protection
Act 2018 (the “Act”) make provision for how personal data (information) about living
individuals in any form including paper and electronic must be collected, processed and
held. They impose restrictions on how the Council may process personal data, and a
breach of the Data Protection Laws could give rise to criminal and civil sanctions,
including fines, as well as adverse publicity.
The legislation provides also that (i) special categories of personal data (i.e. data relating
to racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union
membership, and the processing of genetic data, biometric data, data concerning health, sex
life or sexual orientation) and (ii) personal data relating to criminal offences and
convictions shall only be collected and/or processed for certain specific lawful purposes.
The Council can only process special categories of data and personal data relating to
criminal offences and convictions where certain additional conditions apply. The
Council has produced an appropriate policy document for such processing. For
details of conditions for processing special categories of personal data see Article
9 of the GDPR and Schedule 1 of the Act. For details of conditions for
processing personal data relating to criminal offences and convictions see Article 10
of the GDPR and Schedule 1 of the Act.
4.

Scope of this Policy
This policy is applicable to all personal data held by the Council whether in manual
form and accessed on Council premises or via Council information technology systems
accessed on Council premises or via mobile or home-working equipment. Personal data
held on removable devices and other portable media is also covered by this policy.
The policy applies to all employees, workers, elected members, clients, suppliers, third
party contractors and any other individuals or organisations who access Council
information.
This policy is not part of the contract of employment and the Council may amend it at
any time. However, it is a condition of employment that employees and others who
obtain, handle, process, transport, store and otherwise process personal data will
adhere to the rules of the policy. Any breach of the policy will be taken seriously and
may result in disciplinary action.
Guidance to organisations on GDPR is available from the Information Commissioner’s
Office at https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-generaldata-protection-regulation-gdpr/

5.

Personal Data
This policy adopts the definition of personal data contained in the GDPR. Personal
data is any information relating to an identified or identifiable natural person who can
be directly or indirectly identified in particular by reference to an identifier.
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Different pieces of information, which collected together can lead to the identification of
a particular person, also constitute personal data.
Personal data that has been de-identified, encrypted or pseudonymised but can be
used to re-identify a person remains personal data.
Personal data that has been rendered anonymous in such a way that the individual is
not or no longer identifiable is no longer considered personal data. For data to be truly
anonymised, the anonymisation must be irreversible.
Examples of personal data include a name and surname; a home address; an email
address such as name.surname@company.com; an identification card number;
location data (for example the location data function on a mobile phone); an Internet
Protocol (IP) address; or a cookie ID.
The following are examples of data which are not considered to be personal data: a
company registration number; an email address such as info@company.com; and
anonymised data.
6.

The Data Protection (DP) Principles
The GDPR requires organisations (like the Council) which handle personal data to collect,
process and hold personal and confidential information securely and responsibly. This
includes destroying information safely when it is no longer required.
The GDPR sets outs the following key principles:

First

Personal data shall be processed lawfully, fairly and in a transparent
manner in relation to the data subject (‘lawfulness, fairness and
transparency’).

Second

Personal data shall be collected for specified, explicit and legitimate
purposes and not further processed in a manner incompatible with those
purposes (‘purpose limitation’).

Third

Personal data shall be adequate, relevant and limited to what is necessary
in relation to the purposes for which they are processed (‘data
minimisation’).

Fourth

Personal data shall be accurate and, where necessary, kept up to date;
every reasonable step must be taken to ensure that personal data that are
inaccurate are erased or rectified without delay (‘accuracy’).

Fifth

Personal data shall be kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the
personal data are processed (‘storage limitation’).

Sixth

Personal data shall be processed in a manner that ensures appropriate
security of the personal data, including protection against unauthorised or
unlawful processing and against accidental loss, destruction or damage,
using appropriate technical or organisational measures (‘integrity and
confidentiality’).
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The Council is also responsible for, and must be able to demonstrate compliance with
the Principles (‘accountability’).
7.

Discharging our Responsibilities

7.1

The Controller
In terms of the legislation, the Council will normally be the Data Controller.(The Council
may be a data processor in certain instances, for example, where it is providing
services to an external or arms length organisation and is processing information of
which that organisation is data controller in connection with provision of that service.
To ensure compliance with the data protection principles, the Council will:
a)

Observe fully conditions regarding the lawful, fair and transparent collection and
use of data.

b)

Meet its obligations to specify the purposes for which data is used.

c)

Collect and process appropriate data and only to the extent that it is required to
fulfil operational needs or to comply with any legal requirements.

d)

Ensure the accuracy of the data used.

e)

Put in place arrangements to determine the length of time the data is held.

f)

Take appropriate measures to keep the data secure.

7.1.1 Lawful, Fair and Transparent Obtaining and Processing
The Council may only collect, process and share personal data fairly and lawfully and
for specified purposes. The law restricts our actions regarding personal data to
specified lawful purposes. These restrictions are not intended to prevent processing,
but ensure that we process personal data fairly, lawfully and without adversely affecting
the data subject.
It is essential that the legal ground (“lawful basis”) being relied on for each processing
activity is identified and documented.
The lawful bases for processing personal information are as follows. At least one of
these must apply when you process personal data:
(a) Consent – the individual has given clear consent for you to process their data for a
specific purpose.
(b) Contract – the processing is necessary for a contract you have with the individual,
or because they have asked you to take specific steps before entering into a
contract.
(c) Legal obligation – the processing is necessary for you to comply with the law (not
including contractual obligation).
(d) Vital interests – the processing is necessary to protect someone’s life.
(e) Public task – the processing is necessary for you to perform a task in the public
interest or for your official functions, and the task or function has a clear basis in
law
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(f) Legitimate interests – the processing is necessary for your legitimate interests or
the legitimate interests of a third party, unless there is a good reason to protect the
individual’s personal data which overrides those legitimate interests. (This cannot
apply if you are a public authority processing data to perform your official tasks).
For the majority of processing or personal data carried out by the Council the public
task condition will be the appropriate lawful basis, however, it is very important that the
appropriate lawful basis or bases are identified at the outset of processing activity and
these will vary depending on the nature and circumstances of the processing in
question.
For processing of “special category” data, a further additional lawful basis for
processing requires to be satisfied. Special category data under data protection law
relates to information about an individual’s race, ethnic origin, politics, religion, trade
union membership, genetics, biometrics (for ID purposes), health, sex life or sexual
orientation.
There are extensive lawful bases within Schedule 1 of the Data Protection Act for
processing in relation to special categories of personal data and data relating to criminal
convictions. Advice should be sought from Legal Services in relation to proposed
processing of such data.
The Council will be clear when telling people how their personal information will be
used. This requirement to tell people will always apply, no matter how the information
is gathered (for example, paper forms, email, surface mail correspondence, web data
collection forms, or any other method). We must say clearly in all of these methods
how we will process people’s personal information.
This should principally be achieved by the use of privacy notices. Privacy notices are a
legal requirement. They inform data subjects about the collection and use of their
personal data. This relates to the requirement under the legislation that processing of
personal data should be transparent. Privacy notices should provide individuals with
information about our purposes for processing their personal data, how long their data
may be retained and with whom it may be shared. This information should be available
to individuals at the point of collection of their data. The Council’s Privacy Notice can
be found at https://www.northlanarkshire.gov.uk/index.aspx?articleid=15003.
Services should develop their own privacy notices to provide more specific information
in relation to particular categories of processing of personal data in relation to their
functions. Privacy notices should be regularly reviewed and developed to ensure that
they provide accurate and adequate information about the Council’s processing activity.
Consent
In many cases the Council may process personal information without the consent of
the data subject where this is required or permitted by law. However, the Council will
ask for an individual’s “informed consent” if this is needed (the individual must
understand what their information will be used for and how it will be shared and stored)
(see first DP Principle). Unless the Council can rely on another legal basis of
processing, explicit consent will be required for processing special categories of
personal data.
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An individual consents to processing of their personal data if they indicate agreement
clearly either by a statement or positive action to the processing. Consent requires
affirmative action so silence, pre-ticked boxes or inactivity are unlikely to be sufficient.
The individual may be asked to sign or to tick a box to give their consent. If consent is
given in a document which deals with other matters, then the consent must be kept
separate from those other matters.
Individuals must be easily able to withdraw consent to processing at any time and
withdrawal must be promptly acted upon. Consent will need to be refreshed if the
Council intends to process personal data for a different and incompatible purpose which
was not disclosed when the individual first consented.
The Council will need to evidence consent captured and keep records of all consents
so that we can demonstrate compliance with consent requirements.

7.1.2 Purpose limitation
Personal data must be collected only for specified, explicit and legitimate purposes. It
must not be further processed in any manner incompatible with those purposes. The
Council cannot use personal data for new, different or incompatible purposes from
those disclosed when it was first obtained, unless it has informed the individual of the
new purposes and they have consented where necessary.
7.1.3 Data minimisation
Personal data must be adequate, relevant and limited to what is necessary in relation
to the purposes for which it is processed. The Council may only process personal data
when required to do so in performance of its duties. The Council cannot process
personal data for any unrelated purposes.
The Council will not collect excessive data. The Council will ensure that any personal
data collected is adequate and relevant for the intended purposes.
When Personal Data is no longer needed for specified purposes, it should be deleted
or anonymised in accordance with the Council’s data retention guidelines.
7.1.4 Accuracy
The Council must make sure that all personal information that it holds is accurate and,
where necessary up to date (fourth DP Principle). Information should be reviewed
regularly and service managers must have procedures in place to make sure that
inaccurate or out of date information is updated. Information which the Council no longer
needs to hold must be destroyed in line with the Council’s guidelines on Information
Security.
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7.1.5 Storage limitation
Personal data must not be kept in an identifiable form for longer than is necessary for
the purposes for which the data is processed. The Council must not keep personal data
in a form which permits the identification of individuals for longer than needed for the
legitimate business purpose or purposes for which we originally collected it, including
for the purpose of satisfying any legal, accounting or reporting requirements.
The Council will maintain retention policies and procedures to ensure personal data is
deleted after a reasonable time for the purposes for which it was being held, unless a
law requires such data to be kept for a minimum time.
The Council will take all reasonable steps to destroy or erase from our systems all
personal data that we no longer require in accordance with all the Council's applicable
records retention schedules and policies. This includes requiring third parties to delete
such data where applicable.
Individuals will be informed of the period for which data is stored and how that period is
determined.
7.1.6 Security, Integrity and Confidentiality
Personal data must be secured by appropriate technical and organisational measures
against unauthorised or unlawful processing, and against accidental loss, destruction
or damage. We will continue to develop, implement and maintain safeguards
appropriate to our size, scope and business, our available resources, the amount of
personal data that we own or maintain on behalf of others and identified risks (including
use of encryption and pseudonymisation where applicable). We will regularly evaluate
and test the effectiveness of those safeguards to ensure security of our processing of
personal data.
Personal data may only be transferred to third party service providers who agree to
comply with the policies and procedures required by the Council and who agree to put
adequate measures in place, as requested.
The confidentiality, integrity and availability of personal data must be maintained, i.e.


Confidentiality: only people who have a need to know and are authorised to use
the personal data can access it.



Integrity: personal data is accurate and suitable for the purpose for which it is
processed.



Availability: authorised users are able to access personal data when they need
it for authorised purposes.

7.1.7 Data Processors
The law requires the Council to put in place a written contract with each third party
data processor, which contract must meet specific minimum requirements, including
procedures and policies to maintain the security of all personal data from the point of
collection to the point of destruction. Personal data may only be transferred to a third
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party data processor if the processor agrees in writing to comply with those minimum
requirements.
7.1.8 ICO Assessments, Audits, Investigations and Action
The Council must co-operate with any data protection assessment, audit or investigation
carried out or action taken by the Office of the Information Commissioner (ICO).
Everyone subject to this policy must assist with any such assessment, audit,
investigation or action as required by the ICO and / or the Council.
7.2

The Data Protection Officer (“DPO”)
The Council is required to appoint a DPO. The DPO is currently the Head of Service
for Legal and Democratic Solutions. The DPO’s responsibility is in respect of personal
data, collected, held and processed by the Council. The DPO will be involved, properly
and in a timely manner, in all issues which relate to the protection of personal data.
The DPO’s responsibilities include:-

7.3

(a)

ensuring that the Council complies with the Data Protection Laws.

(b)

ensuring the Council and Council staff are fully informed of their own legal
responsibilities and training of staff.

(c)

developing and managing the Council’s Data Protection Policy, including
development, implementation and enforcement of this policy and Data
Protection procedures.

(d)

reporting on the Council’s compliance with the Data Protection Laws to the SIRO
on a six monthly basis.

(e)

ensuring that necessary arrangements are in place for dealing where
appropriate with subject access requests that relate to more than one service of
the Council.

(f)

to provide advice where requested as regards data protection impact
assessments and monitor their performance;

(g)

co-operating with the ICO.

(h)

acting as a point of contact for the ICO and consulting with the ICO as required.

The Chief Executive and Executive Directors
The Chief Executive and each Executive Director’s responsibilities include:(a)

ensuring that the information under their control is collected, processed and held
in accordance with this policy and the Data Protection Laws.

(b)

nominating lead contacts for data protection responsibility within their Services
to the DPO; and immediately reporting changes of contact details to the DPO.
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7.4

(c)

ensuring that necessary arrangements, including nominated officers, are in place
to deal with subject access requests (see paragraph 13).

(d)

identifying and documenting all categories of personal information held within
their service.

(e)

identifying and documenting all processing applied to that personal information.

(f)

identifying and documenting how long personal information needs to be held
within each Service.

(g)

ensuring that necessary arrangements are in place within their Service for the
secure disposal of personal data.

(h)

implementing procedures for the secure destruction of any personal information
immediately when the Council no longer needs to keep it.

(i)

implementing arrangements and procedures as necessary for the safekeeping
and preservation of all personal information held by their Services and ensuring
that no one can get unlawful access to personal information that is held.

(j)

issuing instructions and implementing procedures to make sure that every
person who has access to personal information held by their Service makes use
of that information only for the purposes for which that information is held.

(k)

ensuring that all processing of personal information complies fully with all the
provisions of the Data Protection Laws and this policy.

Business Managers
Business managers’ responsibilities include:(a)

ensuring that employees and workers know what they have to do under the Data
Protection Laws, ensuring that their staff are trained in data protection and
confirming to the DPO when appropriate training has been undertaken by
employees and maintaining records of training;

(b)

ensuring that disciplinary action up to the point of dismissal is taken where an
employee or worker has deliberately breached the terms of the Data Protection
Laws or this policy or of any of the Council’s own procedures;

(c)

ensuring employees and workers know that they could face criminal proceedings
if they deliberately or recklessly destroy information, obtain information or disclose
it unlawfully;

(d)

ensuring that all personal information held is accurate and up to date; and

(e)

determining whether a Data Privacy Impact Assessment (“DPIA”) needs to be
undertaken and, if so, putting in place appropriate arrangements to ensure that
such a DPIA is undertaken and completed.
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7.5

All Users

All Users must:

8.

(a)

observe and comply with the Data Protection principles.

(b)

ensure that personal information is properly protected at all times. This requires
continued compliance with the Data Protection Laws, this policy and all other
Council information policies, procedures and guidance.

(c)

report any observed or suspected breach of this data protection policy or related
information procedure and guidance (in accordance with the protocol set out in
Appendix 2 to this policy).

(d)

ensure that individual archives, or any personal records they hold, are not kept
when they are no longer required.

Privacy by Design and Data Privacy Impact Assessments (“DPIAs”)
We are required to implement Privacy by Design measures when processing personal
data by implementing appropriate technical and organisational measures (like
pseudonymisation) in an effective manner, to ensure compliance with data privacy
principles. Pseudonymisation describes removing or replacing information within data
set which identifies an individual.
Users must assess what privacy by design measures can be implemented on all
programs/systems/processes that process personal data by taking into account the
following:
(a)

the state of the art;

(b)

the cost of implementation;

(c)

the nature, scope, context and purposes of processing; and

(d)

the risks of varying likelihood and severity for rights and freedoms of data
subjects posed by the processing.

The Council must also conduct DPIAs in respect to high risk processing.
Services should conduct a DPIA (and discuss the findings with the DPO) when
implementing major system or business change programs involving the processing of
personal data including:
(a)

use of new technologies (programs, systems or processes), or changing
technologies (programs, systems or processes);

(b)

automated processing including profiling and automated decision making;

(c)

large scale processing of special categories of data; and

(d)

large scale, systematic monitoring of a publicly accessible area.
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A DPIA must include:

(a)

a description of the processing, its purposes and the Council's legitimate
interests, if appropriate;

(b)

an assessment of the necessity and proportionality of the processing in relation
to its purpose;

(c)

an assessment of the risk to individuals; and

(d)

the risk mitigation measures in place and demonstration of compliance.

The DPO is responsible for producing guidance on DPIAs and reviewing the guidance
every alternate year commencing October 2012. (The current guidance and guidelines
are contained in Appendix 1 of this policy).
9.

Data Protection Incidents/Breaches
The GDPR requires data controllers to keep a written record of data breaches, near
misses or incidents. This is kept by the Council’s DPO. Where any breach is assessed
as resulting in a risk to the rights and freedoms of the individual(s) affected there is a
requirement to notify the ICO of the breach. Where the breach is likely to result in a
“high risk” to the rights and freedoms of affected individuals GDPR requires that the
individual(s) is/are informed without undue delay.
All incidents must be reported, whether or not the incident results in a breach of the
Data Protection Laws and/or actual damage or loss to any person, to the DPO in
accordance with the protocol in Appendix 2 to this policy. The DPO will take appropriate
action in respect of the incident, in accordance with the said protocol. (“Incidents” are
defined/explained in Appendix 2).

10.

Data Protection Fee
It is the responsibility of the DPO to ensure payment of the annual data protection fee
to the ICO and to provide all information required by the ICO when doing so.

11.

Documentation of processing activities
The Council must document and maintain a written record of its data processing
activities.
The DPO is responsible for ensuring that all categories of personal information and data
subjects held by the Council are documented, including the uses to which the
information is put, the categories of recipients of the personal information, details of
transfers to third countries (including the transfer mechanism safeguards in place), the
period for which the information will be held and a description of the technical and
organisational measures in place to keep the information secure.
To enable the documentation to be kept up to date at all times, it is the responsibility of
the Chief Executive and each Executive Director to advise the DPO immediately of:
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12.

a)

any new categories of information or data subjects held in his/her service.

b)

any changes in the uses to which his/her service is putting any personal
information his/her service holds.

c)

any categories of personal information or data subjects which are no longer held
by his/her service.

d)

any changes in categories of recipients of personal information held in his/her
service.

e)

any changes in the transfer of personal information to third countries (including
the transfer mechanism safeguards) in his/her service.

f)

any changes in the retention periods for personal information held in his/her
service.

g)

any changes in the technical and organisational measures in place to keep
information secure in his/her service.

Giving Information to other Departments and Third Parties

The Council must protect against processing personal information unlawfully. In most
cases personal information can only be shared between council services and/or third
parties where the individual concerned knows that such sharing may happen and where
the processing complies with the Data Protection Principles. The first Data Protection
Principle states that personal information shall be processed fairly, lawfully and in a
transparent manner.
Where a request for personal information is received from a third party, the identity of
the requester and the need for the information must be known before consideration is
given to providing it. Personal information can be given to the police or the procurator
fiscal to help with a criminal investigation and to certain statutory authorities/agencies
(e.g. DWP and HMRC). This only applies in certain circumstances, so such requests
for disclosure must be made in writing, providing details of the data subject, reason for
disclosure, name of requesting officer and certification by a senior officer. A record
must be kept of all such disclosures by services and a report made available to the DPO
immediately upon his request.
In all cases, if there are any concerns at all about an enquirer or their enquiry,
information must not be given out and the enquiry should be referred to the DPO.
13.

Data Sharing
Generally the Council is not allowed to share personal data with third parties unless
certain safeguards and contractual arrangements have been put in place.
Services and officers might be approached and asked if the Council will enter into a
Data Sharing Agreement with another organisation. A Data Sharing Agreement
addresses arrangements whereby one organisation shares personal data with another
organisation.
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The Council will only share personal data it holds with third parties if:
(a)

they have a need to know the information for the purposes of providing the
contracted services;

(b)

sharing the personal data complies with the privacy notice provided to the data
subject and, if required, the data subject's consent has been obtained;

(c)

the third party has agreed to comply with the required data security standards,
policies and procedures and put adequate security measures in place;

(d)

the transfer complies with any applicable cross border transfer restrictions; and

(e)

a written contract that contains approved third party clauses has been obtained.

A statutory draft Data Sharing Code of Practice in respect of data sharing arrangements
between organisations has been issued by the ICO under Section 121 of the Data
Protection Act 2018. The draft code can be found at https://ico.org.uk/media/fororganisations/documents/1068/data_sharing_code_of_practice.pdf The draft code
explains how the 2018 Act applies to the sharing of personal data. It provides practical
advice to organisations that share personal data and covers systematic data sharing
arrangements as well as ad hoc or one off requests to share personal data.
Data Sharing Agreements should be approved by the Business Manager for the Service
concerned and the negotiation and adjustment of the necessary legal documentation
should be referred to the DPO and the Head of Business for Legal and Democratic
Solutions, who will hold the signed completed agreements. The DPO will hold a register
of all Data Sharing Agreements entered into by the Council.
14.

Rights of Individuals
The Council, elected members, employees, workers, suppliers and contractors must
respect the rights of all individuals (data subjects), including employees and elected
members. These include rights to:
(a)

receive certain information about the Council’s processing activities;

(b)

request access to their personal data that we hold;

(c)

prevent our use of their personal data for direct marketing purposes;

(d)

ask us to erase personal data if it is no longer necessary in relation to the
purposes for which it was collected or processed or to rectify inaccurate data or
to complete incomplete data;

(e)

restrict processing in specific circumstances;

(f)

challenge processing which has been justified on the basis of our legitimate
interests or in the public interest;

(g)

object to decisions based solely on automated processing, including profiling;
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(h)

prevent processing that is likely to cause damage or distress to the data subject
or anyone else;

(i)

where processing is based on consent, withdraw consent to processing at any
time;

(j)

be notified of a personal data breach which is likely to result in high risk to their
rights and freedoms;

(k)

make a complaint to the ICO; and

(l)

in limited circumstances, receive or ask for their personal data to be transferred
to a third party in a structured, commonly used and machine readable format.

The identity of an individual requesting data under any of the rights listed above should
be verified before disclosing any personal information.
15.

Review and Revision
This policy will be reviewed whenever guidance or the law is changed but at a minimum
every 24 months. Policy review will be undertaken by the Data Governance Board
under the guidance of the Senior Information Risk Owner.
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Appendix A: Glossary of Terms

Term

Description

The Act

Data Protection Act 2018

All Users
Council
Information
Controller

All parties who have access to Council information including employees,
elected members and third party contractors and any other individuals or
organisations
who access
Council
information.
Council information
includes
data, records,
paper and digital formats.
The people or organisations who determine the purposes for which, and
the manner in which, any personal data is processed. They have a
responsibility to establish practices and policies in line with the Data
Protection Laws.

Data Protection
Laws
DPO

Counciland
is the
of all personal data used in its business.
The GDPR
thecontroller
Act

DWP

Department of Work and Pensions

GDPR

General Data Protection Regulation

HMRC

Her Majesty's Revenue & Customs

ICO

Office of the Information Commissioner

Personal Data

Any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person.
Any operation or set of operations which is performed on personal data or
on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.
Any person who processes personal data on behalf of a controller such
as the Council. Council employees are excluded from this definition but
it could include suppliers which handle personal data on behalf of the
Council, for example where the Council outsources IT, payroll, paper
waste disposal & mail shot / marketing services.

Processing

Processor

SIRO

Data Protection Officer

Senior Information Risk Owner.
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APPENDIX 1

North Lanarkshire Council
Data Protection Impact Assessment Guidance
Introduction

What is a Data Protection Impact Assessment (DPIA)?

A DPIA is a process to help you to identify and minimise the data protection risks associated with a
project. A DPIA is a method of analysing the processing of personal data 1 which will arise as part of
the project in question. They help to ensure compliance with the requirements of data protection law
and have a particular focus on the risks which any proposed processing of personal data may present
to any affected individuals.
To assess the level of risk, consideration should be given to the likelihood and severity of any impact
on individuals. This will clearly vary depending on the nature and extent of the processing connected
with the project or initiative. A DPIA should include a clear description of potential risks and explanation
of steps proposed to address or mitigate any such risks.
A DPIA serves to ensure compliance with the principles of General Data Protection Regulation EU
2016/697 (“GDPR”) and the Data Protection Act 2018 (“DPA). The principles of the legislation are as
follows, and proper completion of any DPIA should ensure that these principles are adequately
addressed:

-

Principle (a) Lawfulness, fairness and transparency
The DPIA should confirm the appropriate lawful basis for any proposed processing. The effect
of proposed processing on individuals must be considered and the individuals have a clear
understanding of how we will collect and use their data.

-

Principle (b) Purpose limitation
Personal data should only be used for the purpose or purposes for which it was collected. The
data can only be used for a new purpose if that is compatible with the original purpose, we
obtain the consent of the data subject, or there is a clear basis in law for this additional
processing.

-

Principle (c) Data minimisation
Only data which is necessary for the purposes of the proposed project should be collected or
used.

1

personal data is information relating to living individuals who can be identified or who are identifiable directly from the
information in question, or who can be indirectly identified from that information in combination with other information
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-

Principle (d) Accuracy
Personal data collected or otherwise processed should be accurate. Any challenges to the
accuracy of personal data collected or processed as part of the project should be assessed.

-

Principle (e) Storage Limitation
Personal data should not be kept for longer than is necessary. Consideration should be given
as part of the DPIA to how long personal data will require to be held for the purposes of the
project and describe proposals for secure disposal of personal data which is no longer required.
This should make reference, where appropriate, to the Council’s retention schedule.

-

Principle (f) Integrity and confidentiality
You must ensure that the proposal incorporates appropriate security measures to protect the
personal data collected or processed as part of the project.

-

Accountability
Proper completion of a DPIA will address the accountability principle under GDPR in that it will
document that the other six principles described above have been appropriately considered.

When is a DPIA required?

A DPIA is required in advance of any type of processing of personal data that is likely to result in a
“high risk” to individuals. The purpose of the DPIA is to screen for potential factors which may present
such a risk.

Under GDPR, a DPIA must be done for projects which:
-

Use systematic and extensive profiling with significant consequences for individuals;
Process special category or criminal offence data on a large scale (special category data
includes data relating to race, ethnic origin, politics, religion, trade union membership, genetics,
bio-metrics (for ID purposes), health, sex life or sexual orientation);
Systematically monitor publicly accessible places on a large scale.

What does “high risk” mean?

The following types of activities are likely to indicate “high risk” processing:
-

Evaluation or scoring exercises of individuals including profiling;
Automated decision making with legal or similar significant effect;
Systematic monitoring (as above)
Processing of sensitive/special category data or data of a highly personal nature;
Large scale data processing;
Matching or combining of data sets;
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-

Data concerning vulnerable data subjects;
Innovative use or application of new technological or organisational solutions;
Where processing itself prevents the data subject from exercising a right, or using a service or
a contract.

The Information Commissioner’s Officer (ICO), who regulates data protection law, also requires a DPIA
to be completed where the project involves:
-

Profiling or use of special category data to decide on access to services;
Profiling of individuals on a large scale;
Processing of bio-metric data e.g. fingerprints;
Processing of genetic data;
Collection of personal data from a source other than the data subject without providing them
with a privacy notice (invisible processing);
Tracking of individuals’ location or behaviour;
Profiling of children or targeting them for marketing or online services;
Processing of data that might endanger the individual’s physical health or safety in the event of
a security breach.

Even where there is no particular indication of likely “high risk”, it is good practice to do a DPIA for any
major new project involving the use of personal data.

Identifying and assessing risks
Carrying out a DPIA should be viewed as a tool to manage the risks that processing poses to the
rights of individuals. To identify and assess risk you need to think about what impact this processing
could have on individuals and whether it could cause financial, emotional, or physical harm. Potential
harm could include:-

Identity theft or fraud
Financial loss
Loss of confidentiality
Discrimination
Lost control of data
Limitations to an individual’s rights (not just their privacy rights)
Reputational damage.

Once the risks have been identified, you should assess each one including sources of risk and the
potential impact of each type of breach (e.g. loss of data, unauthorised access). You will need to
objectively consider the likelihood and severity of the possible harm. Using a risk matrix like the one
below may prove useful:
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Mitigating Risks

5 Almost Certain
5

10

15

20

25

4

8

12

16

20

3

6

9

12

15

2

4

6

8

10

1

2

3

4

5

1
Insignificant

2

3

4

Minor

Moderate

Major

5
Catastrophic

4 Likely

Likelihood

3 Possible

2 Unlikely

1 Rare

Impact
Once the risks associated with the processing have been identified and assessed, consideration
should be given to how each of those risks can be mitigated. Examples of steps that could be taken
include:-

Deciding not to collect certain types of data;
Reducing the scope of the processing;
Reducing retention periods;
Taking additional technological security measures;
Training staff to ensure risks are anticipated and managed;
Anonymising or pseudonymising data where possible;
Putting data sharing agreements in place;
Using a different technology;
Ensuring internal guidance and processes are in place to avoid risk;
Putting privacy notices in place/changing existing privacy notices;
Offering individuals the opportunity to opt out (where appropriate);
Implementing new systems to help individuals to exercise their rights.

The mitigating measures for each risk should be recorded as well as whether each measure will
reduce or eliminate the risk.
The role of the DPO
It is a requirement that the DPO is consulted regarding all DPIAs. The DPO will provide advice on
whether the processing is compliant and review/advise on any mitigating measures that may be
required.
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If the advice of the DPO is not followed, the reasons for this should be recorded.

DPIAs should be submitted, prior to sign off, to the Data Protection Team at
DataProtection@northlan.gov.uk.
Once the DPIA is complete
The outcomes of the DPIA should be integrated into project plans. You should identify any action
points and who is responsible for implementing them. You can use the usual project-management
process to ensure these are followed through.
The ongoing performance of the DPIA should be monitored. You may need to cycle through the
process again before your plans are finalised.
If it is decided to accept a high risk, either because it is not possible to mitigate or because the costs
of mitigation are too high, the ICO must be consulted before the processing begins. Advice should be
sought from the Data Protection Team in these circumstances.
The DPIA should be kept under review. It may need to be repeated it if there is a substantial change
to the nature, scope, context or purposes of the processing.
The DPIA Screening template and DPIA template
The DPIA screening template and DPIA template contained within Appendices 1 and 2 of this guidance
are designed to assist you in (a) deciding if a DPIA is required (or appropriate) and (b) carrying out a
DPIA. The screening template should be completed in full as a first step to assess whether a full DPIA
is required. At the end of the screening process you should document your decision as to whether a
full DPIA is required and record clearly why you have made the decision. If the decision is that a DPIA
is not required, you should retain the completed screening template as a record of that decision.

Supplementary guidance on how to fully answer the questions is provided within the templates.

Any further advice required
DataProtection@northlan.gov.uk.

can

be

sought
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from

the

Data

Protection

Team

at

Data Protection Impact Assessment (DPIA)

Screening Template
You should complete this screening template at the outset of any new project, or if you are reviewing any
existing arrangements where there is not an up-to-date DPIA in place. The purpose of completing this initial
screening template is to help you identity whether or not you need to carry out a DPIA. You should refer to
the DPIA Guidance document when completing this form.

If you need any parts of this form or the guidance clarified or explained further, please get in touch with the
Data Protection Team at DataProtection@northlan.gov.uk

Contact details
Name of person completing this DPIA
Name of team (if appropriate)
Division
Service
Contact details



@

Name of Senior Responsible Owner
(if applicable)
Contact details



@

External partners - please provide details where project or activity is being developed jointly with
another organisation(s)
Name of organisation

Screening Questions
1. Briefly describe what your project/activity aims to achieve and its scope. You may find it helpful to
refer to other documents such as a project proposal, Project Initiation Document (PID) or Business
Case. Please provide a hyperlink to these documents where applicable.
As part of consideration of the likelihood of processing of personal data presenting a “high risk” it is important to describe the
scale of the project and, so far as possible, the extent of data subjects likely to be affected by the processing in question. If the
project is particularly technical in nature, please try to describe the project in non-technical terms so far as possible.

2. Does your project/activity collect or use personal data and how will it be used?
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Yes

If yes, list the personal data (e.g. e-mail address, phone number, National Insurance number). Describe why the
personal data is needed and how you will use it. (e.g. Individuals will be contacted to participate in a survey)
If no, then there is no need to complete a DPIA. You should keep this document as a record of the basis of your
decision not to proceed with a DPIA.

No

You should remember that personal data is information which either on its own, or in combination with other
information, identifies a living individual. Therefore, if your project involves sharing information with another party,
your decision as to whether the data constitutes personal data should take account of information that the other
party may already hold.

3. Do you intend to collect sensitive data or personal data from people in vulnerable positions (e.g.
children, elderly people, carers, ex-offenders)? Do you need to collect information about criminal
convictions, or alleged criminal acts?
If yes, identify and describe the data, and/or, describe why the individuals are in a vulnerable position.
Yes
Sensitive data would include special category data and also highly personal information or information which could
potentially compromise the privacy, safety or security of the individual e.g. financial or bank account information,
National Insurance number or other personal identifiers.

No
Whether or not a person is in a vulnerable position (for the purposes of this process) centres round their ability to
freely consent or object to the processing of their personal data, or to understand the implications. This will include
children (those under 13 years of age), people with disabilities that affect their capacity and some elderly people but
it is not necessarily restricted to these groups.

4. Will your project/activity require you to get in direct contact with individuals in a way that could be seen
as intrusive or ‘cold’? (e.g. if people are not expecting to receive your call or e-mail, they may perceive
it to be a ‘cold’ call.) What is the lawful basis for using this personal data?
If yes, describe how you intend to get in touch with individuals.
Yes
The requirement to process personal data fairly, transparently and for specified, limited purposes means that you
should not be using an individual’s personal data in a way that they would not expect. If a project would involve
direct contact with individuals, you should consider whether this is covered by any existing privacy notice or whether
you will need to provide them with this privacy information when you contact them.

No

5. Do you have an existing relationship with the individuals from whom you are collecting data? (e.g.
people who receive home support services, business community representatives)
Yes

No

6. Summarise why you identified the potential need for a DPIA
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Please refer to the DPIA guidance document for guidance on when a DPIA is required.

Next Steps
Once you have completed the form you should consider whether or not you require to proceed to carry out
a DPIA. Guidance on when you are required by law to carry out a DPIA, or when it is good practice to carry
one out, is provided in the DPIA guidance. If you decide that your project does not require a DPIA you
should retain this document as a record of that decision. If you decide that a DPIA is required you should
proceed to complete the sections below. If you require advice on whether or not a DPIA is required you
should contact the Data Protection Team at DataProtection@northlan.gov.uk

Decision:
Proceed with DPIA

Do not proceed with DPIA
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Reasons for decision:
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Data Protection Impact Assessment (DPIA)

Where you have completed the screening template and decided to proceed with a full DPIA you should
complete the remaining questions on this form.

If you need any the following questions clarified or explained further, please get in touch with the Data
Protection Team for guidance at DataProtection@northlan.gov.uk

Please also refer to the separate DPIA Guidance document for further information. Supplementary
guidance on how to answer particular questions is provided below, where appropriate.

7. Will you be using personal data in a ‘new’ way for this project/activity

8. What is the ultimate benefit of your project/activity? What are the benefits of processing the data – for
the council and more broadly? What is the intended effect on individuals?

9. Where are you getting the personal data from? Describe the source of the data and how you will
collect it. How many individuals are affected and what geographical area does the data cover?

10.What is the nature of the data and does it include special category or criminal offence data?
Refer to guidance for definitions of special category and criminal offence data.
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11.Describe the nature of the processing. How much data will you be using and how will you use it? How
often will you use the data and for how long will it be kept?
Describing the nature of the processing will involve consideration of a number of questions:How will the personal data be collected, stored and used?
Who will have access to it and who will it be shared with?
Will a data processor be used?
How long will the personal data be kept?
In terms of how long data will be kept, you should refer to the Council’s retention schedule. If the project involves collecting new
information not previously held by the Council you should consider whether there are any legal restrictions on how long to keep
the information for, and if not, you should think about the business need to keep the information. You should not keep personal
information indefinitely – in fact you should keep it for no longer than is necessary for the purpose for which you’ve collected it.

12.How will you ensure that personal data is kept secure at every stage of the project/activity and how
will the data be deleted?
You should consult IT for guidance on appropriate information security measures for your project.

13.How will you ensure data quality and data minimisation and what measures will you take to ensure
that processors comply?
Data quality refers to the accuracy of personal data. Data minimisation involves ensuring that only the minimum personal data
necessary for the project will be processed.
The most likely measure to ensure processors comply, would be by entering into a data processor agreement containing
appropriate terms. The Data Protection Team will be able to assist with the drafting of these agreements.

14.Are there any prior concerns or uncertainties around this type of processing? Is the processing novel
in any way or are there any identified security flaws? Does the proposed method of processing
present any identified risks which do not currently exist in any existing method of processing? Are
there any issue of public concern that you should factor in? What is the current state of technology in
this area? Are we signed up to any approved conduct or certification scheme that relates to this type
of processing?
Technical advice should be sought from IT as required.

15.What is the nature of the council’s relationship with the individuals? What information will you give to
individuals and how will you support their rights? How much control do they have and would they
expect us to use their data in this way?
Any processing of personal data must be carried out fairly – meaning it is not unduly detrimental, unexpected or misleading. It
also must be carried out in a clear and transparent manner. You should consider how you plan to tell individuals about this
processing - this can likely be achieved via an appropriate privacy notice, though further methods of communication may be
required.
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16.How and when will you consult with relevant stakeholders and seek their views? If it is not appropriate
to do so, please justify why.
The GDPR requires you to consult with data subjects, or their representatives, where it is appropriate to do so i.e. unless there is
a good reason not to. There are a variety of ways individuals can be consulted – a public consultation, targeted research,
surveys sent to service users are some examples.
If a decision is made not to consult individuals, this should be documented and the reasons for not consulting them should also
be recorded. Reasons for not consulting individuals might be that it will involve disproportionate effort, it is impractical or it would
compromise commercial confidentiality.
If the DPIA decision differs from the views of the data subjects, the reasons why their views are being disregarded should be
recorded.

17.Who else do you need to involve from within the council or externally? Do you plan to consult
information security experts or any other experts?
If a data processor is involved it may also be appropriate to consult with them. They are required to assist and provide any
necessary information, as part of their obligations as processors under the GDPR.

18.Who will the personal data be shared with during and after the project/activity? For example – will the
data be shared with any other organisations?
If the project will involve routinely sharing personal data with third parties consideration should be given to whether a data
sharing agreement is already in place, or if one is required. There is no legal requirement to have a data sharing agreement in
place, however, if the project involves the regular sharing of personal information, then you should consider entering into a data
sharing agreement. This will clarify and record the basis for the sharing of personal data and reduce the risks associated with
disclosing personal data outwith the Council.

19.Will the data be shared outwith the European Economic Area?
The GDPR restricts the transfer of personal data to countries outside the EEA*, or international organisations. These restrictions
apply to all transfers, no matter the size of transfer or how often they are carried out.
To determine whether data is being transferred outside the EEA, you should consider where any processors or organisations
with whom data will be shared as part of this project are located. In addition to that, the location of any servers upon which data
will be stored should be identified. If either an organisation, or a server, is not located within the EEA, advice should be sought
from the Data Protection team at DataProtection@northlan.gov.uk.
*All countries in the European Union plus Iceland, Liechtenstein and Norway.
For further information see: https://www.gov.uk/eu-eea

20.If an external organisation or partner is involved, what recommendations has their Data Protection
Officer given to mitigate the risks associated with this project/activity?
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21.Does this processing activity achieve your purpose? Is there another way to achieve the same
outcome?
Part of the DPIA process is considering whether the proposed processing of personal data is a necessary and proportionate
means of achieving the desired outcome. If you can achieve the same outcome without processing personal data, for example,
by using anonymised data sets, then you should not proceed with the processing.

22.External partners - please provide details where project or activity is being developed jointly with
another organisation(s)
Name of contact person in partner
organisation
Name of organisation
Contact details



@

Name of external organisation’s Data
Protection Officer
Contact details



@
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Identifying and Assessing Risks

Measures to Reduce Risks

Sign Off and Approval

Recording Outcomes

Please send a copy of the completed DPIA to the Data Protection Team at
DataProtection@northlan.gov.uk.

DPO Comments / Approval
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Reasons for decision:
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APPENDIX 2

NORTH LANARKSHIRE COUNCIL

DATA PROTECTION BREACH AND INCIDENT MANAGEMENT PROTOCOL

1.

Background to this Protocol
Every care is taken by North Lanarkshire Council (the “Council”) to protect personal data and
to avoid a personal data breach. In the unlikely event of personal data being lost, damaged,
misused, altered, stolen or otherwise shared or accessed inappropriately it is vital that
appropriate action is taken to minimise any associated risk as soon as possible.

For the purposes of this protocol,



A personal data breach means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed; and



where an incident e.g. theft of an encrypted laptop or any other incident involving a
loss / inappropriate sharing of personal data has occurred but there has been no
adverse consequence as a result of the loss / inappropriate sharing, it will be
constituted ‘a near miss’.

2.

Reporting Personal Data Breaches
The Council is under an obligation to report certain types of personal data breach. For that
reason it is essential for the Council to have an effective personal data breach reporting
process in place to ensure that personal data breaches are detected and notified promptly
accompanied by all necessary information.







The Council must, without undue delay and, where feasible, not later than 72 hours
after having become aware of it, notify the personal data breach to the ICO if the
data breach is likely to result in a risk to the rights and freedoms of individuals.
If notification is not given within 72 hours, the Council must provide the ICO with an
explanation for the delay.
The Council must also inform affected individuals without undue delay if a personal
data breach is likely to result in a high risk to the rights and freedoms of the
individuals concerned.
Failure by the Council to notify when required to do so could result in a fine of up to
10 million Euros or 2% of the Council’s annual turnover. The ICO could also take
other enforcement action.
The Council’s processors are required to notify the Council without undue delay
after becoming aware of a personal data breach.

3.

Purpose of this Protocol
This protocol sets out the procedure to be followed by all NLC officers, staff, elected
members and third party contractors if a personal data breach takes place, or is believed to
have taken place or where there has been ‘a near miss’.

4.

Scope of this Protocol
This protocol applies to all personal data held by or on behalf of NLC.

5.

Types of Breach
A personal data breach is not limited to loss or theft of personal data. Data protection
breaches could be caused by a number of factors. Some examples are:

•

Loss or theft of data or equipment on which data is stored;

•

Inappropriate access controls allowing unauthorised use;

•

Sending personal data to the wrong person

•

Equipment failure;

•

Human error;

•

Unforeseen circumstances such as fire or flood;

•

Hacking, phone/email ‘Phishing’ and other ‘social engineering’ methods;

•

‘Blagging’ offences where information is obtained by deception;

6.

Immediate Mitigation / Recovery Actions

6.1

The person who identifies a personal data breach or near miss (collectively referred to as an
“incident”) must inform his / her Head of Service. If the incident occurs or is discovered
outside normal working hours, this should be done as soon as is practicable.

6.2

The Head of Service/senior manager who is informed of the incident must ensure that
arrangements are in place for the Data Protection Officer (the “DPO”) to be informed at the
earliest opportunity. Where an incident relates to loss of data held electronically the Head of
Business Solutions must also be informed by the Head of Service/senior manager.

6.3

If the person who identifies an incident is a Head of Service, he or she must make
arrangements to inform the DPO as soon as possible.

6.4

The officer to whom an i n c i d e n t is reported must ascertain whether, if the incident is a
personal data breach, the personal data breach is still occurring. If the personal data breach
is still occurring, steps must be taken immediately to minimise its effect. An example might
be to shut down a system, or to alert relevant staff.

6.5

The relevant Head of Service, or their representative, in consultation the DPO or their
representative will also consider whether the police need to be informed. This would be

appropriate where illegal activity is known or is believed to have occurred (including where
there has been a theft or loss of a laptop or other mobile device) or where there is a risk that
illegal activity might occur in the future.
6.6

If bank details have been lost / stolen, the Head of Financial Solutions must be contacted
immediately to ensure that appropriate steps are taken to limit / contain loss or damage.

6.7

The relevant Head of Service or their representative must quickly take appropriate steps to
recover any losses and limit the damage. Steps might include:

7.

a.

Attempting to recover lost equipment;

b.

Contacting other officers as appropriate, to ensure that he / she is prepared for any
potentially inappropriate enquiries;

c.

Contacting the Head of Strategic Communication so that he / she is prepared to handle
any press enquiries;

d.

The use of back-ups to restore lost / damaged / stolen data; and

e.

If the incident includes any entry codes or passwords, then these codes must be
changed immediately, and the relevant agencies and members of staff informed.

Investigation
In most cases, the next stage is for the relevant Head of Service or their representative to
investigate the incident fully. They should ascertain whose data was involved in the incident,
the potential effect on the data subject(s) and what further steps need to be taken to remedy
the situation.

The investigation should consider the type of data, its sensitivity, what protections are in place
(e.g. encryption), what has happened to the data, whether the data could be put to any illegal
or inappropriate use, how many people are affected, what type of people have been affected
(the public, suppliers etc.), what harm could come to those affected and whether there are
wider consequences to the incident.

The investigation should be completed urgently and, wherever possible, within 48 hours
of the incident being discovered / reported. A further review of the causes of the incident and
recommendations for future improvements can be done once the incident has been resolved.

8.

Accountability and Record of Incident
Irrespective of whether the Council is required to report a personal data breach, the Council
will make and keep a record of incidents.
A clear written record should be made and maintained of the nature of the incident, its cause,
its effects, the actions taken to mitigate it and the actions taken to try to prevent a recurrence
of a similar incident. This information should be provided to the DPO as soon as possible by
completion of the Data Breach Notification document.

If the Council decides not to notify an incident, a justification for that decision should be
documented. This should include reasons why the Council considers the incident is unlikely
to result in a risk to individuals.
The DPO will retain a register of all incidents.
9.

Notification

9.1

The ICO, affected individuals and others (such as the police and insurers) may need to be
notified as part of the initial containment. However, the decision will normally be made once
an investigation has taken place.

9.2

Where there is a likelihood of risk of harm to individuals, the ICO may require to be notified
without undue delay and within the 72 hour period referred to above.

9.3

Where there is the likelihood of a high risk of harm to individuals, affected individuals may
require to be notified without undue delay.

9.4

A decision whether to notify the ICO and affected individuals will be made by the DPO.
Breaches will be considered on a case by case basis. The DPO will assess the risk that
could result from the incident and should take account of the following criteria:

(a)

the type of breach;

(b)

the nature, sensitivity, and volume of personal data;

(c)

the ease of identification of individuals;

(d)

the severity of consequences for individuals;

(e)

the special characteristics of the individuals (such as children or vulnerable
individuals);

(f)

the number of affected individuals;

(g)

the special characteristics of the Council.

9.5

The DPO will take account of the likelihood and potential severity of the impact on
individuals. Knowing the likelihood and potential severity of the impact on the individual will
help the DPO to determine whether notification is required to the ICO and, if necessary, to
the individuals concerned.

9.6

An incident is likely to result in a high risk to individuals if it may lead to physical, material
or non-material damage for the individuals whose data have been breached. Examples of
such damage are discrimination, identity theft or fraud, financial loss and damage to
reputation. Damage should be considered likely to occur if the breach involves personal
data that reveals racial or ethnic origin, political opinion, religion or philosophical beliefs, or
trade union membership or includes genetic data, data concerning health or data concerning
sex life, or criminal convictions and offences or security related measures

10.

Notification to the ICO
Where notification is required, at the very minimum the notification must

(a)

describe the nature of the personal data breach including where possible:
a.

the categories and approximate number of individuals concerned; and

b.

the categories and approximate number of personal data records concerned;

(b)

give the name and contact details of the DPO or other contact point where more
information can be obtained;

(c)

describe the likely consequences of the personal data breach; and

(d)

describe the measures taken or proposed to be taken to deal with the personal data
breach, including, where appropriate, measures to mitigate its possible adverse effects.

If it is not possible to provide the information all at once, the information can be submitted in
stages provided there is no delay in doing so.

11.

Notification to individuals

11.1 The relevant Executive Director / Head of Service or their representative will notify
individuals where appropriate. When notifying individuals, they should be provided with
specific and clear advice on what they can do to protect themselves and what the service can
and will do to help them. They should also give them the opportunity to make a formal
complaint if they wish (see the Council’s Complaints Procedure).

11.2 The notification must describe in clear and plain language the nature of the personal data
breach and at the minimum:
(a)

give the name and contact details of the DPO or other contact point where more
information can be obtained;

(b)

describe the likely consequences of the personal data breach; and

(c)

describe the measures taken or proposed to be taken to deal with the personal data
breach, including, where appropriate, measures to mitigate its possible adverse effects.

11.3 However, notification is not necessary if:

(a)

the Council has implemented appropriate technical and organisational protection
measures, and those measures were in place, in particular those that render the personal
data unintelligible to any person who is not authorised to access it, such as encryption;
or

(b)

the Council has taken subsequent measures which ensure that the high risk to the rights
and freedoms of individuals is no longer likely to materialise; or

(c)

it would involve disproportionate effort provided that the Council instead issues a public
communication (or something similar) whereby they are informed in an equally effective
manner.

Even if individuals have not been informed, the ICO may require the Council to do so.

12.

Review and Evaluation
Once the initial aftermath of the incident is over, the Head of Service o r t h e i r
r e p r e s e n t a t i v e should fully review both the causes of the breach and the effectiveness
of the response to it. If systemic or ongoing problems are identified, then an action plan must
be drawn up to put these right. If the incident warrants a disciplinary investigation, the
manager leading the investigation should liaise where appropriate with the DPO and Head of
Human Resources for advice and guidance.

13.

Review
This protocol will be reviewed every other year commencing June 2014. It may also be
reviewed following upon an incident, legislative changes, new case law or new guidance
from a relevant agency.

14.

Implementation
This protocol has immediate effect. All service managers should ensure that staff are aware
of the Council’s Data Protection Policy, this protocol and their requirements. This should be
undertaken as part of induction and supervision.
If officers have any queries in relation to the procedure, they should discuss this with their
line manager.
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Introduction
North Lanarkshire Council (NLC) holds a significant amount of information and also works
very closely with other partners who hold sensitive information. This information is an asset
and it needs to be protected securely in line with the sensitivity of the content.
It is important that the level of sensitivity of a document can be easily and accurately
understood at all times by those working with it, so it can be handled appropriately. To
support this we have adopted the UK Government Security Classification Policy.

Purpose
This policy defines how NLC information assets are to be classified, handled, stored and
disposed of.
It is our intention to comply with all relevant data handling legislation and to comply with
recognised good practice while doing so. In this respect, an indicative list of supporting
legislation, policies, standards etc is provided in the information governance policy framework
document.
The classification of the information does not make it exempt from disclosure under the
Freedom of Information (Scotland) Act, the Data Protection Act or the Environmental
Information (Scotland) Regulations nor does it mean that it must be supplied.

Scope
This policy applies to all NLC employees and all elected members when they are working
on council business. Business partners and individuals who are seconded into the council
from another organisation, or employed through an agency, will be required to comply with
this policy.

Scope of Information Assets
This policy covers all information assets whether created internally or sourced from clients
and partners. This includes electronic documents and files, hardcopy documents, verbal
communications on the telephone, on voicemail and multi-media assets, such as
photographs, videos and podcasts.

Classification Policy
5.1 Classifications
The UK Government Security Classification Policy has three levels: TOP SECRET,
SECRET and OFFICIAL.
Information bearing the classification SECRET or TOP SECRET is outside the scope of this
policy. Any information received that bears these or any other classification other than
OFFICIAL (e.g. sensitive, commercial-in-confidence, confidential etc) should be referred to
the corporate Data Protection Officer (CDPO) for guidance.
Information that is created, processed, generated, stored or shared within (or on behalf of)
NLC is, therefore, OFFICIAL by default. This includes information that can be made freely
available to the public, routine business information and transactions used in the day-to-day
operation of the council, and information which must be more stringently controlled due to
the sensitive nature of its content. In order to differentiate sensitive information NLC has
adopted the classification caveat OFFICIAL-SENSITIVE, which will be used with the
descriptors outlined in appendix B.

5.2 Determining Information Classification

The OFFICIAL-SENSITIVE caveat should be used by exception in limited circumstances
where there is a clear and justifiable requirement for its use. This might include, but is not
limited to the following types of information:


with the introduction of GDPR and its associated responsibilities and fines all personal
information is now OFFICIAL SENSITIVE;



the most sensitive corporate or operational information, e.g. relating to organisational change
planning, contentious negotiations, protection of vulnerable people or major security or
business continuity issues;



policy development and advice to ministers or elected members on contentious and very
sensitive issues;



commercial or market sensitive information, including that subject to statutory or regulatory
obligations, that may be damaging to NLC or to a commercial partner if improperly accessed;
and



information about investigations and civil or criminal proceedings that could compromise public
protection or enforcement activities, or prejudice court cases.

Information classification must be reviewed during the life of the information or document to
ensure that the classification continues to be appropriate and relevant. For example: there
may be a locally sensitive issue that has not yet been announced and the information would
be classified and marked OFFICIAL-SENSITIVE:LOCSEN (Locally Sensitive), but once the
announcement has been made it may become available to all with the classification
changed to OFFICIAL.
Only the originating creator of the asset, the associated Information Asset Owner (IAO),
Head of Service or the Senior Information Risk Officer (SIRO) can alter the classification of
an asset.

Handling & Storage Policy
All information must be handled in a manner appropriate to the OFFICIAL classification, as
detailed in Appendix C. Employees must not attempt to classify or store information by any
means other than that defined within this policy.
All handling or disclosure of OFFICIAL-SENSITIVE information, including release under the
Freedom of Information Act, must be authorised by the IAO or appropriate Head of Service
for that information asset. The identity of the IAO can be found in the Information Asset
Register (IAR).

Disposal Policy
All information must be destroyed or sent to archive, in accordance with the approved
retention and disposal schedule which forms part of the NLC Records and Information
Management Policy. Disposal of information must be appropriate to its classification as
detailed in Appendix C.
All redundant copies of OFFICIAL information that have been generated in the course of
printing, photocopying or handling, must be disposed of according to approved procedures.
It is the responsibility of the IAO to ensure that procedures are followed to assure secure
disposal of information when it is no longer required.
Where OFFICIAL information is held by a third party and it needs to be disposed of, this
must be carried out by authorised NLC personnel or a NLC approved external disposal
service. When a third party is used for the disposal of NLC information, the third party must
be contractually bound to employ security controls required by NLC.
Disposal of OFFICIAL information captured on electronic storage media must only be
performed with methods and equipment approved by the Information Risk Manager. All data
and software on NLC information system hardware or machine-readable media will be
erased and made unrecoverable prior to reuse of the media within the council or release of
the media to a third party for disposal, sale, service or repair. Where OFFICIAL information

is hosted on the cloud approved data sanitization or destruction must be included in the
contract.

Roles and Responsibilities
The originator or recipient of information is responsible for setting the classification at the
initial stage of creation or receipt. Those handling, storing or disposing of information cannot
change the classification that has been applied; however they can challenge it with the IAO
or via the Data Management Team (DMT).
The DMT is responsible for providing guidance on the classification, handling, storage and
disposal of information held or created by the council on premise or externally hosted or
cloud applications.

Putting the Policy into Practice
Detailed practical guidance on how to apply this policy can be found in Appendix C.

Policy Review and Revision
This policy will be reviewed whenever guidance or the law is changed but at a minimum
every 24 months. Policy review will be undertaken by the Data Governance Board under the
guidance of the SIRO.

Appendix A: Glossary of Terms
Term
ALL USERS
CDPO
CMT
Council Information
IAA
IAO
DGB
DMT
NLC
OPEN DATA
SIRO
PUBLIC DOMAIN

Description
All parties who have access to Council information including employees,
elected members and third party contractors and any other individuals or
organisations who access Council information.
Corporate Data Protection Officer
Corporate Management Team
Council information includes data, records, paper and digital formats.
Information Asset Administrator
Information Asset Owner
Data Governance Board
Data Management Team
North Lanarkshire Council
Non-commercially sensitive and non-personal public sector information
Senior Information Risk Owner
Information is available to the general public e.g. published on the
council’s website or elsewhere as OPEN DATA.

Appendix B: OFFICIAL-SENSITIVE: Descriptor
The table below defines the descriptors to be used with the classification based on information
content, for example, OFFICIAL-SENSITIVE: COMMERCIAL.
Their use is strongly recommended as they also serve to help those handling the information to
decide who should have access to the material. Information received from other public sector
partners may use one of these descriptors.
Descriptor
COMMERCIAL
LOCSEN
PERSONAL

Used for
Disclosure would be likely to damage the council, a third party or
commercial establishment’s processes or affairs
Locally sensitive issues not yet for publication
Information that is personal to an individual or the sender and/or
recipient

NOTE: In unusual circumstances OFFICIAL-SENSITIVE
information may contain a combination of all three descriptor
areas (e.g. it may hold both personal and commercial data). In
these cases the descriptors should not be used and the
information should be classified as OFFICIAL-SENSITIVE.

APPENDIX C HOW TO HANDLE NORTH LANARKSHIRE
COUNCIL (NLC) INFORMATION
NLC has adopted the classification level of Official for all information held.
For Official information with greatest sensitivity, a single caveat Official-Sensitive is used. Official
Sensitive classifications are:
COMMERCIAL
LOCSEN
PERSONAL

Disclosure would be likely to damage the council, a third party or commercial
establishment’s processes or affairs
Locally sensitive issues not yet for publication
Information that is personal to an individual or the sender and/or recipient

The classification applied must be reviewed during the life of the information or document to
ensure that the classification continues to be appropriate and relevant. All handling or disclosure
of Official-Sensitive information, including release under the Freedom of Information Act, must be
authorised by the Information Asset Owner or appropriate Head of Service for that information
asset.
All information must be disposed of or sent to archive, appropriate to its classification and in
accordance with the approved retention and disposal schedule, which details how long we should
retain information and how it should be disposed of.
DOCUMENT MARKING
Official sensitive information must have OFFICIAL SENSITIVE at the centre top or centre bottom
of each page.
What you want to do with
the information
I want to store electronic
information in the office

What is the
classification?
Official
Official
Sensitive

I want to store, copy, print
or work on hardcopy in
the office

Official

Official
Sensitive

I want to carry hardcopy
outside of a NLC office

Official

Official
Sensitive

What are the handling rules?
Store on your team’s shared drive or on
Connect
Store on your team’s shared folders or on the
secure file share – ensure that file/folder
permissions are set so that only those who
‘need to know’ have access
Protect against accidental compromise to
non-NLC personnel. Clear away at the end
of the day
Ensure hardcopy is cleared away when not in
use. When printing or copying ensure that all
copies are picked up from printer promptly or,
where available, set up a pin number for the
printer. Secure documentation in locked
drawer or filing system when out of office
Handle with due care. Protect against
accidental compromise to non-NLC personnel
– carry in a folder or bag. If lost or stolen
report as soon as possible to your line
manager.
Never leave unattended. If lost or stolen
report as soon as possible to the Information
Asset Owner (IAO), in their absence the
Information Asset Administrator (IAA), if
neither available the appropriate Head of

What you want to do with
the information

I want to carry electronic
information out of the
office on a laptop, mobile
telephone, iPad, smart
phone, tablet or external
storage device

What is the
classification?

Official

Official
Sensitive

I want to share or send
hardcopy information to a
NLC colleague

Official

Official
Sensitive

What are the handling rules?
Service. The notification of a data security
breach notification or near miss form should be
completed and returned to
dataprotection@northlan.gov.uk
Only use a NLC provided device. Do not let
unauthorised people use your device. When
using in a public place be aware of being
overlooked. If the device is lost or stolen
report as soon as possible to the ICT Service
Desk and your line manager.
Try to avoid having Official Sensitive
documents on portable devices. If
unavoidable follow the NLC Information
Security Policy plus :
Ensure the information is only on the device
for the minimum time necessary
Obtain permission from the owner of the data
If lost or stolen report as soon as possible to
the ICT Service Desk and IAO, IAA or
appropriate Head of Service
When possible avoid sending hardcopy by
using the NLC email or Connect for sharing
information with colleagues. Multi-functional
Devices (MFDs) i.e. photocopiers, can be
used to scan hard copies so you can
share/send electronically.
Use internal mail/post system. Always use
an envelope. Always address to an individual
by name or role.
If lost or stolen report as soon as possible to
your line manager.
Obtain permission from the owner of the
information prior to copying and/or distributing
to others.
When possible avoid sending hardcopy by
using the NLC email or a secure file share for
sharing information with colleagues
Use internal mail/post system/courier service.
Send double enveloped, both sealed and fully
addressed.
Outer envelope with no protective markings
or descriptors (other than “personal” or
“addressee only” if you wish to limit access.)
Inner envelope marked “OFFICIALSENSITIVE [descriptor] Addressee Only”.
Always address to an individual by name or
role.
Only to be opened by addressee or delegated
employee. If lost in transit report as soon as
possible to IAO, IAA or appropriate Head of
Service.

What you want to do with
the information
I want to share or send
electronic information to
an NLC colleague

I want to share or send
hardcopy information to
someone outside of NLC,
including partners and
members of the public

What is the
classification?
Official

What are the handling rules?

Official
Sensitive

Verify recipients prior to sending by email –
Use Outlook Message options to set
Sensitivity level to: Confidential and request a
read receipt.
Use disclaimer in the first line of text in email
body - “Only to be opened by addressee(s).
Never forward or send to other addresses”
All OFFICIAL-SENSITIVE information must
be in an encrypted attachment with password
sent separately.
Ensure that the covering email does not
contain OFFICIAL-SENSITIVE level
information.
Encrypt the OFFICIAL-SENSITIVE level
information to an appropriate standard. (see
Information Security Good Practice
Guidelines)
Send to external recipient only where there is
an approved business need or other
justification (i.e. Freedom of Information Act
request).
Send by public post services or other courier
service.
Single, sealed, fully addressed envelope with
no marking, always include return address.
If lost or stolen report as soon as possible to
your line manager.
Share with someone outside NLC only on a
‘need to know’ basis where there is an
approved business, contractual or legislative
need and with the approval of the originator/
information owner.
When possible avoid sending hardcopy by
using secure email with Official-Sensitive
information as an encrypted attachment with
password sent separately or Secure FTP site,
if you and the recipient have access to these.
Outer envelope with no markings or
descriptors (other than “personal” or
“addressee only” if you wish to limit access.)
Inner envelope to be marked “OFFICIALSENSITIVE [descriptor] Addressee Only”.
Always include return address.
Consider using courier or special delivery.
Only to be opened by addressee or delegated
employee.
Do not send by fax.
If lost or stolen report as soon as possible to
the IAO, IAA or appropriate Head of Service.
The notification of a data security breach
notification or near miss form should be

Official

Official
Sensitive

Use the NLC email system, a secure file
share or Connect.

What you want to do with
the information

I want to share or send
electronic information to
someone outside of NLC,
including partners and
members of the public

What is the
classification?

Official

Official
Sensitive

I want to post information
on a public website

Official
Official
Sensitive

What are the handling rules?
completed and returned to
dataprotection@northlan.gov.uk
Email to external recipient only where there is
an approved business need or other
justification (i.e. Freedom of Information
request)
Ensure that the external recipient is aware
that the information must only be used for the
declared purpose and forwarded only with the
approval of the originator/IAO.
If lost or stolen report as soon as possible to
the Service Desk and your line manager.
Only send Official Sensitive content via
secure email with Official-Sensitive
information as an encrypted attachment with
password sent separately or by using the
Secure FTP site encrypted to an appropriate
standard (see Information Security Good
Practice Guidelines)
Do not send via Short Messaging Service
(SMS) or Multi-Media Messaging Service
(MMS) or Instant Messaging (IM).
Consider using a courier instead of using
email.
Send to external recipient only on a ‘need to
know’ basis where there is an approved
business, contractual or legislative need and
with the approval of the originator/IAO.
Use disclaimer in the first line of text in email
body - “Only to be opened by addressee(s).
Never forward or send to other addresses”.
Encrypt any data in an attachment (see
Information Security Good Practice
Guidelines).
Ensure that the external recipient knows the
classification level and is aware of the
protection requirements.
If lost or stolen report as soon as possible to
the Service Desk and the IAO, IAA or
appropriate Head of Service.
Open data i.e. data that is in the public
domain, may be published online.
Can only be published where there is
authenticated access to the information i.e.
the person needs to “log in” to prove who
they are before accessing the information.

What you want to do with
the information
I want to post information
on a social networking or
collaboration website

I want to discuss with
someone (face to
face/phone call)

What is the
classification?
Official

Official
Sensitive
Official

Official
Sensitive

I want to dispose of
hardcopy

Official

Official
Sensitive

I want to share licensed Official
Materials (Photocopying
and Scanning)

Official
Sensitive

What are the handling rules?
Do not post outside of a closed or restricted
user group – ensure group membership is
appropriate for the ‘need to know’. Please
see the NLC Guidance on the use of Social
Media.
Not allowed
Ensure the conversation cannot be overheard

Ensure the conversation cannot be overheard
by those with no ‘need to know’.
Verify recipient and inform them that the
information is “OFFICIAL-SENSITIVE
[descriptor]
Do not leave official sensitive information on
voicemail systems.
Check to confirm that the information does
not require to be retained - see NLC Retention
schedule.
May be disposed of in the recyclable paper
waste bins or shredded.
Check to confirm that the information does
not require to be retained - see NLC Retention
schedule.
Must be disposed of by shredding or via
confidential waste bins.
Copies must not be taken of copyrighted
material unless they are covered by the
council’s license contract. For example, with
the Copyright Licensing Agency or by
obtaining specific written permission from the
copyright owner.
Copies must not be taken of copyrighted
material unless they are covered by the
council’s license contract. For example, with
the Copyright Licensing Agency or by
obtaining specific written permission from the
copyright owner.

OPEN DATA
Some information which is classed as OFFICIAL may be published online i.e. publically available
and this should be reflected in the Information Asset Register.
FLEXIBLE/REMOTE WORKING AND HOT DESKING (additional safeguards for flexible, remote
working, hot desking)

EXTERNAL
LOCATIONS
Hot desking,
mobile, home or
working away from
the office

OFFICIAL

OFFICIAL-SENSITIVE

Information that is not in the public
domain:
- must be accessed only by
authorised users
- must be accessed only via a council
device
- must never be left unattended
- must be secured and out of sight
when not in use
- must not be accessed or stored
electronically on personal home
computer or personal mobile device
- must not be discussed in a public
place where it may be overheard or
overlooked.
Information should be stored and
accessed via an NLC server or
approved website rather than on
mobile device/USB stick.

Only permitted if approved by the IAO
or appropriate Head of Service.
Handle with the same safeguards as
per official information.

STORAGE
MEDIUM
Storage of
papers and
media (e.g. CDs,
USB drives etc.)
Electronic
storage

OFFICIAL
Protected by one physical lock.

OFFICIAL-SENSITIVE
Protected by two physical locks.

Examples: locked drawer or work
area.
Access rights must be
approved/granted to the job role
by the Information Asset Owner.

Examples: locked cabinet and locked
office or work area.
Access rights must be
approved/granted to the job role by
the appropriate Head of Service or the
Information Asset Owner

NLC network:
Controlled access by defined user
groups to specific areas.
For example: network storage,
electronic document management
systems or application systems.
Mobile working:
Encrypted to minimum NLC
encryption preferably accessed
directly through remote network
access with two factor
authentication.
Examples: AnyConnect and Citrix.

NLC network:
Controlled access by defined user
groups to specific areas.
For example: network storage,
electronic document management
systems or application systems.
Mobile working:
Encrypted to minimum NLC encryption
preferably accessed directly through
remote network access with two factor
authentication.
Examples: AnyConnect and Citrix.

DISPOSAL
MEDIUM
Disposal of
papers

Disposal of
electronic media

OFFICIAL
Recycle – for information freely
available in the public domain.

OFFICIAL-SENSITIVE
Only permitted if approved by the IAO
or appropriate Head of Service

Otherwise, use secure waste
disposal – destruction or
shredding.
Destroy or erase to make
unrecoverable if media is to be
reused.

Secure waste disposal – destruction
or shredding.
Only permitted if approved by the IAO
or appropriate Head of Service
Destroy or erase to make
unrecoverable if media is to be
reused.
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1. Introduction
North Lanarkshire Council (NLC) is committed to making the best use of the information it
holds to provide efficient services to the public, whilst ensuring that adequate safeguards are
in place to keep information secure and to protect the right of the individual to privacy.
Managing information risk involves a proportionate approach so that these aims are achieved.
This policy defines the council’s framework for formal information risk management by
explicitly establishing accountability and responsibility for information risk identification,
analysis and mitigation in line with its legal duties and powers.
The council must comply with all relevant data handling legislation and with recognised good
practice while doing so. In this respect, an indicative list of supporting legislation, policies,
standards etc. is provided in the information governance policy framework document.

2.

Purpose
Information risk is inherent in all council activities. It refers to the ongoing process of
identifying information risk and implementing plans to manage them.
The Chief Executive, the Senior Information Risk Owner (SIRO), the Data Governance Board
(DGB) and the Corporate Management Team (CMT) are required to assure through the
Annual Governance Statement that information risk management is formally embedded into
the key controls and approval processes of all major business processes and functions of the
council.
The role of the SIRO is to take ownership of the council’s information risk and to act as an
advocate for information risk at CMT level and to provide written advice to the Chief Executive
on the content of the annual governance statement with regard to information risk.
The purpose of this policy is to formally establish the council’s position regarding an
information risk management process. The intent is to embed information risk management
into business processes and functions by means of key assurance, review and control
processes. In doing this the policy supports the council’s strategic business objectives and
should enable staff across the organisation to identify an acceptable level of risk beyond
which escalation is necessary. The information risk policy therefore fits within the council’s
overall business risk management framework. Information risk will not be managed
separately from other business risks and will be considered as an element of the overall
corporate governance framework.
The information risk management policy has been developed in order to:






Define how the council and its partners will manage information risk and how risk
management effectiveness will be assessed and measured;
Protect the council from information risks of significant likelihood and impact;
Provide a consistent information risk management framework through which information
risks relating to business processes and functions within the council can be identified,
assessed, and addressed through the systems of review, control and assurance;
Promote proactive rather than reactive approaches to information risk management;
Meet statutory and local government policy and strategic requirements.




3.

Assist in safeguarding the council’s information assets which comprise of people,
finance, property and reputation.
Ensure respect for customer privacy through safeguarding uses of and accesses to
personal data.

Scope
This policy applies to all NLC employees and all elected members when they are working on
council business. However we expect anyone using NLC data (e.g. community planning
partners, third party organisations etc.) to be aware of and understand this policy and how it
should be applied when using council information.

4.

Definition of information risk
The information that the council holds is an asset. Using it well improves the efficiency of
service delivery and the quality of services offered to the public. The risks in handling
information are not only in failing to protect it properly, but also in using it out with our legal
duties and powers. Managing information risk is about taking a proportionate approach.
Information handling risks can include losing paper documents, accidentally deleting
electronic files, or inappropriate sharing of personal data, either accidentally or maliciously.
Information risk also exists where data required for public notification or consultation is
unavailable or when we are unable to locate information to respond to Freedom of Information
or subject access requests.

5.

Information risk management
The council will seek to mitigate information risks that may result in reputational damage,
financial loss, or exposure, major breakdown of information system or information integrity,
significant incidents of regulatory non-compliance, potential injury to staff or service users or
other people working on behalf of the council. All those handling council information are
expected to adhere to council policies and procedures at all times.
The requirement is for a positive and robust approach to be taken to managing information
risk. The council recognises that the purpose of information risk management is not to
eliminate all information risks but rather to provide the organisation with the means to identify,
prioritise and manage risks in order to provide a balance between the costs of managing and
treating risks and the anticipated benefits that may be derived from this action.
Information risk is not the sole responsibility of any one area of the council. All staff have a
responsibility to protect the security of information particularly when it is person identifiable.
All staff therefore should actively participate in identifying potential information risks in their
areas and contribute to the implementation of appropriate action.
This requires a structured approach with the clear identification of specific roles and
responsibilities to ensure that risks can be managed across all levels in the organisation. The
council will base this approach on the clear identification of information assets. All assets held
will be recorded on the council’s Information Asset Register (IAR). Ownership for each asset
will be allocated to a senior accountable manager designated as the Information Asset Owner
(IAO). Information Asset Administrator (IAA) roles will be allocated to operational staff with
day to day responsibility for managing risks within their designated information asset.

Information risk management is a component of information governance and the introduction
of an accountable hierarchy supporting the SIRO and IAOs is essential for identifying and
mitigating information risk. The aim is to ensure that the approach to information risk
management:




6.

Sets out accountability and responsibility structures that are fit for purpose in that they
ensure that information risks are managed effectively at all levels in the council;
Associates tasks with appropriate levels in the organisation;
Provides transparency in the way in which information risks are managed.

Roles and Responsibilities
The following roles play a critical part in the successful management and mitigation of
information risk at the council.
Role
Overall
Governance

Title
Chief Executive

Responsibilities
 Has overall responsibility for ensuring
that information risks are assessed and
mitigated to an acceptable level;
 Manages information risks in a similar
way to other corporate risks such as
financial,
operational,
legal
and
reputational risks.
Senior Information Head of Business  Acts as the advocate for information risk
Risk Owner (SIRO) Solutions
to the CMT;
 Provides written advice to the Chief
Executive on the content for the Annual
Governance Statement in regard to
information risk.
Chair
of
Data Responsible to the SIRO for:
Digital
Services Management Team  The overall management of the
Manager
(DMT)
information asset register;
 Ensuring that each information asset
has
an
identified
owner
and
administrator;
 Maintaining the information risk policy
 Monitoring the implementation of the
information risk policy;
 Ensuring the completion of information
risk assessments.
Information Asset Senior manager
Owner (IAO)
assigned as
information asset
owner on the
information asset
register







Has responsibility for the overall
management of the information asset;
Ensures the confidentiality, integrity and
availability of all information that the
system creates, receives, maintains or
transmits and protects against any
reasonably anticipated threats or
hazards to the security or integrity of
such information;
Conducts information asset
risk
assessments;
Participates in the annual information
risk assessment process;

Role

Title

Information Asset Staff with
Administrator (IAA) responsibility for the
information asset.

Subject Matter
Experts (SMEs)
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Corporate Data
Protection Officer
(CDPO)
Digital Services
Manager
Records
Manager
Information Risk
Manager
Freedom of
Information Coordinator
Data Custodian,
Solicitor (Data
Protection)
Principal Auditor

Responsibilities
 Provides assurance to the SIRO on the
security and use of these assets.
 Day to day operation of information
assets;
 Ensures policies and procedures are
followed;
 Identifies and acts on actual or potential
security incidents;
 Works with the information asset owner
on incident management and risk
assessments;
 Ensures that the details in the
information asset register are accurate
and complete.
 Provide expertise on respective areas
underpinning
information
risk
management.

Information Risk Assurance Framework
The Chief Executive has delegated authority for the oversight of the information risk
management assurance framework to the SIRO who is accountable to the Corporate
Management Team for the implementation of the Information Risk Policy.
The Data Governance Board (DGB) will on behalf of the CMT be responsible for the oversight
and assurance of the processes for the identification and assessment of information risk.
The SIRO will provide written advice to the Chief Executive on information risk matters. The
SIRO is therefore required to ensure that information security risks and incidents are identified
and managed and that the CMT and Audit and Governance Panel are kept informed on all
significant information risk issues. To provide this assurance the SIRO will report regularly to
the CMT and Audit and Governance Panel on the management of information risks.

The Data Management Team (DMT) will identify and promote good practice in relation to the
management of information assets including compliance with information legislation detailed
in the information governance policy framework document. The DMT will also harmonise
policy, practice and support information governance and information management across
North Lanarkshire Council. This includes practices relating to the training of staff in
information management and associated legislation and the creation, monitoring and
maintenance of a corporate Information Asset Register (IAR) and the use of Data Protection
Impact Assessments (DPIAs)

8.

Information Security Principles
The Data Governance Board has adopted the following principles under which it requires
information risk to operate.

8.1

Confidentiality
The council must apply appropriate confidentiality measures. The council, however, should
not classify documents as official-sensitive without clear justification for doing so. Guidance
on protective marking is contained within the council’s Information Classification and Handling
Policy.

8.2

Integrity
The council will ensure the accuracy and completeness of the information that it holds and
ensure that it is held only as long as required.

8.3

Availability
The council should make information publicly available unless there are sound operational or
public interest reasons for not doing so or there are legal reasons preventing it – in particular
reasons relating to the Data Protection Act 2018, General Data Protection Regulations and
the privacy of individuals.

9.

Putting the Policy into Practice

9.1

Information Asset Register
North Lanarkshire Council will use an Information Asset Register to understand and manage
its information assets and the associated risks.
The Data Governance Board will own the Information Asset Register and the Data
Management Team will ensure that the information contained within it is accurate and
complete.
The Information Asset Register will be published on the council’s intranet and a summary
version will be available on the council website.

9.2

Risk Assessments
Information Asset Owners (IAOs) will risk assess the information assets for which they are
responsible. Each asset will have a separate risk assessment. In completing this task, IAOs
will be supported by the Data Management Team and Information Asset Administrators
(IAAs).
Risk assessments will occur at the following times:
 At the inception of new systems, applications or facilities that may impact on the
assurance of council information systems;
 As a result of any significant changes, enhancements or upgrades to existing critical
information systems or applications;
 When council policy requires risks to be assessed;
 When the Audit and Governance Panel or Corporate Management Team requires it;
 When there has been an adverse incident.
Significant risks identified as a result of this process will be recorded on the Corporate Risk
Register and monitored through the associated processes.

9.3

Escalation
Anyone who identifies risks to our information assets will alert the relevant IAO. If the IAO is
not able to address the risks using the resources within their control, they will raise the matter
with the chair of the Data Management Team, who, if appropriate, may escalate it to the
SIRO.

9.4

Monitoring Compliance
The table below outlines the council’s monitoring arrangements. The council, however,
reserves the right to commission additional work or change the monitoring arrangements
should organisational needs require.
Aspect
of
compliance or
effectiveness
being
monitored

Monitoring
method

Group
responsible
for
the
monitoring

Frequency
of
the
monitoring
activity

Group which
will receive
the findings /
monitoring
report

Information
Asset Register
review
Number
of
completed risk
assessments

Quarterly
performance
management
Quarterly
performance
management

Data
Management
Team (DMT)
Data
Management
Team (DMT)

Quarterly

Data
Governance
Board (DGB)
Data
Governance
Board (DGB)

Quarterly

Individual
responsible
for ensuring
that
the
actions are
complete
Chair of the
DMT
Chair of the
DMT

10. Training
All users will be required to undertake training and thereafter annual refresher training on data
protection, records and information management and information security. New employees
will be required to complete this training as part of their induction programme. Additional
training on information risk management and security will be provided to specific groups
where this is required as part of their role, e.g. staff with responsibility for sensitive or
confidential information. Annual training on aspects of information risk management will be
provided to the SIRO, IAOs, CDPO and IAAs. Data handling and information governance
training will be considered as part of the corporate annual performance review process.

11. Review and Revision
This policy will be reviewed whenever guidance or the law is changed but at a minimum every
24 months. Policy review will be undertaken by the Data Governance Board under the
guidance of the Senior Information Risk Owner.

Appendix A: Glossary of Terms
Term



ALL USERS

All parties who have access to Council information including employees,
elected members and third party contractors and any other individuals
or organisations who access Council information.

CDPO



Corporate Data Protection Officer

CMT



Corporate Management Team

Council
Information


Council information includes data, records, paper and digital
formats.

Description


IAA



Information Asset Administrator

IAO



Information Asset Owner

DGB



Data Governance Board

DMT



Data Management Team

NLC



North Lanarkshire Council

SIRO



Senior Information Risk Owner

SME



Subject Matter Expert
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1.

Introduction

1.1 Information plays a critical role in the lives of North Lanarkshire Council customers,
employees, and business; as a result information systems and physical assets, including
supporting processes, systems, networks and equipment, need to be appropriately protected
to ensure that the Council can continue to operate and provide its service delivery.
1.2 Information Security efforts do not solely focus on the protection of IT systems which process
and store information, the information itself is of primary importance, regardless of how it is
handled, processed, transported, or stored, including:





Physical access to electronic and paper-based information assets;
Logical access to data, systems, applications and databases;
External and internal access to the network and all other computing resources;
Legislation impacting information and IT systems in all Council locations, business units,
and teams;
 Compliance requirements and standards set out by the Government, partners, and
regulatory bodies;
 Council, partner, and customer privacy rights, regulations, and laws;
 Contractual obligations where a third party holds or processes information on the
Council’s behalf.
1.3 Information Security therefore, addresses the universe of risks, benefits, processes involved
with information, and takes account of business needs for sharing or restricting information
and the business impacts associated with such needs. Information security is assisted by the
implementation of an appropriate set of controls comprising policies, standards, procedures,
guidance, structures and technology configurations.

2. Purpose
2.1 The purpose of Information Security is to ‘protect the information of North Lanarkshire
Council, our customers, and our employees’ through the implementation of appropriate
policies, standards, processes, and technology.
2.2 This Information Security Policy provides the strategic position and sets out the foundations
and a framework for appropriate, cost effective, and efficient information security as a
fundamental aspect of corporate governance.
2.3 The key objectives of this Information Security Policy are to:







Provide the framework for policies, guidance and standards relevant to information
security;
Assist North Lanarkshire Council employees in protecting the confidentiality, integrity,
and availability of Council information;
Ensure that all information, particularly personal and customer information, is treated
appropriately at all times;
Promote compliance with all relevant legislation and regulations regarding Council
information assets;
To enable North Lanarkshire Council to maximise the benefits of the information it holds
through making the best use of information and information sharing, whilst managing the
risks and being cognisant of the information security requirements.

3. Governance and responsibility for information security
3.1 North Lanarkshire Council will ensure that suitable frameworks exist to initiate and control the
implementation of information security both within the Council and between itself and external
organisations.
3.2 All staff and individuals with access to North Lanarkshire Council information must appreciate
that they have an individual responsibility to ensure that information is handled appropriately.
Employees, Elected Members, third parties, and other individuals who may access Council
information and ICT systems on the Council’s behalf will be expected to adhere to the
requirements of this policy in the way that they work.
3.3 Additionally, a number of roles and groups within the Council will be expected to address the
requirements of this policy as part of their remit. These include:
 Managers;
 Information Risk Manager;
 ICT and DigitalNL staff;
 Information Security Forum.
3.4 Services must nominate one or more senior officers to represent them at Information Security
Forum meetings. Permanent members of the Forum include representatives from ICT, HR,
Legal Services and Internal Audit.
3.5 The Forum meets at least twice a year to review security within Services. Special meetings
may be held to examine a specific security issue or problem.

4. Risk Management
4.1 The Information Risk Policy defines the baseline standards to be applied to risk identification
and handling for information and information assets which should be applied to the
information and/or supporting hardware or software infrastructure to include formal,
documented risk management procedures to:







Manage the threat of a compromise of confidentiality, integrity or availability of
information held on systems or manual records and a strategy to address that threat or
reduce the impact;
Manage compliance with Data Protection obligations in use of personal data;
Manage the risk of removal of information from controlled environments or exchanges of
data with third parties;
Manage Risk Treatment plans;
Ensure changes of existing services or facilities or introduction of new ones are only
carried out on completion of a risk assessment;
Ensure appropriate business continuity plans are maintained appropriate to the criticality
of business systems.

5. Asset Management and Classification
5.1 Appropriate measures exist or will be put in place to ensure the protection of information and
information processing assets. The Council maintains an Information Asset Register which is
an inventory of the information assets and identifies a range of details including the name of
the information asset owner, classification level, where the assets are stored and who they
are shared with. The Information Classification and Handling Policy covers how information
assets are used and stored in different scenarios and throughout their lifecycle.

5.2 information shall be allocated a classification level (also known as Protective Marking) which
identifies the level of security that is to be used by staff when handling information in different
circumstances. The Information Classification and Handling Policy and Guidance assists
managers in judging what level should be applied to different types of information, how to
reach this decision and what security is applicable for that level.

6. Human resources security
6.1 Services must ensure that personnel security is addressed at relevant stages of the
employment process. This includes the recruitment, employment, and termination or
employment change stages of the employment life cycle.

7. Access control
7.1 Appropriate measures exist or will be put in place to limit access to information, information
processing facilities and business processes to appropriate persons or groups of persons.
This includes physical and ICT system access control procedures to address, where
appropriate, the need for user access management policies, password controls, network
access controls, operating system access controls, application access controls, and access
security issues pertaining to the uptake of mobile computing and remote working.

8. Physical and environmental security
8.1 Appropriate measures exist or will be put in place to prevent unauthorised access, loss, theft,
damage and interference to the Council’s premises and information assets. This will include
addressing the physical security needs of buildings, offices, equipment, and supporting
utilities and infrastructure.

9. Communications and operations management
9.1 Appropriate measures will be put in place to ensure the correct and secure operation of
processing facilities, including:
 Media handling;
 Operational procedures and responsibilities;
 Third party service delivery management;
 Change control;
 Protection against malicious software;
 General housekeeping duties;
 Network management;
 Exchanges of information and software;
 Disposal and decommissioning.

10. Information systems acquisition, development and
maintenance
10.1 North Lanarkshire Council recognises the need to ensure that security is built into new and
proposed ICT systems, and is assessed as part of the normal system lifecycle. To properly
address the security requirements of new systems appropriate steps must be taken to
ensure that new applications correctly process information, any necessary cryptographic
controls are implemented, the security of system and software application files is
considered, security in development and support processes is properly managed, and that
consideration is given to patch and vulnerability management.

11. Information security incident management
11.1 Information security events and weaknesses associated with information systems will be
communicated in a manner allowing timely corrective action to be taken, the background
fully investigated and where possible appropriate solutions put in place to reduce the
potential of a recurrence.

12. Business continuity management
12.1 Measures shall exist to counteract interruptions to business activities, to protect critical
business processes from the effects of major failures or disasters and maintain core
services.

13. Compliance
13.1 Appropriate measures exist or will be put in place to avoid breaches of any criminal and civil
law, statutory, regulatory or contractual obligations and of any security requirements.
Relevant legislation is listed in the Information Governance Policy Framework.

14. Further Information
14.1 Information Security policies and standards are available on the North Lanarkshire Council
Intranet. For further advice, contact Rob Leitch, Information Risk Manager on 01698 520551
or leitchro@northlan.gov.uk.

