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Executive Summary 

This report highlights the risk management arrangements for the DigitalNL Programme 
including progress with reviewing, assessing and managing risks from Detailed Design 
Phase to current strategic delivery. 
 
The report also considers how the DigitalNL Programme has been adapted as the council 
responds to COVID-19 and the resulting impacts on the programme risks. 
 
The current Top 5 risks, the mitigations and controls in place are also detailed within the 
report. 
 

Recommendations 

It is recommended that members of the Transformation and Digitisation Committee: 
 

(a) Note the current status of risks identified as key risks for 2020-21 for the DigitalNL 
Programme. 

(b) Note the progress to date with risk management requirements as the DigitalNL 
Programme moves into build and implementation phases. 

(c) Endorse the next steps outlined within the report to continue to improve the 
governance for the risk management requirements. 

(d) Otherwise note the content of the report. 
 

The Plan for North Lanarkshire 

Priority  All priorities 
 

Ambition 
statement 

(18) Ensure our digital transformation is responsive to all people’s 
needs and enables access to the services they need. 

 (19) Improve engagement with communities and develop their 
capacity to help themselves. 

 (24) Review and design services around people, communities, and 
shared resources. 

 (25) Ensure intelligent use of data and information to support fully 
evidence based decision making and future planning 



1. Background 
 

1.1 Successful management of existing and emerging risks is critical to the long-term 
success of the DigitalNL Programme and the achievement of the council’s vision as 
stated in The Plan for North Lanarkshire and the supporting Programme of Work.   
 

1.2 As part of the DigitalNL - Detailed Design Stage (April 2019) a Risk Management 
Strategy was prepared to establish and maintain a systematic approach to the 
identification and management of risks within the DigitalNL Programme.  The main 
objectives of this strategy were to: 

 

- Ensure that risk management was clearly and consistently integrated and 
evidenced in the culture of the programme. 

- Anticipate and respond to changing social, environmental and legislative 
requirements. 

- Raise awareness of the need for risk management by all those connected with 
project and programme delivery. 
 

1.3 Fourteen risk categories were identified during the Detailed Design Stage (outlined in 
Appendix One) to classify risks into appropriate categories.  The Risk Register for 
Year One of the programme was based on these categories as the programme 
moved from Detailed Design and the Full Business Case phase to Phase 2 - Service 
Redesign.    

 
2. Report    
 

DigitalNL Risk Management Framework 
 

2.1  In line with the requirements of the council’s Risk Management Strategy and 
Programme Management Framework, risks associated with the DigitalNL 
Programme are reviewed on an annual basis. 
 

2.2 The refresh of the Programme risks, led by the DigitalNL Project Board, took place at 
the end of January 2020.  This annual review/refresh exercise resulted in a number 
of proposed changes to the Risk Register. 

 

• The format of the Risk Register was revised, and a simpler format introduced. 

• Risk Appetite was included as a category following a Best Practice Workshop 
facilitated by audit body Scott Moncrieff. 

• Risk categories and controls were reviewed and updated. 

• Similar type category entries, at project level, were rolled-up to programme 
level to remove potential duplication. 

• Governance arrangements were reviewed, and a four-weekly specialist risk 
management meeting was introduced as part of the Project Board oversight 
arrangements. 
 

2.2 The review resulted in 9 risk categories being identified for the Risk Register in 
2020/21 details of which are attached at Appendix Two.  The risk appetite for each is 
also provided. 

 
2.3 The updated Risk Register and governance proposals were approved at the Delivery 

Board in March 2020. 
 
2.4 In April 2020, an additional risk was added (R72) – Unprecedented external factors 

and impacts associated with Covid19.  This is in line with the new corporate risk 
which was added to the Corporate Risk Register in March 2020 which addresses 

high level risks in relation to the council’s emergency response to the pandemic. 
 



2.5 This brought the total number of current key risks on the DigitalNL Programme risk 
register to 26.  Details of the number of risks in each of the categories (Red, Amber, 
Green) before and after applying mitigation controls are detailed below. 

  

Gross Risk  
 

Risks  Residual Risk Risks 

Red 
 

9  Red 4 

Amber 16  Amber 
 

12 

Green 1  Green 10 
 

  
 
2.5 Deep dive risk assessments for new or amended risks have been carried out.  

Finalised risks are subject to ongoing monitoring and review, with review frequencies 
determined by the assessed residual risk rating, unless there is a significant change 
in the internal or external environment which suggests risks should be reviewed more 
often.  The current pandemic is representative of the type of event requiring a more 
frequent review of the programme risks and was in this instance essential due to the 
increased requirement for technology solutions and service redesign during the 
council’s emergency response phase and recovery planning requirements. 

 
2.6 Appendix Three outlines the current Top 5 Risks within the programme and the 

controls in place to mitigate such. 
 
2.7 Next Steps  

 
 With risk management for the DigitalNL Programme continuing to mature being 

considered alongside high levels of remaining uncertainty regarding the 
requirement for the DigitalNL Programme and Business Solutions to support 
service recovery, several further actions are planned.   

  

• Risks will be prioritised in line with the Corporate Risk Register as Level 1, 2 or 3 
which will determine the frequency for review. 

• Risk Trend will be applied – new or increasing risk; no change to risk or declining 
risk. 

• A self-evaluation of the risk arrangements will take place in December 2020 to 
assist with the annual review/refresh process for 2021/22. 

 
 

 

3. Equality and Diversity 
 
3.1 Fairer Scotland Duty 
 
 There are no requirements for an assessment under the Fairer Scotland duty arising 

from this report. 
  
3.2 Equality Impact Assessment 
 
 There are no requirements for an equality impact assessment arising from this report.

   
 

 

4. Implications 
 
4.1 Financial Impact 
 
  This report has no financial impact. 
 
 



4.2 HR/Policy/Legislative Impact 
 
 There are no HR/Policy/Legislative implications. 
   
4.3 Environmental Impact 
 
 There are no Environmental impacts. 
  
4.4 Risk Impact 
 
 This report provides details of the risk management arrangements for the DigitalNL 

Programme. 
 

 
 

5. Measures of success 
 
5.1 Effective and efficient management of the Risk Register for the DigitalNL programme, 

mitigating risks to ensure delivery on time and within budget. 
 

 
 

6. Supporting documents 
 
6.1 Appendix One – Detailed Design Phase Risk Categories 

Appendix Two – Risk Category and Risk Appetite 
Appendix Three – DigitalNL Top 5 Risks   

 
 
 

 
 
Head of Business Solutions 
  



          Appendix One 

Definition of Risk Categories – Detailed Design Stage 

Category 
No 

Type of Risk Risk Description 

1. Operational Risks of loss due to improper process implementation, 
failed system or some external events risks. Examples 
can be Failure to address priority conflicts, Insufficient 
resources or No proper subject training etc.  

2. Schedule Project schedule slippage when project tasks and 
schedule release risks are not addressed properly. 
Schedule risks mainly effect on project and finally on 
company economy and may lead to project failure.  

3. Budget Wrong budget estimation or Project scope 
expansion leads to Budget / Cost Risk.  Is the project 
running to budget and within tolerance? Are there any 
exceptional costs which were not forecast? This risk 
may lead to either a delay in the delivery of the project 
or sometimes even an incomplete closure of the 
project.  

4. Business Non-availability of contracts or purchase order at the 
start of the project or delay in receiving proper inputs 
from the customer or business analyst may lead to 
business risks.  

5. Technical 
Environment 

These are the risks related to the environment under 
which both the client and the customer work. For 
example, constantly changing development or 
production or testing environment can lead to this risk.  

6. Information Security The risks related to the security of information like 
confidentiality or integrity of customer’s personal / 
business data. The Access rights / privileges failure will 
lead to leakage of confidential data.  

7. Programmatic The external risks beyond the operational limits. These 
are outside the control of the program. These external 
events can be Running out of fund or Changing 
customer product strategy and priority or Government 
rule changes etc.  

8. Infrastructure Improper planning of infrastructure / resources may lead 
to risks related to slow network connectivity or complete 
failure of connectivity at both the client and the 
customer sites. So, it is important to do proper planning 
of infrastructure for the efficient development of a 
project 

9. Quality and Process a) Incorrect application of process tailoring and 
deviation guidelines  

b) New employees allocated to the project not 
trained in the quality processes and procedures 
adopted by the organization  

10. Resource  This risk depends on factors like Schedule, Staff, 
Budget and Facilities. Improper management of any of 
these factors leads to resource risk.  

11. Supplier This type of risk may occur when some third-party 
supplier is involved in the development of the project. 
This risk occurs due to the uncertain or inadequate 
capability of supplier 

12. Technology It is related to the complete change in technology or 
introduction of a new technology 



Category 
No 

Type of Risk Risk Description 

13. Technical and 
Architectural 

These types of risks generally lead to failure of 
functionality and performance. It addresses the 
hardware and software tools & supporting equipment 
used in the project. The risk for this category may be 
due to — Capacity, Suitability, Usability, Familiarity, 
Reliability, System Support and deliverability.  

14. Programme 

Management 

This risk is related to following attributes:  

• Project Planning  

• Project Organisation  

• Management Experience & Program Interfaces  

• Delay in getting approval for some of the work 
products from the customer or more 
requirement changes  

 

  



          Appendix Two 

 

Risk Category and Risk Appetite  

 Risk Category 
 

Averse Minimalist Cautious Open Hungry 

1. Financial 
 

     

2. Planning/Scheduling 
 

     

3. Benefits Realisation 
 

     

4. Cultural Change 
 

     

5. Resources 
 

     

6. Governance/Leadership 
 

     

7. Communication and 
Engagement 
 

     

8. Partner/Supplier 
 

     

9. Political/Legislative 
 

     

 Following January 2020 Review 

 

Classification 
 

Description 

Averse Avoidance of risk and uncertainty is a key organisational 
objective. 

Minimalist 

 

Preference for ultra-safe business delivery options that have a 
low degree of residual risk and may only have limited potential for 
reward. 

Cautious Preference for safe delivery options that have a low degree of 
residual risk and may only have limited potential for reward. 

Open 

 

Willing to consider all potential delivery options and choose the 
one that is most likely to result in successful delivery while also 
providing an acceptable level of reward (and value for money). 

Hungry Eager to be innovative and to choose options offering potentially 
higher business rewards, despite greater inherent risk. 

 

  



DigitalNL Programme - Top 5 Risks as at October 2020   Appendix Three 

 

Risk 

No. 

Risk 

Category 
Risk Description  Mitigating Actions & Controls  

Probability Impact  

Risk Score 

(Post 

Mitigation)  

Risk  

Status  

R16 
Planning / 

Scheduling 

Failure to deliver 

the programme to 

estimated 

timescales due to 

the scale, size and 

complexity of the 

programme or 

because of the 

level of investment 

required 

Any instance when additional 

resource has been required to ensure 

programme stays on track has been 

approved by the DigitalNL Delivery 

Board and DigitalNL Projects Board. 

Programme.  The Project Status is 

regularly reported to DNL Delivery 

Board and DNL Projects Board to 

ensure that any deviations to planned 

timescales are known as early as 

possible, formally recorded and there 

is an appropriate forum for decision 

making in place should there be any 

impact to timescales. 

Restructure addresses future 

requirements within the available 

budget envelope. 

Investment Profile approved at Policy 

and Strategy Committee on 1/10/20. 

4 4 
16 

Red 

Open 

Amber 

R64 Resources 

There are possible 

single points of 

failure within 

specialist teams 

due to resource 

limitations, causing 

potential delays to 

the delivery of the 

programme.  

Resourcing workshops held, staff 

identified and resourced to specific 

workstreams 

Restructure provided clarification of 

roles & responsibilities with workforce 

development opportunities 

Escalation process available to 

management teams  

Reprioritise where possible or report 

on any impact to programme 

Investigate where Services can 

provide additional resource 

4 4 
16 

Red 

Open 

Amber 

R72 
Planning/ 

Scheduling 

With the 

unprecedented 

external factors 

and impacts 

associated with 

COVID-19 there is 

a risk of potential 

delays to the 

programme 

timeline due to 

resource 

availabilities, 

communication 

methods, available 

technology 

environments and 

changing priorities. 

Recovery Group set up to identify 

priority services and determine 

release plan post COVID 

Work in line with organisation 

directives, priorities and 

communication guidance 

Ensure staff have the capabilities to 

continue working from home or office 

and communicate as teams to 

progress activities for as long as 

possible 

 

4 4 
16 

Red  

Open 

Amber 



R78 Political 

Changes to 

National or Local 

Legislation, Policy 

or Political 

Landscape during 

the duration of the 

programme could 

impact the 

programme scope, 

deliverables or 

timeline. 

Evaluate policy or legislation changes 

to determine the impact on 

programme, services and the future 

business model 

Engage senior stakeholders from all 

services at a leadership level to 

facilitate alignment with any policy or 

legislation changes 

Adopt robust benefits tracking and risk 

management during programme to 

monitor and respond to policy or 

legislation changes 

 

4 4 
16 

Red 

Open 

Amber 

R80 

Benefits 

Realisation - 

Financial 

Programme 

Benefits are not 

ringfenced and are 

open to threats 

from new / other 

programmes within 

organisation 

 Mechanisms in place to review and 

measure benefits that have been 

captured and emerging benefits from 

other programmes. Benefits tracker 

presented at SRO and DNL Delivery 

Board 

Benefits now more visible and 

differentiates DNL and Service 

savings. 

Escalation route agreed through DNL 

Delivery Board. 

 

3 4 
12 

Red/Amber 

Open 

Amber 

 


