
North Lanarkshire Council 

Transformation and Digitisation Committee 
  

☐approval ☒noting Ref KH/JMcB Date 18/11/20 
 
 

DigitalNL Website and Digital Platform Resilience  
 
 

  From  Katrina Hassell, Head of Business Solutions 

  Email  hassellk@northlan.gov.uk Telephone 07903 096121 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

Executive Summary 

 
As members are aware, the new North Lanarkshire website and customer portal is 
intended to provide customers with a modern and fully functional digital platform with  
opportunities for customers, residents and businesses to self-serve digitally, and enable 
the Customer Service Hub to deliver a modern customer facing approach in line with the 
council’s commitment to providing high quality customer services. 
 
With a move to this technology platform and the desired shift of customers away from 
more traditional interactions with the council, there is a requirement to ensure that the 
website and customer portal services are robust and resilient. 
 
This report provides Committee with an explanation of the high-level system design and 
build architecture, and associated availability arrangements in place, to provide the 
desired level of resilience.  
 

Recommendations 

It is recommended that members of the Transformation and Digitisation Committee note 
the contents of the report and assurances in relation to the resilience and system 
availability for the new website and customer portal. 
  

The Plan for North Lanarkshire 

Priority  All priorities 
 

Ambition 
statement 

(18) Ensure our digital transformation is responsive to all people’s 
needs and enables access to the services they need. 

 (19) Improve engagement with communities and develop their 
capacity to help themselves. 

(24) Review and design services around people, communities, and 
shared resources. 

(25) Ensure intelligent use of data and information to support fully 
evidence based decision making and future planning 



1. Background 
 

1.1 A previous report to the Transformation and Digitisation Committee highlighted the 
design and build work being undertaken by our system integrator partner Agilisys to 
deliver the technical infrastructure to support and sustain our digital ambitions. 
 

1.2 This technical infrastructure will host the new website and its associated Content 
Management System (CMS) and the Customer Relationship Management (CRM) 
system. The CRM will be used by the Customer Service Hub to process customer 
enquiries, requests for service and applications across all service areas. Customers will 
also have the ability to self-serve using the request forms and processes being built 
upon our new Customer Portal to enable a full end-to-end experience. 

1.3 The availability and resilience mechanisms in place for the website and Digital Platform 
infrastructure (which hosts the CRM) must be suitably robust in order to maintain 
services as customers rely more heavily on our continuing digital transformation. 

 
2. Report    

Disaster Recovery and Resiliency 
 

2.1  Resiliency and disaster recovery relate to different aspects of how we keep systems 
operational. Resiliency refers to the practices and techniques we can put in place to 
keep systems up and running as required and focuses on something called ‘high 
availability’: what we can do at a system or application level to keep that service 
available for as long as required. 
 

2.2 Disaster Recovery is the process and procedures for dealing with a catastrophic loss of 
the technology and is concerned with both the Recovery Time Objective (RTO) and 
Recovery Point Objective (RPO) that businesses wish to put in place to enable their 
services to resume. Delivery of these objectives is usually subject to how much 
businesses wish to pay for quick turnarounds (RTO) and minimal loss of 
data/transactions (RPO). Moving to a cloud hosted platform and ‘Infrastructure as a 
Service’ model  largely removes the responsibility for disaster recovery from the 
council’s own ICT and data centre management, as this then becomes the responsibility 
of the cloud service providers and is built in to service level agreements (SLAs) that are 
put in place. 

 
Digital Platform Architecture 
 

2.3  The Digital Platform architecture is summarised at a high level in the diagram below: 

Table 1 

A 

B 

C 



2.4 The data that passes through from the website (Drupal CMS/ Online Request Forms – 
shown as (A) above) into Microsoft Dynamics (B) is used to drive business processes 
and the Dynamics/Power Platform is the main tool which officers will interact with. The 
Dynamics solution may be integrated with several other NLC back office applications 
and Line of Business Applications to support the completion of process flows that need 
to trigger activities or access data in other council systems (C). This includes our Office 
365/SharePoint systems and our Master Data Management (MDM) system, MultiVue, 
which maintains a single view of customer data and ensures consistent customer data 
across different LoB systems. 

 
2.5 Council officers will access a combination of applications from locations both within and 

outside the council’s premises. There are also some potential ‘Software as a Service’ 
(SaaS) integrations such as iTrent. All of the application components of the Digital 
Platform are expected to reside in the cloud either as SaaS applications or as 
components within the Azure Cloud. 
 
Individual Component SLAs  
 

2.6 The component parts illustrated in Table 1 above each have a Service Level Agreement 
(SLA) with the relevant providers which stipulates the availability guarantees for the 
services they provide to NLC’s Digital Platform. The diagram below shows the four high 
level component parts that make up the architecture in 2.3 above, and the explanation 
of the SLA for each is detailed below. 

 
 
 
 
 
 
 
 

 

 

 

 

A. Drupal Website in Pantheon – this is where the website is hosted and provides a 
service which takes advantage of containerised application integration to 
automatically implement and contain application resilience within a single 
geographic data centre.  

The Pantheon Architecture is designed to provide a high level of resilience from all 
the components of the platform. The Secure Integration element of the service, 
which creates a secure tunnel between NLC firewalls and our public facing website, 
utilises two load balanced routers to help ensure that there is no loss of connectivity 
to the back-end platform.  

This platform is designed to provide 99.95% availability. Using this specialist 
platform removes the need to maintain the underlying infrastructure on which Drupal 
is built and assures NLC of a high performance, globally maintained, high security 
configuration. 

B. Microsoft Dynamics - Microsoft have built business ready contingency capacity 
directly into their cloud services using a combination of less complex physical 
infrastructure and more intelligent software that builds data resiliency into services to 
deliver high availability to customers. The Microsoft Dynamics Platform is a 

A B 
C 

D 



‘Software as a Service’ solution designed to provide resilience necessary to ensure 
>99.9% service availability. 
 

C. Line of Business Systems (LoB) – these are the existing business application 
systems, most of which currently reside in the Motherwell Data Centre. Their 
availability is subject to a combination of NLC’s current arrangements for hardware 
failover as detailed in the overall Disaster Recovery plan and the individual SLA’s 
provided by the suppliers of the business applications in accordance with the 
maintenance and support contracts in place with them. 
 

D. Azure Platform - components within the Azure Infrastructure are constructed by 
Microsoft to offer Service Level availability which is usually 99.95% or higher - with 
some components offering 99.99% service.  

The council has commenced a programme to use Microsoft’s ‘Azure’ Cloud-based 
hosting service for many of its systems. The systems being hosted on Azure will 
have the opportunity to take advantage of Azure’s standard suite of resiliency 
capability and disaster recovery operations. Availability is typically stated by 
Microsoft to be of the order of 99.95% and the Azure data centre geography enables 
Microsoft to have sufficient Disaster Recovery options to recover its customers’ 
infrastructure subject to the Service Level Agreements and what we decide to pay 
for on a per application basis. 

Applications created for the Digital Platform will be designed with the objective of 
sustaining resilience capacity at 99.95% availability, with communication paths 
between Azure and Dynamics assumed to meet the normal Microsoft service 
standards referenced at B above.   

 Impact Assessment 
  
2.7 System outage may have little impact initially, but as an outage period extends, so the 

impact may become bigger. This should be taken into consideration when planning the 
resiliency and recovery requirements for a system and this should apply to all 
component parts of a system, with all linkages, integrations and dependencies 
considered as a whole as in A to D above.   
 

2.8 Typically, where a system outage will very quickly – if not immediately – have a severe 
impact, then it is important to think about making the system resilient to outages as part 
of its design. In other words, prevention of outages should be planned for, whilst not 
neglecting the need to minimise the length of these should they happen. Where a longer 
period – for example, some days – may pass before a system outage begins to 
significantly impact the council and our service users, it would be more efficient to 
concentrate on system recovery processes rather than investing heavily in resiliency. 
 

 Business Continuity  
 
2.9 Business continuity arrangements are concerned with what we intend to do when there 

is an outage within any of the systems that are in use. Services maintain Business 
Continuity Plans specific to their service provision detailing the interim replacement 
processes that they would invoke while their technology systems are unavailable. 

 
2.10 For the website and Digital Platform, the possible scenarios for this situation could be 

• a failure of the Pantheon Website/CMS; 

• a failure with the MS Azure Cloud and ‘Infrastructure as a Service’ model; 

• a failure with the MS Dynamics applications;  

• any or all of the above. 
 
 



2.11 In many cases, services revert to manual systems and processes (e.g. for enquiry 
handling and recording) for the period of an outage and, where applicable, update 
systems when they come back online. This may be a valid option when considered 
alongside the potential costs of providing any real time failover provision within the 
technology systems used, and this should be considered as part of any impact 
assessment as in 2.7 and 2.8 above.  

 
2.12 The Digital Platform architecture, and its component SLAs indicating greater than 99.9% 

availability, provides a good level of assurance that system outages are rare and short-
lived. Together with clearly documented manual processes in the form of business 
continuity plans in the event of the loss of technology, these will provide a level of 
assurance that the risk of system failure has adequate controls in mitigation. 

 
 Service Assessment of System Criticality 
 
2.13 The Azure offering which the council has subscribed to incorporates options for 

increased resiliency and disaster recovery, these have been categorised as Gold, Silver 
and Bronze, and can be applied to any individual Azure-hosted system.  These options 
provide different levels of guaranteed high availability and of disaster recovery with 
associated RTO and RPO – as requirement increases, cost also increases from Bronze 
through to Gold service. 
 

2.14 Services must do a Business Impact Assessment of the criticality of their individual 
applications to determine what level of system availability and potential disaster 
recovery the systems require. In conjunction with their individual business continuity 
plans, Services should assess the risks in line with the council’s Risk Management 
Strategy to determine the impact of systems being unavailable and, in line with the 
Enterprise Architecture Governance Group (EAGG) procedures, prepare a business 
case for adopting their preferred options for resiliency and disaster recovery.  The 
EAGG will provide an overarching governance role in this regard, to ensure the 
requirements of the Council are being consistently measured and met. 

    
 

 
3. Equality and Diversity 
 
3.1 Fairer Scotland Duty 
 
 There are no requirements for an assessment under the Fairer Scotland duty arising 

from this report. 
  
3.2 Equality Impact Assessment 
 There are no requirements for an equality impact assessment arising from this report.

   
 

 

4. Implications 
 
4.1 Financial Impact 
  

 This report is for information only and the financial impact of any additional resiliency 

requirements for potential technology solutions will be presented as part of the business 

case for individual solutions as the DigitalNL programme progresses. 

4.2 HR/Policy/Legislative Impact 
 
 There are no HR/Policy/Legislative implications. 
   
4.3 Environmental Impact 
 
 There are no Environmental impacts. 



  
4.4 Risk Impact 
 
 This report is for information only but explains the need for risk assessment and impact 

assessment when considering the availability and resiliency requirements for proposed 
technical solutions. 

 
 

 
5. Measures of success 
 
5.1 Effective and efficient rollout of the new council website with stakeholder feedback 

indicating high levels of satisfaction with the content, navigation, consistency, easy of 
understanding and readability. 

5.2 Successful introduction of the Customer Service Hub Portal with increased use of online 
self-serve by customers and all enquiries being processed efficiently, timeously and to a 
high standard. 

5.3 The website design and build architecture and infrastructure, including that for the CMS, 
Digital Platform and CRM all being constructed to the highest standards with resilience 
built in by design and in accordance with the Service Level Agreement standards. 

 
 

 
6. Supporting documents 
 

N/A 
 

 
 
 
Head of Business Solutions 
 
 


