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Notice is given that a remote Meeting of the AUDIT AND SCRUTINY PANEL is to be held via Webex
on Thursday, 10 December 2020 at 1:00 pm which you are requested to attend.
The agenda of business is attached.

Head of Legal and Democratic Solutions

Members :

Councillors: L Anderson, R Burrows, M Gallacher, A Graham, P Hogg, J Hume,
T Johnston, T Morgan, K Stevenson, A Valentine, and S Watson.
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Agenda
(1)

Declarations of Interest in terms of the Ethical Standards in Public Life Etc. (Scotland) Act

Scrutiny Related Item
(2)

Benchmarking Results - Local Government Benchmarking Framework (LGBF) (page 5 - 18)
Submit report by the Head of Business Solutions providing the Panel with a summary of the
analysis to identify which indicators and service areas show improved performance over time
and are favourable when compared to the national average (copy herewith)

(3)

Update on Status/Actions to Secure PCI-DSS Compliance (page 19 - 26)
Submit report by the Head of Business Solutions providing the Panel with an overview of the
Council's project plan for achieving compliance with the Payment Card Industry Data Security
Standard (PCI DSS) (copy herewith)

Audit Related Items
(4)

Audit and Risk-Related Items - Action Log (page 27 - 30)
Submit report by the Audit and Risk Manager to allow Elected Members to track
implementation of requests and recommendations made to the Panel in respect audit and
risk-related items in the previous 18 months (copy herewith)

(5)

Follow Up of Actions previously agreed by Management in response to Internal and External
Audit Recommendations (page 31 - 34)
Submit report by the Audit and Risk Manager reporting to the Panel of the extent to which
Management have implemented those actions previously committed to in response to
recommendations in Internal and External Audit reports (copy herewith)

(6)

Internal Audit Progress report (page 35 - 116)
Submit report by the Audit and Risk Manager providing an overview of Internal Audit activity
and reporting the results of Internal Audit outputs finalised since the report was submitted
previously (copy herewith)

(7)

Risk Management Update (page 117 - 122)
Submit report by the Audit and Risk Manager updating the Panel on risk management
developments in the period including progress on reviewing, assessing and managing risks
contained within the Council's corporate risk register (copy herewith)

(8)

Risk Management Update: Key Corporate Risk: Business Continuity Planning
(page 123 - 131)
Submit report by the Audit and Risk Manager (1) providing the Panel with an overview of
management's current assessment of Corporate Risk 'Business Continuity Planning' with
particular reference as to how the current arrangements have performed during the current
pandemic, and (2) highlighting the current key management processes and controls which are
designed to mitigate this risk, as well as any planned actions which are intended to enhance
current controls or to mitigate the risk further (copy herewith)
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AGENDA ITEM 2

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☒approval ☒noting

Ref LJ/SL

Date 10/12/20

Benchmarking results - Local Government Benchmarking
Framework (LGBF)
From

Katrina Hassell, Head of Business Solutions

Email

HassellK@northlan.gov.uk

Telephone 07903 096 121

Executive Summary
Members will recall considering the latest results for the Local Government Benchmarking
Framework (LGBF) indicators at the Panel meeting in September 2019 and thereafter
establishing a programme of scrutiny based on the level of performance achieved in
service areas.
Since this time, the national dataset has been updated and the council’s position in certain
benchmarking indicators has changed; the reasons for these changes however will predate the current COVID pandemic.
Notwithstanding this, benchmarking indicators are a useful tool to inform improvements to
services and outcomes and in this respect the LGBF indicators are designed to act as can
openers to provide initial information about a service. It is by reviewing and investigating
this information further, and entering into discussions with other councils, that lessons can
be learned, and improvements identified.
Using the latest dataset, this report provides the Audit and Scrutiny Panel with a summary
of the analysis to identify which indicators and service areas show improved performance
over time and are favourable when compared to the national average. This is intended to
assist Panel members to identify and prioritise which service areas they wish to review and
scrutinise further as part of their 2021 programme of scrutiny.

Recommendations
It is recommended that the Audit and Scrutiny Panel:

(1)
(2)
(3)
(4)

Note the contents of this report and accompanying appendix,
Review the summary analysis of the LGBF results presented in the report and
appendix, and identify and prioritise the service areas where further information is
required to understand or investigate the change in performance in more detail,
Agree to the attendance of the Improvement Service at a meeting early in 2021 to
present the findings and context from the national overview report, and
Note the next steps.

The Plan for North Lanarkshire

Page 5 of 131

Priority

All priorities

Ambition
statements

All ambition statements

1.

Background

1.1

Members will recall considering the latest results for the Local Government
Benchmarking Framework (LGBF) indicators at the Panel meeting in September 2019.

1.2

From this suite of information, Elected Members identified and prioritised areas of
service where further information was required to understand or investigate
performance further. This informed the Member led element for the future programme
of scrutiny work.

1.3

During 2019 and 2020, the following service areas were subject to in-depth scrutiny by
the Panel:
Service area

Number of indicators
scrutinised

Date at Audit and Scrutiny Panel

Street cleaning

3

- 14th November 2019
- Follow up on 20th February 2020

Housing

5

- 20th February 2020

Trading standards and
environmental health

2

- 20th February 2020

1.4

Following this, Members had agreed a further programme of LGBF scrutiny work for
cycle 2 and 3 of 2020. However, with the country going into lockdown on 23rd March,
and by the next available Panel meeting in September 2020, an updated LGBF dataset
had been published by the Improvement Service. It should be noted though that the
latest results for LGBF indicators (2018/19) still pre-date the COVID pandemic.

1.5

A report to the Panel in September 2020 provided Members with an update of the
impact of the pandemic on delivery of the council’s planned day to day activities and
achievement of the strategic priorities. This also updated on the council’s ability to
undertake many of the business as usual activities associated with the maintenance
and reporting of the four strategic frameworks and the availability of information therein,
(which includes performance and benchmarking indicators), that support analysis of
Programme of Work elements and delivery of The Plan for North Lanarkshire.

1.6

This impact also affects the availability of information from services to present the
benchmarking results within the appropriate context and enable the identification of
improvements applicable within the current environment.

1.7

Notwithstanding this, and following discussions at the Panel meeting in September
2020, further analysis has been undertaken to analyse and interpret the updated data
set. From this analysis it can be seen that the latest results for various indicators has
changed the position of the council compared to other local authorities and the national
picture.

1.8

This report therefore provides the Audit and Scrutiny Panel with a summary of the
analysis to identify which indicators and service areas show improved performance
over time and are favourable when compared to the national average. It does not
present the large dataset that accompanies the LGBF. It is recommended that
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Members use this analysis to identify and prioritise which service areas they wish to
review and scrutinise further. At this point the respective dataset combined with context
from the service will be presented to ensure as full a picture as possible is available for
Members scrutiny.
2.

Local Government Benchmarking Framework (LGBF)

Background to the LGBF
2.1

The Local Government Benchmarking Framework (LGBF) project was developed by
the Improvement Service at the request of the Society of Local Authority Chief
Executive’s and Senior Managers (SOLACE). This framework comprises a suite of 89
high-level benchmarks which are comparable across all 32 councils in Scotland.

2.2

The benchmarking indicators are intended to act as can openers to provide initial
information about a service. The intention is that undertaking benchmarking activity
with other local authorities will help services to:
•
•
•
•
•

2.3

better understand why they achieve their current performance levels
build understanding of where council performance varies
build understanding of why performance variation occurs
help to identify and share good practice across councils
help to improve services

As high-level benchmarks, the suite of indicators does not represent all council services
and covers only specific service areas, as listed below.
Number of indicators in suite
as at February 2020

Service area

Adult social care
Assets
Child protection and children’s social work
Culture and leisure services
Early years
Economic development
Education
Equalities
Financial services
Housing
Parks and open spaces
Positive post school destinations
Procurement
Roads
Sickness absence
Street cleaning
Trading standards and environmental health
Waste services
Total
2.4

11
2
5
6
3
8
21
2
4
5
2
2
1
5
3
3
2
4
89

Within the service areas, the indicators cover costs, performance levels achieved, and
customer satisfaction to enable an assessment of performance in the round.
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2.5

While councils have been involved in providing feedback to the Improvement Service
during the creation and subsequent development of the indicator suite, the ultimate
decision for what is contained within the suite lies with the LGBF Board (governed by
the Improvement Service).

2.6

Analysis can be carried out in various ways; but as benchmarking for improvement is
a longer-term activity, changes will only be realised over time. For this reason,
performance in these measures is best assessed over the period of the LGBF (i.e.
2010/11 to 2018/19, or from whenever new measures were introduced into the
framework).

2.7

Members are asked to note the time lag in the availability of the data within the LGBF.
2018/19 data was published by the Improvement Service in February 2020, with a
subsequent update in April 2020. The first phase of publication for the 2019/20 results
is scheduled for end February/early March 2021.

2.8

Each year the Improvement Service produce a national benchmarking overview report
providing a high-level review of all benchmarking indicators in the framework, the latest
(for 2018/19 results) is available to view at:
https://www.improvementservice.org.uk/__data/assets/pdf_file/0013/12082/benc
hmarking-overview-report-2018-19.pdf

2.9

Following publication of the national overview report and the initial phase of 2019/20
results at the end of February/early March 2021, it is recommended that the
Improvement Service attend a meeting of the Panel early in 2021. This will enable
Members to be presented with invaluable context surrounding the national picture for
each of the indicators. From this, Members will be able to consider the corresponding
North Lanarkshire position and identify any concerns that may impact on / inform
changes to the programme of scrutiny.

2.10

The full suite of LGBF indicators, with comparisons across all 32 councils and family
group councils, is available for Members and the public to view through an online tool:
http://scotland.mylocalcouncil.info/

Analysis on latest information available
2.11

Full data for each of the 89 indicators in the LGBF suite are available on Connect
(http://connect/lgbf_latestresults) for Members to view; however all data will be
presented to future Panel meetings in line with Members’ prioritised programme of
scrutiny. Key highlights and an analysis of the latest results are summarised in the
following paragraphs.

2.12

The council has achieved number 1 ranking in Scotland in two areas of service:
• Looked after children - gross cost of children looked after in a community setting
per child per week
• Looked after children - % with more than one placement in the last year

2.13

The table below provides an overview of the council’s performance results showing the
number of indicators which have improved (a) over time compared to the baseline year,
and (b) compared to the latest national average figure.
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(a) NLC latest performance
compared to the
baseline year

Performance results have
not improved over time

Performance results have
improved over time

Total

Latest performance results improve
on the national average
Latest performance results do not
improve on the national average

14

28

42

24

19

43

Total

38

47

85

(b) NLC latest
performance compared
to the national average

2.14

A RAG status has been applied to the above table to help with the identification and
prioritisation of service areas requiring further review.
Green

NLC benchmarks show improvement over time and
compared to the national average.

Amber

NLC benchmarks show improvement over time but not
compared to the national average, or vice versa.

Red

NLC benchmarks don’t show improvement over time
or compared to the national average.

The information presented in Appendix 1 shows the RAG status applied to each of
the 18 service areas to aid discussions on the future programme of scrutiny.
2.15

The 28 indicators with a green RAG status are listed below:
Service area
Adult social care
Assets
Child protection and
children's social
work
Culture and leisure
services

Economic
development

Education

Equalities
Financial services
Housing

Indicators
28
1. Home care - % of people aged 65+ with long-term care needs receiving
personal care at home
2. Corporate assets - % of internal floor area that is in satisfactory condition
3. Balance of care for looked after children - % of children being looked after
who are cared for in the community
4. Looked after children - % with more than one placement in the last year
5. Sport and leisure facilities - cost per attendance
6. Commercial planning applications - average time (weeks) to process
business and industry planning applications
7. Economic development and tourism - cost of council spend per 1,000
population
8. Broadband - % of properties receiving superfast broadband
9. Employment support - % of unemployed people assisted into work from
council operated/funded employability programmes
10. Educational attainment - % of pupils living in the 20% most deprived areas
gaining 5 or more awards at SCQF Level 5 or higher
11. Educational attainment - % of pupils living in the 20% most deprived areas
gaining 5 or more awards at SCQF Level 6
12. Achievements in national qualifications - average tariff score for pupils in
the senior phase living in SIMD quintile 1 (most deprived)
13. Achievements in national qualifications - average tariff score for pupils in
the senior phase living in SIMD quintile 2
14. Achievements in national qualifications - average tariff score for pupils in
the senior phase living in SIMD quintile 3
15. Achievements in national qualifications - average tariff score for pupils in
the senior phase living in SIMD quintile 4
16. Achievements in national qualifications - average tariff score for pupils in
the senior phase living in SIMD quintile 5 (least deprived)
17. Equal opportunities - % of the highest paid 5% employees who are women
18. Council tax - cost of collecting council tax per dwelling
19. Housing repairs - average time (working days) taken to complete nonemergency repairs
20. Energy efficiency - % of properties at or above the appropriate NHER or
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Roads

Trading standards
and environmental
health
Waste services

2.16

SAP ratings specified in element 35 of the SHQS
21. Scottish Housing Quality Standards (SHQS) - % of council housing stock
meeting standards
22. Rent lost - % of rent due in the year that was lost due to properties being
empty
23. Road network - % of A class roads that should be considered for
maintenance treatment
24. Road network - % of B class roads that should be considered for
maintenance treatment
25. Road network - % of C class roads that should be considered for
maintenance treatment
26. Road network - % of unclassified roads that should be considered for
maintenance treatment
27. Environmental health - cost per 1,000 population
28. Refuse disposal - net cost of disposal per premise

The 24 indicators with a red RAG status are listed below:
Service area

Adult social care

Assets
Child protection and
children's social
work
Culture and leisure
services

Economic
development

Education

Financial services

Housing
Parks and open
spaces
Procurement
Street cleaning

Indicators
24
1. Satisfaction - % of adults supported at home who agree that their services
and support had an impact in improving or maintaining their quality of life
2. Satisfaction - % of adults supported at home who agree that they are
supported to live as independently as possible
3. Satisfaction - % of adults supported at home who agree that they had a say
in how their help, care, or support was provided
4. Satisfaction - % of carers who feel supported to continue in their caring role
5. Number of days people spend in hospital when they are ready to be
discharged, per 1,000 population (age 75+)
6. Corporate assets - % of operational buildings that are suitable for their
current use
7. Child protection - % of child protection re-registrations within 18 months
8. Libraries - cost per visit
9. Business gateway - number of start-ups per 10,000 population
10. Living wage - % of people (age 18+) in employment earning less than the
living wage
11. Town centre vacancy rates - % of vacant commercial units as % of total
units for the local authority town centre
12. Planning and building standards services - cost per planning application
13. Attendance at school - % attendance for all pupils, primary + secondary
school
14. Primary school education - cost per pupil
15. Payment of council invoices - % of invoices that were paid within 30
calendar days of receipt
16. Council tax - % of income due from council tax received by the end of the
year
17. Rent - arrears as at 31 March each year as a percentage of rent due for the
reporting year
18. Satisfaction - % of adults satisfied with parks and open spaces
19. Procurement spend - % spend on local enterprises
20. Street cleanliness score - % areas assessed as clean
21. Satisfaction - % of adults satisfied with street cleaning services

Trading standards
and environmental
health

22. Trading standards - cost per 1,000 population

Waste services

23. Satisfaction - % of adults satisfied with refuse collection
24. Recycling - % household waste collected during the year that was recycled
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Next steps
2.17

Having reviewed the analysis of the change in the latest performance results and
identified and prioritised the service areas where further information is required to
understand or investigate the change in more detail, these will be added to the Panel’s
programme of scrutiny for 2021.

2.18

Thereafter, for each Panel meeting services will be asked to:
(a) Present the latest results for each indicator in the LGBF suite to show how the
service is performing, including other performance information and/or benchmarks
where applicable.
(b) Identify relevant comparisons to family groups and/or the national average and
highlight learning applied from other organisations.
(c) Discuss the council’s latest position within the current and future national context.
(d) Identify any areas requiring improvement and the actions implemented to address
this.

3.

Equality and Diversity

3.1

Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland Duty assessment on this report;
no new strategic decisions are being made.

3.2

Equality Impact Assessment
There is no requirement to carry out an equality impact assessment on this report.

4.

Implications

4.1

Financial impact
Any financial impact arising from the level of performance displayed through the results
presented in this report will be identified by services in subsequent reports to the Panel
in line with the programme of scrutiny.

4.2

HR/Policy/Legislative impact
The Local Government in Scotland Act 2003 introduced the duty of Best Value; this
requires that councils “make arrangements to secure continuous improvement in
performance”.
This duty remains unchanged, the Accounts Commission do however recognise the
challenges and have adopted the following set of principles (in May 2020) to help guide
their work and ensure they fulfil their responsibilities during the COVID-19 emergency:
•
•

•
•

The Commission recognises the significant pressures under which local
government finds itself as a result of the current COCID-19 emergency.
The Commission is of the firm view that the principles of sound financial
management, good governance, public accountability, and transparency are vital
in this emergency situation, although how these are delivered and achieved are
likely to be different.
The Commission therefore expects audit quality to be maintained in accordance
with international standards and the Code of Audit Practice.
The Commission is mindful of both the capacity of local authorities to prepare good
quality financial reports, and the auditors they appoint to deliver high quality audit,
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when considering timescales.
4.3

Environmental impact
None.

4.4

Risk impact
Risks are identified by services as part of the process to develop their Programme of
Work and thereafter are incorporated into each service’s risk register. This is aligned
to the council’s corporate risk management arrangements, where relevant, to ensure
that risk is managed at the appropriate level in the organisation and strategic
assessments identify where risk can be tolerated.

5.

Measures of success

5.1

Measures of success will be evidenced through work to continue to strengthen the
council’s performance and governance arrangements in order to demonstrate the
impact of council activities on improving services and outcomes for the people and
communities of North Lanarkshire.

6.

Supporting documents

6.1

Appendix 1 - RAG table of LGBF indicators by service area.

Katrina Hassell
Head of Business Solutions
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Appendix 1
Number of indicators

Adult social care

11
(a) NLC latest performance
compared to the baseline year

Performance
results have
improved
over time

Total

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

2

1

3

5

3

8

Total

7

4

11

1. Home care - cost per hour for people aged 65
or over
2. Residential care - cost per week per resident
for people aged 65 or over
3. Home care - % of people aged 65+ with longterm care needs receiving personal care at
home
4. Self-directed support (SDS) - SDS spend on
adults age 18+ as a % of total social work
spend on adults age 18+
5. Satisfaction - % of adults supported at home
who agree that their services and support had
an impact in improving or maintaining their
quality of life

(b) NLC latest performance compared
to the national average

6. Satisfaction - % of adults supported at home
who agree that they are supported to live as
independently as possible
7. Satisfaction - % of adults supported at home
who agree that they had a say in how their
help, care, or support was provided
8. Satisfaction - % of carers who feel supported
to continue in their caring role
9. Readmission to hospital within 28 days - rate
per 1,000 discharges
10. Number of days people spend in hospital
when they are ready to be discharged, per
1,000 population (age 75+)
11. Care Inspectorate inspections - % of care
services graded good (4) or better
Number of indicators

Child protection and children’s social work
(a) NLC latest performance
compared to the baseline year

5
Performance
results have
improved
over time

Total

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

2

2

4

Total

3

1. Looked after children - gross cost of children
looked after in residential based services per
child per week
2. Looked after children - gross cost of children
looked after in a community setting per child
per week

1
2

Performance
results have
not improved
over time

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

1

Total

1

Performance
results have
improved
over time

Total

1

1
1

1

2

1. Corporate assets - % of operational buildings that are suitable for their current use
2. Corporate assets - % of internal floor area that is in satisfactory condition

Number of indicators

Culture and leisure services

6

(a) NLC latest performance
compared to the baseline year

Performance
results have
not improved
over time

(b) NLC latest performance compared
to the national average

2
(a) NLC latest performance
compared to the baseline year

Performance
results have
not improved
over time

(b) NLC latest performance compared
to the national average

Number of indicators

Assets

Performance
results have
not improved
over time

Performance
results have
improved
over time

Total

3

1

4

1

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

1

1

2

5

Total

4

2

6

(b) NLC latest performance compared
to the national average

3. Balance of care - % of children looked after
who are cared for in the community
4. Child protection - % of child protection reregistrations within 18 months
5. Looked after children - % with more than one
placement in the last year

1. Libraries - cost per visit
2. Museums and galleries - cost per visit
3. Sport and leisure facilities - cost per
attendance
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4. Satisfaction - % of adults satisfied with
libraries
5. Satisfaction - % of adults satisfied with
museums and galleries
6. Satisfaction - % of adults satisfied with sport
and leisure facilities

Number of indicators

Early years

3
(a) NLC latest performance
compared to the baseline year

(b) NLC latest performance compared
to the national average

Performance
results have
not improved
over time

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

2

Total

2

Performance
results have
improved
over time

Number of indicators

Economic development

8

(a) NLC latest performance
compared to the baseline year

Total
(b) NLC latest performance compared
to the national average

1

1

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

1

3

Total

2

1. Early years - % of children meeting developmental milestones at their 27-30 month review
2. Quality ratings of early year provision - % of funded early years provision which is graded good or
better
3. Per school education - cost for each child registered for early learning and childcare

1. Economic development and tourism - cost of
council spend per 1,000 population
2. Living wage - % of people (age 18+) in
employment earning less than the living wage
3. Broadband - % of properties receiving
superfast broadband
4. Town centre vacancy rates - % of vacant
commercial units as % of total units for the
local authority town centre

Performance
results have
not improved
over time

4
4

Performance
results have
improved
over time

Total

4

4
4

4

8

5. Employment support - % of unemployed
people assisted into work from council
operated/funded employability programmes
6. Planning and building standards services cost per planning application
7. Commercial planning applications - average
time (weeks) to process business and industry
planning applications
8. Business gateway - number of start-ups per
10,000 population
Number of indicators

Education

21
(a) NLC latest performance
compared to the baseline year

Performance
results have
not improved
over time

Performance
results have
improved
over time

Total

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

2

7

9

2

6

8

Total

4

13

17

(b) NLC latest performance compared
to the national average

1. Attendance at school - % attendance for all
pupils, primary + secondary school
2. Exclusions from school, all pupils - exclusion
rate per 1,000 pupils
3. Attendance at school - % attendance for
looked after children
4. Exclusions from school, looked after children exclusion rate per 1,000 pupils
5. Primary school education - cost per pupil
6. Secondary school education - cost per pupil

7. Educational attainment - % of pupils achieving
5 or more awards at SCQF Level 5 or higher
8. Educational attainment - % of pupils achieving
5 or more awards at SCQF Level 6
9. Educational attainment - % of pupils living in
the 20% most deprived areas gaining 5 or
more awards at SCQF Level 5 or higher
10. Educational attainment - % of pupils living in
the 20% most deprived areas gaining 5 or
more awards at SCQF Level 6
11. Achievements in national qualifications - total
average tariff score for pupils in senior phase

12. Achievements in national qualifications average tariff score for pupils in the senior
phase living in SIMD quintile 1 (most
deprived)
13. Achievements in national qualifications average tariff score for pupils in the senior
phase living in SIMD quintile 2
14. Achievements in national qualifications average tariff score for pupils in the senior
phase living in SIMD quintile 3
15. Achievements in national qualifications average tariff score for pupils in the senior
phase living in SIMD quintile 4
16. Achievements in national qualifications average tariff score for pupils in the senior
phase living in SIMD quintile 5 (least deprived)
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17. % of P1, P4, P7 pupils combined, achieving
expected CFE level - literacy *
18. % of P1, P4, P7 pupils combined, achieving
expected CFE level - numeracy *
19. Attainment gap (P1, P4, P7 combined) - %
point gap between least and most deprived
pupils - literacy *
20. Attainment gap (P1, P4, P7 combined) - %
point gap between least and most deprived
pupils - numeracy *
21. Satisfaction - % of adults satisfied with local
schools
* 4 indicators are new for 2018/19 and have no
historical data

Number of indicators

Equalities

2
(a) NLC latest performance
compared to the baseline year

(b) NLC latest performance compared
to the national average

Performance
results have
not improved
over time

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

0

Total

Total

Performance
results have
not improved
over time

Performance
results have
improved
over time

Total

1

1

1

1

2

1

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

1
2

2

Total

3

(b) NLC latest performance compared
to the national average

1.
2.
3.
4.

Number of indicators

5
(a) NLC latest performance
compared to the baseline year

(b) NLC latest performance compared
to the national average

Performance
results have
not improved
over time

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

1

Total

1

Total

4

4

2

2
1

4

Payment of council invoices - % of invoices that were paid within 30 calendar days of receipt
Council tax - cost of collecting council tax per dwelling
Council tax - % of income due from council tax received by the end of the year
Central support services - costs as a % of total gross expenditure
Number of indicators

Parks and open spaces
(a) NLC latest performance
compared to the baseline year

Performance
results have
improved
over time

4

4
(a) NLC latest performance
compared to the baseline year

Performance
results have
improved
over time

1. Equal opportunities - % of the highest paid 5% employees who are women
2. Gender pay gap - % gap between average hourly rate of pay for male and female employees

Housing

Number of indicators

Financial services

(b) NLC latest performance compared
to the national average

2
Performance
results have
not improved
over time

Performance
results have
improved
over time

Total

1

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

1

1

2

5

Total

1

1

2

1. Housing repairs - average time (working days) taken to complete non-emergency repairs
2. Energy efficiency - % of properties at or above the appropriate NHER or SAP ratings specified in
element 35 of the SHQS
3. Scottish Housing Quality Standards (SHQS) - % of council housing stock meeting standards
4. Rent lost - % of rent due in the year that was lost due to properties being empty
5. Rent - arrears as at 31 March each year as a percentage of rent due for the reporting year

0

1. Parks and open spaces - cost per 1,000 population
2. Satisfaction - % of adults satisfied with parks and open spaces
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Number of indicators

Positive post school destinations
(a) NLC latest performance
compared to the baseline year
(b) NLC latest performance compared
to the national average

2
Performance
results have
not improved
over time

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

Total
(b) NLC latest performance compared
to the national average

2

2

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

2

2

Total

1. Pupils leaving school - % of pupils entering positive destinations
2. Participation rate - % 16-19 year olds engaged with an organisation for the purposes of learning,
training, or work
Number of indicators

Roads

5
(a) NLC latest performance
compared to the baseline year

(b) NLC latest performance compared
to the national average

Performance
results have
not improved
over time

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average
Total
1.
2.
3.
4.
5.

0

1
(a) NLC latest performance
compared to the baseline year

0

0

Total

Performance
results have
improved
over time

Number of indicators

Procurement

Total

4

4

1
5

Total

0
1
1

1
0

1

Number of indicators

Sickness absence

3

(b) NLC latest performance compared
to the national average

Roads - cost of maintenance per kilometre of roads
Road network - % of A class roads that should be considered for maintenance treatment
Road network - % of B class roads that should be considered for maintenance treatment
Road network - % of C class roads that should be considered for maintenance treatment
Road network - % of unclassified roads that should be considered for maintenance treatment

Performance
results have
improved
over time

1. Procurement spend - % spend on local enterprises

(a) NLC latest performance
compared to the baseline year

Performance
results have
improved
over time

Performance
results have
not improved
over time

Performance
results have
not improved
over time

1

1

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

5

Total

1

Performance
results have
improved
over time

Total

1
2

2

2

3

1. Sickness absence, teachers - average number of days lost per employee
2. Sickness absence, all employees (excl teachers) - average number of days lost per employee
3. Sickness absence, all employees (incl teachers) - average number of days lost per employee
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Number of indicators

Street cleaning

3
(a) NLC latest performance
compared to the baseline year

(b) NLC latest performance compared
to the national average

Performance
results have
not improved
over time

Performance
results have
improved
over time

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

2

1

Total

2

1

(a) NLC latest performance
compared to the baseline year

Total
(b) NLC latest performance compared
to the national average

1

3

Total

1

1. Trading standards - cost per 1,000 population
2. Environmental health - cost per 1,000 population

Number of indicators

4
Performance
results have
not improved
over time

Performance
results have
improved
over time

Total

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

1

1

2

Total

3

(b) NLC latest performance compared
to the national average

1.
2.
3.
4.

2

2
1

Performance
results have
not improved
over time

3

1. Street cleaning - net cost per 1,000 population
2. Street cleanliness score - % areas assessed as clean
3. Satisfaction - % of adults satisfied with street cleaning services

(a) NLC latest performance
compared to the baseline year

2

Latest performance results improve on the
national average
Latest performance results do not improve on the
national average

0

Waste services

Number of indicators

Trading standards and environmental health

4

Refuse collection - net cost of collection per premise
Refuse disposal - net cost of disposal per premise
Recycling - % household waste collected during the year that was recycled
Satisfaction - % of adults satisfied with refuse collection
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Performance
results have
improved
over time

Total

1

1
1

1

2

Page 18 of 131

AGENDA ITEM 3

North Lanarkshire Council
Report
Audit and Scrutiny Panel
Ref KH/RL/GL

☐approval ☒noting

Date 10/12/20

Update on status/actions to secure PCI-DSS compliance
From

Katrina Hassell, Head of Business Solutions

Email

HassellK@northlan.gov.uk

Telephone 01698 302235

Executive Summary
The purpose of this report is to provide the Panel with an overview of the Council’s project
plan for achieving compliance with the Payment Card Industry Data Security Standard (PCI
DSS).
This report summarises the main steps that are in progress and planned to happen for PCI
DSS compliance to be achieved. It also states identified risks that may affect project
completion.

Recommendations
The Panel is invited to:
(1) Note the content of the report, and actions associated with delivering compliance,
and;
(2) Note that significant work is still required to achieve compliance within the timeframe
set.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements
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1.

Background

1.1

Elected members will recall that the council permits payment for a wide range of
services to be made using credit and debit cards.

1.2

In 2006 those companies which provide payment card banking services formed the
PCI Security Standards Council (SSC). The SSC in turn created a set of security
standards for safe payments worldwide, known as the PCI Data Security Standard.
Acquiring banks have informed organisations that they must comply with PCI DSS
requirements in order to continue accepting card payments.

1.3

As of the October 2019 PCI DSS assessment, a lack of formal ownership within
Council services saw the Council fall into a state of non-compliance. The issue was
highlighted during a change of Merchant Acquiring Bank, with Lloyds Cardnet
highlighting non-compliance could lead to potential contract termination. Given this
would result in the Council being unable to process card transactions, steps were taken
to address this immediately.

1.4

Remedial action was undertaken jointly by Financial Services and Business Solutions,
which with the aid of Lloyds Cardnet PCI DSS Compliance team, resulted in enough
compliance being achieved to enable card transactions to continue. However, this
solution is short-term, and further actions and governance must be implemented to
maintain compliance longer-term.

1.5

Through discussion at the Audit and Scrutiny Panel meeting of 3 September 2020,
Business Solutions has set a target date for achieving compliance with PCI DSS
requirements of September 2021. To this end a project plan has been developed that
identifies the main steps that require to be performed to meet that timeframe.

2.

Planning for PCI DSS Compliance

Identification of Headline Activities
2.1

The council’s proposed PCI DSS roadmap covers six main stages:
a)
b)
c)
d)
e)
f)

2.2

Discovery & Scoping
Evaluation & Scope Minimisation
Gap Analysis
Options Appraisal & Selection
Implementation of Remedial Actions
Maintain and Monitor

Whilst the headline steps outlined above provide an overarching breakdown to the
methodology behind project managing this compliance exercise, a more
comprehensive project plan has been developed. This is shown in Appendix A of this
report.

Discovery & Scoping
2.3

Discovery is where the flows of relevant cardholder data (card number, name of
cardholder, expiry date, and card verification value) are identified. Once touch points
and network cardholder data flows are identified, the cardholder data environment can
be scoped. The main aim of the discovery phase is to:
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2.4

Identify how and where the organization receives cardholder data;
Locate and document where cardholder account data is stored, processed, and
transmitted;
Identify all other system components, processes, and personnel that are in
scope;
Implement controls to minimize scope to necessary components, processes,
and personnel.

It should be noted that scoping involves more than simply identifying network or ICT
touch points for cardholder data. It encompasses gaining a thorough understanding of
the people, processes and technologies involved in storing, processing and/or
transmitting of cardholder data. In effect, the cardholder data environment isn’t
something that exists only in terms of technology: people and process are also part of
that environment.

Evaluation and Scope Minimisation
2.5

Evaluation and scope minimisation can be thought of as an extension of discovery and
scoping. However, by this stage the project is moving from effectively being a data
collection exercise to analysis and design. This is because a major theme within any
initial PCI DSS assessment is segmentation, or scope minimisation. This means
limiting connectivity between the cardholder data environment and other systems to
only that which is necessary. Systems which exist outside of the cardholder data
environment, but which interact with systems processing cardholder data, are
themselves subject to PCI DSS conditions.

2.6

The interconnected nature of North Lanarkshire Council (NLC) systems, combined with
overlapping staff roles with no clear segregation from PCI DSS tasks, results in a
challenging environment for PCI DSS compliance. To restrict the scope of compliance,
it will be necessary to ensure those systems that process cardholder data are
effectively segmented from the wider council network. As well as technology, the
cardholder data environment should be segmented from people and processes that do
not need to interact with or influence the cardholder data environment.

Gap Analysis
2.7

Having defined the cardholder data environment, and the applicable PCI DSS
requirements needing to be put in place, it will be necessary to understand where gaps
in requirements exist and options for addressing these. Some may be relatively
straightforward, such as developing a security policy that reflects PCI DSS
requirements, others more complex.

2.8

Not all requirements can be addressed by technology, many relate to people and
processes. Given the numerous payment systems and channels which exist across
both Culture and Leisure North Lanarkshire (CLNL) and NLC, significant gaps will be
identified along with a need to adopt new business processes for taking cardholder
payments in a PCI DSS compliant manner.

Options Appraisal and Selection
2.9

In considering gaps against PCI DSS requirements there may be alternative solutions
each with associated varying costs and benefits. These will be assessed through an
options analysis to determine that which best fits the council’s environment.
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Implementation of Remedial Actions
2.10

This is the stage where all applicable PCI DSS requirements not yet in place will be
implemented.

2.11

NLC is a Level 4 merchant based on the number of annual card transactions, taken
through all mechanisms of Electronic Point of Sale (Epos) and Card Holder not Present
(CNP). This places the council into a complex self-assessment bracket that comprises
approximately 300 applicable condition statements. Although dependent upon findings
from the gap analysis, that suggests an intensive exercise may need to be invoked to
ensure these remedial actions be implemented within the timeframe that NLC has
committed to. However, until the gap analysis is complete that remains a known
unknown.

Maintain and Monitor
2.12

Once compliance has been achieved it will require to be maintained. A suite of
processes and checks will require to be put in place to ensure compliance is
maintained and becomes a factor to be considered during changes to any part of the
cardholder data environment.

2.13

The overall timeline for delivering all steps identified above is as follows:

Project Risks
2.14

Monitoring of project risk will be critical in assuring the project plan stays on schedule.
Risks have been identified and will be monitored as the project progresses. These are
listed in Appendix B.
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Next Steps
2.15

Following review of the range of information presented to the Panel, Members are
asked to continue to be aware of the complexity of obtaining PCI DSS compliance and
to note that continued compliance can only be obtained through good governance,
informed risk management and appropriate service engagement to ensure progress.

3.

Equality and Diversity

3.1

Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland Duty assessment on this
report.

3.2

Equality Impact Assessment
There is no requirement to carry out an equality impact assessment on this report.

4.

Implications

4.1

Financial Impact
There is no immediate financial impact arising from this report, but possible future
costs associated with this compliance programme should be noted.

4.2

HR/Policy/Legislative Impact
The council will be able to demonstrate effective security around the taking of card
payments and meet requirements levied by the PCI SSC and through the Data
Protection Act 2018.

4.3

Environmental Impact
There is no environmental impact arising from this report.

4.4

Risk Impact
Risks are documented within Appendix B of this report.

5.

Measures of success

5.1

The council continues to efficiently and effectively handle card payments to provide
benefit to users of North Lanarkshire Council services.

6.

Supporting documents

6.1

None

Head of Business Solutions
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Appendix A: PCI DSS Roadmap as at 10/11/2020
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Appendix B: Project Risks
The following table highlights risks that may affect completion of this project within the target timeframe:
Ref.
R001

Risk
System changes may occur as
the project is under way which
may alter the scope of the initial
cardholder data environment.

Comments/Control
It is proposed that such changes be captured by
ensuring a PCI DSS lead represent the different parts of
NLC where card payments are taken. Currently
representation has been obtained from what historically
was each of Culture North Lanarkshire, North
Lanarkshire Leisure, and North Lanarkshire Council.

R002

Lack of PCI DSS knowledge and
experience, which in turn may
lead to incorrect assumptions at
the planning stage, mean the
project skews significantly off a
true and proper course.

It is proposed to bring a Qualified Security Assessor on
board to perform an initial review of the cardholder data
environment and confirm the proposed project plan and
timelines are accurate and pragmatic.

R003

Lack of project management
capability results in the project
becoming badly coordinated and
progress delayed.

It is proposed to ensure a dedicated individual act as
project manager and invoke regular project review
through putting a governance board in place. The
person appointed as project manager will be skilled in
this area or have enough support to ensure the project
operates in a well-defined manner.

R004

There is a risk that the financial
cost of becoming PCI DSS
compliant is perceived to
outweigh any appetite to do so.

Cost will be captured through effective business impact
and cost benefit analysis. Ownership of PCI DSS
compliance will be clearly stated and the risks of not
being compliant assigned a fit and appropriate owner. A
project owner will be identified to ensure the cost of
transitioning to a PCI DSS compliant state is monitored
and communicated to the risk owner for compliance.

R005

A lack of resource results in
insufficient capability for the
project to succeed.

A suitably senior individual will be appointed as project
sponsor who will have the authority and influence to
ensure resource will be made available, from across the
council and other stakeholder organisations, as required.

R006

The insourcing of CLNL may
result in changes to the
cardholder data environment after
discovery has been completed,
resulting in incorrect information
being used to deliver compliance.

It is proposed that such changes be monitored through
ensuring links are in place between those responsible for
managing the insourcing and PCI DSS stakeholders.

R007

Staffing resources may become
stretched at certain times of the
year, or ICT system change
freezes occur, putting pressure on
the ability to stay to the proposed
timeframe, in turn resulting in
project delays.

End of financial year processes and the extension of the
leave year to end March 2021 are examples of why such
pressures may arise. It is proposed to manage this risk
through ensuring stakeholders in the PCI DSS project
are made aware of proposed timeframes, and that these
are agreed with business owners in advance.
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AGENDA ITEM 4

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐ for approval ☒ for noting

Ref: KA/ASP/Dec20

Date: 10/12/2020

Audit and risk-related items: Action log
From:

Ken Adamson, Audit and Risk Manager

Email:

adamsonk@northlan.gov.uk Telephone:

07939 280602

Executive Summary
The purpose of this report is to allow elected members to track implementation of requests and
recommendations made by the Panel in respect of audit and risk-related items in the previous 18
months.
The attached log (at Appendix 1) records those audit and risk-related requests and
recommendations made by the Panel and when these were addressed and/or are expected to be
addressed.

Recommendations
The Panel is invited to note the report.

The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements

Ken Adamson, Audit and Risk Manager
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Appendix 1

Audit and risk related items: Action log

Meeting

October
2020

September
2020

Requests and/or recommendations for action

Status

Implementation by Management of actions agreed in response to External
Audit's recommendations to be monitored through reports from Internal
Audit.

Outstanding – The short time between the meeting in late-October and the
deadlines for reports for this meeting precluded inclusion of relevant agreed
actions in the most recent External Audit reports for this cycle but the actions will
be followed-up and reported as part of Internal Audit follow-up reports with effect
from the next ‘audit’ meeting of the Panel.

A report be submitted to the next (audit) meeting of the Panel outlining
the route map and timescales for the achievement of PCI DSS
compliance.

Complete – A report on this matter is included as a separate agenda item for this
meeting.

Internal Audit provide a report to future meetings of the Panel reporting
progress made by management implementing agreed management
actions in relation to all audit recommendations categorised as "red" or
"amber".

Complete – A report on this matter is included as a separate agenda item for this
meeting.

Submit reports on the following two corporate risks:

Partially complete - Internal Audit are currently completing a piece of work in
relation to information security and information governance which will now be
reported to the Panel in the next committee cycle.
A report from management on the lessons learned to date from the Council’s
response to the public health emergency (which included reflections on the
Council’s business continuity arrangements) was submitted to the Policy and
Strategy Committee in August.
BCP is also a key corporate risk and a report updating members on the current
management and assessment of that risk is included as a separate agenda item
for this meeting.




Information security and information governance
Business continuity planning

December
2019

September
2019

Future annual Whistleblowing Reports be remitted to the Panel from
Policy and Strategy

Outstanding – report will be remitted to the Panel after it is next considered by
the Policy and Strategy Committee.

A report on progress re-implementation of 1140 hours be submitted by
the Service to the next meeting of the Education and Families
Committee with a further report on this issue to the Panel in due course

Partially complete – A report from relevant management on this issue was
submitted to the February meeting of the Education and Families Committee.
Internal Audit are monitoring progress and will report to the Panel, as appropriate,
as part of planned work to be undertaken in the 2020-21 work programme.

Submit a further report to a future meeting of the Panel in relation to
compliance with the PCI-DSS.

Complete – A report from relevant management on this issue was included on
the agenda for the September 2020 meeting of the Panel.

Submit a report to the meeting of the Education and Families Committee
on 12 November regarding the Scottish Attainment Challenge, with
specific reference to guidance and outcomes.

Complete – A report from relevant management on this issue was submitted to
the Education and Families Committee in November 2019.
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Appendix 1
Meeting

September
2019
(continued)

June 2019

Audit and risk related items: Action log (continued)
Requests and/or recommendations for action

Status

Provide details regarding whether other local authorities also incur
annual costs due to previous severance decisions, as per page 108 of
the agenda.

Complete – This has been impacted by the public health emergency.
Relevant data from all other Councils was published by Audit Scotland in
December 2019 and a report from relevant management on this issue was
on the agenda for March 2020 meeting of the Panel. Relevant data will now
be circulated to members.

Proceed to sign the final Annual Accounts 2018-19.

Complete – The annual accounts were signed by the Chief Executive, the
Council Leader and the appointed auditor prior to the 30 September deadline.

The Panel requested an update on the external auditor’s consideration
of the Council’s 2018-19 Remuneration Report in light of the recent
media coverage of the significant sums paid to some former Chief
Officers.

Complete – A report from the Audit and Risk Manager was on the agenda
for the August 2019 meeting at which the external auditor provided a verbal
update to the Panel. The external auditor’s written commentary/feedback on
this issue was included in the External Audit Annual Report which was
presented to the Panel in September 2019.

The Panel requested further information in relation to the following items:
a) Contingency planning in respect of the planned delivery of 1140
hours early years by August 2020;

Complete – The results of a further review by Internal Audit of the
management of the 1140 hours early years project was submitted to the
December 2019 meeting of the Panel.

b) Progress in relation to management actions to further improve
quality assurance arrangements; and

Complete – An update from relevant management on this issue is contained
within the Appendices to the Follow-Up of agreed actions report submitted to
the December 2019 meeting of the Panel.

c) The current status of the Council’s IT Disaster Recovery
arrangements and Disaster Recovery Plan.

Complete – A report from the Head of Business Solutions was included on
the agenda for the September 2019 meeting.
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AGENDA ITEM 5

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref KA/LM/ASP/December 2020

Date

10/12/20

Internal Audit: Follow up of actions previously agreed by
management in response to audit recommendations
From

Ken Adamson, Audit and Risk Manager

Email

adamsonk@northlan.gov.uk

Telephone 07939 280602

Executive Summary
The purpose of this report is to update the Panel on the results of Internal Audit’s follow-up
work reviewing the extent to which management have implemented those actions previously
committed to in response to recommendations in Internal and External Audit reports.
Information is contained in respect of the last two years External Audit outputs and those
actions in response to Internal Audit recommendations which were due to be completed in
the period January to September 2020. Information in relation to the recently issued 201920 External Audit outputs will be reported to a future meeting of the Panel.
The Panel should note that where actions are not yet ‘complete’ this does not mean that no
relevant activity has been undertaken by management and that sometimes the actions
taken, or progress made to date will already have reduced the risk exposure in respect of
the weaknesses previously identified.
21 of the 54 actions agreed in response to relevant Internal Audit recommendations have
been completed with 25 partially implemented and eight no longer relevant.
Members should note that progress in implementing audit recommendations has, in many
cases, been significantly impacted by demands placed upon Services by the Covid-19
pandemic and the subsequent need to re-prioritise resources and efforts. Although a
significant number of agreed actions are not yet complete, we have assessed the residual
risks arising as ‘low’ and there are no material weaknesses outstanding that require to be
highlighted.
All of the actions agreed in response to external audit recommendations are either complete
or assessed as no longer relevant.

Recommendations
The Panel is invited to:
(1) note the contents of this report; and
(2) consider whether there are any issues arising from this report on which they wish to
receive further information from relevant management.

The Plan for North Lanarkshire
Priority:

All priorities

Ambition statement:

All ambition statements
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1.

Background

1.1

All Internal and External Audit reports contain management responses to audit
recommendations which generally include a commitment to specific actions by a stated
timescale. This report presents an overview of progress by management in addressing
all External Audit recommendations made in the last two years and all ‘Red’ and
‘Amber’ Internal Audit recommendations which were previously reported as
outstanding or where the proposed actions were due to be completed by the end of
September 2020.

1.2

The format of this report is designed to enable elected members to focus on those
issues where non-implementation of agreed actions presents the most significant
ongoing risk to the Council and to enable the Panel to more effectively hold relevant
senior management to account.

1.3

In that regard, Internal Audit has assessed the potential risks arising from those
planned actions agreed in response to Internal Audit recommendations which are not
yet fully completed and consider that there are no actions which require to be
highlighted to the Panel. There are currently no outstanding actions in respect of
External Audit recommendations.

1.4

The updates from management on progress to date have been verified on a sample
basis by Internal Audit as part of the preparation of this report. However, it should be
noted that this review has focused on whether planned actions have been completed
and has not included detailed testing of whether the implemented actions have been
effective in addressing the previously identified weaknesses.

2.

Report
Actions previously agreed by management – Internal Audit recommendations

2.1

Table 1 below shows whether management have implemented those actions
previously committed to in response to ‘Red’ and ‘Amber’ Internal Audit
recommendations which were due to be completed by the end of September 2020.
Overall, 21 of the agreed actions have been completed, with 25 partially implemented
and eight no longer relevant.
Table 1
Area

2.2

Complete

Partially
implemented

No longer
relevant

Total

Corporate

6

13

5

24

Chief Executive

4

1

1

6

Education & Families

3

0

0

3

Enterprise & Communities

6

7

2

15

Health & Social Care

2

4

0

6

TOTAL

21

25

8

54

Members should note that progress in implementing audit recommendations has, in
many cases, been significantly impacted by demands placed upon Services by the
Covid-19 pandemic and the subsequent need to re-prioritise resources and efforts.
Although a significant number of agreed actions are not yet complete, we have
assessed the residual risks arising as ‘low’ and there are no material weaknesses
outstanding that require to be highlighted. Where actions are not yet complete,
management has committed to revised timescales for completion and we will monitor
progress against these revised timescales and report on this to future meetings of the
Panel.
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Actions previously agreed by management – External Audit recommendations
2.3

Table 2 below shows the current status of actions agreed by management in response
to external audit reports issued last year (2018-19). Internal Audit has concluded that
8 of the 10 agreed actions have been completed and the remaining two actions are no
longer relevant. Information in relation to the recently issued 2019-20 External Audit
outputs will be reported to the next meeting of the Panel.

2.4

The 2018-19 Interim Audit Report actions assessed as ‘no longer relevant’ both relate
to actions for which External Audit have made new recommendations as part of their
2019-20 Interim Report and will be subject to future follow-up.
Table 2

Completed

Partially
implemented

Not yet
due

No longer
relevant

Total

Interim Audit Report

4

0

0

2

6

Annual Report

4

0

0

0

4

TOTAL

8

0

0

2

10

Report Title/Year
2018-19

3.

Equality and Diversity
Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland assessment in this instance.
Equality Impact Assessment
There is no requirement to carry out an equality impact assessment in this instance.

4.

Implications
Financial Impact

None identified

HR/Policy/Legislative
Impact

None identified

Environmental Impact

None identified

Risk Impact

The potential for increased risks in relation to the relevant
control environment or governance arrangements in
those areas where individual agreed actions are not fully
implemented.

5.

Measures of success

5.1

Internal Audit report each cycle to the Audit and Scrutiny Panel on the progress made
by management in implementing actions previously committed to in response to
Internal and External Audit reports.

6.

Supporting documentation
Appendix 1

Residual Risk Rating Definition

Ken Adamson, Audit and Risk Manager
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Appendix 1

Residual Risk Rating definition

Internal Audit Assessment of Residual Risk from non-implementation
High

Non-implementation of actions has the potential to significantly undermine the relevant control environment.

Medium

Non-implementation of actions has the potential to impact upon the achievement of the control environment.

Low

Other issues which require management attention but which pose less significant or less immediate impacts to the control environment.
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AGENDA ITEM 6

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐ for approval ☒ for noting

Ref: KA/ASP/Dec20

Date: 10/12/2020

Internal Audit Progress Report
From:

Ken Adamson, Audit and Risk Manager

Email:

adamsonk@northlan.gov.uk Telephone:

07939 280602

Executive Summary
The purpose of this report is to provide an overview of Internal Audit activity and to report the
results of Internal Audit outputs finalised since the last update to the Panel in September.
The report highlights the most significant issues arising from the completed audit work.
Appendix 1 provides a brief summary of the scope and key findings of each substantive planned
audit report. In addition, a supplementary pack with full copies of these reports has also been
circulated to Panel members.

Recommendations
The Panel is invited to:
(1)

consider whether there are any issues raised by Internal Audit which the Panel
consider are sufficiently significant to require a further report from management to
be submitted to a future meeting of the Panel;

(2)

request that Internal Audit provide a report to future meetings of the Panel reporting
progress made by management implementing agreed management actions in
relation to all audit recommendations categorised as ‘Red’ or ‘Amber’; and

(3)

otherwise note this report.

The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements
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1.

Background
1.1

In September 2020, the Panel approved the 2020-21 Internal Audit Annual Plan
which detailed a programme of work to be carried out. The Internal Audit Charter,
most recently approved by the Panel in February 2018, requires that the results of
Internal Audit’s work are periodically reported to the Panel.

2. Report
Audit reviews completed in the period
2.1

Work has progressed in accordance with the 2020-21 approved annual plan. Table
1 below provides an overview of completed Internal Audit reports since the last
update to the Panel in September.
Table 1: Completed Internal Audit outputs in the period
Subject

Internal Audit Opinion

1. Digital NL

Reasonable assurance
(Green-Amber)

2. Housing Investment Programme

Reasonable assurance
(Green-Amber)

3. Risk management

Reasonable assurance
(Green-Amber)

4. Compliance with emergency management actions
relating to curtailment of all non-essential
expenditure

N/A but high degree of
compliance noted

5. Self-directed support

Reasonable assurance
(Green-Amber)

6. Health and Safety

Substantial assurance
(Green)

7. General Ledger

Reasonable assurance
(Green-Amber)

8. Council tax

Substantial assurance
(Green)

9. Financial sustainability

Reasonable assurance
(Green-Amber)

2.2

Appendix 1 provides a brief summary of those reports forming part of the annual
programme of planned assurance work. Copies of all finalised reports are included
in the supporting pack to these papers.

2.3

Appendix 2 contains detailed definitions of the categories used by Internal Audit
when making recommendations, providing an audit opinion and on the extent of
assurance which is being provided to management and Panel members on those
systems or areas of Council operations examined by Internal Audit.

2.4

This report excludes audit outputs produced for the North Lanarkshire IJB which
are reported directly to its senior management team and audit committee.
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2.5

In addition to the above exercises, Internal Audit also produced two further
substantive reports to management in the period. These are shown at Table 2.
Both investigations were undertaken in relation to concerns or allegations raised of
fraud and irregularity. In both cases, Internal Audit concluded that no fraud or
irregularity had occurred, although in each report we have made a number of
recommendations for improvements in relevant operational processes to
management and will track implementation of agreed actions. There are no
material or significant matters arising from these reports which I require to bring to
the attention of the Panel.
Table 2: Other substantive Internal Audit outputs in the period
Subject

1. Investigation: Allegations relating to the Scottish Welfare Fund
2. Investigation: Issues relating to Social Work overtime
2.6

Due to the nature of the exercises, and in accordance with the previously agreed
Internal Audit reporting protocol (extract at Appendix 3), these reports have not
been included in the supplementary pack of papers for this meeting. The agreed
protocol requires me to clearly explain the rationale for non-inclusion of such
reports. In respect of the matters relating to the SWF, inclusion of the report would
allow the identification of an individual member of staff against whom unproven
allegations were made. In relation to the Social Work overtime issue, because the
matters relate only to two small teams, individual staff would be readily identifiable
from the report. In both cases, I consider that publishing the reports while protecting
the identity of staff would require such significant redaction of the content of the
reports as to make disclosure meaningless. In reaching this assessment, I have
also reflected on the significance and relevance of the issues raised to the effective
discharge of the Panel’s remit.

Commentary on completed Internal Audit work
2.7

The nature of Internal Audit exercises means that most reviews invariably find some
scope for improvement, usually in the form of controls which are weak or only
partially effective and, therefore, contain a number of recommendations. I am
pleased however, to be able to report that none of the audits completed in the
period offered only ‘limited assurance’.

2.11 In determining which issues from recent outputs to highlight in this report, I have
selected those issues which I consider to be most significant either because of the
nature of the topic, or the risk implications of the weaknesses identified.
2.12 Our work on Digital NL reviewed the governance arrangements in place in relation
to the Digital NL (DNL) programme. Overall, the findings from the audit were
positive with effective and appropriate governance, project, risk management and
financial monitoring arrangements in place which reflect good practice.
2.13 Planned activities have, however, necessarily been impacted by current events and
although currently being addressed, we noted that management needs to continue
to review the future sustainability and deliverability of the current DNL programme
in light of the impact of Covid-19 and available resources and to ensure that
decisions taken in respect of revised DNL work streams and/or timescales for
delivery are realistic and appropriate and that all relevant key risks and issues
arising are clearly reported to key stakeholders. We also highlighted the need to
further develop the monitoring and reporting to key stakeholders of performance
measures/measures of success in respect of the DNL programme. Management
have responded positively and appropriately to the issues raised in the report.
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2.14 The purpose of our review of the Housing Investment Programme was to provide
independent assurance on whether the Council has adequate and effective
procurement, contract management and performance monitoring arrangements in
place in relation to the Housing Investment Programme.
2.15 Again, the findings from the audit were generally positive and we were satisfied that
effective controls were in place to ensure that goods and services had been
procured using appropriate and robust procurement processes and that payments
had been properly authorised, in line with agreed contracts and made for goods
and services which had been properly ordered/received. We were also generally
content that appropriate and robust contract management arrangements are in
place to enable management to monitor and assess progress and to identify any
issues arising.
Again, I can confirm that management have responded
appropriately to the issues raised in the report.
2.16 The results of our work on Risk Management were generally positive and we
concluded that there has continued to be improvement in the Council’s risk
management arrangements since our last review, although there is still much to be
done to reach a more mature state of embeddedness. Satisfactory management
responses have been received to the audit recommendations contained within the
report. Members are reminded that in line with the Internal Audit Charter and the
need to ensure independence, the Audit and Risk Manager had no involvement in
the planning, conduct or reporting of this audit (all of which was led by the Principal
Auditor), other than as the ‘audit client’ to whom the draft report was issued and
who had responsibility for preparing management responses and planned actions.
2.17 Our work on the Self-Directed Support reviewed the progress made by the
Council in implementing Self-Directed Support (SDS) and how well the Service was
addressing key challenges and risks. We were generally satisfied that the control
environment in respect of the processes in place for SDS generally appeared
adequate and were mainly operating as intended. In particular we were satisfied
that the Council adequately supports social work staff to implement SDS and that
an appropriate framework is in place for the assessment, review and monitoring of
service users and their individual self-directed support provision.
2.18 We have however identified a number of areas where we consider management
action is required. These include the need to improve the robustness of some
aspects of their quality assurance arrangements for monitoring service providers,
improvements to the documentation completed and retained to evidence the
assessment, monitoring and review of SDS service users and the need for the
Service to complete its current review of the guided self-assessment process used
to determine individual budgets to ensure that it remains ‘fit for purpose’.
2.19 Our work on the Health and Safety focused on the Council’s current arrangements
for the management of health and safety during the current Covid-19 pandemic and
in particular on whether the Council had completed robust risk assessments for
service delivery that appear in line with relevant national and/or sectoral guidance.
The audit also reviewed the adequacy of activity undertaken to ensure staff
awareness in respect of safe working practices and to enable the public to use,
access or engage with relevant services in a safe manner. We also reviewed how
management is currently monitoring compliance with expected working practices
and behaviours and how it plans to address this issue going forward. I am pleased
to confirm that the findings from this audit were positive with only a small number
of minor areas for improvement noted.
2.20 Finally, I would highlight our work on Financial Sustainability which looked at the
Council’s current approach to ensuring financial resilience during the current public
health emergency. While there remains significant uncertainty over the impact of
Covid-19 on the Council’s current and future financial sustainability, this was a
positive report and we are satisfied that the approach taken by management to date
appears reasonable. Page 38 of 131

2.21 Whilst much of the current focus is on ensuring a balanced budget is delivered in
2020-21 and on enabling the Council to set a budget for 2021-22, the Service
already has in place well-established and effective arrangements for preparing
longer-term financial plans. With the significant uncertainties surrounding the UK,
Scottish and local economies and the wider public sector finances as a result of the
current pandemic, management will need to continue to review the current and
future financial sustainability of the Council’s wider plans and activities, and where
necessary take appropriate action, to ensure it remains financially resilient. We are
satisfied, however, that senior management are aware of this and of the need to
ensure that clear and appropriate information is regularly reported to key
stakeholders and to ensure that elected members are appropriately engaged with
this process.
2.22 There are no other issues arising from Internal Audit work which I consider
sufficiently significant to highlight to the Panel. Future follow-up reports will provide
the Panel with information on the implementation, or otherwise, of all actions
proposed by management in response to audit recommendations categorised as
‘Red’ or ‘Amber’.
Other matters
2.23 Members will recall that an independent External Quality Assurance Review
(EQAR) was undertaken of Internal Audit and reported to the Panel in September
2019. Subsequently, an action plan was presented to the Panel with a commitment
to regularly update members on the implementation of the identified improvement
actions. Due to the need to re-assess priorities as a result of the Covid-19
pandemic, many of the agreed actions have not been significantly progressed in
recent months. Management remains committed to continuous improvement and
it is now hoped that these actions can start to be re-addressed. A more detailed
update on progress will be reported to the Panel in early 2021.
2.24 The Panel will also be aware from previous reports that the Council participates in
the National Fraud Initiative. This requires a significant volume of data from across
a range of Council services and systems to be securely uploaded to enable the
Cabinet Office-led datamatching processes to begin. The most recent data upload
was required for early-October and I am pleased to be able to confirm that the
Council successfully submitted all the agreed data. Datamatches will be released
back to councils for investigation in February 2021 and further updates will be
provided to the Panel throughout 2021 on progress.
3

Equality and diversity
Fairer Scotland Duty
Equality Impact
Assessment

4.

No requirement to carry out a Fairer Scotland assessment
in this instance.
No requirement to carry out an equality impact
assessment in this instance.

Implications
Financial impact

None identified

HR/Policy/Legislative
Impact

None identified

Environmental Impact

None identified

Risk impact

Any failure to operate an effective internal audit service
could impact on the effectiveness of the Council’s risk
management and corporate governance processes.
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5. Measures of success
5.1

Internal Audit reports annually on its performance to the Panel and is also subject
to review annually by the Council’s appointed external auditors.

6. Supporting Documents
Appendix 1 Summary of completed Internal Audit assignments
Appendix 2 Audit gradings
Appendix 3 Extracts from the Internal Audit reporting protocol (approved by the
Panel in February 2018)

Ken Adamson, Audit and Risk Manager
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Appendix 1
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
1.

Digital NL
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

1

Amber

2 Green

2

This audit exercise was a high-level review designed to provide assurance that the Council has
adequate, robust and effective governance arrangements in place in relation to the Digital NL
(‘DNL’) programme. This is the third report in relation to DNL we have issued and follows on
from reports in December 2018 and March 2019 which generally commented positively on the
programme’s overall governance arrangements at those times.
Based on the results of our work, we have assessed the audit as providing ‘reasonable
assurance’. Significant work has been undertaken by Business Solutions since the DNL Full
Business Case (FBC) was approved in March 2019 and we were pleased to note that there are
generally effective and appropriate governance, project, risk management and financial
monitoring arrangements in place which reflect good practice.
The DNL Programme has, however, been significantly impacted by the current Covid-19
situation, with planned year 2 service re-design work streams necessarily re-prioritised in light
of new and emerging demands on IT resources arising from the Covid-19 pandemic. The project
team have highlighted resource pressures, both in respect of availability of suitably trained staff
and future capital and revenue funding as an ongoing risk which may have a significant impact
on the future sustainability and deliverability of the programme.
As a result, the DNL financial funding model has recently been re-profiled by Business Solutions
and Financial Solutions to reflect the changes in assumptions since the FBC and the re-setting
of the year 2 DNL programme work streams, with further work underway to reflect the digital
support per Services Covid-19 recovery plans. A revised financial model was approved by the
DNL Delivery Board on 3 September 2020 and was reported to Policy and Strategy in October
2020. In addition, a review of the corporate staffing resources is currently underway to identify
suitably experienced officers to take forward the DNL programme.
We have identified a small number of areas where we consider scope for improvement exists
and have made some recommendations for management consideration/action. The issues
which we consider management require to address include:
•

•

•

Management needs to continue to review the future sustainability and deliverability of the
current DNL programme in light of the impact of Covid-19 and available resources and to
ensure that decisions taken in respect of resources and revised DNL work streams and/or
timescales for delivery are realistic and appropriate and that all relevant key risks and issues
are clearly reported to key stakeholders;
Clear corporate guidance is needed on the processes for identifying, calculating and
monitoring benefits, including non-financial benefits, and progress in respect of the
outcomes and realised benefits from the DNL programme need to be clearly and regularly
reported to key stakeholders; and
There is a need to further develop the monitoring and reporting to key stakeholders of
performance measures/measures of success in respect of the DNL programme.

Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
2.

Housing Investment Programme
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

2 Green

1

The purpose of this review was to provide independent assurance on whether the Council has
adequate and effective procurement, contract management and performance monitoring
arrangements in place in relation to the Housing Investment Programme.
The Housing Investment Programme involves the delivery of a £50 million per annum housing
capital programme, including renewal and replacement of heating syst ems, kitchens,
bathrooms, windows, doors, and external roof and rendering packages and forms part of the
Council’s programme of work designed to deliver its corporate ambitions as set out in the
strategic-level Plan for North Lanarkshire.
Our review involved detailed assessment of a sample of contracts against the Council’s
Contract Standing Orders to ensure that tendering processes were robust and in line with
expectations; review of invoices and payment certificates to confirm that these had been
properly authorised and that appropriate checks had been undertaken by the Service to ensure
that the charges claimed were in line with progress and agreed contract prices; and assessment
of the Service’s wider contract management arrangements for a sample of Housing Investment
Programme contracts considering compliance with the Council’s Contract and Supplier
Management guidance and against good practice guidance on contract management.
Based on the results of the work, we have categorised the audit as offering ‘reasonable
assurance’ meaning that we are generally satisfied that the control environment in respect of
the procurement, payment of invoices, contract management, performance monitoring and
reporting arrangements for the Housing Investment Programme appears generally adequate
and is mainly operating as intended.
In particular we are satisfied that effective controls are in place to ensure that all goods and
services have been procured using appropriate and robust procurement processes and that
payments are properly authorised, in line with agreed contracts and made for goods and
services which have been properly ordered/received. We are also generally content that robust
contract management arrangements are in place to enable management to monitor and assess
progress and to identify any issues arising.
We have identified a small number of areas where we consider management action is required.
These include:
•

•

there is scope for improvement in aspects of compliance with the Contract and Supplier
Management guidance and in the guidance itself relating to some processes and
supporting documentation; and
there is a need to review expected practice for evidencing who has prepared or authorised
key procurement and tender evaluation documentation.

Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
3. Risk management
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

2

Amber

2 Green

1

This audit was a high level review designed to provide assurance that the Council has robust
and effective risk management arrangements. The review was based on an assessment of the
corporate and service level arrangements against good practice as identified by Audit Scotland
in their ‘Best value toolkit: Risk management’. The audit set out to consider whether there is a
systematic approach to identify and prioritise risks and match them with appropriate responses,
whether risks and the action taken to mitigate them are regularly monitored, and whether risk
management contributes towards the achievement of corporate objectives.
The Council operates in a complex environment and faces multiple challenges in delivering
against its priorities. Effective risk management arrangements are therefore essential and form
a key part of good corporate governance. The previous audit of Risk Management, undertaken
in 2018, noted that work was on-going to embed risk management processes across the
organisation. Since then, work undertaken by the risk network has contributed to the further
development of risk management including the introduction of Figtree (the Council’s risk
management information system), incorporation of risk management within the Council’s project
management arrangements, and setting of key objectives and planned actions to further embed
risk management across the organisation.
Overall, we have categorised the audit as offering ‘reasonable assurance’ meaning that we
consider that there has continued to be improvement in the Council’s risk management
arrangements since our last review, but there is still much to be done to reach a more mature
state of embeddedness. We have identified a number of areas where we consider management
action is required and these are detailed in section 3 of this report. These include:
•

•
•
•

all Service risk registers need to be completed and input to Figtree, ensuring that each
identified risk is fully populated with the details required as per the risk register template
and in accordance with the Risk Management Strategy;
the vacant role of Risk Champion for the Chief Executive’s area needs to be filled as a
matter of urgency;
there is a need to finalise the corporate risk register for the outstanding risks not yet ‘live’
and to further develop the monitoring, review and challenge of these risks by CMT; and
there is a high incidence of individual risks on Service registers not being reviewed by risk
owners within the expected timeframe set by the Risk Management Strategy and there is
a need to review and improve the monitoring and reporting of risk to Service Management
Teams and Elected Members.

The audit work underpinning this report was predominantly undertaken prior to the Covid-19
pandemic, and the unprecedented demands and challenges faced by Council services as a
consequence of the pandemic have tested the Council’s risk management arrangements. There
is appropriate consideration of risk in the Council’s recovery process. However, we consider
that the Council should continue to monitor the lessons learned from the risk management
experience during this pandemic to ensure that any lessons are used, as appropriate, to
influence future risk management arrangements.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
4. Compliance with emergency management actions relating to curtailment of all nonessential expenditure
Internal Audit Opinion: N/A (but high degree of compliance noted)
Audit recommendations:

Red

0

Amber

0 Green

0

The financial and economic impacts of Covid-19 are likely to be significant and have already
created a requirement for the Council to implement emergency financial management actions
earlier in the year to help manage a forecast deficit position within the current financial year.
One of the actions agreed by CMT was an immediate curtailment of all non-essential
expenditure with Services instructed to authorise expenditure only where it is absolutely
necessary to ensure compliance with statutory, legislative or unavoidable contractual
requirements and that where expenditure is not in relation to statutory, legislative or contractual
compliance, costs should be kept to an absolute minimum and deferred for as long as possible
or until the curtailment is lifted.
The purpose of this audit was to provide independent assurance to key stakeholders as to the
extent of compliance with this CMT instruction. We reviewed a sample of 150 expenditure items,
covering both capital and revenue expenditure, posted to the ledger during the period 10 August
to 11 September 2020. IDEA, a data interrogation package, was used to randomly select the
sample drawn from across all Services, having regard to the value of invoices.
Based on the work undertaken, we were pleased to note that the CMT instruction appears to
have been effectively cascaded down to budget holders in a timely manner and is being adhered
to. There were only a small number of transactions where the rationale provided by
management for incurring the expenditure appeared reasonable, but where a case could also
be made that they did not fully comply with the CMT instruction. These are detailed at Appendix
1 for information.
Although the results of the audit were generally satisfactory, we did identify in the course of this
review that there were a small number of officers who were not aware of the curtailment of nonessential expenditure and we consider that it would be prudent to ensure staff are periodically
reminded of the curtailment and the content of the instruction is periodically reviewed with further
additional guidance provided where this is deemed necessary.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period

Internal Audit outputs: Audit opinion and commentary
5. Self-directed support
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

1

Amber

2

Green

2

The purpose of this audit was to review and provide independent assurance on the progress
made by the Council in implementing Self-Directed Support (SDS) and how well the Service
was addressing key challenges and risks. The audit also considered how the Council has
responded to the recommendations contained within the Audit Scotland report ‘Self-directed
support: 2017 progress report’.
Based on the results of our work, we have categorised the audit as offering ‘reasonable
assurance’ meaning that we are generally satisfied that the control environment in respect of
the processes in place for SDS generally appear adequate and are mainly operating as
intended. In particular we are satisfied that the Council adequately supports social work staff to
implement SDS and that an appropriate framework is in place for the assessment, review and
monitoring of service users and their individual self-directed support provision.
We have however identified a number of areas where we consider management action is
required. These include:
• The Service needs to improve the robustness of some aspects of their quality assurance
arrangements for monitoring service providers.
• Improvements are needed to the documentation completed and retained to evidence the
assessment, monitoring and review of SDS service users; and
•

The Service needs to complete its current review of the guided self-assessment (GSA)
process used to determine individual budgets to ensure that it remains ‘fit for purpose’.

In respect of the 2017 Audit Scotland report, whilst we were pleased to note that the Service
have addressed or are progressing the majority of necessary actions we noted that there are
still some actions requiring to be taken to ensure the recommendations are fully addressed.
Service management identified that, for the Council, this mainly related to ensuring older people
were given greater choice and the Council is currently working towards offering home support
for older people within the SDS options. Whilst we were pleased to note that the Service have
addressed or are progressing the majority of necessary actions we acknowledge that there are
still some actions requiring to be taken to ensure the Audit Scotland report’s recommendations
are fully addressed.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
6. Health and safety
Internal Audit Opinion: Substantial assurance (Green)
Audit recommendations:

Red

0

Amber

1

Green

1

The purpose of this audit was to provide independent assurance on the Council’s current
arrangements for the management of health and safety during the current Covid-19 pandemic.
The audit focused on whether the Council have taken appropriate account of the additional
risks created by the current Covid-19 pandemic by completing robust risk assessments for
service delivery that appear in line with relevant national and/or sectoral guidance and that
these have included professional input from line management and relevant subject matter
experts. The audit also reviewed the adequacy of activity undertaken to ensure staff awareness
in respect of safe working practices and to enable the public to use, access or engage with
relevant services in a safe manner. We also reviewed how management is currently monitoring
compliance with expected working practices and behaviours and how it plans to address this
issue going forward.
Based on the results of our work, we have categorised the audit as offering ‘substantial
assurance’. We have concluded that the Council’s health and safety arrangements appear to
have adequately addressed the additional health and safety risks created by the current Covid19 pandemic. We were pleased to note that appropriate risk assessments had been produced
for all of the services in our selected sample and that staff in each relevant area had been
briefed on any relevant changes to service provision arrangements including those Covid-19
specific safety measures put in place and behaviours which staff are expected to comply with.
We were also pleased to note that Services have provided guidance and communication to
service users to enable them to continue to access, use and engage with services in a safe
manner.
We have identified a small number of areas where we consider scope for improvement exists
and made some recommendations for management consideration/action. These issues include
the need to finalise and implement support visits/ongoing compliance checks, to periodically
review risk assessments to ensure they remain ‘fit for purpose’ (particularly in light of any future
changes in national guidance) and actions to ensure ongoing awareness of expected
behaviours by both staff and service users.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
7. General ledger
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

2

Green

4

The purpose of this audit was to provide assurance on the adequacy and effectiveness of the
Council’s control environment in relation to the general ledger and reliability of accounting data,
particularly regarding whether the controls in place are effective in ensuring that the Council
has, and can access, reliable financial data. This audit covered a period when significant
changes were made to some operational arrangements as a result of the need for significant
numbers of staff to work remotely as a result of the public health emergency.
Based on the results of our audit work, we are generally satisfied that the Council’s control
framework and management arrangements in relation to the general ledger are adequate and
operating effectively. There were generally appropriate access controls and processes in place
to protect the integrity of the system and its data; there was adequate documentation to support
the completeness, accuracy and validity of manual adjustments and information from feeders;
and there was evidence that suspense accounts and bank reconciliations were being reviewed
and reconciled on a regular basis.
Accordingly, we have categorised this audit as offering ‘reasonable assurance’ as a generally
sound system of governance, risk management and control is in place. Some issues, noncompliance or scope for improvement were identified which may put at risk the achievement of
objectives reviewed. These include:
•

improvements are required to the arrangements in place for ensuring appropriate access to
the ledger system is properly controlled and maintained; and

• there is a need to improve the arrangements for documenting and authorising feeders.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
8. Council Tax
Internal Audit Opinion: Substantial assurance (Green)
Audit recommendations:

Red

0

Amber

1

Green

1

This audit was a high-level review designed to provide independent assurance on the adequacy
and effectiveness of the Council’s management arrangements and the operation of selected
key controls within the Council Tax system (relating to liability, billing, discounts, collection,
refund, enforcement and recovery processes).
Based on the results of our audit work, we are generally satisfied that the Council’s control
framework and management arrangements in relation to council tax are adequate and
operating effectively. There were robust arrangements in place to ensure bills are accurately
and promptly issued and that income due to the Council is properly recorded and accounted
for. We were also pleased to note that in general clear and co ncise records are maintained to
support transactions and effective mechanisms exist to monitor, measure and report on council
tax performance. During the period under review recovery action on overdue council tax
accounts had been suspended and as such no audit testing was undertaken on this aspect.
We understand that all normal recovery action, in line with statutory requirements, has now
resumed with statutory reminders issued for overdue council tax payments in September 2020.
We have categorised the audit as offering ‘substantial assurance’ as a sound system of
governance, risk management and control exists. Internal controls are operating effectively
and being consistently applied to support the achievement of control objectives in the area
audited.
We have identified a small number of areas where we consider scope for improvement exists
and made some recommendations for management consideration/action. These issues which
we consider management require to address are detailed at section 3 of the report and include
the need to reinstate the programme of reviews to verify continued eligibility to previously
awarded discounts and exemptions.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
9. Financial sustainability
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

1

Amber

0

Green

0

This audit was a high-level review designed to provide assurance on the adequacy and
robustness of the Council’s approach to financial sustainability. The review focused on how well
the Council is identifying the short and medium-term impacts of the ongoing public health
emergency on the Council’s finances and the adequacy and effectiveness of its responses to
date. This included consideration of the adequacy and effectiveness of the Council’s financial
strategy and related policies and processes for preparing and monitoring annual budgets and
financial forecasts and the appropriateness and effectiveness of the arrangements for reporting
to key stakeholders. We also considered the Council’s arrangements against relevant good
practice identified by CIPFA and Audit Scotland. Given, that some impacts of the pandemic also
have the potential to impact the Council’s finances over the longer-term, we also considered how
well the Council is approaching the challenge of ensuring that its’ ambitions, plans and service
delivery models remain affordable and financially sustainable.
Based on the results of our work, we have assessed the audit as providing ‘reasonable
assurance’.
The Council has continued to report financial performance against the approved 2020-21 budget
to key stakeholders in a timely manner and although considerable uncertainties exist, these have
been clearly communicated to key stakeholders. We are satisfied that the risks, uncertainties
and assumptions underlying the financial projections have been clearly stated and appear
reasonable and soundly based. Actions taken to date in relation to 2020-21 appear reasonable.
The Service is currently awaiting further detailed guidance from the Scottish Government i n
respect of how the proposed financial flexibilities they have offered local authorities can be
applied to manage the 2020-21 deficit arising as a result of the cost of Covid-19.
There remains significant uncertainty over the longer-term impact of Covid-19 on the Council’s
current and future financial sustainability. Whilst the immediate focus is on ensuring a balanced
budget is delivered in 2020-21 and on setting a budget for 2021-22, the Service already has in
place well-established and effective arrangements for preparing longer-term financial plans.
With the significant uncertainties surrounding the UK, Scottish and local economies and the wider
public sector finances as a result of the current pandemic, management will need to continue to
review the current and future financial sustainability of the Council’s wider plans and activities,
and where necessary take appropriate action, to ensure it remains financially resilient. We are
satisfied that senior management are aware of this and of the need to ensure that clear and
appropriate information is regularly reported to key stakeholders and to ensure that elected
members are appropriately engaged with this process.
We have identified a small number of areas where we consider scope for improvement exists
and have made a recommendation that management needs to continue to review key budget
assumptions, to assess the current and future financial sustainability of the Council’s wider plans
and activities, to ensure relevant issues/risks are reported to key stakeholders, and where
necessary take appropriate action, to ensure the Council remains financially resilient.
A satisfactory management response has been received to the audit recommendation contained
within the report.
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Appendix 2
Audit Gradings
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.
Definition of audit assurance and recommendation categories
Confidence based on sufficient evidence that internal controls are in place,
operating effectively and objectives are being achieved.

Assurance

Assurance opinion

Green

Substantial
Assurance

There are minimal or minor control weaknesses that present
low risk to the control environment. The control environment
has substantially operated as intended although some minor
errors have been detected. Very few or no improvements are
needed.

Green-Amber

Reasonable
Assurance

There are some control weaknesses that present a low to
medium risk to the control environment.
The control
environment has mainly operated as intended although errors
have been detected. Some improvements should be made.

Limited
Assurance

There are significant control weaknesses that present
medium to high risk to the control environment. The control
environment has not operated as intended. Significant errors
have been detected. Substantial improvements should be
made.

No
Assurance

There are fundamental control weaknesses that present an
unacceptable level of risk to the control environment. The
control environment has fundamentally broken down and is
open to significant error or abuse. Immediate and major
changes need to be made.

Amber-Red

Red

Organisational impact
Major

The weaknesses identified during the review have left the Council open to
significant risk. If the risk materialises it would have a major impact upon the
organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to
medium risk. If the risk materialises it would have a moderate impact upon the
organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low
risk. If the risk materialises it would have a minor impact upon the organisation
as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve
immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require
immediate management action.
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Appendix 3
Internal Audit Reporting Protocol (extracted from Internal Audit Charter as approved by the
Panel in February 2018; amended to reflect revised job titles since that date)
Internal Audit reporting to the Audit and Scrutiny Panel: key principles
Internal Audit is committed to openness and transparency and the need for timely reporting of
the results of Internal Audit’s work to enable the Audit and Scrutiny Panel (‘the Panel’) to
effectively discharge its role.
Decisions about what and how to report in relation to the results of Internal Audit work will be
made by the Audit and Risk Manager in line with the core principles contained within the PSAIS
including those relating to independence and objectivity. The Audit and Risk Manager will, where
appropriate, seek advice from the Council’s Monitoring Officer and the Chief Executive.
There is a presumption that key findings in relation to all Internal A udit outputs will be reported
to the Panel at the earliest opportunity after reports are finalised.
There is a presumption that full copies of all planned Internal Audit outputs and all unplanned
outputs with significant audit findings will be made publically available and reported to the Panel
at the earliest opportunity after reports are finalised unless there are good reasons not to. This
includes reports relating to investigations and any ad hoc or other unplanned outputs.
Where full copies of Internal Audit reports are not made publically available in line with these
principles, the Audit and Risk Manager will clearly explain the rationale for this to the Panel.
Where this occurs, consideration will also be given to ensuring the maximum possible timely
disclosure subject to the particular circumstances of each case. Options which will be considered
include redacting parts of the audit report where necessary and/or taking individual reports in
private as an excluded agenda item.

Assignments not included in the approved Internal Audit Annual Plan including
investigations and other ad hoc and/or unplanned work
Significant findings in relation to all Internal Audit outputs relating to assignments not included in
the approved Internal Audit Annual Plan issued since the last update will be incorporated into
regular progress reports on Internal Audit matters prepared by the Audit and Risk Manager which
are submitted to each normal business meeting of the Panel unless there are good reasons not
to.
Significant findings are defined as those where reports have identified losses greater than £5000
and/or reports have identified significant weaknesses in internal controls and/or governance
arrangements.
Other reports will be referenced at the discretion of the Audit and Risk Manager dependent on
his assessment of the significance and relevance of the issues raised to the effective discharge
of the Panel’s remit.
Full copies of all such reports with significant findings will normally be made publically available
and reported to the Panel at the next meeting unless the Audit and Risk Manager following
consultation with the Council’s Monitoring Officer determines that there are good reasons not to.
Where full copies of reports are not made available consideration will be given as to how best to
permit timely disclosure to the Panel. Options which will be considered at this stage include
redacting any relevant parts of the audit report where necessary and/or taking individual reports
in private as an excluded agenda item.
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INTERNAL AUDIT REPORT
DIGITAL NL PROGRAMME – REVIEW OF PROGRESS
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Issued to: Executive Director of Enterprise and Communities and Head of Business Solutions
Copied to: Business Strategy Manager, Digital NL Delivery Manager and Chief Executive

Headlines
This audit exercise was a high-level review designed to provide assurance that the Council has adequate, robust
and effective governance arrangements in place in relation to the Digital NL (‘DNL’) programme. This is the third
report in relation to DNL we have issued and follows on from reports in December 2018 and March 2019 which
generally commented positively on the programme’s overall governance arrangements at those times.
As part of the audit we have again undertaken an assessment of the current programme governance arrangements
against corporate expectations and a good practice toolkit prepared from a range of sources including the National
Audit Office, HM Treasury and the Cabinet Office Infrastructure and Projects Authority.
Based on the results of our work, we have assessed the audit as providing ‘reasonable assurance’. Significant
work has been undertaken by Business Solutions since the DNL Full Business Case (FBC) was approved in March
2019 and we were pleased to note that there are generally effective and appropriate governance, project, risk
management and financial monitoring arrangements in place which reflect good practice.
The DNL Programme has, however, been significantly impacted by the current Covid-19 situation, with planned
year 2 service re-design work streams necessarily re-prioritised in light of new and emerging demands on IT
resources arising from the Covid-19 pandemic. The project team have highlighted resource pressures, both in
respect of availability of suitably trained staff and future capital and revenue funding as an ongoing risk which may
have a significant impact on the future sustainability and deliverability of the programme.
As a result, the DNL financial funding model has recently been re-profiled by Business Solutions and Financial
Solutions to reflect the changes in assumptions since the FBC and the re-setting of the year 2 DNL programme
work streams, with further work underway to reflect the digital support per Services Covid-19 recovery plans. A
revised financial model was approved by the DNL Delivery Board on 3 September 2020 and was reported to Policy
and Strategy in October 2020. In addition, a review of the corporate staffing resources is currently underway to
identify suitably experienced officers to take forward the DNL programme.
We have identified a small number of areas where we consider scope for improvement exists and have made some
recommendations for management consideration/action. The issues which we consider management require to
address are detailed at Section 3 of the report and include:
•

Management needs to continue to review the future sustainability and deliverability of the current DNL
programme in light of the impact of Covid-19 and available resources and to ensure that decisions taken in
respect of resources and revised DNL work streams and/or timescales for delivery are realistic and appropriate
and that all relevant key risks and issues are clearly reported to key stakeholders;

•

Clear corporate guidance is needed on the processes for identifying, calculating and monitoring benefits,
including non-financial benefits, and progress in respect of the outcomes and realised benefits from the DNL
programme need to be clearly and regularly reported to key stakeholders; and

•

There is a need to further develop the monitoring and reporting to key stakeholders of performance
measures/measures of success in respect of the DNL programme.

Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0410/2020/001

Date Issued

23/10/20

Jacquie Howden and Paula Hendry
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1. Executive Summary
Objectives
This audit exercise was a high-level review designed to provide assurance that the Council has adequate,
robust and effective governance arrangements in place in relation to the Digital NL (DNL) programme. The
work undertaken reflected on the current status of the project and considered the adequacy and effectiveness
of the management arrangements in place including the extent to which relevant key elements of good project
management, risk management and financial controls are in place. This is the third report in relation to DNL
we have issued and follows on from reports in December 2018 and March 2019 which generally commented
positively on the programme’s overall governance arrangements at those times.
In particular, the audit considered the following:
•

Is it clear what the current stage of the project is intended to deliver? Are short-term scope and milestones
realistic, understood, clearly articulated and capable of being met?

•

Are there effective governance structures that provide periodic updates on progress/status and strong and
effective oversight, challenge and direction? Does this include appropriate consideration of relevant risks
and how key risks are being managed?

•

Has the project established appropriate mechanisms to ensure robust information is being gathered in
respect of actual outcomes and benefits: and

•

Are there appropriate financial controls and budget monitoring in place to ensure expenditure is in line with
approved budgets and is subject to periodic review?
Work undertaken during this audit included an assessment of the current programme governance arrangements
against corporate expectations and a good practice toolkit prepared from a range of sources including the
National Audit Office, HM Treasury and the Cabinet Office Infrastructure and Projects Authority. The work
involved gathering evidence of relevant key processes and procedures and interviewing key project staff
(including representatives from the project board and the PMO). Use was also made, where appropriate, of
information gathered during the previous audit exercises on this subject.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

1

2

2

Key areas requiring management action (Red)
The following key area requiring urgent management action has been identified:
•

Management needs to continue to review the future sustainability and deliverability of the current DNL
programme in light of the impact of Covid-19 and available resources and to ensure that decisions taken in
respect of resources and revised DNL work streams and/or timescales for delivery are realistic and
appropriate and that all relevant key risks and issues are clearly reported to key stakeholders.

Good practice identified
We noted the following areas of good practice during the audit:
•

The digital vision and ambition of the DNL programme is fully aligned with the Council’s strategic Plan for
North Lanarkshire and the associated programme of work;

•

The aims and objectives of the DNL programme were clearly set out in the approved Full Business Case
(FBC) together with the expected savings and benefits and clear milestones and timescales for delivering
the programme. Regular reporting of progress against these timescales and milestones to key
stakeholders is currently in place for both the overall programme and the individual work streams;
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Good practice identified (continued)
We noted the following areas of good practice during the audit:
•

An appropriate and effective governance structure has been put in place covering the strategic,
management and operational levels of the programme activity. The governance arrangements have
recently been updated to reflect the revised scope of the various boards/groups as a result of Covid-19
and amended terms of reference have generally been drafted. The governance arrangements provide a
structure which has appropriate senior management representation to allow for effective decision making
at each level and a formal reporting structure to ensure that regular/periodic progress reports are presented
to key stakeholders;

•

There are formal risk management arrangements in place which have been developed in accordance with
the Council’s corporate methodology and which allow for the identification/prioritisation and monitoring of
risks to be undertaken on a regular basis. The RAIDE log has been developed in conjunction with the
Corporate Risk Management team and contains all expected key risks identified in relation to the delivery
of the DNL programme. In addition there is a formal process in place for escalating risks to the DNL
Delivery Board and SRO as required;

•

A formal Benefits Realisation Management approach has been developed and approved which clearly
sets out the methodology for identifying and managing both financial and non-financial benefits from the
DNL; and

•

The costs incurred on the DNL programme are monitored via a Financial Tracker which includes all key
costs in respect of staffing, fees in respect of the Council’s Digital Business Partner and the Systems
Integrator and all related technology costs. Financial monitoring reports are prepared and reported to the
DNL Delivery Board and Senior Responsible Officer (SRO) every 4 weeks.

Other areas for improvement (Amber)
Some other areas for improvement were identified as follows:
•

Clear corporate guidance is needed on the processes for identifying, calculating and monitoring benefits,
including non-financial benefits, and progress in respect of the outcomes and realised benefits from the
DNL programme need to be clearly and regularly reported to key stakeholders; and

•

There is a need to further develop the monitoring and reporting to key stakeholders of performance
measures/measures of success in respect of the DNL programme.
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Digital NL programme – review of progress

3. Action Plan
Ref
1

0410/2020/001

Finding
Management needs to continue to review the future sustainability and deliverability of the current DNL programme in light of the impact of Covid19 and available resources and to ensure that decisions taken in respect of resources and revised DNL work streams and/or timescales for delivery
are realistic and appropriate and that all relevant key risks and issues are clearly reported to key stakeholders.
Covid-19 has had a significant impact on the DNL programme to date, with the year 2 work streams already re-prioritised to reflect the additional demands on the council’s
resources. The financial funding model, which was created to manage the funding streams for the DNL programme, has recently been reviewed by Business Solutions, in
conjunction with Financial Solutions, to reflect the changes in assumptions since the approval of the FBC and the re-settling of the year 2 workstreams including those changes
necessary as a result of Service recovery plans. We noted that the projections are now for a four year programme rather than the original five years to reflect the current
contracted period of the Systems Integrator (SI). The re-profiled financial model was approved by the DNL Delivery Board on 3 September 2020.
There is also a significant staffing resource requirement to deliver on the Digital Workplace strand of the DNL programme and we understand that a review is currently underway
in conjunction with the Enterprise Architect Governance Group (EAGG) and Technical Design Authority (TDA) to identify suitably experienced council staff who could progress
the programme. The result of this review is expected to be reported to the DNL Delivery Board in October 2020.
We reviewed the current status and arrangements for delivering the DNL programme and noted a number of areas in respect of the available funding and staffing resources
which we consider require further management consideration as part of any revised programme delivery approach as follows:
•

Financial Solutions has highlighted that the re-profiled financial model shows an analytical shortfall of £2.121m in capital and £0.087m in revenue funding requirements
(excluding recurring costs) against the original investment requirement of £28.8m in the approved FBC. In addition, the FBC had indicated recurring revenue costs of
£1.826m without a defined budgetary provision. The re-profiled model now estimates £2.896m recurring costs;

•

Financial Solutions has also highlighted that capital items pertaining to the financial year 2021/22 and 2022/23 have not yet been approved by the SCDG and will therefore
require to form part of future bids in line with the requirement of the new Composite Capital Programme on 1 April 2021;

•

Business Solutions acknowledges that a number of other considerations, uncertainties and unknown costs still remain within the DNL programme following the re-profiling.
A number of financial risks associated with the programme have been prepared by Financial Solutions but, at the time of writing, require to be reviewed by the Business
Solutions Management Team and have therefore not as yet been reported to the DNL Delivery Board for consideration;

•

The overall DNL programme status is currently ‘Amber’ indicating that there is some slippage on the progress of the overall programme and/or individual work streams. As
at May 2020, only 50% of the year 1 planned work streams had been completed, with a further 20% classed as ongoing and 30% either moved to year 2 and/or no longer
required. We understand that that this was as a result of various factors, including the SI not coming on board until October 2019 and the re-scheduling of planned
workstreams undertaken by Business Solutions as a result of a greater understanding of what was to be achieved from the programme; and

•

Some of the key DNL programme management team are currently seconded to individual DNL projects, leaving the core DNL management team potentially under-resourced.

Implication
Without the appropriate level of funding
and/or skilled staffing resources, the
Council may not be in a position to
deliver the planned DNL programme
without significant reduction in its scope
and objective and/or extensions to the
expected timescales.
Without full, clear and timely information,
key stakeholders may not be able to
make informed decisions about the
future direction of the DNL programme.

Recommendation
Business Solutions management requires to continue to:
•

review the revised scope and objectives of the DNL
programme and consider whether, given the resources
available, the DNL programme continues to be sustainable
and deliverable at its current level and/or whether revised
timescales for delivering the programme remain realistic;

•

ensure that the impact of all key issues, including identified
financial risks and any key assumptions/uncertainties, are
fully and clearly reported to key stakeholders on a regular and
timely basis to inform relevant decision making processes.

Priority
Red

Management response

Implementation
Month/Year

Agree
Linda Johnston, Business Strategy
Manager

Ongoing
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3. Action Plan (continued)
Ref
2

Digital NL programme – review of progress

0410/2020/001

Finding
Clear corporate guidance is needed on the processes for identifying, calculating and monitoring benefits, including non-financial benefits, and
progress in respect of the outcomes and realised benefits from the DNL programme need to be clearly and regularly reported to key stakeholders.
In March 2019, Policy and Strategy Committee approved the DNL Full Business Case (FBC), which predicted financial savings of approximately £20m and 668 FTE savings
for the Council over a five year period (2019-20 to 2023-24), with break-even expected to be achieved by year 4 and based on an indicative 5 year investment totalling £28.8m.
The council recognises that the potential FTE savings have, for a variety of reasons, moved since the FBC in March 2019 and work has recently been undertaken to re-baseline
the FTE savings as a result of previous budget decisions and service restructures in order to quantify benefits arising directly from the DNL programme. Work is currently
ongoing by Business Solutions in conjunction with services to re-visit benefits to link to the recovery plan and to agree benefits with Heads of Service. To date, the service
sprint for Waste Solutions has identified deliverable benefits of 20.5 FTE with a further 12.4 FTE identified for Housing and Revenues and Benefits as a result of the RPA work
programme.
A formal Benefits Realisation Management approach has been developed by Business Solutions which categorises benefits as financial (i.e. FTE savings) and ‘non-financial
(i.e. processes, people and customers) and clearly sets out the methodology for identifying and managing these benefits. Benefits are to be reported to the Projects Board
every four weeks. This approach was approved by the DNL Delivery Board in February 2020. As part of this approach a Benefits Tracker has recently been developed which
monitors the current costs/FTE and any expected savings as a result of service restructures, budget savings and individual DNL programmes. The baseline figures are reprofiled at the start of each sprint and are monitored by the individual services by the designated Benefits Owner and their Head of Service.
In addition, there is a Community Benefits framework in place to monitor the community benefits delivered by the Council’s digital business partner (PwC) and Systems
Integrator (Agilisys) as part of their contractual arrangements.
The format of the bi-monthly Highlight reports for the SRO and DNL Delivery Board was recently amended to allow for clearer reporting on costs and benefits realisation to key
stakeholders. We noted, however, that the revised reports do not clearly set out the extent to which the programme is performing in respect of identified cost and FTE savings
against the original FBC targets and/or re-profiled costs/benefits. In addition, there has as yet been no detailed reporting within the Highlight reports to the SRO/Delivery Board
on the level of non-financial or community benefits achieved to date against expected targets/milestones.

Implication
Without
clear
and
appropriate
instruction, services may not be able to
identify and calculate expected benefits
and savings in accordance with
expected procedures.
Benefits being tracked may not directly
relate to DNL programme activity.
Without clear and timely reporting of
performance in respect of realised
benefits and savings, key stakeholders
may not be able to determine whether
the programme is achieving its targets
and may not be able to take timely action
to address any identified areas of
underperformance.

Recommendation
Business Solutions should ensure that:
• Services are given clear instructions on the expected process
for identifying, calculating and monitoring expected benefits
(both financial and non-financial) and savings (in accordance
with the approved benefits realisation methodology);
• benefits linked to the recovery plan are identified and agreed
with the relevant Heads of Services as soon as possible; and
• the Highlight reports provided to the SRO and DNL Delivery
Board are amended to better report progress in respect of
cost savings and realised benefits (both financial and nonfinancial) per the Benefits Tracker against the original and reprofiled targets for each key stage/milestone of the
programme and the level of community benefits being
provided by the Council’s digital Business partner and
Systems Integrator against expected targets as part of their
contractual arrangements.

Priority
Amber

Management response

Implementation
Month/Year

Agree
Linda Johnston, Business Strategy
Manager
In line with the audit recommendations
following completion of the re-baselining
exercise in conjunction with Financial
Solutions work will commence on the
non-financial savings in accordance
with the approved methodology.
The Benefits Approach will be widely
circulated in line with the release map
and recovery planning arrangements.
The Highlight report will be amended as
per the recommendations.

March 2021

November 2020
onwards
January 2021
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3. Action Plan (continued)
Ref
3

Digital NL programme – review of progress

0410/2020/001

Finding
There is a need to further develop the monitoring and reporting to key stakeholders of performance measures/measures of success in respect of
the DNL programme.
In a report to the Policy and Strategy Committee in March 2019, the success of the DNL programme was defined as ‘being evidenced through technology being efficiently and
effectively deployed to support service delivery models and solutions which are designed to meet the needs of businesses and communities’.
Some general performance measures in respect of the DNL programme have been developed as part of the strategic performance management framework in line with the
ambitions contained in the Plan for North Lanarkshire. In addition, success of the programme and individual work streams is built into stage 1 of the recently approved Benefits
realisation methodology, through services gaining a clear understanding of why the change programme is required. At present, however, we noted that there are no specific
performance measures in place to effectively measure success in respect of the impact of the DNL programme on the people and/or communities of North Lanarkshire. We
acknowledge that programme management is already aware of this and that it is the intention that these performance measures will be identified as the DNL programme of
work evolves.
In addition, however, we noted that whilst Highlight reports to the SRO and/or DNL Delivery Board provide regular updates on the progress/status of each individual work
stream and overall DNL programme, there is no regular reporting of performance/success against expected outcomes, key milestones and/or timescales to assess the ‘success’
of the programme and/or individual work streams against expected targets. This issue was also raised by Internal Audit in our previous report dated March 2019. Although we
recognise that the events of the last six months in particular, have significantly impacted upon the ability of Business Solutions to address this issue, we consider that it needs
to be addressed as the programme becomes ‘more fixed’.

Implication
Without
clear
and
appropriate
performance measures, management
may not be able to effectively assess the
‘success’ of the DNL programme.
The Council may fail to effectively monitor
performance in respect of the Digital NL
programme and/or progress against
expected benefits and planned outcomes.

Recommendation
Business Solutions management should:
• continue
to
identify
suitable
performance
measures/measures of success as the DNL
programme evolves; and
• ensure that arrangements are put in place to allow
effective, regular and timely monitoring and reporting
of performance to key stakeholders in relation to the
Digital NL programme and associated projects and
work packages against these performance measures.

Priority
Amber

Management response

Implementation
Month/Year

Agree
Linda Johnston Business Strategy Manager
Business Solutions has recently developed a
small number of baseline indicators which will
be built upon. The first report is due to the
Transformation & Digitisation Committee in
November 2020.

November 2020
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3. Action Plan (continued)
Ref
4

Digital NL programme – review of progress

0410/2020/001

Finding
The recent revisions to the DNL programme governance arrangements should be finalised as soon as possible.
We reviewed the governance arrangements for the DNL programme and were pleased to note that the arrangements generally appeared appropriate and effective at strategic,
management and operational levels for the programme activity and generally reflected good practice, with clear reporting and decision-making arrangements at each level.
We noted that the governance arrangements were reviewed in February 2020 to reflect the revised remit of the various groups and that a revised reporting structure had been
developed which included the creation of a new DNL Delivery Board, DNL Projects Board and an Operational Design Authority (ODA) to work alongside the Enterprise Architect
Governance Group (EAGG) and Technical Design Authority (TDA). Whilst revised terms of reference had been prepared for the ODA, EAGG and TDA, we noted that the
terms of reference for the DNL Delivery Board and Projects Board still required to be reviewed and finalised.
In addition, the roles and responsibilities of staff undertaking key roles had been reviewed with the creation of the DNL Delivery Manager role. The remit for this role and the
revised terms of reference above had not, at the time of the audit, been reflected within the governance documents held for the DNL programme.
We understand that the DNL Programme Manager has been tasked with reviewing/updating the governance documents with an expected timescale for completion of early
Autumn 2020.

Implication

Recommendation

Priority

Without clear terms of reference
and/or remits, members of the new
group and programme management
team may not be fully aware of their
roles and responsibilities in respect of
the DNL Programme delivery.

Business Solutions management should ensure that the
governance document is fully updated to reflect the revised
governance structure and terms of reference for each of the
various groups and programme management team roles as
soon as possible.

Green

Management response

Implementation
Month/Year

Agree
Linda Johnston, Business Strategy Manager
A review of the programme governance is
underway and will be reported to the Delivery
Board in October 2020.

October 2020
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3. Action Plan (continued)
Ref
5

Digital NL programme – review of progress

0410/2020/001

Finding
The business continuity and disaster recovery planning arrangements in respect of the DNL programme require to be further developed.
We reviewed the business continuity and disaster recovery arrangements in place for the DNL programme and noted that whilst a recent review had been undertaken in respect
of the arrangements for Business Solutions as a whole, only limited consideration had been given to the disaster recovery (DR) and business continuity (BC) arrangements for
the DNL programme itself.
The DR process review for all council services is currently underway but requires to be further developed and refined to ensure appropriate prioritisation/categorisation of all
systems/processes and the most appropriate DRP for each service. There is no specific DRP in place for DNL but an initial draft document has been developed setting out the
DR process for all Azure (cloud based) systems which forms a key part of the DNL programme. From discussions with the Information Risk Manager, however, we understand
that DRP requires to be further developed within each strand/work stream of the DNL programme.

Implication

Recommendation

Priority

Without formal business continuity
and disaster recovery arrangements
in place, management may not be
able to take timely and appropriate
action should an event occur.

Business Solutions management should consider further
developing the disaster recovery and business continuity
plans within individual work stream to ensure that there
are clear processes and roles and responsibilities for
dealing with any events which may occur.

Green

Management response

Implementation
Month/Year

Agree
Katrina Hassell, Head of Business Solutions
Disaster Recovery Plans for the new digital
platform and systems are currently being
developed prior to go live in November 2020. A
report on disaster recovery and business
continuity will be submitted to the Transformation
& Digitisation Committee in November 2020.

November 2020
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with the
definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT
HOUSING INVESTMENT PROGRAMME
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1: Audit grading
Issued to: Executive Director of Enterprise and Communities, Head of Housing Property and Projects
(points 1(1) and 3), Head of Business Solutions (point 1(2)) and Head of Asset and Procurement Solutions
(points 1(3) and 2)
Copied to: Chief Executive, Contract Strategy Manager, Investment Manager and Procurement and Support
Manager

Headlines
The purpose of this review was to provide independent assurance on whether the Council has adequate and
effective procurement, contract management and performance monitoring arrangements in place in relation
to the Housing Investment Programme.
The Housing Investment Programme involves the delivery of a £50 million per annum housing capital
programme, including renewal and replacement of heating systems, kitchens, bathrooms, windows, doors,
and external roof and rendering packages and forms part of the Council’s programme of work designed to
deliver its corporate ambitions as set out in the strategic-level Plan for North Lanarkshire.
Our review involved detailed assessment of a sample of contracts against the Council’s Contract Standing
Orders to ensure that tendering processes were robust and in line with expectations; review of invoices and
payment certificates to confirm that these had been properly authorised and that appropriate checks had
been undertaken by the Service to ensure that the charges claimed were in line with progress and agreed
contract prices; and assessment of the Service’s wider contract management arrangements for a sample of
Housing Investment Programme contracts considering compliance with the Council’s Contract and Supplier
Management guidance and against good practice guidance on contract management.
Based on the results of the work, we have categorised the audit as offering ‘reasonable assurance’ meaning
that we are generally satisfied that the control environment in respect of the procurement, payment of
invoices, contract management, performance monitoring and reporting arrangements for the Housing
Investment Programme appears generally adequate and is mainly operating as intended.
In particular we are satisfied that effective controls are in place to ensure that all goods and services have
been procured using appropriate and robust procurement processes and that payments are properly
authorised, in line with agreed contracts and made for goods and services which have been properly
ordered/received. We are also generally content that robust contract management arrangements are in
place to enable management to monitor and assess progress and to identify any issues arising.
We have identified a small number of areas where we consider management action is required and these
are detailed in section 3 of this report. These include:
•
there is scope for improvement in aspects of compliance with the Contract and Supplier Management
guidance and in the guidance itself relating to some processes and supporting documentation; and
•
there is a need to review expected practice for evidencing who has prepared or a uthorised key
procurement and tender evaluation documentation.
Internal Audit Opinion
Organisational impact
Report status
Audit Team

(see definition at Appendix 1)

Reasonable assurance (Green/Amber)
Minor

(see definition at Appendix 1)

FINAL

Audit ref

0620/2020/001

Date Issued

09/10/20

Lesley Armstrong, Paula Hendry and Hugh Shevlin
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1. Executive Summary
Objectives
The purpose of this review was to provide assurance that the Council has adequate and effective
procurement, contract management and performance monitoring arrangements in place in relation to the
Housing Investment Programme with consideration being given to the following objectives:
•

Whether all goods and services have been procured using appropriate and robust procurement
processes;

•

Whether all payments are properly authorised, in line with agreed contracts and made for goods and
services which have been properly ordered/received; and

•

Whether robust contract management arrangements are in place regarding financial and non-financial
performance and whether effective monitoring and reporting of the implementation of the Housing
Investment Programme is undertaken to enable stakeholders to regularly monitor and assess progress
and to identify any issues arising.
In respect of procurement, a sample of four large contracts from the Housing Investment Programme were
selected and assessed against the Council’s Contract Standing Orders (CSOs) to ensure that the tendering
processes followed were robust and in line with corporate expectations. The contracts reviewed were as
follows:
• MTC for Gas, Electric and Renewable Heating 2018-2021;
• Lead Water Mains Replacement MTC 2018-2023;
• MTC Controlled Door Entry Systems and Associated Works 2019-2021; and
• MTC Replacement of Windows and Doors 2020-2025.
Additionally, a sample of 12 invoices and payment certificates, relating to contracts awarded under the
Housing Investment Programme, were reviewed to confirm that they had been properly authorised and that
checks had been undertaken by the Service to confirm that the charges claimed were in line with progress
and agreed contract prices.
The review also involved assessing the Service’s contract management arrangements, for a sample of three
Housing Investment Programme contracts, against the Council’s Contract and Supplier Management
guidance and good practice guidance issued by the National Audit Office (NAO).
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

2

1

Key areas requiring management action (Red)
No areas requiring urgent management action have been identified.

Good practice identified
We noted the following areas of good practice during the audit:
•

The Council has in place Contract Standing Orders which set out the ‘rules’ for any arrangements made
by, or on behalf of, the Council relating to supplies, the provision of services and the execution of works.
The Service’s Contract Strategy Team has in place appropriate processes for conducting tender
exercises to ensure compliance with the CSOs and these are generally operating as expected.

•

Each stage of the tender evaluation process was supported by appropriate documentation which clearly
supported the winning tenderer.

•

Each financial period, contractors submit an invoice, together with a spreadsheet which details the work
completed to date and resultant valuation. Prior to passing an invoice for authorisation, the Quantity
Surveyor checks the valuation spreadsheet to ensure that it properly reflects the work undertaken to
date and produces a payment certificate. Where any discrepancies arise, contractors are requested
to submit an adjusted invoice which matches the value on the payment certificate.
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Good practice identified (continued)
•

The Council produced and implemented Contract and Supplier Management guidance for monitoring
the performance of contracts and suppliers in October 2018. Contract documentation sufficiently
referred to Contract Supplier Management.

•

The Investment Team has adequate processes in place, and documentary evidence to support, the
monitoring of contractor’s performance. All contracts are allocated a sufficiently experienced contract
owner/project manager; pre-meetings are held with the contractor promptly after the contract award
and progress meetings are held every four weeks; a risk register and communication matrix is produced
for each contract; there are adequate arrangements in place to monitor contractor performance and
customer satisfaction; and there is clear communication with affected tenants.

•

The Contract Support Manager undertakes budget monitoring every financial period and discusses any
issues arising with the Investment Manager and Finance Manager, identifying and implementing any
action required.

•

An HRA Capital Monitoring report is submitted to the Investment Steering Group and Committee to
ensure that senior management and elected members are aware of progress and to highlight any issues
arising and action required/taken.

•

The Contract Strategy Team maintains a Contracts Register spreadsheet to monitor spend against
contract value and contract end dates to easily identify any contracts approaching their limit or expiry
date to take appropriate action at an early stage. This is discussed at the Service’s Investment Strategy
Group and with Service management.

Other areas for improvement (Amber)
A small number of other areas for improvement were also identified:
•

There is scope for improvement in aspects of compliance with the Contract and Supplier Management
guidance and in the guidance itself relating to some processes and supporting documentation; and

•

There is a need to review expected practice for evidencing who has prepared or authorised key
procurement and tender evaluation documentation.
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3. Action Plan
Ref
1

Housing Investment Programme

0620/2020/001

Finding
There is scope for improvement in aspects of compliance with the Contract and Supplier Management guidance and in the guidance itself relating
to some processes and supporting documentation.
In October 2018, the Council issued and implemented Contract and Supplier Management guidance for monitoring the performance of contracts and suppliers. Page 7 of this
guidance sets out priority areas to achieve a consistent, standardised approach to contract and supplier management. This includes a requirement to undertake supplier health
checks throughout the lifetime of contracts to ensure that key expected standards/requirements are maintained, e.g. financial status, insurances, CIS registration and criminal
conviction checks. The guidance advises that a health check should be carried out at least annually with all supporting documentation retained in the relevant contract file.
Whilst the Service indicated that if, at any time throughout the duration of a contract, the Project Manager had any concerns about the contractor, additional checks would be
undertaken, our review identified that formal, regular and documented supplier health checks are not being routinely undertaken for contractors throughout the duration of
contracts.
Our review also identified a small number of other areas for improvement in relevant guidance which would improve the robustness and consistent application of relevant
processes, as follows:
• the Contract and Supplier Management guidance could provide a firmer explanation as to the purpose of the Contract Implementation Plan, together with clearer information
on the expected content of the Plan; and
• some of the contract management and project management documentation (e.g. risk register and contract management plan) does not require the title of the contract to be
recorded and/or require version control to clearly indicate when documents were prepared and/or last updated.

Implication

Recommendation

Priority

If regular supplier health
checks
are
not
undertaken
and
evidenced,
relevant
issues in relation to the
supplier may not be
identified at an early
stage which could lead to
issues with their ability to
fulfil the contract at a later
date.
If
guidance
is
not
sufficiently
detailed,
officers may not apply it in
a consistent manner
which could lead to
inadequate
processes
and documentation.

(1) Head of Housing Property and Projects should
ensure that, regular supplier health checks, in line
with the Contract and Supplier Management
guidance, are undertaken and adequate supporting
documentation is retained to demonstrate this
process.
(2) Head of Asset and Procurement Solutions should
review and amend as appropriate:

Amber

• the Contract and Supplier Management guidance
in relation to the Contract Implementation Plan to
ensure that it provides clearer information on the
purpose and completion of the Plan; and
• the contract management documentation to
ensure that it requires the title of the project to be
recorded and includes version control to clearly
detail when it was prepared and last updated.
(3) Head of Business Solutions should review and
amend the project management documentation to
ensure that it requires the title of the project to be
recorded and includes version control to clearly
detail when it was prepared and last updated.
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Management response

Implementation
Month/Year

(1) Agree
Kenny Fraser, Contract Strategy Manager and Cameron
Barr, Investment Manager
Housing Property and Projects acknowledge the
comments/action and will endeavour to carry out these
functions from October 2020 on a continual basis, and will
incorporate this information in the contract monitoring
documents to ensure compliance on an annual basis.
(2) Agree
Kevin Jeffrey, Category Manager
A review of the current approach to Contract and Supplier
Management is included in the current Procurement
Improvement Plan, and the recommendation will be
incorporated into the wider review.
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(3) Agree
Linda Johnston, Business Strategy Manager

October 2020

March 2021

September 2021

A review of project management documentation will be
undertaken and a number of changes have already been
identified. This has been delayed due to reallocating
resources to lead recovery related work.

4

3. Action Plan (continued)
Ref
2

Housing Investment Programme

0620/2020/001

Finding
There is a need to review expected practice for evidencing who has prepared or authorised key procurement and tender evaluation documentation.
Previously, documentation relating to the procurement and tender evaluation process was printed, signed by the various responsible officers and scanned onto the Council’s IT
network to confirm responsibility, ownership and authenticity of the information contained within. However, as a result of the Covid-19 pandemic and the plans to rationalise the
Council’s operational buildings, it is expected that there will be an increase in remote/home working in the longer term and it will become increasingly difficult to obtain physical
signatures on relevant documentation. Consideration will therefore need to be given as to how this process should be undertaken going forward.
Our testing identified that across all contracts reviewed, there was a number of documents which had not been appropriately signed by the person completing them, a number of
which were type-signed. Whilst in some instances this may be sufficient (e.g. individual evaluator scoresheets), we consider that there are key documents (e.g. consolidated
scoresheet) that require a clear, unambiguous and robust process to demonstrate ownership and authenticity and to support the transparency of decision making processes.

Implication

Recommendation

Priority

Management response

Without
appropriately
signed
documentation
to
support
the
procurement and tender evaluation
process, the Council may not be able
to
adequately
demonstrate
appropriate
robustness
and
transparency in its decision making
processes.

Head of Asset and Procurement Solutions should, given
recent and expected future developments in working
arrangements, review the current practice/expectations for
‘signing’
procurement
and
tender
evaluation
documentation with particular consideration being given to
where it is essential for the authenticity of officers preparing
and/or authorising documentation to be demonstrated and
how this should be evidenced in future. Any revised
expectations should be reflected in relevant guidance and
promptly communicated to all relevant staff.

Amber

Agree
Kevin Jeffrey, Category Manager
The move to remote working has presented
some issues with obtaining signatures on
procurement documentation which previously
would include a ‘wet signature’. Therefore, the
Head of Asset and Procurement Solutions will
review current practices to determine which
procurement documentation requires
a
signature, and where a wet signature cannot be
obtained, ensure sufficient guidance is
provided to ensure the authenticity of officers
preparing and/or authorising documentation is
demonstrated. Colleagues in Audit will be
consulted on the content of a Procurement
Advisory prior to issue in order to ensure it
adequately captures the recommendations
made in this report.
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Implementation
Month/Year

November 2020
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3. Action Plan (continued)
Ref
3

Housing Investment Programme

0620/2020/001

Finding
Although the tender process reviewed was generally compliant with the Council’s Contract Standing Orders (CSO’s), a small number of minor
discrepancies and/or areas for improvement were identified.
Generally, the tender processes undertaken for each of the contracts reviewed were appropriate and supported by adequate documentation, however, we identified a number
of issues as follows:
• CSO 4.11.2 (iv) states that ‘where the appropriate Chief Officer has decided to divide the contract into lots, the Contract Notice or invitation to confirm interest must indicate
whether the Council reserves the right to award the contract by combining several or all lots and if so, the lots or groups that may be combined’. None of the contracts
reviewed contained this statement in the Contract Notice or Invitation to Tender;
• The Tender Evaluation Plan provided by the Service for one contract was not fully completed in line with the template and only related to the tender award process. It did
not indicate that the tender would be awarded based on the most economically advantageous tender, did not state the price/quality ratio and did not detail the selection stage
criteria and evaluation methodology;
• There were some inconsistencies between the Contract Notice, ITT and Tender Evaluation Plan for two contracts in relation to financial requirements and scoring
methodology. Whilst the information contained in the Contract Notice and ITT was in line with that use to evaluate the tenders, it is considered that all three documents
should contain a consistent approach;
• For two of the contracts reviewed, the Conflict of Interest and Confidentiality Statement held on file for one evaluator were not physically signed;
• The consolidated ESPD evaluation scoresheet was not completed for one contract;
• The ESPD evaluation for one contract identified that further documentation to support the tender submission for two of the winning contractors was required. Whilst
appropriate and sufficient documentation was received, there was no evidence to clearly indicate that this had been obtained and was considered satisfactory (e.g. file note
and/or updated ESPD evaluation);
• Various documents are prepared throughout the tender process, including the Procurement Engagement Form, Sourcing Methodology, Tender Evaluation Plan and Tender
Outcome Report. These documents detail the officers allocated various roles and responsibilities throughout the tender process, however, we noted that across the various
documents, different officers were allocated to and/or undertaking the same role. We consider that in order to maintain consistency and effectively discharge responsibility
these roles should be carried out by the same officer throughout the tendering process and any changes clearly documented together with a reason for the change; and
• We identified two invoices where the payment certificates were not signed by an appropriate officer to confirm that the valuation had been checked and agreed by the
Quantity Surveyor.

Implication

Recommendation

Priority

The Council’s arrangements may not
reflect good practice and could be
open to challenge from contractors
and/or other stakeholders.

Head of Housing Property and Projects should, in
relation to the areas identified in the finding above,
remind staff of the importance of following expected
practice regarding roles and responsibilities and
completion of relevant documentation relating to all
aspects of the tender process.

Green
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Management response
Agree
Emma Leaker, Contract Support Manager

Implementation
Month/Year

April 2021

Contract Support are working through templates,
guidance documents and processes to ensure that
all processes are streamlined within the team. To
date, an Action Plan has been created and a page
on Connect has been set up for all templates for
the team to access and use for future tenders. The
templates will be uploaded when they become
available. A dedicated resource has been allocated
to this.

6

Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber-Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives in
the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Green

Green-Amber

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If
the risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT
RISK MANAGEMENT
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Issued to: Chief Executive and Audit and Risk Manager
Copied to: Corporate Risk Manager

Headlines
The audit was a high level review designed to provide assurance that the Council has robust and effective risk
management arrangements. The review was based on an assessment of the corporate and service level
arrangements against good practice as identified by Audit Scotland in their ‘Best value toolkit: Risk management’.
The audit set out to consider whether there is a systematic approach to identify and prioritise risks and match them
with appropriate responses, whether risks and the action taken to mitigate them are regularly monitored, and
whether risk management contributes towards the achievement of corporate objectives.
The Council operates in a complex environment and faces multiple challenges in delivering against its priorities.
Effective risk management arrangements are therefore essential and form a key part of good corporate
governance. The previous audit of Risk Management, undertaken in 2018, noted that work was on-going to embed
risk management processes across the organisation. Since then, work undertaken by the risk network has
contributed to the further development of risk management including the introduction of Figtree (the Council’s risk
management information system), incorporation of risk management within the Council’s project management
arrangements, and setting of key objectives and planned actions to further embed risk management across the
organisation.
Overall, we have categorised the audit as offering ‘reasonable assurance’ meaning that we consider that there has
continued to be improvement in the Council’s risk management arrangements since our last review, but there is
still much to be done to reach a more mature state of embeddedness. We have identified a number of areas where
we consider management action is required and these are detailed in section 3 of this report. These include:
•

all Service risk registers need to be completed and input to Figtree, ensuring that each identified risk is fully
populated with the details required as per the risk register template and in accordance with the Risk
Management Strategy;
• the vacant role of Risk Champion for the Chief Executive’s area needs to be filled as a matter of urgency;
• there is a need to finalise the corporate risk register for the outstanding risks not yet ‘live’ and to further develop
the monitoring, review and challenge of these risks by CMT; and
• there is a high incidence of individual risks on Service registers not being reviewed by risk owners within the
expected timeframe set by the Risk Management Strategy and there is a need to review and improve the
monitoring and reporting of risk to Service Management Teams and Elected Members.
The audit work underpinning this report was predominantly undertaken prior to the Covid-19 pandemic, and the
unprecedented demands and challenges faced by Council services as a consequence of the pandemic have tested
the Council’s risk management arrangements. A recovery group has now been established, of which the Audit
and Risk Manager is a member to ensure that there is appropriate consideration of risk in the recovery process.
However, we consider that the Council should continue to monitor the lessons learned from the risk management
experience during this pandemic to ensure that any lessons are used, as appropriate, to influence future risk
management arrangements.
Internal Audit Opinion (see definition at Appendix 1)

Reasonable Assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0900/2020/009

Date Issued

24/09/2020

Elaine MacDonald and Paula Hendry
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1. Executive Summary
Objectives
The purpose of this review was to provide assurance that the Council has robust and effective risk management
arrangements, with consideration being given to the following objectives:
•

whether there is there a systematic approach to identify and prioritise risks (corporate and service level) and
match them with appropriate responses;

•

whether risks, and the action taken to mitigate them, are regularly monitored; and

• whether risk management contributes towards the achievement of corporate objectives.
The audit was not intended to provide assurance on the adequacy or otherwise of the identification of
management’s responses to specific individual risks.
The audit work underpinning this report was predominantly undertaken prior to the Covid-19 pandemic, and the
unprecedented demands and challenges faced by Council services as a consequence of the pandemic have tested
the Council’s risk management arrangements.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The Internal
Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

2

2

1

Key areas requiring management action (Red)
The following key areas requiring urgent management action have been identified:
•
•

All Service risk registers need to be completed and input to Figtree, ensuring that each identified risk is fully
populated with the details required as per the risk register template and in accordance with the Risk
Management Strategy; and
The vacant role of Risk Champion for the Chief Executive’s area needs to be filled as a matter of urgency.

Good practice identified
We noted the following areas of good practice during the audit:
•

Risk management is managed across the Council by various personnel including the Corporate Risk
Management Team, dedicated Service Risk Champions and Facilitators, and the Risk Management Corporate
Working Group (RMCWG);

•

The Council has a new Risk Management Strategy 2020-2022 which was approved by the Policy and Strategy
committee in March 2020. It sets out clear roles and responsibilities in risk management and provides detailed
information and practical guidance for staff on the risk management process, risk registers, and risk reporting
and review;

•

CMT have agreed a set of key priorities for risk management activity in 2020. These include key objectives
and planned actions intended to further embed risk management across the organisation;

•

The Council has a risk management information system (Figtree) which ensures a systematic approach to
identifying and evaluating risk and managing the risk monitoring and review process; and

•

A corporate risk register has been prepared which contains the most critical risks affecting the Council and its
priorities, and these are subject to regular review and scrutiny.

Other areas for improvement (Amber)
A number of other areas for improvement were also identified:
•
There is a need to finalise the corporate risk register for the outstanding risks not yet ‘live’ and to further develop
the monitoring, review and challenge of these risks by CMT; and
•
There is a high incidence of individual risks on Service registers not being reviewed by risk owners within the
expected timeframe set by the Risk Management Strategy and there is a need to review and improve the
monitoring and reporting of risk to Service Management Teams and Elected Members.
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3. Action Plan
Ref
1

Risk Management

0900/2020/009

Finding
All Service risk registers need to be completed and input to Figtree, ensuring that each identified risk is fully populated with the details required as per the
risk register template and in accordance with the Risk Management Strategy.
Risk registers form a core element of the Council’s risk management processes at both corporate and Service level. The Council has developed a systematic approach to risk management
in the form of a template risk register and supporting guidance and the requirement to record risk registers on Figtree.
Review of Figtree and discussion with designated Risk Champions identified that Services are at different stages in developing their risk management arrangements. We noted that
Enterprise and Communities and Chief Executive’s have significantly progressed their risk registers and updated Figtree accordingly, however, Education and Families and Adult Health
and Social Care have less advanced arrangements and work to develop their risk registers remains ongoing.
A review of a sample of risks on Figtree, across a variety of Service areas, identified scope for improvement in the quality of risks documented. In particular, we noted that:
• risk descriptions and narratives are not always clearly set out in terms of their influence on the impact factors detailed in the Risk Management Strategy such as financial impact,
corporate or service objectives and reputation; and
• there is a degree of variability across Services and/or risk owners in the level of detailed narrative on the description and ‘Risk Context’ for each risk and the extent to which optional
risk fields (such as alignment with ‘Priority Outcomes’) have been populated.
Our fieldwork was predominantly undertaken, and therefore based on the risk management arrangements in place, prior to the Covid-19 pandemic. We understand that work is ongoing
to re-visit the corporate risks most significantly impacted by Covid-19 and, as part of the corporate recovery process, a risk register template has been devised to enable Services to
identify and appropriately manage the risks associated with re-commencing their activities. We consider that Services need take cognisance of the risk registers prepared as part of the
recovery process and the ongoing impacts of Covid-19 on the operating environment, and where risks identified feed into business as usual arrangements that these are taken forward
and recorded in the Service’s risk register on Figtree.

Implication

Recommendation

Priority

The Council may fail
to recognise all key
risks to which it is
exposed
and
consequently fail to
take
action
to
mitigate them.

The Chief Executive should ensure that:
(1) Education and Families and Adult Health and Social Care progress the development of risk registers within their respective service areas as a
matter of urgency;
(2) Services are encouraged to review their current risk registers to ensure that risk descriptions and narratives are meaningful and sufficiently
detailed; and
(3) Services review their risk registers to ensure that both the risks and associated identified controls are reflective of the current operating
environment, and the risk register is promptly updated to reflect any new or emerging risk and impacts, as a result of the current pandemic.

Red

Management response

Implementation
Month/Year

Des Murray, Chief Executive
The Chief Executive has discussed these recommendations with the CMT and relevant Chief Officers and stressed the need for urgent progress on the required actions.
(1) Educations and Families has committed the Service’s newly refreshed risk team to progressing the development of risk registers as a matter of urgency. Additional
representation for the service risk team has been identified and all entries in the service risk register are being updated. The team will focus on the role of risk facilitators,
supporting risk owners, ensuring that all service risks are updated accordingly. The service risk team, through the risk champion, will report regularly into the Education
and Families Senior Leadership Team to ensure current risks are reviewed and to address new and emerging risks to the service. The team is focused on promoting
good practice in applying risk management across service areas.
Adult Health & Social Care – The service level risk register is now complete, live and up to date with reviews scheduled accordingly. Work will now focus on
progressing the development of risk registers at locality level.

Discussed at CMT
1 September 2020

Agree
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November 2020

November 2020

3

3. Action Plan (continued)

Risk Management

0900/2020/009

Management response (continued)

Implementation
Month/Year

(2) The Audit and Risk Manager has shared the audit findings with Services via the Risk Management Corporate Working Group, highlighting the need to review current
risk registers to ensure that risk descriptions and narratives are meaningful and sufficiently detailed and that both the risks and associated identified controls are
reflective of any changes in Services’ operating environment/models, and including, where appropriate that risk registers are promptly updated to reflect any new or
emerging risk and impacts, arising from the current pandemic. Specific guidance has also been distributed in relation to improving use of ‘Risk Context’ and ‘Corporate
Priorities’ fields, as well as instruction to help Services meaningfully review risk registers in relation to the current pandemic.
(3) Services will be asked to confirm that such reviews have been undertaken with progress reported back thereafter to both CMT the A&SP.

October 2020
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3. Action Plan (continued)
Ref
2

Risk Management

0900/2020/009

Finding
There is a need to finalise the corporate risk register for the outstanding risks not yet ‘live’ and to further develop the monitoring, review and challenge of
these risks by CMT.
The most recent annual review of the corporate risk register took place in May 2019 which resulted in the inclusion of 23 risks. Whilst significant work has been undertaken to update the
register to reflect this review, three risks remain ‘under development’ (Enterprise Strategic Commercial Partnership, Asset Management and Health and Social Care Integrations). We
recognise that Covid-19 may have caused a further delay to documenting these risks, however, we consider that it is important to have these risks formally documented, assessed and
moved to ‘live’ to facilitate appropriate monitoring and review.
The planned review for 2020/21 was postponed due Covid-19 and we understand that CMT will shortly be asked to review whether any changes to the register are necessary in light of the
updated Programme of Work for 2020/21. In lieu of the formal review, we were pleased to note that significant issues meriting inclusion in the corporate register are still being identified
and actioned, as evidenced by the inclusion of a new risk ‘Pandemic Illness – Covid-19’, and that work has, and continues to be, undertaken to
re-assess those corporate risks most affected by Covid-19.
We also noted that the risk management objectives for 2020/21, which were recently agreed by CMT, include further development of the arrangements for regular reporting on key corporate
risks to CMT and the Audit and Scrutiny Panel, with the intention of greater monitoring of individual corporate risks and the associated planned actions.

Implication

Recommendation

Priority

The absence of a fully
documented corporate risk
register, subject to regular
monitoring and challenge,
may
mean
that
key
stakeholders may fail to
fully understand the key
risks the Council faces and
in turn may consequently
fail to take appropriate
action to mitigate them.

The Chief Executive should ensure that:
(1) the three corporate risks under development are
completed and moved to ‘live’ status as a priority;
(2) the proposed review for 2020/21 is progressed
timeously; and
(3) in line with good corporate governance principles,
arrangements for enhanced monitoring and challenge
of individual corporate risks and planned actions by
CMT, are agreed and thereafter implemented.

Amber
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Management response

Implementation
Month/Year

Agree
Des Murray, Chief Executive
The Chief Executive has discussed these recommendations with
the CMT and relevant Chief Officers and stressed the need for
urgent progress on the required actions.
(1) The three corporate risks under development will be
considered, and where agreed to be continued as corporate
risks, completed and moved to ‘live’ status by relevant Lead
Officers by the end of November 2020.
(2) The annual review to finalise the corporate risk register will
be progressed with a report to be submitted by the Audit and
Risk Manager to CMT by the end of September and to the
Audit and Scrutiny Panel thereafter.
(3) The Audit and Risk Manager will submit to CMT periodic
reports which will allow CMT to periodically review a sample
of key corporate risks to monitor, challenge and assess how
well those corporate risks are being effectively managed.
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3. Action Plan (continued)
Ref
3

Risk Management

0900/2020/009

Finding
The vacant role of Risk Champion for the Chief Executive’s area needs to be filled as a matter of urgency.
The corporate risk management team and the risk management corporate working group is the established core of staff with responsibility for co-ordinating and monitoring risk
management activity across the organisation. Each Service is required to have a designated Risk Champion who acts as the point of reference for risk matters within their Service
and is responsible for providing assurance to their Executive Director on whether Service risk management arrangements are in place and operating effectively in accordance with
the Risk Management Strategy. However, the role of Risk Champion for the Chief Executive’s Service area has been vacant since January 2020.

Implication

Recommendation

Priority

Without suitably experienced
Risk Champion covering all
Services, there may an
absence
of
appropriate
monitoring, support and the
ability to provide assurance
that
risk
management
arrangements are operating
effectively.

The Audit and Risk Manager, in conjunction with the Chef
Executive, should ensure that an appropriate officer is
allocated the role of Risk Champion for Chief Executive’s as
a matter of urgency, with the relevant officer provided with
appropriate training to facilitate undertaking the role
effectively.

Red
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Management response

Implementation
Month/Year

Agree
Ken Adamson, Audit and Risk Manager and Des
Murray, Chief Executive
The Audit and Risk Manager will discuss this matter
with members of the Chief Executive’s Service
Management Team/CMT and obtain agreement on
the allocation of an appropriate officer to the role.
The Corporate Risk Team will thereafter address any
training and awareness requirements to enable the
nominated officer to undertake the role.

October 2020

6

3. Action Plan (continued)
Ref
4

Risk Management

0900/2020/009

Finding
There is a high incidence of individual risks on Service registers not being reviewed by risk owners within the expected timeframe set by the Risk
Management Strategy and there is a need to review and improve the monitoring and reporting of risk to Service Management Teams and Elected
Members.
In relation to the monitoring and reporting of Service/Divisional/Team risk registers, the Risk Management Strategy states that ‘risks identified, and their control status should be
formally reported to appropriate management and stakeholders on a frequency proportionate to that level of risk’. It also sets out that Service risk registers require to be ‘reviewed
at least once every 3 months to ensure that identified risks are being properly managed in accordance with expected timescales, and to minimise any significant risk exposure’.
The frequency of review of each individual risk is dependent on the residual risk rating and ranges from quarterly to annually, and, based on the required frequency, Figtree issues
automated reminders to risk owners to inform them when a review is due. Good practice suggests that monitoring reports, detailing updates on risks identified and the action
taken to mitigate them, should be provided to Service Management Teams and Committees on a regular basis.
We undertook a high level review, across all Services, of the risks contained within Figtree and identified a number of risk reviews which were overdue and found no evidence that
Risk Champions were using Figtree to manage and/or report to management on overdue/outstanding risk reviews. It should be noted that this finding was identified prior to the
Covid-19 pandemic and, whilst the pandemic may have further delayed risk reviews, the initial delay was not as a direct result of this.
Discussions with Risk Champions identified that different arrangements are in place across Services for monitoring and reporting of risk. We found that, whilst there is some
evidence of risk being discussed at Senior Management Team meetings, the breadth of this discussion varies significantly, with some Services not currently having risk as a
standing agenda item. Given that there are clear examples of good practice already in place, we consider that an opportunity is being missed for Services to share their
arrangements and identify best practice, and thereafter develop guidance for Services to ensure the monitoring and reporting of risk is consistent and appropriately addressed
across the Council.
The template for Committee reports requires the inclusion of the ‘risk implications’ of the subject matter. The Management of Strategic Change audit, undertaken earlier this year,
identified scope for improvement in the ‘implications’ section of Committee reports as text was often vague, with some reports simply referring to other generic documentation, or
that the implications would be considered at a later stage. As part of the response to this, the Corporate Risk Team, has prepared detailed guidance regarding how the specific
section on risk should be completed to ensure a more consistent approach to the way in which risk information is conveyed to elected members. Once published, this should help
ensure that risk is more effectively embedded within the Council’s decision making processes.

Implication

Recommendation

Priority

Adequate action to update
and mitigate risks may not
be taken in a timely
manner.
Key stakeholders may not
be fully informed of the
risks, which could result in a
lack of adequate scrutiny as
part the decision making
process.

The Audit and Risk Manager, in conjunction with the Risk
Management Corporate Working Group, should:
(1) remind all risk owners of the importance of
undertaking reviews of individual risks within the
expected timescales;
(2) facilitate Services to share their monitoring and
reporting arrangements to identify best practice and
thereafter develop guidance for Services to ensure a
consistent approach is adopted; and
(3) finalise and publish the draft guidance on the use of
the ‘risk implications’ section of Committee reports,
and thereafter consider how compliance with this
guidance will be monitored.

Amber
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Management response

Implementation
Month/Year

Agree
Ken Adamson, Audit and Risk Manager
(1) & (2) The Audit & Risk Manager and the Corporate Risk
Manager will discuss these recommendations with
individual Service Risk Champions and devote time to this
topic at a future RMCWG to enable sharing and discussion
of best practice with guidance being developed thereafter.
Consideration will also be given to preparing KPIs which will
allow
identification
of
the
%
of
reviews
completed/outstanding.
(3)

November 2020

The Audit and Risk Manager will ensure that the draft
guidance is published and shared with Senior Managers.
Thereafter consideration will be given on how best to
monitor compliance with the guidance.

7

3. Action Plan (continued)
Ref
5

Risk Management

0900/2020/009

Finding
There is scope to enhance the arrangements for progressing and monitoring the agreed risk management objectives.
Objectives for risk management for 2020/21 have been established and were agreed by CMT in March 2020. Whilst we were pleased to note that the objectives included detailed
actions to further embed risk management across the Council and a review is due to be undertaken to ensure they remain relevant, the objectives have not been prioritised,
allocated to a responsible officer/group or have target timescales for completion.

Implication

Recommendation

If actions are not prioritised, resources may not
be appropriately directed to the most value
added activities to assist further embedding of
risk management across the organisation.
Without clearly defined timescales there may be
a lack of clarity and/or focus on expected
timescales, and management and/or elected
members may be unable to effectively assess
progress.

The Audit and Risk Manager should consider preparing
a detailed action plan which prioritises the risk
management objectives for 2020/21, includes indicative
timescales and responsible officers/groups for each
action and is regularly reviewed to provide an update on
the status of planned actions. The objectives should also
be regularly monitored to ensure that they continue to be
achievable.
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Priority
Green

Management response

Implementation
Month/Year

Agree
Ken Adamson, Audit and Risk Manager
The Audit and Risk Manager will review
agreed risk management objectives and
incorporate prioritisation, ownership and
timescales. Although agreed actions are,
and will be monitored internally within the
Risk Management team, progress will also
be included in periodic reports on risk
management to CMT and the A&SP.

October 2020
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT
COMPLIANCE WITH EMERGENCY MANAGEMENT ACTIONS RELATING TO
THE CURTAILMENT OF ALL NON-ESSENTIAL EXPENDITURE
Contents
1. Highlights

Appendix 1: Items of note

Issued to: Head of Financial Solutions Copied to: Chief Executive

1. Highlights
The financial and economic impacts of Covid-19 are likely to be significant and have already created a
requirement for the Council to implement emergency financial management actions to manage the forecast
deficit position within the current financial year. One of the actions agreed by CMT was an immediate
curtailment of all non-essential expenditure with Services instructed to authorise expenditure only where it is
absolutely necessary to ensure compliance with statutory, legislative or unavoidable contractual requirements
and that where expenditure is not in relation to statutory, legislative or contractual compliance, costs should be
kept to an absolute minimum and deferred for as long as possible or until the curtailment is lifted.
The most up-to-date forecast presented to Council in October 2020 indicates a projected deficit of £11.859m,
which is a reduction of £6.467m on previously advised position. Additional funding of £4m, as well as additional
management actions indicating a further reduction of £2.467m, are included in the revised deficit.
The purpose of this audit was to provide independent assurance to key stakeholders as to the extent of
compliance with this CMT instruction. We reviewed a sample of 150 expenditure items, covering both capital
and revenue expenditure, posted to the ledger during the period 10 August to 11 September 2020. IDEA, a data
interrogation package, was used to randomly select the sample drawn from across all Services, having regard to
the value of invoices.
Based on the work undertaken, we were pleased to note that the CMT instruction appears to have been
effectively cascaded down to budget holders in a timely manner and is being adhered to. There were only a
small number of transactions where the rationale provided by management for incurring the expenditure
appeared reasonable, but where a case could also be made that they did not fully comply with the CMT
instruction. These are detailed at Appendix 1 for information.
Although the results of the audit were generally satisfactory, we did identify in the course of this review that there
were a small number of officers who were not aware of the curtailment of non-essential expenditure and we
consider that it would be prudent to ensure staff are periodically reminded of the curtailment and the content of
the instruction is periodically reviewed with further additional guidance provided where this is deemed necessary.
Report status
Audit Team

FINAL

Audit ref

0900/2021/007

Date issued

Lynn McCrum, Paula Hendry and Jacqueline Struthers
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Appendix 1 – Items of note
There were a small number of cases where although the rationale provided by management for incurring the
expenditure appears reasonable, it could be argued that these items do not fully comply with the CMT
instruction. These are detailed below.
Expenditure

Issue

Expenditure on a suicide awareness
campaign
(Adult Health and Social Care)

Whilst we appreciate the importance of delivering the message/raising
awareness in respect of suicide, we do not consider that in the current
climate promoting the campaign in football grounds etc. is the best use
of funds especially when there are no spectators at these games
(albeit games are being live streamed). The authorising officer was
unaware of the CMT instruction and advised that, had she been made
aware, she could have delayed the expense.

Expenditure on virtual training for
Talent
and
Organisational
Development staff to enable them to
prepare
for
carrying
out
and
presenting training through virtual
means
(People
and
Organisational
Development)

Whilst we appreciate that we are moving towards digitalisation, it could
be considered that the staff already had transferrable skills to facilitate
virtual meetings and this expense could have been avoided.

Page 78 of 131
I:\Data\INTERNAL AUDIT\2020-21\CORPORATE (0900)\Audit of Essential Expenditure\Reporting\Audit output - Essential Expenditure 19.10.20.doc

INTERNAL AUDIT REPORT
SELF-DIRECTED SUPPORT
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2:
SDS Options
Issued to: Chief Accountable Officer (IJB) and Head of Performance, Planning and Quality Assurance
Copied to: Manager, Younger Adults and Manager, Quality Assurance, Chief Executive

Headlines
The purpose of this audit was to review and provide independent assurance on the progress made by the
Council in implementing Self-Directed Support (SDS) and how well the Service was addressing key challenges
and risks. The audit also considered how the Council has responded to the recommendations contained within
the Audit Scotland report ‘Self-directed support: 2017 progress report’.
In April 2014, the Social Care (Self-Directed Support) (Scotland) Act 2013 came into effect and was designed
to enable people to have greater choice and control over their support arrangements. SDS aims to improve
people’s lives by empowering them to be equal partners in agreeing their care and support needs and how
these needs are met. The Act requires local authorities to offer the supported person four options (see
Appendix 2) as to how they can access relevant support.
Based on the results of our work, we have categorised the audit as offering ‘reasonable assurance’ meaning
that we are generally satisfied that the control environment in respect of the processes in place for SDS
generally appear adequate and are mainly operating as intended. In particular we are satisfied that the Council
adequately supports social work staff to implement SDS and that an appropriate framework is in place for the
assessment, review and monitoring of service users and their individual self-directed support provision.
We have however identified a number of areas where we consider management action is required and these
are detailed in section 3 of this report. These include:
•
The Service needs to improve the robustness of some aspects of their quality assurance arrangements
for monitoring service providers.
•
Improvements are needed to the documentation completed and retained to evidence the assessment,
monitoring and review of SDS service users; and
•
The Service needs to complete its current review of the guided self-assessment (GSA) process used to
determine individual budgets to ensure that it remains ‘fit for purpose’.
The 2017 Audit Scotland report, which reviewed progress nationally highlighted a number of issues requiring
to be addressed by authorities across the country to ensure the legislation was being fully enacted. Service
management identified that, for the Council, this mainly related to ensuring older people were given greater
choice and the Council is currently working towards offering home support for older people within the SDS
options. Whilst we were pleased to note that the Service have addressed or are progressing the majority of
necessary actions we acknowledge that there are still some actions requiring to be taken to ensure the
recommendations are fully addressed.
Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance

Organisational impact (see definition at Appendix 1)

Minor

Report status
Audit Team

FINAL

Audit ref

0710/2020/001

Date issued

11/11/2020

Lynn McCrum, Paula Hendry, Jacqueline Struthers and Elizabeth Sweeney
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1. Executive Summary
Objectives
The purpose of this audit was to review and provide independent assurance on the progress made by the
Council in implementing Self-Directed Support (SDS) and how well the Service was addressing key challenges
and risks, with particular consideration being given to the following issues:
•
•
•
•

How users, carers and families experience self-directed support;
Whether the Council adequately supports social work staff to implements SDS;
How the Council monitors and plans progress in implementing SDS; and
Whether the Council is effectively managing the risks around ensuring public money is used effectively to
achieve positive outcomes whilst giving people more control over their budgets.
Our review involved an assessment of the Council’s procedures against legislation, review of a sample of
service users’ files to ensure that the processes being undertaken in respect of assessment, review and
monitoring were robust and in line with expectations and assessing the extent to which expenditure on SDS is
monitored and reported to key stakeholders. Due to the limitations imposed by the current pandemic testing,
the sample of service users’ files reviewed was restricted to two Localities (Cumbernauld and Motherwell).
The audit also considered how the Council has responded and is now positioned in relation to the
recommendations contained within the Audit Scotland report ‘Self-directed support: 2017 progress report’.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

1

2

2

Key areas requiring management action (Red)
One key area requiring urgent management action has been identified during our review:
•
The Service needs to improve the robustness of some aspects of their quality assurance arrangements for
monitoring service providers.

Good practice identified
We noted the following areas of good practice during the audit:
•

Detailed information in relation to SDS is available on the Council’s website;

•

The Council has prepared documented procedural guidance for staff which sets out the legislative
requirements of SDS and expected practice regarding the administration, monitoring and review of this;

•

Individual support plans are prepared based on the assessed needs of the supported person, defining
agreed outcomes and how these will be met;

•

The Council has mechanisms in place for regularly monitoring expenditure on SDS with reports being
submitted regularly to key stakeholders;

•

The Council’s Strategic Commissioning Plan and associated Ambition Statement and Programme of Work
makes reference to SDS and recognises both the progress made to date in offering people choice and
control as to how they can best meet their individual outcomes and the need for this to be extended to
include older people and those with more complex health needs.

Other areas for improvement (Amber)
A number of other areas for improvement were identified during the review, including :
•
•

Improvements are needed to the documentation completed and retained to evidence the assessment,
monitoring and review of SDS service users; and
The Service needs to complete its current review of the GSA process used to determine individual
budgets to ensure that it remains ‘fit for purpose’.
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3. Action Plan
Ref
1

Self-Directed Support

0710/2020/001

Finding
The Service needs to improve the robustness of some aspects of their quality assurance arrangements for monitoring service providers.
A previous audit reviewing the arrangements for assessing the performance and quality of external social care providers (issued in October2018) identified that the Service had
undertaken a significant amount of work to develop and implement appropriate monitoring procedures. This included the development of a ‘Service Improvement Process’
(SIP) document clearly setting out the expected monitoring arrangements for ensuring that services are delivered by external care providers to the relevant quality standards
and provide value for money. The previous audit also noted that a monitoring tool was then being developed by the Service to track monitoring activity and provide management
with an overview of monitoring arrangements being undertaken and any key issues arising.
A review of the current monitoring arrangements identified that the SIP and monitoring documentation remain under review and are not currently being put into practice. File
notes are being used to summarise monitoring activity, but we consider that these do not always provide adequate detail on the monitoring undertaken, issues arising or steps
taken to resolve them. We noted that although complaints information can be accessed by the Quality Assurance team there was no evidence held to demonstrate that these
were incorporated for consideration as part of the monitoring of service providers.
Additionally, the Service are currently using a spreadsheet to record planned dates for expected submission of quarterly returns and this is not always being updated. We
found that there was no details held in this regard for three framework and thirteen non-framework SDS providers. The Service have advised that priority has been given to
finalising work on a centralised database which will contain all relevant information, such as contracts, monitoring activity and RAG status etc. for all providers.
There is currently no formal method of recording and collating monitoring checks undertaken both initially, for new/ prospective providers or in respect of the ongoing monitoring
undertaken by the Quality Assurance team. The Service have advised that a document for recording new provider checks has been developed and, while not in use at the time
of testing, will be used going forward. In addition, we noted one case in the sample of five reviewed where there had been no monitoring activity undertaken on the relevant
provider.

Implication

Recommendation

Priority

Without complete and
formal
recording
of
relevant issues identified
during
contract
monitoring
processes,
management may not be
made aware of any issues
regarding the quality of
service being delivered by
independent sector care
services and therefore
appropriate
remedial
action may not be
identified
and/or
progressed in a timely
manner.

Management should review the current quality
assurance arrangements and ensure that:
(1) the monitoring procedures contained in the
‘Service Improvement Process’ are fully
developed, approved and implemented;
(2) all monitoring checks are undertaken regularly
as required and formally recorded both for new
providers and in respect of ongoing monitoring;
and
(3) the proposed centralised database is finalised
and implemented as soon as possible ensuring
this is robust, fit for purpose, captures all
monitoring activity and any decisions made or
issues arising in respect of service providers
and is thereafter kept up-to-date.

Red

Management response

Implementation
Month/Year

Agree
Maria Williamson, Manager (Quality Assurance)
(1) The SIP monitoring process has now been reviewed and
rolled out, with all providers aware of the updated monitoring
arrangements.
(2) A planned approach to undertake formally recorded ongoing
monitoring with all Providers is now in place. In addition,
during Covid-19 regular weekly group conference sessions
were held with grouped care providers. Senior Officers across
HQ teams have maintained regular contact with providers to
offer support around delivery, identify any presenting
challenges and to co-ordinate the processing of sustainability
payments.
(3) The centralised database has now been finalised and is
currently being populated. Sessions are planned with the
Quality Assurance team to ensure all input is accurate and
maintained going forward. The tool will be used to track all
monitoring activity, issues arising, and decisions made.

November 2020
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3. Action Plan (continued)
Ref
2

Self-Directed Support

0710/2020/001

Finding
Improvements are needed to the documentation completed and retained to evidence the assessment, monitoring and review of SDS service users.
Our review of documentation held for a small sample of service users identified a number of areas for improvement as follows:
• there was often a lack of documentation held or information on SWIS to evidence expected processes being undertaken in respect of SDS (during the course of the audit, we were
advised that in some instances documentation may be held either in the allocated worker’s own drive or informally in paper copy);
• individuals’ needs and outcomes are assessed by Social Work with an indicative budget calculated and thereafter presented to the SWEG/LEG for approval together with a Support
Plan outlining how their identified needs and outcomes will be met. However, based on a sample of such cases reviewed we noted that the Support Plans varied in quality and
detail and do not always provide adequate information about how an individual’s budget will be used to meet their identified needs and outcomes. A high level review of the
outcomes listed in a sample of support plans also identified that expected outcomes were not always SMART (specific, measurable, accurate, realistic and timely); and
• reviews are undertaken to monitor the quality of service received and progress towards achieving identified needs and outcomes and individual budgets are monitored by both the
Service and Finance on an on-going basis. However, we noted that the documentation in respect of this is not always fully completed and does not always address whether/what
progress has been made towards the service user’s outcomes or whether these outcomes require to be refreshed.
There are two procedural guidance documents available to staff in relation to SDS. One is a high-level document which provides information on the legislative requirements of SDS
and outlines the processes to be followed within the Council for agreeing individual budgets and thereafter monitoring and reviewing these individual budgets and the support plans.
The other is specific to the direct payments option of SDS, and provides detailed guidance to staff on the procedures which should be followed when the service user has opted for
the release of money to them or another person acting on their behalf to organise and pay for support themselves as agreed and detailed in their support plan. A review of these
documents against Scottish Government guidance/expected practice confirmed that these were generally adequate however a small number of omissions was identified in respect
of areas such as fraud awareness and best value to ensure that staff consider these aspects when undertaking the assessment, review and monitoring of service users and their
individual budgets. We also noted that the guidance contains some processes which have been superseded and are no longer carried out in practice (i.e. preparation and submission
of a short annual report describing outcomes achieved and how funding was used to address their identified needs and the requirement for Individual Placement Agreements where
support is provided by an organisation on the Council’s Framework Agreement). Furthermore we consider it would be beneficial for all guidance relating to this area to be held
together in one all-encompassing document in order that staff can easily access all relevant guidance.

Implication

Recommendation

Priority

Where support plans are not sufficiently detailed including
SMART outcomes, the Service may be unable to
effectively monitor individual cases.
Failure to retain documentation or adequately record
information in respect of the assessment, review and
monitoring of service users’ care could result in there being
insufficient or inadequate evidence to support the
processes being undertaken and/or decisions made.
If guidance is inadequate or is not sufficiently detailed, staff
may not be fully aware of expected practice and this could
impact on the service being received by individuals.

Management should:
(1) ensure that support plans provide adequate detail on identified needs and outcomes, outlining how these
will be addressed by the individual budget and that outcomes contained within these plans are SMART;
(2) introduce an appropriate and consistent way of recording and filing all information and decisions made
in respect of assessing, reviewing and monitoring individual service users’ care packages to clearly
demonstrate how identified needs and outcomes have been met/progressed;
(3) remind staff of the importance of fully completing and storing all relevant documentation in line with
expected practice and corporate records management policies; and
(4) prepare a single comprehensive guidance document which provides clear and concise information on
all aspects of self-directed support ensuring expected working practices are in line with legalisation and
setting out clearly what documentation is to be completed and retained.

Amber
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3. Action Plan (continued)

Self-Directed Support

0710/2020/001

Management response

Implementation
Month/Year

Andrea Breen, Manager (Adult Services)
(1) and (2)
Support planning is agreed and informed in line with the comprehensive assessment, this is evidenced in the Community Care Assessment and Personal Outcome
Plan on SWIS. Guidance will be provided to all staff about the suitable retention of the documentation within client files. This will be reinforced via management
team meetings and staff supervision. The review process will highlight how all aspects of identified outcomes are being met. To further ensure robust checks and
balances, support plans and reviews will be audited locally at the LEG and discussion recorded on the database to reflect this.
(3) Regular liaison will be undertaken with locality staff to reinforce the importance of good recording. SDS will continue to be a standing agenda item at manager
meetings.
(4) We will clarify the guidance around SDS to ensure the remit of each to part of the guidance is clear for users. We will change the remit of the DP guidance to
become of the SDS guidance.

March 2021

Agree
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3. Action Plan (continued)
Ref
3

Self-Directed Support

0710/2020/001

Finding
The Service needs to complete its current review of the GSA process used to determine individual budgets to ensure that it remains ‘fit for purpose’
In line with Scottish Government guidance, the Service have developed and adopted a resource allocation system to determine the appropriate level of funding for each
individual. This guided self-assessment (GSA) process enables allocated workers to gather information about the person and their views on how much support they require in
key areas/aspects of their lives. The GSA then calculates, using a scoring matrix, an indicative budget which, together with the support plan detailing how the budget will be
used to meet the individual’s needs and outcomes, will be presented to the Social Work Enablement Group (SWEG) for consideration and approval.
The GSA has now been in place in its current form for around five years. The Service recognise that it is no longer fully reflective of what is required and have been exploring
options for updating the GSA. In August 2019 an exercise was carried out to review and evaluate the effectiveness and accuracy of the GSA and the associated scoring matrix.
The aim was to produce a revised tool that would be suitable for use with all care groups, with the amounts uprated each year to produce an individual budget within which the
relevant provider organisation should work to provide the support required. At the time of drafting this report, that review is not yet complete.
We also identified a small number of cases, where the budget approved by the SWEG did not align with the scored GSA held on file and no explanation was noted on the
documentation provided by the Service.

Implication

Recommendation

Priority

Unless the resource allocation
system developed by the Council
is reviewed and updated on a
regular basis, there may be an
increased risk that the model is no
longer ‘fit for purpose’ and/or that
individual budgets calculated do
not adequately reflect the cost of
the level of support required to
meet an individual’s identified
needs.

Management should ensure that:
(1) the model used to assess and calculate the individual
budget is reviewed and updated to ensure that it
remains fit for purpose to produce a realistic individual
budget for the service user in line with their needs and
the costs of the service required to address those
needs; and
(2) appropriate documentation is retained which
demonstrates how the approved individual budget
was determined and/or approved.

Amber

Management response

Implementation
Month/Year

Agree
Andrea Breen, Manager (Adult Services)
(1) Due to current competing demands and
pressure from Covid-19 we continue to use the
original GSA. Despite consistently testing out
alternative forms of the GSA this has not been
successful enough to make a wholescale
change. Work remains ongoing to review our
model to ensure that allocation of resources
and decisions about allocation are robust and
represent best value.
(2) Guidance will be provided to all staff about the
suitable retention of these documents within
client files.

March 2021
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3. Action Plan (continued)
Ref
4

Self-Directed Support

0710/2020/001

Finding
Action requires to be taken to progress the recommendations made by Audit Scotland in the ‘Self-directed support: 2017 progress report’.
As part of the audit, we considered how the Council has responded and is now positioned in relation to the recommendations contained within the Audit Scotland report ‘Selfdirected support: 2017 progress report’, which aimed to establish whether councils, integration authorities and the Scottish Government are making sufficient progress in
implementing SDS to achieve the aims of the Scottish Government’s ten-year SDS strategy published in 2010 and create arrangements for service users to have choice and
control over how, when and from whom their support and care needs are provided.
Whilst we were pleased to note, from the update provided, that the Service have assessed the findings of the report and have addressed or are progressing the majority of
necessary actions, there are still some actions requiring to be taken to ensure the recommendations are fully addressed.

Implication

Recommendation

Priority

Unless recommendations made in
the Audit Scotland report are
appropriately
addressed,
the
Council may not be able to
demonstrate how well it is
discharging
its
SDS
responsibilities and/or meeting the
principles
behind
the
SDS
legislation.

Management should:
(1) consider preparing an action plan to progress any
outstanding recommendations from the Audit
Scotland report ‘Self-directed support: 2017
progress report’. This plan should include the
individual actions/tasks the Service intends to take
in response to each recommendation, together with
expected timescales and responsible officers; and
(2) ensure that the resultant action plan is regularly
reviewed to monitor progress and/or updated as
appropriate.

Green

Management response

Implementation
Month/Year

Agree
Andrea Breen, Manager (Adult Services)
We are actively working on all recommendations of
the report through work on the re-tendering of SDS
services, guidance and support of front line staff in
the personalisation of support and the development
of devolved budgetary arrangements which will
ensure decision making is quick, focussed and
effective.
An action plan which captures and tracks the
progress of this work is being developed and
mechanisms to monitor, review and update this will
be built in.

April 2021
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3. Action Plan (continued)
Ref
5

Self-Directed Support

0710/2020/001

Finding
A number of other minor issues and/or areas for improvement in respect of SDS were also identified.
During the course of our review, we identified the following minor issues where we consider there is scope for improvement:
• feedback is sought and obtained from service users and/or their representatives. However, this feedback is specific to the individual service user and the care they receive
and there is currently no method of aggregating individual feedback to provide a more general evaluation/overview with regards to the service user’s experience of SDS;
• data is available and demonstrates how the uptake of self-directed support is increasing in North Lanarkshire Council, however the internal performance scorecard used by
the Service was developed prior to current legislation and has not been updated to reflect this. Furthermore SWIS does not currently have the capacity to specifically record
the self-directed support option chosen by the individual and as such data in respect of non-direct payments options is collected manually. We also noted that there was no
capacity within SWIS system to record that the allocated worker had assessed whether or not the individual was suitable for the direct payment option of self-directed support.

Implication

Recommendation

Priority

Management maybe unaware of
common issues arising.
Data is not readily available to
capture and monitor the uptake
of the various SDS options.

Management should consider:
(1) how, in general terms, the views of service users and/or
their representatives can be sought which can thereafter
be collated and shared with management and/or
colleagues to improve service delivery;
(2) how best to record information in respect of the SDS
option chosen by the individual, including recording that
the individual had been assessed to determine whether
or not they were suitable for the direct payment option
of self-directed support; and
(3) updating the internal performance scorecard to
accurately reflect current legislation and explore
whether there are alternative and more accurate means
by which to obtain and collate the data in respect of
uptake of non-direct payment options.

Green

Management response

Implementation
Month/Year

Agree
Andrea Breen, Manager (Adult Services)
There is currently no change to the current SWIS
system that would enable this information to be
recorded, accessed and reported easily. It is
anticipated that the SWIS replacement system will
address each of these issues.
The relevant data referenced in the finding above
is currently recorded in text on individual case
notes which are not easily accessed to inform
performance.
A staff/user feedback mailbox or similar is being
explored, which can note comments about SDS
feedback which may not be at the level of
complaint but maybe useful for us to consider.
Going forward the replacement system will be in a
better position to accurately record this information
and qualitative data relating to this.

August 2021
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.
Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives
in the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management
and control is inadequate to effectively manage risks to the achievement
of objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk.
If the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If
the risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 – SDS Options
The Social Care (Self-Directed Support) (Scotland) Act 2013 requires the authority to offer the supported
person four options as to how they can receive support:
Option

Description

Option 1: Direct Payment

The making of a direct payment by the local authority to the supported
person for the provision of support.

Option 2: Direction of the
Relevant Amount

The selection of support by the supported person, the making of
arrangements for the provision of it by the local authority on behalf of the
supported person and, where it is provided by someone other than the
authority, the payment by the local authority of the relevant amount in
respect of the cost of that provision.

Option 3: Local Authority
Arrangement of Services

The selection of support for the supported person by the local authority, the
making of arrangements for the provision of it by the authority and, where it
is provided by someone other than the authority, the payment by the
authority of the relevant amount in respect of the cost of that provision.

Option 4: Combination of
Options

The selection by the supported person of Option 1, 2 or 3 for each type of
support and, where it is provided by someone other than the authority, the
payment by the local authority of the relevant amount in respect of the cost
of the support.
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INTERNAL AUDIT REPORT

MANAGEMENT OF COVID HEALTH & SAFETY RISKS
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2
Sample of risk assessments reviewed
Issued to: Head of People and Organisational Development
Copied to: Safety and Wellbeing Manager and Chief Executive

Headlines
The purpose of this audit was to provide independent assurance on the Council’s current arrangements for the
management of health and safety during the current Covid-19 pandemic. The audit focused on whether the
Council have taken appropriate account of the additional risks created by the current Covid-19 pandemic by
completing robust risk assessments for service delivery that appear in line with relevant national and/or sectoral
guidance and that these have included professional input from line management and relevant subject matter
experts. As part of the audit we reviewed a sample of risk assessments covering mainly frontline, public facing
services (see Appendix 2).
The audit also reviewed the adequacy of activity undertaken to ensure staff awareness in respect of safe
working practices and to enable the public to use, access or engage with relevant services in a safe manner.
We also reviewed how management is currently monitoring compliance with expected working practices and
behaviours and how it plans to address this issue going forward.
Based on the results of our work, we have categorised the audit as offering ‘substantial assurance’. We have
concluded that the Council’s health and safety arrangements appear to have adequately addressed the
additional health and safety risks created by the current Covid-19 pandemic. We were pleased to note that
appropriate risk assessments had been produced for all of the services in our selected sample and that staff in
each relevant area had been briefed on any relevant changes to service provision arrangements including
those Covid-19 specific safety measures put in place and behaviours which staff are expected to comply with.
We were also pleased to note that Services have provided guidance and communication to service users to
enable them to continue to access, use and engage with services in a safe manner.
Given the particular focus there has been on schools, we were pleased to note that individual risk assessments
had been completed for all sites and that support visits to education establishments had been carried out by
the corporate Safety and Wellbeing Team to assess the effectiveness of the control measures put in place.
We were pleased to note the outcome from these visits was generally positive, with only some minor issues
noted for improvement.
Ensuring ongoing compliance with health and safety arrangements relating to Covid-19 will be challenging and
we understand the Safety and Wellbeing Team are currently devising arrangements to extend their support
visits across wider council service areas in the near future, to provide ongoing assurance of the effectiveness
of control measures put in place.
We have identified a small number of areas where we consider scope for improvement exists and made some
recommendations for management consideration/action. These issues which we consider management
require to address area detailed at section 3 of the report and include the need to finalise and implement
support visits/ongoing compliance checks, to periodically review risk assessments to ensure they remain ‘fit for
purpose’ (particularly in light of any future changes in national guidance) and actions to ensure ongoing
awareness of expected behaviours by both staff and service users.
Internal Audit Opinion (see definition at Appendix 1)

Substantial assurance (Green)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0320/2021/002

Date Issued

11/11/20

Elaine MacDonald and Paula Hendry
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1. Executive Summary
Objectives
The purpose of this audit was to review the Council’s current arrangements for the management of health and
safety during the current Covid-19 pandemic and to provide assurance that updated risk assessments have
been completed in light of the additional risks and relevant guidance surrounding the current Covid-19
pandemic. In respect of ensuring services are ‘Covid-19 safe’, consideration was given to the following issues:
• whether the Council’s health and safety arrangements have taken appropriate account of the additional
risks created by the current Covid-19 pandemic by confirming whether, for a sample of Council service
activities, robust risk assessments have been completed that appear in line with relevant national and/or
sectoral guidance,
• whether appropriate professional input from line management and relevant subject matter experts has been
obtained; and
• whether appropriate activity has been undertaken to ensure staff awareness in respect of safe working
practices and whether the Council has addressed ensuring the public can use, access or engage with
relevant services in a safe manner.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.
This is the first of two planned audit exercises to be carried in 2020-21 relating to health and safety. A further
high-level review designed to provide independent assurance on the adequacy and effectiveness of the
Council’s more general health and safety management arrangements including progress made since the last
Internal Audit review of the management of the Council’s health and safety risks in 2017-18 will be undertaken
towards the end of 2020-21.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

1

1

Key areas requiring management action (Red)
No areas requiring urgent management action have been identified.

Good practice identified
We noted the following areas of good practice during the audit:
•

The Council has produced and published a Recovery Plan which includes the principle of
delivering/recovering services only where it can be done safely for its staff and people who use those
services;

•

Services have considered and documented issues specific to Covid-19 in risk assessments. These
address who may be at harm, the current controls in place and additional controls implemented as well as
an action plan of further actions to be addressed to mitigate any potential harm;

•

The Council issues regular communications and guidance to all staff on relevant Covid-19 issues via email,
connectNL, Yammer, and MyNL. Individual services augment this with specific service and location
relevant guidance provided by managers mainly by team briefings; and

•

Service users are kept informed of how to access, use and engage with services in a safe manner. This
includes remotely via the Council’s website, social media, and the contact centre and also in person by
provision of clear guidance and direction for those attending a Council location in person on key
requirements and expectations such as social distancing, use of sanitiser and direction of travel. People
with specific support arrangements are communicated with directly by staff across the relevant services.

Other areas for improvement (Amber)
One area for improvement was identified:
• There is a need to implement support visits/checks to ensure ongoing application of, and compliance with
expected arrangements. Action will also be required to ensure ongoing awareness of expected behaviours
by both staff and service users.
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3. Action Plan
Ref
1

Health and Safety (Exercise 2)

0320/2021/002

Finding
There is a need to implement support visits/checks to ensure ongoing application of, and compliance with expected arrangements. Action will
also be required to ensure ongoing awareness of expected behaviours by both staff and service users.
Support visits carried out by the Council’s Safety and Wellbeing Team at Education establishments to assist the Head Teachers and assess the effectiveness of the control
measures implemented to ensure a safe environment for all concluded that generally, Covid-19 safety measures had been implemented as expected and highlighted only some
minor issues for improvement. We understand similar positive feedback has also been provided from the HSE who have also carried out visits to a number of education
establishments.
We were pleased to note that the Safety and Wellbeing Team are presently working on template checklists and a timetable for similar spot checks to be undertaken in other
service areas (including Transport and Home Support) to provide assurance that they are being delivered to a consistently adequate standard in accordance with Scottish
Government and Health and Safety Executive guidance and that management and staff are aware of and complying with up to date Covid-19 guidance. We consider that to
support the effective delivery of the Recovery Plan, this initiative should commence at the earliest opportunity and be extended as far as practicable and on a risk-based
programme, to other council service areas.
There are various channels provided by the Council through which employees, service users and the public can access information and support on coronavirus and we were
pleased to note that for the sample of areas reviewed, staff have been briefed on the revised service provision arrangements as well as Covid-19 specific safety measures to
apply and adhere to. We also noted that managers intend to maintain communications via methods such as team meetings, emails and other service specific communications.
Although we recognise that actions to date in this area appears adequate, we consider that ongoing awareness raising and communications to staff will be necessary to ensure
staff continue to operate in a Covid-19 safe manner.

Implication

Recommendation

Priority

If managers and/or staff do not comply
with all relevant up-to-date advice and
measures in place to be Covid-19 safe
whilst delivering services, there is a
risk that staff and/or service users
could be exposed to potentially
significant harm.

People and Organisational Development management
should:
(1) Finalise plans for the spot checks currently intended
for Transport and Home Support services and
consider what other service areas would most benefit
from similar spot checks by the Safety and Wellbeing
team and thereafter implement them;
(2) Set out how it plans to assess performance/ongoing
compliance with expected Covid-19 safety issues and
to report the extent of compliance and/or key issue
arising from these checks to senior management and
elected members, as appropriate; and
(3) Remind all managers of the importance of ongoing
awareness raising with staff and compliance checks
required at service level, to ensure expected practice
contained within risk assessments is being adhered
to.

Amber
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Management response

Implementation
Month/Year

Agree
Fiona Duddy, Safety & Wellbeing Manager
(1) The plan for spot checks is being finalised
and is guided by SG restrictions/guidance
updates. Once completed, the plan will be
implemented.
(2) Ongoing checks are planned as well as
reinstating support visits with covid specific
questions. Results will be shared with
senior management through the recovery
group and Gold group and will be fed back
to elected members as appropriate.
(3) Reminder issued to managers on 15/10/20
regarding the requirement for them to
ensure risk assessments being followed
and reviewed accordingly.

December 2020

December 2020

Complete

3

3. Action Plan (ctd)
Ref
2

Health and Safety (Exercise 2)

0320/2021/002

Finding
There is scope to improve some of the detail contained within risk assessments and a need to ensure these are subject to regular and ongoing
review to ensure they remain ‘fit for purpose’ (particularly in light of any future changes in national guidance).
The template risk assessment document provides for the recording of current controls, additional controls introduced and an action plan of issues still to be implemented. The
majority of risk assessments reviewed were adequately populated, however, we did note some instances where the control detail was not always clearly described, some
aspects of control as suggested by good practice by the Scottish Government and/or Health and Safety Executive did not appear to have been fully considered, the risk rating
(including likelihood and impact measures) not being recorded and for one action, the risk owner and timeframe for implementation not recorded. Although we identified some
omissions and/or areas for improvement, none of the issues identified appear to be material in terms of ensuring ‘Covid safe’ arrangements.

Implication

Recommendation

Priority

If all risks, controls and actions are not
explicitly detailed, Council services
may be delivered in a manner that is
not ‘Covid-19 safe’ which may result in
exposing staff and/or service users to
potentially significant harm.

People and Organisational Development management should
remind Services that risk assessment templates should:

Green

•

be fully populated in all instances and include full and clear
narrative of expected controls and any planned actions
ensuring appropriate consideration of relevant aspects of
Scottish Government and Health and Safety Executive
guidance for Covid-19; and

•

be subject to regular and ongoing
amendments made as necessary.
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Management response

Implementation
Month/Year

Agree
Fiona Duddy, Safety & Wellbeing Manager
A reminder will be issued to this effect
directing managers to further information on
My NL.

November 2020

with
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 – Sample of Risk Assessments Reviewed
The risk assessments reviewed as part of this audit are as follows:
No.

Recovery area

Service Area

1

Municipal Bank

Housing Solutions

2

Children's carers’ teams

Education and Families

3

First point of contact, appointments / face to face

Communities

4

Support for nursing homes

Adult Health and Social Care

5

Care and wellbeing of staff and ASN pupils

Education and Families

6

Building cleaning

Asset and Procurement Solutions

7

Registration of births

Legal and Democratic Solutions

8

Anti-social behaviour

Housing Solutions

9

Household waste recycling centre

Regeneration Services and Waste Solutions

10

Homelessness - new service, anti-social response officers

Housing Solutions

11

Community based adult learning - English as a Second or Other Language (ESOL)

Communities

12

Residential respite for adults

Adult Health and Social Care

13

Wipro - end user computing hardware faults or device build

Business Solutions

14

Office and estate rationalisation

Asset and Procurement Solutions

15

Housing planned works programmes

Housing Property and Projects

16

Capital works - construction activities

Asset and Procurement Solutions

17

Provision of leisure catering services across culture and leisure

Communities

18

Fleet workshop

Regeneration Services and Waste Solutions

19

Modern apprenticeship programme – Modern app placement and management of young people

People and Organisational Development

20

Pupil transport

Regeneration Services and Waste Solutions
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INTERNAL AUDIT REPORT
GENERAL LEDGER
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Issued to: Head of Financial Solutions and Finance Manager (Treasury, Capital & Systems)
Copied to: Chief Executive

Headlines
This was a high-level review designed to provide assurance on the adequacy and effectiveness of the
Council’s control environment in relation to the general ledger and reliability of accounting data, particularly
regarding whether the controls in place are effective in ensuring that the Council has, and can access, reliable
financial data. This audit covered a period when significant changes were made to some operational
arrangements as a result of the need for significant numbers of staff to work remotely as a result of the public
health emergency.
Based on the results of our audit work, we are generally satisfied that the Council’s control framework and
management arrangements in relation to the general ledger are adequate and operating effectively. There
were generally appropriate access controls and processes in place to protect the integrity of the system and
its data; there was adequate documentation to support the completeness, accuracy and validity of manual
adjustments and information from feeders; and there was evidence that suspense accounts and bank
reconciliations were being reviewed and reconciled on a regular basis.
Accordingly, we have categorised this audit as offering ‘reasonable assurance’ as a generally sound system
of governance, risk management and control is in place. Some issues, non-compliance or scope for
improvement were identified which may put at risk the achievement of objectives reviewed. These are detailed
in the action plan at section three and in particular include:
•

improvements are required to the arrangements in place for ensuring appropriate access to the ledger
system is properly controlled and maintained; and

•

there is a need to improve the arrangements for documenting and authorising feeders.

Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0210/2021/001

Date issued

19/11/2020

Jacquie Howden, Paula Hendry and Elizabeth Sweeney
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1. Executive Summary
Objectives
This was a high-level review designed to provide assurance on the adequacy and effectiveness of the
Council’s control environment in relation to the general ledger and reliability of accounting data, particularly
regarding whether the controls in place are effective in ensuring that the Council has, and can access, reliable
financial data. The review focused on considering whether:
•

all data held within the general ledger is secure and access is properly controlled and restricted to only
authorised officers;

•

the system is adequately protected against loss or damage of data;

•

journal entries and any other manual adjustments are complete, valid and supported by adequate
supporting documentary evidence and appropriately authorised in accordance with approved
procedures;

•

information interfaced from key feeder systems is checked to ensure the completeness and accuracy of
the relevant process;

•

suspense accounts are regularly reviewed and updated/action taken as appropriate in accordance with
approved procedures; and

•

the completeness and accuracy of the bank reconciliation process is reviewed and confirmed by
management in a regular and timely manner.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised

Red

Amber

Green

0

2

4

(see definition of priority at Appendix 1)

Key areas requiring management action (Red)
There were no key areas requiring urgent management action identified.

Good practice identified
We noted the following areas of good practice during the audit:
• access to the general ledger system is generally well controlled through the use of user access levels,
which can only be created by the Systems Admin Team on receipt of a formal User Registration/Delete
User form and the use of individual passwords;
• there are generally adequate controls in place to protect the integrity of the system data, including daily
back up procedures, controls over who can make changes within the system data, period and year end
close down procedures and formal Business Continuity and Data Recovery Plans in place;
• journal entries and other manual adjustments are generally complete, valid and supported by adequate
supporting documentary evidence and appropriately authorised in accordance with approved procedures,
including appropriate segregation between individuals raising and authorising journals;
• information interfaced from key feeders is generally checked to ensure the completeness and accuracy of
the process, with any errors appropriately re-posted within an acceptable timescale and any unidentifiable
items held in suspense for further investigation;
• procedures for the regular review and actioning of suspense account balances are in place; and
• bank reconciliations are generally prepared, where appropriate, on a timely basis each period.

Other areas for improvement (Amber)
A small number of other areas for improvement were identified as follows:
•

improvements are required to the arrangements for ensuring appropriate access to the ledger system is
properly controlled and maintained; and

•

there is a need to improve the arrangements for documenting and authorising feeders.

Page 96 of 131

i:\data\internal audit\2020-21\financial solutions (0200)\financial solution (0210)\general ledger 2020-21\reporting\final reports\a1 - final report as issued 19.11.2020.docx

2

3. Action Plan
Ref
1

General Ledger

0210/2021/001

Finding
Improvements are required to the arrangements for ensuring appropriate access to the ledger system is properly controlled and maintained.
Access to the general ledger system is generally well controlled through the use of user access levels, which can only be created by the Systems Admin Team on receipt of
a formal User Registration/Delete User form and the use of individual passwords. During our testing, however, we noted a number of areas where we consider that there is
scope for improvement to the current processes and/or where the existing procedures had not been carried out as expected. In particular we noted:
•

three cases out of a random sample of five user amendments within the last three months, where the pro-forma User Registration/Delete User form had not been
completed to request the amendments to the user’s access rights and/or the request had not been authorised by an officer contained in the list of authorising officers.
We understand that given current circumstances, the amendment request will be accepted provided it has come from the user’s line manager;

•

the spreadsheet maintained by the Systems Admin Team to record the results of the periodic and year-end review of user access rights and/or follow-up of outstanding
review documentation was incomplete and we were therefore unable to verify the extent, if any, of review undertaken. The Systems Administrator is aware of this situation
and an exercise is currently underway to follow up all outstanding review documentation;

•

there are a number of officers who have been allocated high authorisation limits for processing journal entries and other manual adjustments within the system. In
particular there were eight officers with authorisation limits of £10 trillion and a further four officers with limits of £10 billion. These officers were Module Leaders and
Finance Managers and we understand that the limits were assigned to the specific user roles as part of the exercise for creating generic user roles and that the value
assigned reflected the value of transactions within those particular modules. The values, however, appear completely excessive and we understand that there is no
periodic review undertaken to assess the appropriateness of these values; and

•

whilst the passwords used to access the system require to be in an alphanumeric format, there is currently no requirement to include symbols or capitals which would
strengthen password complexity.

Implication
Individual staff’s access
levels may not be
appropriate for their role.
Without
appropriate
evidence it will be
impossible to confirm
whether the review of
access rights has been
undertaken.
Password controls may
not be sufficiently robust.

Recommendation
Management should:

Priority
Amber

(1) consider whether, given the current working arrangements, it would be beneficial in the short term for the list of officers who can
authorise user access to be amended to include relevant line managers. Any revised list would require to be regularly reviewed for
appropriateness;
(2) ensure that amendments to user access levels are only processed where the request is in writing from the appropriate authorising
officer;
(3) ensure that the spreadsheet maintained to support the review process is updated as soon as possible and all outstanding user
access forms followed up with Services as appropriate;
(4) ensure that authorisation limits for module leaders are periodically reviewed for appropriateness and any amendments made to
their limits as required; and
(5) consider strengthening the current password complexity rules to include requirement for symbols and/or capitals.

Page 97 of 131
i:\data\internal audit\2020-21\financial solutions (0200)\financial solution (0210)\general ledger 2020-21\reporting\final reports\a1 - final report as issued 19.11.2020.docx

3

3. Action Plan (continued)

General Ledger

0210/2021/001

Management response

Implementation
Month/Year

Agree
Responsible Officer: Joseph Quinn, Finance Manager (Treasury, Capital and Systems)
(1)

Financial Solutions is comfortable, having considered this, now that initial challenges around home working have been resolved, that the current number of staff
who have authority to authorise new service user roles/limits is adequate for these purposes.

n/a

(2)

Systems Administrator will carry out monthly sample checks to ensure compliance with written authorisation requirement and check all paperwork completed,
with staff notified accordingly of any issue arising. See no 5 below, the team Accountant will carry out a 6 monthly sample review of processes relating to system
admin audit, controls, period ends and checks.

June 2021

(3)

A review of the managers who will be responsible, for approving the user roles and access rights for their service, per the audit list is now complete. In conjunction
with this, the User authoriser audit has recently been carried out with the Systems Admin team currently working through the returns to process any changes
and follow up any non-respondents prior to removing access.

(4)

To reduce the risks surrounding the conflict between the Module leader role and their user role within the live system, the dual user and module leader role with
enhanced access/limits will only be allowed within the test system. The Systems Admin team will remove module leader access to the live system which removes
any issues around excessive authorisation limits for module leaders. A limited number of staff are allocated a generic role which enables higher levels of
authorisation, particularly at financial year end for clearing out account balances. Financial Solutions will review the appropriateness of the generic role and limits
aligned to meeting meet operational demands.

(5)

December 2020

January 2021

November 2021

Given that very few issues have arisen regarding unauthorised access, Financial Solutions considers current password complexity satisfactory. However, if the
suggested complexity is available in V6, which is due to go live November 2021, it will be implemented at that point.

Page 98 of 131
i:\data\internal audit\2020-21\financial solutions (0200)\financial solution (0210)\general ledger 2020-21\reporting\final reports\a1 - final report as issued 19.11.2020.docx

4

3. Action Plan (continued)
Ref
2

General Ledger

0210/2021/001

Finding
There is a need to improve the arrangements for documenting and authorising feeders .
We reviewed the process for authorising and processing feeders and noted that there are generally adequate procedures in place to ensure that only appropriately authorised feeders
are processed in the system, with only the Creditors Section able to process creditor-related feeders and the Systems Admin Team able to process all other feeders. In addition,
there was generally appropriate documentation held to support each feeder, which included the name of the authorising officer. We noted that it is the responsibility of the relevant
Services to ensure that feeders are reviewed and processed in accordance with the feeder timetables and that there is no formal follow up process in place where these are not
received on time. From our testing, however, we did not find any significant issues with feeders not being received/processed on time.
The authorised signatory database contains authorisation limits for certification of invoices and payment requests but does not currently contain authorisation limits in respect of
feeders for individual officers. We selected a random sample of 10 feeders from periods 2 and 3 and noted the following issues:
• three cases where the journal control sheet had not been fully completed/signed by the authorising officer;
• one case where the authorising officer was not included in the authorised signatories database or list of feeder authorisers published on Connect;
• one case where individual invoices within the feeder were in excess of the officer’s authorisation limits for certification of invoices; and
• two cases where the details held in the authorised signatory database were incorrect. In one of the two cases, the details held for the officer related to the job title and authorisation
limits of another officer within the database and in both cases the signature held in the database against the officers’ details related to other officers.

Implication

Recommendation

Priority

Management response

Unauthorised feeders
may be processed in
error.
Without formal checks
feeders in excess of
the
authorisation
limits
may
be
processed in error.

Management should:
(1) remind all relevant staff of the
importance of ensuring that the
feeder documentation is fully
completed and signed by an
authorised officer and for
checking
the
officer’s
authorisation limits prior to
processing feeders;
(2) ensure that the authorised
signatory database is fully
reviewed and updated to ensure
that all officers’ details are
correctly stated with the relevant
signatures and authorisation
limits as appropriate; and
(3) consider the introduction of an
authorised limit for relevant
officers sending feeders for
processing to the ledger.

Amber

Agree
Joseph Quinn, Finance Manager (Treasury, Capital and Systems)
(1) Staff will be reminded of the importance of checking that all feeder documentation is
fully completed and signed per the feeder authorisation list. The process is
documented in our system desk notes and the monthly timetable is also on the period
end checklist. The feeder authorisation list is managed by the Systems Admin Team
independent of the centrally held authorised signatory database. On receipt of a
feeder, the Systems Admin Team are responsible for checking the person sending it
is on the approved list, control total agrees per the email notification to the file
received and the feeder received is scheduled/expected per the feeder timetable.
Systems Admin staff are not responsible for checking the officer’s authorisation limits
as this should be carried out prior to sending the feeder i.e. by the remitters.
(2) New user/amendments and feeder authorisation lists are maintained and stored by
the Systems Admin Team independently from the authorised signatory database. The
Systems Admin team, as part of its system/user audit process periodically check
these lists to ensure they are up to date reflecting any staff changes. However the
separate issues raised regarding errors within the authorised signatory database will
be amended accordingly and processes reviewed.
(3) Per (1) above, it is the responsibility at service level to check and authorise feeder
content prior to sending feeder for processing. However per the recommendation the
feeder authoriser check list will be expanded to include an authorisation limit based
on the remitting officer’s previous/usual feeder control amounts, which if materially
breached, will be raised with the service for further investigation prior to processing.

Implementation
Month/Year

December 2020

December 2020

December 2020
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3. Action Plan (continued)
Ref
3

General Ledger

0210/2021/001

Finding
There is a need to review expected practice for evidencing who has prepared or authorised key documentation.
Previously, reconciliations undertaken were held in hard copy with ‘wet’ signatures of the officers responsible for completing and authorising the relevant documents. However, as
a result of the Covid-19 pandemic and the plans to rationalise the Council’s operational buildings, it is expected that there will be an increase in remote/home working in the longer
term and it will become increasingly difficult to obtain physical signatures on relevant documentation. Consideration will therefore need to be given as to how this control process
should be undertaken and evidenced going forward. During this review we noted:
• whilst each of the debtors control account reconciliations had been fully reconciled and undertaken on a timely basis we noted that, due to the current working arrangements, the
signatures for both the officers responsible for preparing and reviewing the reconciliations had been typed within the reconciliation documentation; and
• four bank accounts where the reconciliations had not been signed by the authorising officer. For the two accounts reconciled by the Treasury Section, we understand that there
has never been a process to have a second officer review/authorise the reconciliations prepared; and
• as noted at point 2 above, three cases where the journal control sheet for feeders had not been fully completed/signed by the authorising officer.

Implication

Recommendation

Priority

Management response

Without
appropriately
signed
documentation, the Council may not
be able to adequately demonstrate
appropriate completion and review of
key documentation and errors may not
be identified in a timely manner.

Given recent and expected future developments in
working arrangements, management should review
the current practice/expectations for evidencing
completion
and
review/authorisation
of
reconciliations and other key documents which
require authorisation and where a formal signature
cannot be provided, appropriate alternative
documentation should be retained on file to support
the processes.

Green

Agree
Joseph Quinn, Finance Manager (Treasury, Capital and
Systems)
Financial Solutions will carry out a review of current
practice/expectations for evidencing completion and
review/authorisation of reconciliations and other key
documents which require authorisation and where a
formal signature cannot be provided, look at the
alternative documentation that could be retained on file
to support the processes.

Implementation
Month/Year

January 2021
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3. Action Plan (continued)
Ref
4

General Ledger

0210/2021/001

Finding
Documentation to support IDTs was not always retained on file and some officers responsible for approving IDTs were not aware of their responsibilities.
We reviewed the process for authorising and processing journals and Inter Departmental Transfers (IDT) and noted that there were generally robust arrangements in place to ensure
that only authorised transactions are processed in the ledger. Documentation to support each journal is held electronically in the system within the relevant transaction and hard
copy documentation is generally retained by the services to support all IDTs. A report of all outstanding IDTs is produced by the Controls & Reconciliations Team each week and
passed to the relevant Accountant for follow-up and acceptance as appropriate, with any outstanding IDTs which have not been accepted within the 14 day period automatically
processed by the system.
From our testing, however, we noted a small number of issues:
•

whilst there was generally appropriate documentation held to support journals and IDTs within the system, we were unable to readily obtain documentation in respect of four
IDTs selected at random from the last three months. We understand that the officers involved were either on long term sickness absence or had been seconded to other services
as a result of the Covid-19 recovery process at the time of the audit. However, the documentation was not held centrally or in a location that could be easily located by other
members of the team;

•

a report of all IDTs processed during periods 1-3 highlighted that approximately 33% had been auto-posted, which is higher than what would normally be expected. We
understand that this may have been due to the focus on the year end process and the fact that staff were unable to raise accounts in April this year. A further report received
for periods 4-7, however, indicates that the level of auto-posted IDTs remains higher than expected;

•

from a random sample of 10 auto-posted IDTs from the last three months we noted that two officers had recently been appointed and were unaware of the process for accepting
IDTs, four officers had failed to accept their IDT in error due to their workload and for one officer the email had automatically been posted to her junk mail and she was therefore
unaware of the email. We understand that for the latter the issue has now been rectified for subsequent emails; and

•

the report of auto-processed IDTs does not provide the name of the receiver once an IDT is auto-accepted and therefore there is no way to identify individuals who regularly do
not accept IDTs.

Implication

Recommendation

Priority

Management response

Without appropriate
supporting
documentation,
it
may not be possible
to
identify
the
reason for/nature of
an adjustment.
Charges raised may
be
incorrect,
inaccurate
and/or
not accepted as due
by a relevant officer.

Management should:
(1) remind all relevant staff of the importance
of retaining appropriate documentation to
support all journals and IDTs and for
ensuring that the documentation is held in
a manner and location that ensures it can
be easily located;
(2) remind all relevant staff of the importance
of reviewing and formally accepting IDTs in
order to minimise the number of autoprocessed transactions; and
(3) consider whether the format of the autoprocessed IDT report could be amended to
highlight the names of the officers who
repeatedly do not formally accept IDTs
and/or whether there is an alternative
process for monitoring instances of nonacceptance to ensure that this is
minimised.

Green

Agree
Responsible Officer: Joseph Quinn, Finance Manager (Treasury, Capital
and Systems)
(1) The Controls and Reconciliation Supervisor will issue a reminder email
periodically to relevant staff to remind them of the importance of
retaining appropriate documentation to support all journals and IDTs
and for ensuring that the documentation is held in a manner and
location that ensures it can be easily located.
(2) The above email will also include a reminder to all relevant staff of the
importance of reviewing and formally accepting IDTs in order to
minimise the number of auto-processed transactions.
(3) Given that very few issues have arisen regarding auto-acceptance,
Financial Solutions considers current IDT default arrangements to be
satisfactory. However it will review current reporting arrangement to
investigate if the recommendation for reports to monitor repeated
instances of non-acceptance to ensure that this is minimised are useful
and can be developed.

Implementation
Month/Year

November 2020

November 2020

March 2021
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3. Action Plan (continued)
Ref
5

General Ledger

0210/2021/001

Finding
There is scope to improve some of the processes for ensuring the integrity of the system data.
We reviewed the procedures for ensuring the integrity of the system data and noted that there are generally appropriate arrangements in place including a formal Business Continuity
Plan (BCP) and Disaster Recovery Plan (DRP), daily back up processes and a period-end and year-end closedown procedure which includes integrity checks, data posting checks
and checks to ensure that the sub-ledger balances and the debtors and creditors control account balances are appropriately reconciled to the ledger. From our testing, however, we
noted the following:
• the BCP document for the General Ledger module was updated in September 2020 with a full restore of the live and test databases and applications last undertaken in July 2018
as part of the Council’s critical process for data recovery. The BCP document, however recommends that this process is undertaken on an annual basis. From discussions with
the Systems Admin Team we understand that, as the eFinancials system is due to be updated in November 2021, a full test of the live and test systems data is scheduled to take
place in June/July 2021 prior to installation of the update;
• whilst no specific/significant issues were identified, we noted that at present there is no periodic independent review of a sample of the transactions and processes undertaken by
the Systems Admin Team in accordance with recognised good practice.

Implication

Recommendation

Priority

The BCP arrangements
would not be reviewed
in accordance with
expected
timescales
and/or may not be
appropriately tested.
Officers responsible for
the
data
recovery
process may not be
aware
of
their
responsibilities.
Errors in the system
data may go unfixed

Management should:
(1) ensure that the planned testing of the live/test
data is undertaken in accordance with the
scheduled timescales prior to installation of the
eFinancials upgrade;
(2) consider whether the annual review of the
system data specified in s10 of the BCP
document is appropriate or whether this should
be amended to better reflect expected
frequency; and
(3) consider introducing periodic reviews on a
sample of the processes undertaken by the
Systems Admin Team (e.g. review of user
access rights, checks on the period end integrity
checks etc.) by an officer independent of the
Systems Admin Function in line with recognised
good practice.

Green

Implementation
Month/Year

Management response
Agree
Responsible Officer: Joseph
(Treasury, Capital and Systems)

Quinn,

Finance

Manager

(1) The planned eFinancials upgrade to V6 will be done in July
2021 and data will be copied to test at that point. By delaying
this process until next year creates no additional risks. Going
forward the Systems Admin action plan will be updated to
include an annual live/test refresh.

July 2021

(2) A call has been logged with IT regarding the DR plan to
determine the control schedules for testing system data.
Once we have clarity on testing timescales, the Systems
Admin Team will update the wording in the BCP to reflect the
expected frequency to align with this.

December 2020

(3) A team Accountant will carry out a 6 monthly sample review
of processes of the System Admin audit, controls, period ends
and checks. The checking for system integrity is also included
in our period-end checklist and any future errors on
imbalances will be logged and documented.

June 2021
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3. Action Plan (continued)
Ref
6

General Ledger

0210/2021/001

Finding
Management needs to consider the process for actioning long-standing upload errors held in suspense accounts where these items cannot be readily
re-allocated.
There is a formal process in place for ensuring that upload errors during the feeder process (e.g. due to incorrect cost centres/account codes) are automatically posted to a suspense
account with an X-ref journal produced and passed Controls and Recs Team for investigation and re-allocation on a regular basis.
During the audit testing, however, we noted that there was a balance in the payroll suspense account which, whilst being regularly reviewed, had been accruing since 2015-2016
and at that time had a balance of £179,099. We understand that Controls & Reconciliations are working closely with the Payroll section to reduce the amount on this account, but
that many of the transactions relate to overpayments made to employees which may require to be written off.

Implication

Recommendation

Priority

Management response

If
transactions/
balances are held in
suspense
accounts
unnecessarily, general
ledger information may
not
be
up-to-date/
accurate.

Management should consider whether it is likely
that the older payroll suspense account items can
be fully reconciled and re-allocated given the
length of time which has elapsed since the
original transaction dates or whether alternative
action should now be taken to address the
accruing balance held on this account.

Green

Agree
Joseph Quinn, Finance Manager (Treasury, Capital and Systems)
Responsibility for the suspense balance highlighted lies with Payroll
services and has been raised on a number of occasions by the Controls
and Reconciliations team. Per the recommendation, the Controls and
Reconciliations Team will re-emphasise the importance of monitoring
and clearing out these balances periodically. This will include a full review
of the accruing balance being undertaken and consideration as to the
best course of action in dealing with the unallocated balance where time
has elapsed since the original transaction date.

Implementation
Month/Year
March 2021
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives
in the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management
and control is inadequate to effectively manage risks to the achievement
of objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk.
If the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If
the risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT
COUNCIL TAX
Contents
1. Executive Summary
2. Findings and Recommendations
Appendix 1:
Audit grading
Issued to: Head of Financial Solutions Copied to: Incomes Manager

3. Action Plan

Headlines
This audit was a high-level review designed to provide independent assurance on the adequacy and
effectiveness of the Council’s management arrangements and the operation of selected key controls within the
Council Tax system (relating to liability, billing, discounts, collection, refund, enforcement and recovery
processes).
The fieldwork undertaken for this audit coincided with the introduction of significant changes to a number of
operational processes in the Council Tax control environment as a result of the public health emergency. These
were necessary as a result of a reduction in staffing resource, the need for staff to work from home, an increase
in account holders’ change of circumstances, and staff being involved in implementing systems to deliver other
Covid-19 specific benefits and grants introduced by the Scottish Government.
Despite these challenges, based on the results of our audit work, we are generally satisfied that the Council’s
control framework and management arrangements in relation to council tax are adequate and operating
effectively. There were robust arrangements in place to ensure bills are accurately and promptly issued and
that income due to the Council is properly recorded and accounted for. We were also pleased to note that in
general clear and concise records are maintained to support transactions and effective mechanisms exist to
monitor, measure and report on council tax performance. During the period under review recovery action on
overdue council tax accounts had been suspended and as such no audit testing was undertaken on this aspect.
We understand that all normal recovery action, in line with statutory requirements, has now resumed with
statutory reminders issued for overdue council tax payments in September 2020.
We have categorised the audit as offering ‘substantial assurance’ as a sound system of governance, risk
management and control exists. Internal controls are operating effectively and being consistently applied to
support the achievement of control objectives in the area audited.
We have identified a small number of areas where we consider scope for improvement exists and made some
recommendations for management consideration/action. These issues which we consider management
require to address are detailed at section 3 of the report and include the need to reinstate the programme of
reviews to verify continued eligibility to previously awarded discounts and exemptions.
Internal Audit Opinion (see definition at Appendix 1)

Substantial assurance (Green)

Organisational impact (see definition at Appendix 1)

Minor

Report status
Audit Team

FINAL

Audit ref

0220/2021/001

Date Issued

10/11/20

Elaine MacDonald, Paula Hendry and Hugh Shevlin
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1. Executive Summary
Objectives
This audit was a high-level review designed to provide independent assurance on the adequacy and
effectiveness of the Council’s management arrangements and the operation of selected key controls within the
Council Tax system (relating to liability, billing, discounts, collection, refund, enforcement and recovery
processes).
The audit sought to address the following issues:
•

whether robust arrangements are in place to ensure bills are accurately and promptly issued;

•

whether income due to the Council is properly recorded and accounted for;

•

whether clear and concise records are maintained to support all relevant transactions;

•

whether appropriate mechanisms are in place to maximise council tax collection rates;

• whether appropriate mechanisms exist to monitor, measure and report on council tax performance.
During the period under review, recovery action on overdue council tax accounts had been suspended and as
such no audit testing was undertaken.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised

Red

Amber

Green

0

1

1

(see definition of priority at Appendix 1)

Key areas requiring management action (Red)
No key areas requiring urgent management action have been identified.

Good practice identified
We noted the following areas of good practice during the audit:
•

the Council accepts payments for council tax by a variety of methods and encourages account holders to
make use of direct debit payment facilities. Arrangements are in place to ensure that income is reconciled
and properly credited to relevant council tax records;

•

council tax payers’ liability is determined in a consistent manner and accurately calculated on a ‘per day’
basis in accordance with the approved council tax level including taking proper account of discounts and
exemptions awarded. Unique account reference numbers, linked to the property involved, are held on the
council tax system. Demand notices which provide council tax payers with all relevant information in
accordance with legislation are issued timeously to all liable persons;

•

there was appropriate evidence of enquiry conducted on accounts with credit balances. Prior to refunds
being made, investigations are conducted to clarify whether any prior year balances on council tax or
benefits are outstanding for offset first; and

•

transactions on the council tax system are carried out by relevant service staff with appropriate
authority/permissions to conduct these transactions.

Other areas for improvement (Amber)
One area for improvement were also identified:
•

there is a need to reinstate the programme of reviews to verify continued eligibility to previously awarded
discounts and exemptions.
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3. Action Plan
Ref
1

Council Tax

0220/2021/001

Finding
There is a need to reinstate the programme of reviews to verify continued eligibility to previously awarded discounts and exemptions.
Regular reviews, to a comprehensive annual timetable, are normally carried out on all categories of council tax discounts and exemptions awarded to taxpayers to confirm
the ongoing eligibility for the reduction to council tax liability.
As a result of Covid-19, these reviews were suspended and as a consequence any reviews with a ‘scheduled run date’ during this period are now overdue. We understand
that managements intend to recommence these reviews in the near future but at the time of preparing this report there were no formal plans to do so.

Implication

Recommendation

Priority

If the reviews of existing
discounts and exemptions is
not undertaken the Council
may fail to ensure that all
council
tax
payers
are
accurately
charged
in
accordance
with
their
circumstances and eligibility.

Management should make arrangements to
recommence the programme of reviews of
discounts and exemptions as soon as
practically possible ensuring priority is given to
conducting reviews of existing discounts and
exemptions that are considered to be of
greatest significance, for example based on the
earliest date of award first.

Amber

Management response

Implementation
Month/Year

Agree
Gail Scott, Revenue Manager
Due to the current Covid-19 pandemic and the reduction in
resource, the existing review schedule along with the 2021
schedule will be updated to reflect the missed reviews. These
reviews will be scheduled on a priority basis ensuring that the
discounts/exemptions that potentially change on a more
frequent basis are reviewed first. It is anticipated that the
exemptions and discounts that have no defined period of
entitlement are reviewed first. Other discounts/exemptions that
have a time limit to entitlement e.g. 6 or 12 months would cease
at the end of the period.
The Revenue Team have already worked on a report which
covered Student Exemption/Discount. This was completed as
a precaution due to the scheduled reviews being postponed.
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3. Action Plan
Ref
2

Council Tax

0220/2021/001

Finding
Details recorded in the diary notes section of council tax accounts are not always adequate.
Each individual council tax account has a narrative diary notes section where details on communications, bill issues, applications and reviews, etc are recorded as well as a
document management system (workflow 360) holding copies of supporting evidence, where applicable, to support change of circumstances or eligibility to discounts,
exemptions, etc. The date and details of the council tax officer actioning the information are recorded as an audit trail on each account. We reviewed a small sample of
discounts, exemptions and account suppressions and noted:
•
•

two cases where empty property reduction had been applied to an account based on an earlier application by a private landlord but the diary notes did not fully and clearly
explain this; and
one case where an account had been supressed but the documentation to support this was held against a linked account but the diary note could have been clearer in
this regard.

Implication

Recommendation

Priority

The Council may fail to ensure that
all council tax payers are
accurately charged in accordance
with their circumstances and
eligibility.

Management should remind all relevant staff of the
need to ensure the diary notes section is always
updated with clear and understandable narrative to
support the action taken on an account.

Green
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Management response

Implementation
Month/Year

Agree
Gail Scott, Revenue Manager
Staff will reminded of the importance of diary notes
within accounts. The will be advised that when
awarding any relief they must detail on what basis the
award was made and if evidence was required or not.

December 2020
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT

FINANCIAL SUSTAINABILITY
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2:
Elements of CIPFA FM Code (2019) reviewed
Issued to: Head of Financial Solutions, Business Finance Manager (Resource Solutions)
Copied to: Chief Executive

Headlines
The purpose of this audit was to provide independent assurance on the adequacy and robustness of the Council’s
approach to financial sustainability. The review focused on how well the Council is identifying the short and
medium-term impacts of the ongoing public health emergency on the Council’s finances and the adequacy and
effectiveness of its responses to date. This included consideration of the adequacy and effectiveness of the
Council’s financial strategy and related policies and processes for preparing and monitoring annual budgets and
financial forecasts and the appropriateness and effectiveness of the arrangements for reporting to key
stakeholders. We also considered the Council’s arrangements against relevant good practice identified by CIPFA
and Audit Scotland. Given, that some impacts of the pandemic also have the potential to impact the Council’s
finances over the longer-term, we also considered how well the Council is approaching the challenge of ensuring
that its’ ambitions, plans and service delivery models remain affordable and financially sustainable.
Based on the results of our work, we have assessed the audit as providing ‘reasonable assurance’.
The Council has continued to report financial performance against the approved 2020-21 budget to key
stakeholders in a timely manner and although considerable uncertainties exist, these have been clearly
communicated to key stakeholders. We are satisfied that the risks, uncertainties and assumptions underlying the
financial projections have been clearly stated and appear reasonable and soundly based. Actions taken to date
in relation to 2020-21 appear reasonable. The Service is currently awaiting further detailed guidance from the
Scottish Government in respect of how the proposed financial flexibilities they have offered local authorities can
be applied to manage the 2020-21 deficit arising as a result of the cost of Covid-19.
Whilst Financial Solutions appear to have been managing this risk well to date, there remains significant
uncertainty over the longer-term impact of Covid-19 on the Council’s current and future financial sustainability.
Whilst the immediate focus is on ensuring a balanced budget is delivered in 2020-21 and on setting a budget for
2021-22, the Service already has in place well-established and effective arrangements for preparing longer-term
financial plans. With the significant uncertainties surrounding the UK, Scottish and local economies and the wider
public sector finances as a result of the current pandemic, management will need to continue to review the current
and future financial sustainability of the Council’s wider plans and activities, and where necessary take appropriate
action, to ensure it remains financially resilient. We are satisfied that senior management are aware of this and
of the need to ensure that clear and appropriate information is regularly reported to key stakeholders and to ensure
that elected members are appropriately engaged with this process.
In recognition of the need for the Service to continue to give sufficient focus and attention to what remains a
significant risk area, we have made a recommendation that management needs to continue to review key budget
assumptions, to assess the current and future financial sustainability of the Council’s wider plans and activities, to
ensure relevant issues/risks are reported to key stakeholders, and where necessary take appropriate action, to
ensure the Council remains financially resilient.
Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Major

Report status
Audit Team

FINAL

Audit ref

0210/2021/003(a)

Date issued

24/11/2020

Jacquie Howden and Paula Hendry
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1. Executive Summary
Objectives
The purpose of this audit was to provide independent assurance on the adequacy and robustness of the Council’s
approach to financial sustainability. The review focused on how well the Council is identifying the short and
medium-term impact on its finances and financial resilience of the ongoing public health emergency and the
adequacy and effectiveness of its response to date.
This is the first of two audits to be undertaken in respect of the Council’s financial management and financial
sustainability arrangements, with a separate report on the adequacy of the Council’s general financial management
arrangements (including an assessment on the level of compliance with the revised CIPFA Code on Financial
Management 2019 and relevant good practice) due to be reported later in 2020-21.
In carrying out our work we have considered the following:
• Is the Council able to report financial performance against the approved 2020-21 budget to key stakeholders?
Are these projections robust and timely? Where appropriate, are any key assumptions, risks and uncertainties
clearly stated and do these appear reasonable?
• Has management recognised the need to identify longer-term impacts on the Council’s future financial and
operational plans? Do management actions appear reasonable and in line with current financial assessments?
Is the Council actively reviewing its financial resilience and/or taking appropriate decisions to ensure it remains
financially resilient.
Work undertaken during this audit included a review of the adequacy and effectiveness of the Council’s Financial
Strategy and related policies and processes for preparing and monitoring annual budgets and financial forecasts
and the appropriateness of the arrangements for reporting to key stakeholders. In addition, we undertook an
assessment of key elements of the revised CIPFA Code on Financial Management 2019 in relation to financial
sustainability and financial resilience. The work involved gathering evidence of relevant key processes and reports
and information received from the relevant officers within Financial Solutions.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The Internal
Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

1

0

0

Key areas requiring management action (Red)
The financial sustainability risk, to date, has been managed well by Financial Solutions, however, there remains
significant uncertainty over the longer-term impact of Covid-19 on the Council’s current and future financial
sustainability. As a result management needs to continue to review key budget assumptions, to assess the current
and future financial sustainability of the Council’s wider plans and activities, to ensure relevant issues/risks are
reported to key stakeholders, and where necessary take appropriate action, to ensure the Council remains
financially resilient.

Good practice identified
We noted the following areas of good practice during the audit:
• The Council has an approved Financial Strategy Framework which outlines the Council’s approach to ensuring
that its financial planning is fully integrated with the principles of We Aspire and the objectives of The Plan for
North Lanarkshire and which aims to ensure robust, affordable, sustainable and best value financial plans are
developed to support decision making and prioritise the use of available resources.
• The Council has a formal Revenue Resources Budget Strategy which sets out the key principles and framework
to facilitate a more robust and strategic approach to financial planning. The strategy was approved by Policy
and Strategy Committee in June 2019 and was successfully implemented in setting the 2020/21 balanced
Revenue Budget and associated three years’ savings agenda. An update to the Strategy was also presented
to and approved by Policy and Strategy Committee in June 2020.
• In addition, the Council has an approved Reserves Policy which sets out the guidelines for ensuring that
reserves are established and managed in a way that safeguards long-term financial sustainability and supports
good financial management, allowing the Council to balance current obligations and preparing for future
commitments and financial risks.
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Good practice identified (continued)
•

The Council’s 5 year Medium Term Financial Plan (MTFP) for 2021/22 to 2025/26 was recently updated to
reflect the potential impact of operating in a Covid-19 environment and was approved by Policy and Strategy
Committee in October 2020. The MTFP is reviewed annually and assists in ensuring that resources are aligned
to the key priorities outlined in the Plan for North Lanarkshire and ensures that the agreed programme of work
is robust, affordable and sustainable. It also reflects the risks which may impact on the Council’s ability to
continue to provide high quality services focussing on strategic priorities.

•

The corporate risk on Financial Sustainability has recently been reviewed and re-assessed to take account of
the impact of Covid-19 on the Council’s financial sustainability. The risk has been assessed in accordance
with the expected corporate methodology and assigned to the Head of Financial Solutions as the risk owner,
with appropriate mitigating controls identified. There are formal plans in place to ensure that the risk will be
regularly monitored and reported to the Corporate Management Team.

•

There are well-established reporting processes in place to ensure that key stakeholders are kept informed of
progress against current and future financial forecasts, identified savings and changes in underlying financial
assumptions and that key information in respect of assumptions and risks are clearly reported.

Other areas for improvement (Amber)
No other areas for improvement were identified.
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3. Action Plan
Ref
1

Financial Sustainability

0210/2021/003(a)

Finding
Management needs to continue to review key budget assumptions, to assess the current and future financial sustainability of the Council’s wider plans
and activities, to ensure relevant issues/risks are reported to key stakeholders, and where necessary take appropriate action, to ensure the Council
remains financially resilient.
The Council has continued to report 2020-21 financial performance against the approved budget to key stakeholders in a timely manner and although considerable uncertainties exist,
these have been clearly communicated to key stakeholders. We are satisfied that the risks, uncertainties and assumptions underlying financial projections have been clearly stated and
appear reasonable and soundly based. Actions taken to date in relation to 2020-21 also appear reasonable. The Service is currently awaiting further detailed guidance from the Scottish
Government in respect of how the proposed financial flexibilities they have offered local authorities can be applied to manage the 2020-21 deficit arising as a result of the cost of Covid19. The Council has also recently revised its’ Medium term Financial Plan (MTFP) for 2021/22 to 2025/26 which identified a significant budget gap based on the ‘envisaged scenario’
over the 5 year planning period.
There remains significant uncertainty over the longer-term impact of Covid-19 on the Council’s current and future financial sustainability. Whilst the immediate focus is on ensuring a
balanced budget is delivered in 2020-21and on setting a budget for 2021-22, the Service already has in place well-established and effective arrangements for preparing longer-term
financial plans. With the significant uncertainties surrounding the UK, Scottish and local economies and the wider public sector finances as a result of the current pandemic, management
will need to continue to review the current and future financial sustainability of the Council’s wider plans and activities, and where necessary take appropriate action, to ensure it remains
financially resilient. We are satisfied that senior management are aware of this and of the need to ensure that clear and appropriate information is regularly reported to key stakeholders
and to ensure that elected members are appropriately engaged with this process.
The Council recognises that due to the current economic and political volatility, these assumptions could change significantly and therefore require to be continually monitored to ensure
that the financial projections remain as robust as possible. The Council also recognises that management actions taken to address current and future budget issues could have
significant implications for future years’ financial forecasts.
The Council has identified a range of potential options to meet the 2020/21 budget deficit, including a number of financial flexibilities (largely technical accounting adjustments) the
Scottish Government has recently offered to councils. Financial Solutions has considered the potential impact these flexibilities could have in managing the budget deficit, however until
detailed guidance is provided, it is too early to assess the financial impact on the Council. We understand that this guidance is not expected to be fully available until later in the financial
year. Despite this lack of clarity, however, we note that management has concluded that it is likely that these flexibilities will provide sufficient scope to manage the Council’s forecast
2020-21 deficit within the current financial year.
A mechanism for formal political input into the consideration of the 2021-22 budget and beyond was established by the Council in August 2020 through a cross-party grouping tasked
with considering measures to balance the 2020/21 budget and potential savings for 2021/22 to 2023/24.

Implication

Recommendation

Priority

Immediate
financial
pressures on budgets are
not adequately reflected in
the Council’s decisionmaking processes.
The
Council may not have
accurate
and
timely
information to enable it to
understand and manage its
in-year
financial
performance and/or give
proper consideration to
future financial budgets and
plans.

Given current volatilities and uncertainties, Financial Solutions needs to:

Red

• continue to regularly review the key assumptions underpinning
financial forecasts to ensure that these remain reasonable and provide
updates on the revised forecasts and any changes to the corporate
risk assessment on financial sustainability to all key stakeholders on a
regular and timely basis;
• continue to engage with senior management to ensure that the
Council’s wider plans and ambitions remain aligned and consistent
with available resources; and
• ensure appropriate and timely political engagement in the
consideration and finalisation of relevant budgets and financial plans
(including, where required, in the identification and consideration of
sustainable savings options for the current and future years).

Management response
Agree
Elaine Kemp, Head of Financial Solutions

Implementation
Month/Year
Ongoing

Financial Solutions will continue to:
• regularly review key assumptions and react
appropriately to any changes in these;
• engage with senior management to ensure all
Council plans remain financially sustainable; and
• work with Services in identifying sustainable
savings options and continue with planned
political engagement to allow Council to fulfil its
statutory requirement to set a balanced budget.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.
Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 - Elements of CIPFA Financial Management (FM) Code (2019) reviewed
The Council’s financial sustainability arrangements were assessed against the following elements of the
revised CIPFA Financial Management (FM) Code 2019 as part of our audit.

Principle
Long term
sustainability

FM
Standard
Ref

CIPFA FM Standard

E

The financial management style of the authority supports financial
sustainability.

G

The authority understands its prospects for financial sustainability in the longer
term and has reported this clearly to members.

I

The authority has a rolling multi-year medium-term financial plan consistent
with sustainable service plans.

F

The authority has carried out a credible and transparent financial resilience
assessment.

N

The leadership team takes action using reports enabling it to identify and
correct emerging risks to its budget strategy and financial sustainability.

Adherence to
professional
standards

K

The budget report includes a statement by the chief finance officer on the
robustness of the estimates and a statement on the adequacy of the proposed
financial reserves.

Organisational
Leadership

O

The leadership team monitors the elements of its balance sheet that pose a
significant risk to its financial sustainability.

Sources of
Assurance
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AGENDA ITEM 7

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐ for approval ☒ for noting

Ref: KA/ASP/Dec20

Date: 10/12/2020

Risk management update
From:

Ken Adamson, Audit and Risk Manager

Email:

adamsonk@northlan.gov.uk Telephone:

07939 280602

Executive Summary
The purpose of this report is to update Panel members on risk management developments in the
period including progress on reviewing, assessing and managing risks contained within the
Council’s corporate risk register.
The Panel will be aware that each year the corporate register is formally reviewed for
completeness and continuing relevance and alignment to the council’s strategic objectives, ‘The
Plan for North Lanarkshire’ and the revised Programme of Work. Consideration is also given to
whether any risks at Service-level need escalated; and informal comparisons with other local
authorities’ corporate risk registers are also made to inform the review process.
The formal annual review for 2020-21, which was postponed from earlier in the year due to the
ongoing public health emergency and the work required to re-assess the impact of Covid-19 on
the Council’s risk exposure, has now been completed and agreed by the Corporate
Management Team.
This report updates the Panel on the outcomes of that process and presents the current
Corporate Risk Register for 2020-21. Although there have been some changes from the
previous year and a number of individual risk scores have moved as a result of current events,
the revised corporate risk register is, not unexpectedly, broadly similar to the previous year, with
the addition of one new risk in relation to the ‘Administration of Elections’ which clearly presents
significant additional challenges given current circumstances.
The report also highlights key recommendations and planned management actions arising from
the recent Internal Audit report on Risk Management and sets out a proposed cycle of future
updates to the Panel on key corporate risks.

Recommendations
The Panel is invited to:
(1) note the proposed Corporate Risk Register for 2020-21 (at Appendix 1) including the
addition of new risk ‘Administration of Elections’;
(2) note that work is currently being progressed by risk management staff working with senior
management leads to monitor, review and complete updated documentation as necessary
in relation to the risks described;
(3) agree the proposed cycle of future updates to the Panel on key corporate risks (as at Table
1); and
(4) otherwise note the contents of the report.

Links
The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement:

All ambition statements
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2.

Background
1.1

The Council’s Risk Management Strategy requires that the corporate risk register be
refreshed on an annual basis; led by the Corporate Risk Team, working with the Risk
Management Corporate Working Group on behalf of, and in consultation with, the Corporate
Management Team. In addition, each Service is required to maintain its own risk register in
respect of the operational service risks within their areas of responsibility.

1.2

An annual review/refresh exercise was originally planned to take place in the Spring of 2020
but was postponed due to the pandemic. The review exercise has now been undertaken and
the results agreed with CMT. This process has involved discussion with members of the
RMCWG to consider issue arising from individual Service risk registers, external
benchmarking with corporate risk registers of other councils, and most importantly has been
informed by, and considered against, The Plan for North Lanarkshire’ and the revised
‘Programme of Work for 2020 and Beyond’ as approved by Policy & Strategy Committee in
March 2020.

1.3

This paper presents the Panel with the results of that process.

Report
Corporate Risk Register 2020-21
2.1

The Panel will recall that the definition of a corporate risk in the approved Risk Management
Strategy is given as “those risks which can impact the Council in achieving its priorities and
stated objectives, or are more strategic in nature and require corporate oversight”. Such
risks may have the potential to impact many Services, and/or can impact significantly on
the Council in terms of financial costs, reputational damage and the achievement of key
plans or ambitions. The corporate risk register may also include significant Service level
risks which have been escalated for attention at a strategic level.

2.2

The approved corporate risk register for 2019-20 contained 23 risks as outlined in the table
in Appendix 1. Risks within the register were subject to ongoing monitoring and review
throughout the year, with regular risk reporting to both the Corporate Management Team
and the Audit and Scrutiny Panel.

2.3

In recent months and as previously reported, pending the delayed annual review of the
corporate risk register, the pandemic shifted risk management priorities as the Council
responded to Covid-19, and undertook the reassessment of a number of corporate and key
service risks to reflect the impacts of Covid-19 on the nature of the risks being faced and
on the adequacy and effectiveness of current controls and actions being progressed (and
planned) in response.

2.4

A corporate risk relating to the Covid-19 pandemic was added to the corporate risk register
earlier in the year and after the review process outlined above was completed, an additional
risk in relation to the administration of elections has also been added. . Although already
recognised in the relevant Service risk register, the safe, efficient and effective delivery of
elections during the current pandemic clearly presents significantly greater risks which will
require to be effectively managed given the potential reputational impact on the Council of
any failures. Work is therefore underway to populate relevant documentation in relation to
the current assessment and management of this corporate risk. The current corporate risk
register for 2020-21 agreed by CMT (at Appendix 1) therefore contains 25 risks.

2.5

Members should note that the risks included in the corporate register with the highest
residual scores include a number of issues (such as information governance, climate
change and health and safety) that feature prominently in the corporate risk registers of
many other local authorities and public bodies.

2.6

In addition, the Panel should note that corporate risks with higher residual scores often
relate to issues where there are significant constraints as to how much the Council can
directly influence the nature and scale of the risk (e.g. those risks, such as tackling poverty
and the implementation of the ERDP, which are closely linked to the performance o f the
national and local economy).
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2.7

Another category of risks with higher residual scores relates to risks where even with the
most robust internal arrangements, there is always the potential that issues can occur due
to the nature of the risk (e.g. public protection and information governance).

2.8

Members should note, therefore, that a high residual risk score is not in itself a ‘bad thing’
and sometimes reflects that the Council’s ability to do anything about some risks may be
limited, or the cost of taking any action may be disproportionate to the potential benefit
gained. This course of action is common for large external risks. Good risk management
practice suggests that in these cases the response may be toleration but the risk should be
tracked so managers are ready to reconsider should it start to escalate. In this regard, the
Panel should note that management regularly review all such corporate risks to ensure that
existing control and governance arrangements remain proportionate, adequate and
effective and that, where appropriate, any additional planned actions are identified and
progressed.

Internal Audit report on the Council’s risk management arrangements
2.9

The Panel will be aware of the recent Internal Audit report on the council’s risk management
arrangements, the findings and management responses to which are included within the
Internal Audit Progress report elsewhere on the agenda for this meeting.

2.10 Management are pleased that the Internal Audit report recognises the improvements made
to the Council’s risk management arrangements but recognises that further improvements
are required. Management responses provided to the audit report have been agreed with
the Corporate Management Team.
2.11 There are two particular matters arising that should be highlighted. The first issue relates
to the recommendation about the need to finalise the detailed documentation in relation to
risks on the corporate risk register which are not yet ‘live’. Three corporate risks are still in
draft form and CMT/Risk Leads have committed to having these completed by the end of
November 2020.
2.12 The other issue relates to the recommendation about the need to further develop the
monitoring, review and challenge of the corporate risks by CMT. The management
response agreed with CMT commits the Audit and Risk Manager to submitting regular
reports which will allow CMT to periodically review a sample of key corporate risks to
monitor, challenge and assess how well those corporate risks are being managed.
2.13 To that end, the CMT has agreed that it will receive a detailed report on one corporate risk
each month. A proposed timetable for reports to CMT (and subsequently to the Panel) is
set out in the table below. To enable a degree of synergy between reports to the CMT and
the Panel, it is proposed that at each cycle, Risk Leads for two of the three risks reporting
to the CMT, also attend and submit reports to the Panel. The Panel is, therefore. asked to
confirm its agreement to receiving reports on the two risks selected for reporting to the Panel
in cycles 1 and 2 of 2021 as outlined below:
Table 1: Proposed timetable for reporting on key corporate risks
2021
Cycle 1

Cycle 2

Month

Risk Lead report to CMT

Jan

ERDP

Feb

Tackling Poverty

Mar

Engagement & Consultation

Apr

Information Governance

May

Public Protection

Jun

Health & Safety

Risk Lead report to ASP

(reported in Sep 2020)

Other developments
2.14 The Council’s risk management arrangements continue to ensure that appropriate
consideration is given to risk and risk management on both the Corporate Management and
Service Management Teams. Risk continues also to be embedded in the Council’s
resilience arrangements and within
Council’s
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2.15 Good progress continues to be made on a wide range of other improvement actions which
are designed to ensure that the Council can demonstrate mature and effective risk
management arrangements.
2.16 Significant attention continues to be given to ensuring that staff have appropriate risk
management tools and knowledge, proportionate to their roles and responsibilities, which
will support the delivery of risk management activities, including on the use of the Council’s
Figtree risk management system. This include a specific focus on further developing the
skills within the network of Risk Champions and Risk Facilitators across the organisation,
to ensure they are adequately equipped to support Services in their consideration and
management of risk.
2.17 The corporate risk management team also continues to engage with, and support, a number
of additional workstreams to ensure that risk management is embedded within other key
corporate processes including project management, procurement improvement actions and
the Council’s wider business planning processes. The team also continues to provide
specific targeted additional support to risk management activity within a number of key
corporate projects including the in-sourcing of Cultural and Leisure Services and the
Enterprise Strategic Partnership Contract.
3.

Equality and diversity
Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland assessment in this instance.
Equality Impact Assessment
There is no requirement to carry out an equality impact assessment in this instance.

4. Implications
Financial impact
HR/Policy /Legislative Impact

None identified
None identified

Environmental Impact
Risk impact

None identified
Effective oversight of corporate risks will enable CMT and
Services to more effectively manage and monitor their risks
increasing the likelihood of the Council achieving its
ambitions and plans by more effectively mitigating potential
threats to planned outcomes.

5. Measures of success
5.1

The corporate risk management team will continue to report quarterly to CMT and the Audit and
Scrutiny Panel providing an overview of the management of the Council’s key corporate risks,
and updating on progress in respect of planned improvements to the Council’s risk
management arrangements.

5.2

The adequacy and effectiveness of the Council’s risk management arrangements will be
independently reviewed regularly by Internal Audit, who will report directly on the results of
that work to the Audit and Scrutiny Panel.

5.3

Effective risk management arrangements assist the Council in achieving planned outcomes
and/or help the Council mitigate the impacts of adverse events.

6. Supporting Documents
Appendix 1

Summary of approved Corporate Risk Register for 2020-21

Ken Adamson, Audit and Risk Manager
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Appendix 1

Corporate risk register summary 2020-21
Pre-Covid
residual risk
rating

Current
residual risk
rating

1. NEW RISK - Pandemic Illness: Covid-19

25

25

2. Information Security & Information Governance

20

20

3. Implementation of Economic Regeneration Development
Plan (ERDP)

15

20

4. Public Protection

16

20

5. Tackling Poverty

16

20

6. Health & Safety

12

20

7. UK leaving the EU - short term impacts

16

16

8. Climate Change

16

16

9. Human Resources

12

16

10. ICT operational capability

12

16

11. Financial Sustainability

15

15

12. Business continuity planning

15

15

13. Terrorism

15

15

14. Governance, Leadership and Decision-Making

12

12

15. Procurement risk

12

12

16. Managing strategic change

12

12

17. 1140 Hours

12

Being reviewed

18. Digital and IT strategy

9

9

19. Serious organised crime, fraud and corruption

9

9

20. Engagement and consultation

9

9

21. Resilience planning

5

5

22. Enterprise Strategic Commercial Partnership

Being reviewed

Being reviewed

23. Asset management

Being reviewed

Being reviewed

24. Health and social care integration

Being reviewed

Being reviewed

25. NEW RISK Administration of Elections

Being reviewed

Being reviewed

Risk Title
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AGENDA ITEM 8

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref AM

Date 10/12/20

Risk Management Update: Key Corporate Risk – Business
Continuity Planning
From

Head of Regulatory Services and Waste Solutions

Email

mcphersona@northlan.gov.uk

Telephone 01236 638575

Executive Summary
The Corporate Management Team has identified a number of key corporate risks which
are subject to periodic review by management to ensure that the risk is properly understood
and is being adequately controlled.
The purpose of this report is to provide the Panel with an overview of management’s current
assessment of Corporate Risk ‘Business Continuity Planning’ with particular reference as
to how the current arrangements have performed during the current pandemic.
The report also highlights the current key management processes and controls which are
designed to mitigate this risk, as well as any planned actions which are intended to enhance
current controls or to mitigate the risk further.

Recommendations
It is recommended that the Audit and Scrutiny Panel:
1. Consider whether there are any issues arising from this report, on which the Panel
would like to receive further information;
2. Otherwise note the contents of this report.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements
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1.

Background

1.1

As part of the agreed approach to the management of key corporate risks, each risk
has a nominated member of the Extended Corporate Management Team (ECMT) as
Risk Lead. Each risk has also been assigned to a relevant Corporate Working
Group/Management Team for ongoing assessment, monitoring and review. Reviews
are done on a frequency aligned to residual risk rating.

1.2

Under the Risk Management part of its agenda and in order to properly fulfil its role,
the Panel is seeking to receive more detailed reports on the management of some of
the key corporate risks. For this cycle, it has been agreed that a report be submitte d
on Corporate Risk ‘Business Continuity Planning’.

1.3

This particular risk is aligned to the Corporate Resilience Management Team, with the
Head of Regulatory Services & Waste Solutions identified as the Corporate Risk Lead.

1.4

Business continuity planning has been identified as a key corporate risk largely due to
the need to effectively manage threats to service delivery given the essential nature of
many Council services and the importance of the Council being able to continue to
provide services in the light of some of the potential impacts of service disruption e.g.
as a result of non-availability of staff and assets due to a severe weather event, fire,
flood, cyber-attacks or other failure event within the Council’s IT Infrastructure. Most
notably however, effective business continuity planning has been integral in ensuring
that the Council has continued to deliver its critical services during the current
pandemic.

1.5

The Civil Contingencies Act 2004 and the Civil Contingencies Act 2004 (Contingency
Planning) (Scotland) Regulations 2005 define local authorities as Category 1
Responders and as such we are required to fulfil certain statutory obligations in respect
of contingency planning and business continuity.

1.6

Following an internal audit report in November 2018, although it was noted that there
had been significant progress in improving the Council’s overall Business Continuity
arrangements, a number of additional actions were still identified as being required to
further improve the Council’s overall resilience through effective Business Continuity
Planning (BCP).

2.

Report

2.1

An initial ‘deep dive review’ of this risk was presented to Audit and Scrutiny Panel in
August 2017 with a residual risk rating of 15 – which signifies a “high” risk. Following
the latest management review, the ‘deep dive review’ of this risk (at Appendix 1) has
recently been reviewed and updated in light of the recent pandemic with an unchanged
residual rating of 15 HIGH. Although the residual rating remains unchanged and at a
“high” level, this is always to be expected due to the nature and complexities of the
risks involved within this area.

2.2

A key recommendation from the internal audit report was the introduction of corporate
guidance relevant to Business Continuity. The purpose of this would be to:




Allow a more consistent approach towards BCP across all Council Services;
Ensure that all Plans are regularly reviewed, updated and tested;
Ensure that failure of critical IT infrastructure/ systems are part of BCP; and
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Ensure that periodic assurance is provided by all Senior Managers that
appropriate and robust BCP is in place to cover all service areas.

2.3

In response to the above, the Resilience Development Team produced a standard
Business Continuity Guidance document. A copy of the document is attached as
Appendix 3 to this report.

2.4

The document provides specific guidance on key areas of BCP together with standard
templates which will assist all Services in delivering an improved and standardised
approach towards BCP.

2.5

Included within the guidance is an assurance return which all Heads of Service will be
required to complete on an annual basis. This reflects a further key recommendation
of the internal audit report and confirms that effective Business Continuity management
is in place across all Service areas. The first return date for assurance returns was set
at the 18th September 2020 and all returns have now been received from each Head
of Service.

2.6

At the same time as the guidance document being released, work has already been
undertaken to update and improve BCP across all Council Services. This has been
coordinated by the Resilience Development Team through assistance from the
Business Continuity Champions within each Service area. This review was significantly
influenced by the lessons learned from the pandemic and the risk of a potential ‘second
wave’. All services have been asked to fully review their business continuity
arrangements with specific reference to:
 Sudden loss of access to central IT provision to reflect increasing reliance on
home working;
 Significant loss of staff for a period of 14 days;
 A reduced availability of central office provision; and
 Enhanced lock down provision similar to that experienced in March/ April.

2.7

This review was completed on the 31st October and the consequence of this is that a
revised Corporate Business Continuity Plan is now in place:
http://connect/CHttpHandler.ashx?id=44828&p=0 and this is further supported with
detailed BCP’s at each Service level.

2.8

The robustness of this updated Plan can be shown in the most recent exercise
undertaken by the Council to test the resilience of its’ Services against the 5 Levels of
the new National Strategic Framework for COVID. The outcome from this exercise is
shown in Appendix 2 and demonstrates that even at Level 4 restrictions, 84% of all
Council service activities will continue, 10% would be reduced and only 6% would be
stood down. Of those that would reduce or be stood down, none are listed as critical
services and are the areas of business which you would expect to close under Level 4
restrictions – gyms, leisure facilities etc.

2.9

Also included within the guidance document is a summary of the Council’s ongoing
preparation to develop specific Business Continuity arrangements relevant to Power
Resilience and how the Council will respond to a ‘black start’ event – the complete loss
of power across the national grid. Original proposals were to provide emergency
generator provision at the Civic Centre. However due to the costs involved and ongoing
office rationalisation proposals, it was agreed to pause the introduction of such
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arrangements. As an interim measure, arrangements are now being made to utilise
the Council’s CCTV centre within Coatbridge as a coordination hub in the event of any
‘black start’ event.
2.10

Further detailed guidance on ‘black start’ has now been released by the Scottish
Government and the Resilience Development team is now preparing a Council
document in line with the new guidance. A copy of this new policy will be submitted to
the Council’s Environment and Transportation Committee in the New Year.

2.11

In addition to the above, there has also been a review of the entire suite of Resilience
documents to reflect the recent changes within the Council. This includes an updated
Corporate Resilience Plan, Rest Centre Information Guide and Emergency Out of
Hours directory.

2.12

Following approval of the updated Resilience Planning and Business Continuity
arrangements by the CMT, information on the new guidance and the new Resilience
documents was issued to all senior officers and updated on the Council’s intranet
system: http://connect/index.aspx?articleid=20534.

2.13

To allow all Services to review their own revised Business Continuity arrangements
and the new Corporate documents, two Resilience Response Awareness Sessions
were organised for the 4th and 12th June 2019 and were well attended by senior officers
across all Services within the Council. Repeat events such as this will be arranged by
the Resilience Development Team over the coming year.

2.14

The Council has an ICT Disaster Recovery (DR) plan which provides support and
guidance to the Disaster Recovery Team – comprising ICT management, staff and
service delivery partners - to recover from a significant disruption to ICT services.

2.15

The DR plan focuses on actions, process and timelines required to recover core/priority
systems, applications and data hosted within the Council’s two datacentres, but does
not detail how services should maintain business as usual in the absence of their key
systems.

2.16

An overview of the DR Plan and testing arrangements was presented to the Audit and
Scrutiny Panel in September 2019. This report advised that maintenance of the DR
plan would be incorporated into the DigitalNL programme to ensure continuity and
consistency of approach is maintained during the period of significant change.

2.17

As members are aware, the Council engaged a specialist system integrator (SI) partner
to develop, build and implement the technology changes envisaged within the
DigitalNL transformation programme. Working collegiately with the SI, an independent
view of DR requirements will take place during the discovery and design stages, with
outputs considered by the Council’s Enterprise Architecture Governance Group, who
have a remit to ensure DR arrangements are considered and implemented consistently
going forward.
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3.

Equality and Diversity

3.1

Fairer Scotland Duty

3.1.1

There is no requirement for any assessment.

3.2

Equality Impact Assessment

3.2.1

There is no requirement for any assessment.

4.

Implications

4.1

Financial Impact

4.1.1

There are no financial impacts associated with this report.

4.2

HR/Policy/Legislative Impact

4.2.1

Delivery of effective Business Continuity Planning is essential in fulfilling the Council’s
statutory obligations. Adoption of these guidance notes will assist in that regard.

4.3

Environmental Impact

4.3.1

There are no environmental impacts associated with this report.

4.4

Risk Impact

4.4.1

This BCP risk ensures appropriate management and monitoring of the risks to
successful achievement of effective BCP, and will increase the likelihood of delivering
effective BCP arrangements.

5.

Measures of success

5.1

Effective Business Continuity Planning will ensure the delivery of critical services in the
event of a major incident.

6.

Supporting documents

6.1

Appendix 1 – Deep Dive Risk Review of Corporate Risk ‘Business Continuity Planning’.

6.2

Appendix 2 – Service Readiness Assessment

6.3

Appendix 3 – Business Continuity Guidance Notes

Andrew McPherson
Head of Regulatory and Waste Solutions
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Appendix 1 - Deep Dive Risk Review of Corporate Risk ‘Business Continuity Planning’.
Deep Dive Report RIS0000015

Risk Title Business Continuity Planning

Owner Andrew McPherson

Risk Context

Latest Assessment 14 November 2020

Following crises in preceding years, the Civil Contingencies Act 2004 (Contingency Planning) (Scotland) Regulations 2005 were laid before the Scottish
Parliament on 7th October 2005, and came into force on 14th November 2005. This provides the legislation for the Scottish dimension of civil
protection in the UK, in terms of the Civil Contingencies Act 2004. Part of the Act requires businesses to have continuity planning measures in place in
order to survive and continue to thrive, whilst working towards keeping the incident as minimal as possible. In accordance wi th the Act, North
Lanarkshire Council has a duty to make relevant provisions and this forms an important part of the Council's Resilience Development functions. NLC
has a statutory duty to provide a range of services to service users. Many of these services are time critical and must be p rovided within the current
day, as failure to deliver could have a major impact on service users and other stakeholders e.g. home care support, gritting of roads etc. It is the
responsibility of each Service within North Lanarkshire Council to detail their specific Business Continuity arrangements whi ch would be enacted, as
appropriate, to mitigate the impact of an emergency, complying with the following timescales:- Within 24 hours; 1-3 days; 4-7 days and 7+ days. The
robustness of the Council's arrangements can be shown in the response to the recent pandemic where it was demo nstrated that all critical services
were maintained. Further, the most recent exercise undertaken by the Council to test the resilience of its' Services against the 5 Levels of the new
National Strategic Framework for COVID, demonstrates that even at Level 4 restrictions, 84% of all Council services will continue, 10% would be
reduced and only 6% would be stood down. Of those that would reduce or be stood down, none are listed as critical services an d are the areas of
business which you would expect to close under Level 4 restrictions - gyms, leisure facilities etc. With regards to the concerns over EU Exit, work
continues across NLC to gain a better understanding of the potential risks and impacts on organisational ability to provide s ervices at expected level of
costs and quality. It is expected that BCP arrangements will be revised to reflect any changes when details of the final out come of the EU Exit
discussions are known.

Next Assessment 28 January 2021

Risk Description

Frequency Every 3 Months

Organisation Structure

The council fails to meet expected service delivery standards and/or legislative or statutory requirements and provides a poo r response to disruptive
external and internal events which result in a loss of people, buildings or IT systems e.g. as a result of a pandemic, non-availability of staff and assets,
fire, flood, cyber-attack or other failure event (either internally or externally i.e. cloud based).

North Lanarkshire Corporate

Due To
There being inadequate and ineffective Business Continuity Planning (BCP) arrangements in place.
Impact
Critical services or business operations being interrupted for more significant periods of time than would be acceptable and/or a failure to effectively
safeguard service users or meet key legislative or statutory requirements.
Corporate Priorities
• Improving economic opportunities and outcomes
• Supporting all children to realise their full potential
• Improving the council's resource base
• Improving relationships with communities and the third sector
• Improving the health, wellbeing and care of communities
Inherent Assessment ASM0000015
Likelihood Reason

Likelihood - 5

Impact - 4
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High - 20

Experience shows it is almost certain that from time to time events will happen that will impact on the Council's ability to deliver key services or knock out crit ical processes or assets which
support service delivery.
Impact Reason
Without a detailed understanding of potential threats and time critical services it is not possible to fully understand potential impacts to service users, stakeholders and NLC and to consider how
the Council should respond, and without effective business continuity management arrangements, the council's response to managing these impacts and returning service delivery to expected
levels will be unplanned and as a consequence is likely to be poorly co-ordinated and implemented.
Controls and Actions

Owner

Status

Completion Date

CON0000672 - Annual reporting of Business Continuity to both Corporate Management Team and Environment &
Transportation Committee.

Andrew McPherson

Implemented

28 January 2019

CON0000183 - Clear ownership of BCM risk and proven skill set

Andrew McPherson

Implemented

20 November 2019

ACT0000088 - All functions to finalise detailed business continuity plans including disaster recovery procedures.

Andrew McPherson

Complete

31 July 2018

ACT0000410 - Annual Business Continuity Return to be drafted and circulated to all Heads of Service.

Andrew McPherson

Complete

30 August 2019

CON0000184 - Approved Corporate BCP now in place covering all Council services, including disaster recovery
procedures.

Andrew McPherson

In Progress

ACT0000089 - Annual testing of BCP Plans, including arrangements in respect of ALEO delivery, by all functions.

Andrew McPherson

Complete

31 August 2019

ACT0000406 - Ensure that procedures in the event of the loss of ICT systems are documented in all disaster
recovery plans

Andrew McPherson

Complete

30 November 2019

ACT0000407 - BCP/DR Plans to be updated to reflect changing organisational structure

Aileen McMann

Complete

31 March 2019

ACT0000408 - Consider at least one area of each Service's BCP to be peer reviewed/independently challenged at an
appropriate point in the future. Review appropriateness at next risk review 28-01-2021.

Aileen McMann

Raised

28 January 2021

ACT0000409 - The ICT Disaster Recovery Plan to be reviewed and updated as a matter of urgency.

Katrina Hassell

Complete

30 October 2019

ACT0000411 - Specific Business Continuity Arrangements are being drafted to reflect response in the event of a
Power Resilience event.

Andrew McPherson

Underway

31 January 2021

CON0000185 - BCP Champion within each Service is responsible for BCP development through their respective
business functions, using standard methodology and documentation, with feedback to Resilience Development Unit
(RDU) and Risk Lead

Andrew McPherson

Implemented

28 January 2019

ACT0000090 - Establish annual reporting of position with Business Continuity to CMT and Environment &
Transportation Committee

Andrew McPherson

Complete

30 September 2018

CON0000186 - BCP Core Group established and meeting regularly Chaired by Resilience Development Co-ordinator

Aileen McMann

In Progress

Katrina Hassell

Complete
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ACT0000091 - Ensure that services dependent upon ALEO/external partner service delivery, formally document
processes and procedures to be followed should such arrangements end prematurely.

31 December 2019

ACT0000093 - The Covid 19 emergency required ALEOs to focus on essential services and plans to review their BCP
arrangements were not progressed as council staff and services prioritised responding to the pandemic. A review of
these arrangements will take place once the emergency is over - lessons learned from the pandemic will be
incorporated as appropriate.

Katrina Hassell

Raised

30 June 2021

ACT0000535 - Consideration of Impacts on service BCPs as a result of asset rationalisation through BCP Core group
and service management teams. Update at Nov 2020 - This will be covered by the ongoing review of individual
BCP’s within Services and will depend on which buildings will be available and where Services are allocated their
‘base’. Services have completed a complete review of their BCP through the current review and completed by 31st
October. Once we have allocation of office accommodation this should be complete. Review position again at end
January 2021.

Aileen McMann

Underway

31 January 2021

CON0000673 - Corporate Guidance for Business Continuity in place

Aileen McMann

Implemented

18 June 2019

ACT0000412 - New Corporate Guidance for Business Continuity drafted and presented to all Heads of Service

Aileen McMann

Complete

30 April 2019

CON0000836 - Annual assurance return framework now in place and to be made by all Heads of Service covering: Annual testing and review of BCP's - Documented arrangements and procedures in respect of failure of
ALEO/External Partner service delivery - Procedures in the event of the loss of ICT systems are documented in all
disaster recovery plans.

Andrew McPherson

In Progress

ACT0000534 - Annual assurance return to be completed by each Heads of Service to ensure: - Annual testing and
review of BCP Plans - Documented arrangements and procedures in respect of failure of ALEO/External Partner
service delivery - Procedures in the event of the loss of ICT systems are documented in all disaster recovery plans.

Andrew McPherson

Complete

31 August 2020

ACT0000536 - Guidance to be provided to services on how testing can be achieved.

Aileen McMann

Complete

2 March 2020

Residual Assessment ASM0001259

Likelihood - 5

Impact - 3

High - 15

Likelihood Reason
The likelihood of an emergency incident affecting the Council is almost certain within a 12-month period.
Impact Reason
A new BCP methodology has been developed and there is a focus across all Services on consistent and comprehensive completion of detailed business continuity planning based on critical
activities and their Recovery Time Objectives (RTOs). However, irrespective of the controls in place, an emergency incident b y definition, will always have a degree of impact on the Council and
potentially its residents.
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Appendix 2 – Service Readiness Assessment

425

Total business areas:

Service continues

%

Service reduced

%

Service stood down

%

Level 0

415

98%

7

2%

3

0.7%

Level 1

415

98%

7

2%

3

0.7%

Level 2

404

95%

18

4%

3

0.7%

Level 3

388

91%

31

7%

6

1.4%

Level 4

358

84%

43

10%

24

6%
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