
North Lanarkshire Council 
Report 
 Finance and Resources Committee  

 
 

approval noting Ref FW/LC Date 11 March 2021 
 

 

From Fiona Whittaker, Head of People and Organisational Development 

Email WhittakerF@northlan.gov.uk Telephone 01698 520629 

Executive Summary 

The purpose of this report is to provide Finance and Resources Committee with an 
update on the Homeworking Scheme (Interim), introduced in September last year in 
direct response to the Covid-19 pandemic, and associated changes proposed to the 
Employee Code of Conduct and Acceptable use of ICT Policies. 

The Council’s Homeworking Scheme (Interim) was introduced in September 2020 in 
response to the then continuing requirement for employees to work from home as the 
pandemic proceeded. The scheme has subsequently proved essential to keeping 
employees safe, especially through recent periods of further lockdown, and has played 
a material part in keeping our Covid-19 related absence levels low across the Council’s 
workforce since the first lockdown in March 2020. 

An element of homeworking has always formed part of our Smarter Working Policy, but 
with significantly larger numbers of employees now required to work from home for the 
foreseeable future, it was determined that a more defined scheme was required to ensure 
that appropriate supports were in place. Officers worked closely with the Trade Unions 
to produce an interim scheme, and this partnership working will continue during the 
period of the scheme being in place. The Scheme was initially implemented for a period 
of six months, however in light of the continued application of government restrictions, 
and the long term roll out of the vaccination programme, the Council are now looking to 
extend the scheme for a further period of twelve months. 

With high levels of continued homeworking, we have also take the decision to undertake 
a review of the Employee Code of Conduct, which although revised in 2018 to reflect the 
Council’s future vision, did not anticipate the changes to working practices that have been 
forced upon the Council during the last 12 months. The code has now been updated to 
support the large numbers of employees who are now temporarily required to work from 
home on a full or part time basis. 

Whilst the Acceptable Use of ICT Policy is reviewed by Business Solutions on a regular 
basis, the pandemic has also driven an increased requirement to focus on compliance 
and legislative requirements, aligned to the significant volume of employees now 
operating Council owned ICT from their own homes. A summary of the changes made 
to this policy are also provided within this report. 

Review of Homeworking Scheme (Interim) and Associated HR 
Policies 

mailto:WhittakerF@northlan.gov.uk


As with all policy reviews, there has been strong partnership working with Trade Unions, 
and appropriate working groups have been formed to create and/or review each of the 
policies outlined within this report. This work will continue as we operate the next version 
of the Homeworking Scheme (Interim) and we will work closely with managers, staff and 
Trade Union colleagues to ensure that it remains fit for purpose in the current 
environment. The Trade Unions fully support and agree with the recommendations.  
The remainder of this report details the proposed changes to the policies as outlined and 
seeks approval to proceed with the implementation process accordingly. 

 
 

Recommendations 
 

It is recommended that the Committee: 

1. Approve the extension of the Homeworking Scheme (Interim) for a further twelve- 
month period. 

2. Approve the proposed changes to the Employee Code of Conduct and 
Acceptable Use of ICT Policy. 

3. Give approval to implement the new policies at the earliest possible point. 
4. Otherwise note the contents of this report. 

 
 
 

Supporting Documents 
 
 

Council business 
plan to 2020 

A Workforce for the Future − to improve the Council's resource 
base and ensure that organisational capacity and capability is 
fit for purpose for current and future service delivery. 
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Homeworking Scheme (Interim) 
Employee Code of Conduct 
Acceptable Use of ICT Policy 

 
1. Background 

 
1.1 Homeworking Scheme (Interim) 

 

1.1.1 The Homeworking Scheme (Interim) is applicable to all employees who have 
been categorised by their manager as being a Homeworker (working full time 
from home) or an Agile Worker – Home based (working from a mixture of home 
and office/site). 

 
1.1.2 At the time of producing this report, there were 1875 employees participating in 

the scheme, with 774 being categorised as a Homeworker and the remaining 
1,101 as Agile Worker – Home based. 

 
1.1.3 Over 60% of Homeworkers are within the Chief Executives Service and almost 

70% of Agile Workers – Homebased are within Enterprise and Communities. 
These figures are reflective of the nature of the jobs within each of these services. 



1.1.4 The Scheme itself aims to provide employees with clarity around the Council’s 
expectations of working in each of the categories mentioned above and also 
outlines the support that is available to employees to ensure that they can work 
safely from home, including information and support materials available on myNL, 
WorkwellNL and LearnNL. 

 
1.1.5 In late September 2020, those involved in the interim scheme were issued with 

variations to their contract of employment advising of their new status. The 
variation was effective from the beginning of October 2020 for a period of six 
months. 

 
1.1.6 Managers are also reminded on a regular basis about the importance of 

maintaining appropriate contact with employees who are working from home and 
given advice on how to support employees who are struggling to work in this way. 

 
1.1.7 When it was introduced, employees who were part of the scheme were advised 

that they could purchase office equipment they could not source from the Council 
to a value of £100, to ensure that they could work from home safely, effectively 
and comfortably. To date less than 14% of those participating in the scheme have 
used some or all the £100 and this has mainly been due to the efficient resourcing 
of equipment from Council offices. 

 
1.1.8 As part of discussions with the Trade unions, it was agreed that employees 

participating in the scheme would be surveyed on at least two occasions during 
the six month period and any actions derived from this exercise would be 
discussed with the Trade Unions , with resultant amendments made to the 
scheme as necessary. The first survey was carried out in December 2020, the 
results of which are discussed later in this report. A link to the results of the survey 
can also be found here https://www.surveymonkey.com/stories/SM-D23RSSQ2/ 
and a further survey will be issued in late February/early March this year. 

 
1.1.9 As the recovery from Covid -19 has been slower than originally anticipated and 

the vaccination programme is unlikely to reach the majority of the population until 
the Autumn at the earliest, it is now proposed to extend the Council’s 
Homeworking Scheme (Interim) for a further twelve months from the end of March 
2021 when the initial six months comes to an end. This will allow the Council to 
maintain the safety and wellbeing of its employees, whilst determining its future 
model for office accomodation. 

 
1.1.10 Finally, there is significant evidence to suggest that the operation of the 

Homeworking scheme has played a material part in keeping staff safe, with low 
levels of Covid-19 related sickness experienced across the Council throughout 
the different phases of the pandemic. Where a small number of outbreaks in office 
settings have occurred, this has inevitably been as a result of too many staff being 
present within the office environment, and therefore the extension of the 
Homeworking scheme at this point is a critical part of our ongoing response to 
minimising the impact of Covid-19 on our workforce. 

https://www.surveymonkey.com/stories/SM-D23RSSQ2/


1.2 Employee Code of Conduct 
 

1.2.1 The Employee Code of Conduct was originally agreed in February 2012, 
following a request at senior officer and elected member level to establish certain 
standards of conduct and behaviour applicable to all Council employees. 
Following a period of consultation at that time, a series of principles and 
standards of conduct were developed which were applicable to all types and 
grades of staff whatever the nature of the work involved. 

 
1.2.2 In 2018, following the significant changes and the ambitious direction set by the 

Council, it was considered appropriate that the Employee Code of Conduct was 
reviewed to ensure it remained fit for purpose. In developing a new Code of 
Conduct, a comprehensive research project was undertaken to consider similar 
statements from public and private organisations, including other large local 
authorities. 

 
1.2.3 The revised version of the code, included a statement from the Chief Executive, 

outlined the key principles of the code, introduced a new section on professional 
relationships and re-emphasised areas such as personal presentation and the 
offer of gifts and hospitality. Since the inception of the code in 2018, there have 
been very few issues raised regarding its content or application. 

 
1.2.4 However, in response to the Covid-19 pandemic and the requirement for 

significant numbers of employees to work from home, it has been necessary to 
review the code again to ensure that it remains fit for purpose and provides 
employee’s with clear and definitive details of the Council’s expectations for those 
who are no longer working in an office or site location. 

 
1.2.5 While the general wish to retain a consistent set of high standards, applicable to 

all, has been maintained, the revised Employee Code of Conduct sets out a small 
number of changes to support those working from home and these are detailed 
later in this report. 

 
1.3 Acceptable Use of ICT Policy 

 
1.3.1 As part of the Council's data protection, security and governance arrangements, 

and also to comply with Information Commissioner's Office (ICO) audit 
recommendations, the Council are required to regularly review corporate data 
handling and security policies. These reviews take place at least every 2 years 
or more regularly should there be a significant change which affects them. 

 
1.3.2 This review cycle is monitored by the Data Governance Board, which is the 

corporate working group formed to oversee the Council's information assurance 
arrangements. This group is chaired by the Head of Business Solutions in her 
role as the Council's Senior Information Risk Owner and all data owners are 
represented on this group. 



1.3.3 The current version of the Acceptable Use of ICT policy was approved by 
committee on 10th November 2015 and whilst there have been some changes to 
the ICT environment which required to be updated, consideration had also to be 
given to the impact of the pandemic and the requirement for significantly larger 
numbers of employees to work from home. 

 
1.3.4 A further consideration is the introduction of DigitalNL which forms the basis of 

the Council’s ambitions and future operating model and is underpinned by the 
increased use of ICT in both the workplace, home environment and community. 
The report outlines the required changes to the policy to support an increased 
level of future digital working. 

 
 

Report 
 

2.1 Homeworking Scheme (Interim) 
 

2.1.1 The provision to support homeworking already exists within the Council’s Smarter 
Working Policy, and a small number of employees work from home on a 
permanent basis having requested to do so through the policy. However, in March 
last year, large numbers of employees were required to work from home at very 
short notice because of the covid-19 pandemic and consequential lockdown. 

 
2.1.2 During the spring of last year an exercise was undertaken by all Senior Managers 

to classify employees into four different categories to allow for the identification 
of those staff who could work from home full time (Homeworker) and those who 
could work from home as a base, but would be required to undertake some travel 
to offices and sites to carry out their business (Homeworker – Agile). This not 
only allowed the Council to take forward its contingency plans for Covid-19, but 
more importantly, it provided for as many employees as possible to remain in the 
safety of their home, thereby reducing the risk of transmission. 

 
2.1.3 As part of this process, employees who were identified as being able to work from 

home either on a full time or agile basis were issued with variations to their 
contracts advising that their home would now be their work location for a 
temporary period of six months. To accompany this change and ensure that full 
provisions were in place to support employees, the Homeworking Scheme 
(Interim) was developed and agreed with Trade Unions. 

 
2.1.4 The Scheme is based on the current homeworking arrangements within the 

Smarter Working Policy but provides more clarity around equipment and IT 
support, working hours, expenses, health and safety, security of information and 
absence management. More importantly, the scheme provides support and 
guidance regarding the wellbeing of employees whilst working from home and 
explains how managers should manage a virtual team. The scheme also provides 
links to several useful sites including those that support the mental health and 
wellbeing of all employees. 

 
2.1.5 As part of the implementation process, it was agreed with the trade unions that 

we would survey those participating in the scheme on a regular basis. The first 
survey was issued in December 2020. 



2.1.6 Approximately 1500 surveys were issued and 749 were returned, with an almost 
50% response rate which is exceptionally good. The results show that the 
scheme has been very positively received, with over 92% of staff feeling 
supported by their manager, and almost 90% having regular contact with their 
colleagues. Additionally, around 70% feel that working from home offers more 
flexibility than working from an office with 70% saying they find working from 
home easier or the same as being in the office. 

 
2.1.7 A deeper analysis of the comments provided by staff also outlined areas for future 

improvement, with some staff disagreeing with how they have been categorised 
and longer-term concerns around mental health and wellbeing and isolation. 
Additionally, almost 52% of staff advised that they were incurring more expenses 
with a number of comments suggesting that over the long term people would 
prefer to work from a mixture of home and office rather than just home itself, 
subject to Covid-19 restrictions and the pace of recovery. 

 
2.1.8 At the time of writing this report, we are still in dialogue with the Trade Unions to 

consider the full implications of the survey, but it is likely that minor amendments 
will been made to reflect issues that have been raised out with the consultation 
process. These issues pertain to childcare whilst working at home and the 
application of business mileage and working hours. Further amendments will be 
made to the scheme if deemed necessary following consultation with the Trade 
Unions. 

 
2.1.9 In addition to this, communications will also be issued to both managers and 

employees to assist in addressing mental health issues and feelings of isolation 
highlighted through the survey process. Employees are regularly encouraged to 
speak to team members through the various virtual platforms available and 
managers are asked to keep in regular contact with employees and to address 
specific issues at the earliest possible point. There is also a wealth of support 
materials on Workwell NL, LearnNL and MyNL. 

 
2.1.10 It is proposed at this point that the Homeworking Scheme (Interim) will remain in 

place for a further twelve months from 2 April 2021 in response to the ongoing 
restrictions associated with Covid-19 and to allow for the vaccination programme 
to be fully implemented. Employees will receive the appropriate temporary 
variation to their contract to reflect this position. 

 
2.1.11 Employee Surveys will also be issued during this period and the results discussed 

with the Trade Unions to ensure that homeworking remains a positive experience 
for many employees participating in the scheme. If the Council moves to a more 
permanent homeworking arrangement, the scheme will move to a formal policy 
that will be subject to the normal processes and consultation process. 

 
2.3 Employee Code of Conduct 

 
 

2.3.1 The review of the Employee Code of Conduct recognised that whilst the key 
principles and objectives are still applicable, the code was written and agreed at 
a time when homeworking was not common amongst the workforce. It was 
therefore necessary to incorporate new information that would support 
employees who are now working from home. 



2.3.2 It was also recognised that the current code did not refer to other policies that set 
out expected standards of conduct and behaviour and therefore these policies 
have now been listed within the revised code. 

2.3.3 In direct response to homeworking, the section on privacy and confidentiality has 
been updated to provide advice on working from home, including consideration 
of the environment employees work in, security of information and the 
professional behaviour that should be displayed when attending or holding 
meetings from virtual platforms within the home. 

2.3.4 The section on personal presentation has also been revised to ensure that 
employees understand the requirement to dress appropriately whilst working 
from home and advises that a business casual approach continues to be the 
Council’s preferred dress code. 

2.3.5 A new section on Alcohol and Drugs has also been added to the code to ensure 
that employees, including those working from home, understand that is not 
acceptable to be under the influence of alcohol or drugs or to consume either 
during working hours including during unpaid breaks. Any manager who suspects 
an employee is under the influence of alcohol or drugs, whether working from 
home or otherwise, will address the matter in line with normal policy and 
procedure. 

2.3.6 While overall, the Council recognises that employees strive to provide the highest 
standards of service, the additional information provided in the revised code will 
ensure that employees fully understand the expectations of the Council including 
those who are now working from home. If approved, all employees will be advised 
of the revised code which will be implemented with immediate effect. 

2.4 Acceptable Use of ICT Policy 
 

2.4.1 The review of the Acceptable Use of ICT Policy recognised that while the key 
principles of the policy were still accurate, it required to be updated in the light of 
technologies being used both within and outwith the council and the additional 
requirements given the increased level of home working. 

2.4.2 The Digital and IT Strategy brings together separate but related plans and policies 
that contribute to the development and delivery of the council’s digital vision. The 
Acceptable Use of ICT Policy is a sub policy of this strategy. The revised policy 
provides a safe framework for using ICT without exposing the council or its 
employees to risks. 

2.4.3 The Council continues to invest substantially in ICT systems that help employees 
to work flexibly and efficiently. The purpose of this policy is to provide the council’s 
ICT users with guidance on the appropriate use of technology. 

2.4.4 The policy has been updated to reflect changes in legislation eg Data Protection 
Act 2018, social media and the use of Microsoft Office 365 and associated 
collaboration tools. 

2.4.5 Although this policy applies to users of council ICT assets, individuals using the 
schools' network and public access through libraries have separate guidelines 
covering acceptable terms and conditions of use. Elected Members have 
separate guidelines covering various aspects of conditions of use. 

  



 

3. Equality and Diversity 
 

3.1 Fairer Scotland 
 

There are no Fairer Scotland implications. 
 

3.2 Equality Impact Assessment 
 

An Equality Impact Assessment has been completed for each of the policies. 
There are no issues of concern at this time. 

 
4. Implications 

 

4.1 Financial Impact 
 

The cost of the Homeworking Scheme (Interim) has been minimal, with only 
£21,100 being utilised by employees for the purpose of buying equipment for the 
home.  

 
4.2 HR/Policy/Legislative Impact 

 
All policy changes are compliant with current employment legislation and will 
continue to be monitored to ensure that they remain compliant at all times. The 
policies will be updated on MyNL with appropriate communication strategies 
being used to deliver the changes to all employees. Training will also be made 
available on the new Supporting Attendance Policy. 

 
4.3 Environmental Impact 

 
There is no confirmed environmental impact at this time, although it is anticipated 
that continued homeworking will improve the Council’s carbon footprint. 

 
4.4 Risk Impact 

 
More effective policies will aid the management of homeworking and minimise 
risks to the Council in terms of standards of productivity and performance. 

 
5. Measures of success 

 
5.1 Continued operation of the Council’s Homeworking Scheme (Interim) and 

associated policies, will ensure that the Council continues to maximise the safety 
and wellbeing of its staff during the course of the pandemic, whilst ensuring that 
associated policies and expected staff behaviours are fully adhered to. 

 
 

 
Fiona Whittaker 
Head of People and Organisational Development 
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1. Introduction 

This interim Homeworking Scheme has been developed to provide detailed information and 
guidance to managers and employees in relation to supporting an agile workforce as part of 
the Council’s COVID-19 recovery process and future strategic plans, including the 
rationalisation of assets, the creation of community hubs and the progression of Digital NL 
ambitions. 

The scheme enhances the current provisions which are outlined within the Council’s Smarter 
Working Policy and Guidance Note in particular for management initiated requests for smarter 
working locations. 

Management initiated requests for smarter working must follow the appropriate process as 
outlined within the Council’s Smarter Working Policy and Guidance Note however it is 
accepted that it may not be necessary to meet with every employee on an individual basis as 
advised within the guidance. 

This scheme will be subject to regular review to ensure that it remains fit for purpose and may 
be adapted to suit the future requirements of the Council. 

This scheme was initially introduced for an interim period from September 2020 – March 2021 
but will now be extended for a further year to accommodate the ongoing Covid19 restrictions 
and to allow for the vaccination programme to be fully implemented. 

2. Scope 

This scheme will apply to all employees whose role falls into one of the categories detailed 
below: 

(a) Homeworker - an employee whose work base is home and who can undertake 80% 
or more of their work from home with the occasional requirement to work at a site or 
office location. 

(b) Agile Worker – Home based – an employee whose work base is home but who 
requires to work from sites, offices or depots to undertake less than 50% of their work. 

 
3. Application of the Homeworking Scheme 

The relevant manager will assess whether or not a post meets the requirements to be 
categorised as a Homeworker or Agile Worker – Home based. A manager must ensure that 
they discuss with the employee any changes to their current working location and address any 
issues that may be of concern. 

Any concerns regarding the categorisation of a post should be raised with the relevant line 
manager in the first instance. 

4. Operating Principles 

The operating principles outlined below apply to all employees whose role has been 
categorised as a Homeworker or Agile Worker – Home based. 

a) Environment 

The working environment for an employee requiring to work from home will need to be 
assessed by the employee and line manager at the earliest opportunity and if not suitable, 
alternative arrangements for the employee to work from an office location should be sought. 



All employees will be required to complete the appropriate Home Working Assessment and 
DSE Assessment, which is outlined in the Health and Safety Section below. 

Agile Workers will be able to utilise flexi desk facilities when required to conduct office based 
duties. 

Where employees have reasonable adjustments in place these should be reviewed to 
ensure they are suitable and appropriate for their new working environment. This review 
should be undertaken by the employee and their line manager using the reasonable 
adjustment protocol. The same procedure should be used for any employee who in the 
future acquires a disability or long term health condition and requires reasonable 
adjustments to be made. For more information go to: 
www.northlanarkshire.gov.uk/disabilityconfident.or https://mynl.co.uk/knowledge-base/the- 
equality-act-2010/#reasonable-adjustment-protocol 

Where an employee is unable to work from home, managers should do their utmost to 
accommodate them working from an office or site location. Managers should discuss their 
individual circumstances and ensure these are taken into account in any decision made. If, 
and only in exceptional circumstances, accommodating them in an office or site location is not 
possible, further advice should be sought from the Employee Relations team. 

b) Equipment and IT Support 

Employees categorised as a Homeworker or Agile Worker – Home based will no longer have 
an allocated office desk and will conduct previous office based duties from home. The following 
package shall be provided and maintained by North Lanarkshire Council. 

a. Provision of laptop PC and software. 

b. Provision of “key fob” facility for access to Council systems. 

c. Access to network printer as necessary 

d. Mobile phone where necessary. 

A chair, monitor and ancillary equipment (for example foot rest, wrist support, riser etc.) will 
be provided by the Council as required and in line with the appropriate Health and Safety 
assessments. Employees will be provided with a one-off tax-exempt payment of up to £100 to 
accommodate the purchase of equipment that cannot be provided by the Council, such as a 
suitable desk. Employees will be asked to produce a receipt to evidence that they have 
purchased equipment. 

 
Use of council technology and systems such as internet, telephone and email are primarily 
for business use. However, the council operates a framework of openness and trust and 
recognises that in certain circumstances, particularly where there is a need to communicate 
urgently, it may be appropriate for employees to use council facilities, for example to send 
personal messages externally or receive them from an outside source. 

The terms of the Council’s Acceptable Use of ICT Policy, Information Security Policy and the 
Data Protection Act will continue to apply. 

All equipment provided remains the property of the Council and must be returned upon 
request. Access to the employee’s home may be required for this purpose and arrangements 
will be discussed in advance to agree a mutually agreeable time. 

A record of what equipment an employee has at home should be kept on myTeam. 

http://www.northlanarkshire.gov.uk/disabilityconfident
https://mynl.co.uk/knowledge-base/the-equality-act-2010/#reasonable-adjustment-protocol
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It will be the employee’s responsibility to ensure that the broadband facility, provided and 
maintained by the employee, is sufficient to support all necessary IT connections and 
equipment essential for connection to the relevant Council databases. Where there is any 
break in this service liable to last longer than two hours, then the employee should arrange to 
attend work at a local office or site. If their broadband is not sufficient or they do not have any 
within their household, this should be discussed with their line manager and may mean 
alternative arrangements are made for them to work from an office or site. 

c) Technology 

The use of technology underpins any home working arrangement. It needs to be fit for 
purpose, accessible, reliable and useful. It should include all elements that the employee 
needs to do their work from home and this should be provided with appropriate guides or 
training to support engagement. 

Equipping employees to work at home through online learning, good IT support and timely 
updates is essential for the successful implementation of the scheme. 

Only Council approved devices and software should be used for work related activities. 

Employees should be provided with the appropriate packages to allow them to conduct 
meetings from home if required, i.e. Microsoft teams or Skype. These meetings should be 
conducted confidentially and away from other household members. 

Relevant ICT policies and guidance should be referred to as appropriate. Please see further 
guidance here. 

d) Working Hours 

An employees working hours at home should largely mirror those normally undertaken in the 
office, unless otherwise agreed by the line manager. These working hours can vary to 
accommodate work life balance arrangements, if agreed with the line manager and in line with 
the Smarter Working policy. 

Employees involved in this scheme can still apply to change their working hours or pattern on 
a permanent or temporary basis through the Council’s Smarter Working Policy. 

If you are currently entitled to flexi time, this will continue, unless otherwise advised by your 
line manager. All working hours should be recorded electronically via the time and attendance 
module on mySelf. 

Employees should ensure, where possible, to limit interruptions during their working day, 
unless previously agreed with their line manager. Under no circumstances should they 
undertake any other responsibility e.g. childcare, during the hours they have agreed to work. 
However, where childcare arrangements are not available due to Covid19 restrictions, 
managers are asked to take a flexible approach to working hours and patterns to 
accommodate these situations. 

Employees working in an agile way can experience a blurring of lines between work and 
personal time and line managers should monitor and regularly review working times to ensure 
they remain in line with employee contracts and the Working Time Regulations. 

The basic rights and protections that the Working Time Regulations provide are: 

a) A limit of an average of 48 hours per week which a worker can be required to work. 

b) A right for night workers to receive free health assessments. 

https://mynl.co.uk/wpfd_file/acceptable-use-of-ict-guidelines/


c) A right to 11 hours rest a day 

d) A right to a day off each week or two days over a fortnight 

d) A right to an in-work rest break if the working day is longer than 6 hours. The Council 
requires employees who are working more than 6 hours to take the minimum of 30 mins break. 

Further information relating to the Working Time Directive can be found at: 
https://www.legislation.gov.uk/uksi/1998/1833/contents/made 

No additional payments will be made for any work undertaken out with the Council’s core 
hours, other than in extenuating circumstances. For example, where, due to Service 
requirements, employees are asked to work more than five hours outwith the core hours, the 
employee shall receive the appropriate enhancement to their pay. The core hours are 7 am to 
8 pm Monday to Friday.   

For those who are categorised as Homeworker or Agile Worker – Homebased and are working 
from home but required to attend a specific meeting or site visit and then return home, the 
travelling time will be included in their working time, however it is not anticipated that this will 
impact on productivity.  If an employee is attending an office for a day to carry out normal 
duties or attends on a regular basis as part of a rota, the journey from home to office will be 
classed as a commute and travelling time will not be included in the working day. 

e) Expenses 

 
For those who are categorised as Homeworker or Agile Worker – Homebased and are working 
from home but required to attend a specific meeting or site visit and then return home, business 
mileage will be calculated from home but for those living outwith North Lanarkshire Council it 
can only be claimed from the first boundary of the Council area nearest to the employee’s home.  

 
If an employee is attending an office base for the day to carry out normal duties or attends on a 
regular basis as part of a rota, the journey from home to office will be classed as a commute and 
business mileage cannot be claimed.    

Expense claims should be submitted via mySelf and authorised via myTeam. Line managers 
should ensure employees have appropriate business insurance for work related journeys 
when travelling in personal vehicles. 

f) Health and Safety 

A Homeworking Risk Assessment and Display Screen Equipment (DSE) risk assessment 
should be undertaken for each home workspace at the beginning of the home working 
arrangement and reviewed periodically thereafter. Guidance will be provided for how these 
risk assessments should be undertaken and outcomes fed into the line manager for 
appropriate action. 

The employee should undertake the relevant online learning to ensure they are clear on the 
need for good DSE and workstation layout and posture. 

The Council will ensure that the proposed home workplace is adequate through the 
aforementioned assessments, both for practical working and in terms of the relevant health 
and safety legislation, prior to the commencement of smarter working. 

The employee also has a responsibility to maintain safe systems of work and a safe working 
environment at all times. If an employee proposes to make any changes to their home 
workplace that would impact on any risk assessment, they should notify their line manager. 
Advice is available from the Council’s Safety and Wellbeing team. 

It is the Council’s responsibility to ensure all employees are aware of requirements in relation 
to the safe installation and use of equipment within the home working environment and any 
necessary training will be provided. 

https://www.legislation.gov.uk/uksi/1998/1833/contents/made
https://mynl.co.uk/wpfd_file/completing-a-questionnaire-using-myself/


Homeworkers and Agile workers – Home based should be made aware of the incident 
reporting system and procedures and report any work-related incidents. See here for more 
information. 

g) Wellbeing of Employees 

Employee wellbeing is crucial at all times and particular elements should be considered for 
those working from home: 

(a) Employees should be encouraged to take regular breaks and exercise and to structure 
their working day. 

(b) Managers/employees should be encouraged to create intentional space for 
celebrations and social connection. Creating virtual spaces and rituals for celebrations 
and socialising can strengthen relationships and lay foundations for collaboration and 
encouraging good team dynamics. 

(c) Loneliness and isolation can be factors when employees spend a lot of time working 
from home. Line managers should maintain regular contact with their teams both 
individually and in a group and look out for signs that their mental health may be 
deteriorating. Managers should react quickly to concerns and ensure that employees 
feel listened to and are pointed to relevant support mechanisms. 

(d) Managers should consider how to build the resilience of employees working from 
home; this may be through virtual coaching or mentoring, online learning and 
encouraging teams to discuss their experiences about how to be most productive and 
effective at home. 

(e) Further guidance for managers and employees on maintaining good health, safety and 
wellbeing whilst working in an agile way can be found here. 

(f) Managers should seek advice from the Employee Relations team if they are concerned 
about an employee’s mental health. 

 
h) Managing Virtual Teams 

Whilst there are some challenges with home and agile working, there are also opportunities 
to work in new and exciting ways, increase work life balance and embrace technology. Line 
managers should be more intentional in how they motivate and manage their teams. It is also 
important that managers do not contact employees out with their normal working hours or 
make unnecessary contact throughout the working day. However, managers reserve the right 
to review the use of key fobs and electronic diaries whilst employees are working from home. 

Managers should: 

Establish rules of engagement – set expectations of the frequency, means and ideal timings 
of communication with them as individuals and in their teams. Agree regular meetings to 
review workload and planned work for the following period between check-ins. 

Regularly check on communication between team members to ensure they are sharing 
information and touching base as necessary. 

Utilise a variety of communication technologies to keep employees linked in and engaged. 
These can include email, telephone, video conferencing, instant messaging and chat. 

Encourage individual teams to establish their own norms – ways they find best to communicate 
with each other – this might be Yammer, Skype or other forms of chat endorsed by the Council. 

Consider virtual team building activities and plan ways to update and engage with your teams 
regularly. 

https://mynl.co.uk/knowledge-base/councils-incident-reporting-and-information-system-ciris/
https://www.nllife.co.uk/nl-life-your-finawork-well-home-working/


Employees working in at home or in an agile way should be reminded that they will continue 
to be governed by and must adhere to the Council’s policies and procedures including 
Employee Code of Conduct and Supporting Attendance. 

Further support for managers can be accessed on LearnNL. 

i) Taxation, Insurance and Mortgages 

Her Majesty’s Revenue and Customs Office (HMRC) state that employees working with home 
as their base can claim tax relief where their employer has not paid work related expenses. It 
is the employee’s responsibility to make this claim, which can be made online and in relation 
to the current tax year only. This can be done through an online P87 form through your 
Government Gateway account or by filling out a postal P87 form. (Insert link to HMRC). 

Employees will be responsible for seeking confirmation from domestic insurance companies 
that their domestic insurance policies have been noted, or adjusted, if necessary. It is not 
anticipated that there will be an additional cost to home insurance for working from home. 

Working at home may have implications for an employee’s mortgage or lease arrangement. 
Consequently, employees are obliged to advise their mortgage provider or landlord that they 
are working at home. 

j) Security of Information 

The employee will be responsible for the security of all Council information, files, documents, 
etc. in their possession and for ensuring there is no unauthorised access to such information. 
All information held should be treated in confidence, should not be inappropriately disclosed, 
and should be in accordance with the Council’s Acceptable Use of ICT Policy, the Council’s 
Policy on Data Protection and the Council’s Policy on Information Security. Advice is available 
from the employee’s line manager and on myNL. 

Employees should be reminded of their need to complete the statutory online learning courses 
on Data Protection Essentials and Information Security Awareness. 

Employees must ensure that they do not share sensitive or personal information under any 
circumstances outside of the secure Council systems. Use of WhatsApp, Zoom or other similar 
messaging tools or personal email should not be used. 

It is not recommended that employees retain paper records at home and should consider 
scanning materials to save digitally. Retention arrangements for these records should also be 
considered. 

Where employees require to discuss confidential matters, they should ensure their 
environment allows for this and/or they have appropriate equipment such as headsets to 
reduce the risk of conversations being overheard. Where these measures are not in place, 
employees should discuss this with their manager at the earliest opportunity 

k) Attendance at an Office/site 

The Council reserves the right to request the attendance of the employee at different work 
locations to carry out service provision as agreed with their line manager, for operational 
requirements. In circumstances where the employee is required to attend at a different location 
from their designated work base, travelling expenses will be reimbursed in accordance with 
standard procedures. 

https://mynl.co.uk/knowledge-base/employee-code-of-conduct/
https://learnnl.learningpool.com/login/index.php
https://www.gov.uk/tax-relief-for-employees/working-at-home


l) Sickness Absence 

Where an employee’s agreed working day commences before the normal 8.45am start time, 
employees will be required to make contact with their line manager to advise them of their 
absence by no later than 9.30 am. 

Where an employee’s agreed working day commences after the normal 8.45am start time; 
employees will be required to make contact with their line manager within an hour of their 
scheduled start time or within or within such other timescales as may be specified by individual 
Services. 

Should telephone contact with their line manager not be possible then notification of the 
absence should be advised to the line manager or nominated officer by e-mail at their earliest 
convenience, and the line manager will then make contact with the individual at the first 
available opportunity 

5. General 

Employees participating in the Smarter Working Policy will continue to be governed by the 
Council’s policies and procedures. 

A small pool of laptops will be made available to employees if, for whatever reason, there is a 
breakdown in the normal working arrangements. These laptops are intended for short term 
usage only and will be issued at the discretion of the appropriate line manager. 

6. Review and Evaluation 

This interim Homeworking Scheme will run until the end of March 2022 and will be reviewed 
on a regular basis to ensure it remains fit for purpose. 

The conditions of this scheme may be subject to amendments following the outcome of 
reviews and evaluations and in respect of any Council wide policies or initiatives. 

7. Variation to Contracts of Employment 

Changes to an employee’s contract to facilitate homeworking or agile working on a temporary 
or permanent basis will be consulted on and agreed upon by all parties, giving appropriate 
notice of the change. 

 
A contract variation will be issued to confirm the change to the terms of the employee’s 
contract and should include the equipment provided by the Council for the purposes of home 
working and arrangements for its return as appropriate. 

 

8. Useful Links 
 

Below are some useful links to further information and guidance on agile and home working. 

https://mynl.co.uk/knowledge-base/working-from-home-2/ 

https://nlclearningacademy.co.uk/working-from-home/ 
 

https://www.hse.gov.uk/toolbox/workers/home.htm 
 

https://www.gov.uk/tax-relief-for-employees/working-at-home 

https://mynl.co.uk/knowledge-base/working-from-home-2/
https://nlclearningacademy.co.uk/working-from-home/
https://www.hse.gov.uk/toolbox/workers/home.htm
https://www.gov.uk/tax-relief-for-employees/working-at-home


https://www.shponline.co.uk/lone-working/home-working/ 
 

https://www.nllife.co.uk/workwell-nl-mental-wellness-home-page/ 
 

https://mynl.co.uk/wpfd_file/mental-health-wellbeing-strategy/ 

https://www.shponline.co.uk/lone-working/home-working/
https://www.nllife.co.uk/workwell-nl-mental-wellness-home-page/
https://mynl.co.uk/wpfd_file/mental-health-wellbeing-strategy/
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Introduction 

The public is entitled to expect a high standard of conduct from all local government 
employees. 

 
This Code of Conduct is applicable to all employees of North Lanarkshire Council 
across all Services, all employee groups and all categories of worker and sets out the 
standards the Council expects from you as a Council employee, and provides you with 
clear and helpful advice. The Code incorporates existing policies, regulations and 
conditions of service and provides further guidance to assist employees in their day to 
day work. 

 
The Code does not affect an employee’s rights and responsibilities under the law; its 
purpose is to provide clear and helpful advice. Because of the nature of your work, 
parts of the Code may apply to some employees more than others, but all employees 
must comply with the Code. The Council recognises that employees strive to deliver 
the highest standard of service, however, in the event of a breach of the Code this may 
lead to disciplinary action in accordance with the Council’s Disciplinary Policy. 

 
It is the responsibility of each of us to make ourselves aware of and keep generally up- 
to-date on Council policies and procedures as they affect us as employees. Obvious 
examples are health and safety requirements but there are a variety of other duties 
and responsibilities, dependent on the nature of our jobs, where we need to be aware 
of the Council’s expectations of us as employees. All Council policies and procedures 
can be found on myNL or within your Service by hard copy. 

 
If there are any areas on which you need further guidance or you have any concerns 
about any aspect of the Code, you should approach your line manager for further 
advice. 

 
The Code has been updated by the Council following consultation with the 
representative Trade Unions and I hope that you will find it helpful in your employment 
with North Lanarkshire Council. 

 

Des Murray 
Chief Executive 



Key Principles of the Code 
 

Our Code is based on the following principles which seek to support best practice at 
every level. As an organisation, we must promote and robustly support the principles 
and be willing to challenge poor behaviour wherever it occurs. 

 
Selflessness 
You should not take decisions or behave in a way which will result in any financial or 
other benefit to yourself, your family or your friends. Decisions or actions should be 
based solely on the Council’s best interests. 

 
Integrity 
You should not place yourself under any financial or other obligation to an individual 
or an organisation which might influence you in your work with the Council. 

 
Objectivity 
Any decisions which you make in the course of your work with the Council, including 
making appointments, awarding contracts, or recommending individuals for rewards 
or benefits, must be based solely on merit. 

 
Accountability 
You are accountable to the Council as your employer. In turn, the Council is 
accountable to the public. 

 
Openness 
You should be as open as possible in all the decisions and actions that you take. You 
should give reasons for your decisions and actions and should not restrict information 
unless this is clearly required by Council policy or by the law. 

 
Honesty 
You have a duty to declare any private interests which might affect your work with 
the Council. 

 
Leadership 
If you are a manager, you should promote and support these principles by your 
leadership and example. 

 
Respect 
You are expected to respect all fellow Council employees, Councillors and users of 
Council services and treat them with courtesy at all times. 



Relationships 
As a local government employee, you are expected to give the highest possible 
standard of service to the public. You should be aware that the way you behave during 
working hours may affect the reputation of the Council. You should also remember 
that you are a public official and that misconduct or activities, both in and out of work 
may give rise to disciplinary action and may ultimately have a bearing on your 
employment with the Council. 

 
The Public & Service Users 

 

You should always remember your responsibilities to the community which the 
Council services and ensure courteous, efficient and impartial service delivery to all 
groups and individuals within that community. You must deal with all members of the 
public in a fair, equitable and consistent manner. 

 
Councillors 

 

Mutual respect between Councillors and employees is essential to good local 
government. Close personal familiarity between individual Councillors and 
employees can damage professional relationships between Councillors and 
employees. When working with an elected member, they should be addressed as 
Provost, Convener, Chair or Councillor as appropriate, although is accepted that on a 
one-to-one basis, in private, other forms of address may be used depending on how 
long and how well the officer and Councillor have known each other. 

 
Although you (as an employee) and Councillors both serve the public, you have 
separate responsibilities. Councillors are responsible to the people who live in their 
wards but you are responsible to the Council as your employer. You must also respect 
the different roles that you and Councillors play. A Councillor’s role is to take part in 
decisions on policy and other matters placed before them, not to be involved in 
managing Council services; that is the role of employees. The Chief Executive and 
senior employees must also help to make sure that Council policies are in place and 
used properly. The Councillor’s Code of Conduct applies to all elected members. 

 
Our role as employees is to serve the Council in a neutral and impartial way, providing 
a service to the Council and its Councillors irrespective of any personal or political 
views. Particular rules apply for posts which are politically restricted in one way or 
another but this guiding principle is important irrespective of whether our particular 
jobs are affected by those legal restrictions. As employees we serve the Council as a 
whole and require to act in the best interests of the Council as our employer. 



The Council as a collective body has ultimate authority to make decisions on behalf 
of the organisation and that authority requires to be respected. In a similar vein, we 
as council employees must also afford to individual Councillors the respect which is 
due to them as the holders of a democratic mandate. 

 
Contractors 

 

You must be fair and impartial in your dealings with contractors, sub-contractors and 
suppliers. If you are involved in the tendering process, you must follow the 
Procurement Strategy and General Contract Standing Orders. 

 
If you have access to confidential information on tenders or costs for either internal 
or external contractors, you must not disclose that information to any unauthorised 
individual or organisation. 

 
Employees should not recommend suppliers to members of the public. 

 
Private Interests 

 

You must not let private interest or personal relationship influence your decisions or 
actions. You must not use your position to further your own interest or to 
inappropriately further the interests of others. 

 
Conflict of Interest 

 

Council employees have an obligation to act in the best interest of the Council and 
to avoid situations where there may be a potential conflict of interest. Conflict of 
interest may arise where an individual’s personal or family interests and/or loyalties 
conflict with those of the Council. Where you find yourself dealing with a Council 
contractor or potential contractor, and you may have some influence or role in 
respect of the contract, you should consider whether it would be more appropriate 
not to deal with this person or organisation. A potential conflict of interest must be 
highlighted to a senior manager at the earliest possible point. If you are unsure 
whether a conflict of interest exists, the default position is that you should discuss it 
with your line manager or another senior manager. It is a legal requirement that you 
must advise the Council immediately if you become aware that a contract in which 
you have a financial interest has been or is proposed to be entered into by the 
Council. 



If you are involved in the operation of other Council Human Resource policies, for 
example, Recruitment and Selection, Supporting Attendance, Discipline and 
Grievance, you must declare any interest or relationship to your line manager, where 
a decision will be made as to whether you can continue to be involved in the process. 
You must not do any work, paid or unpaid, for any person, organisation or club if that 
might result in a conflict of interest. 

 
Where an employee identifies a potential conflict of interest, they must complete the 
relevant form employee register of conflicts of interest after discussion with their 
line manager. Employees must then submit the form to the relevant Head of Service. 

 
Conduct Outside Work 

 

If our behaviour or conduct outside work has any bearing on our employment then 
this may be taken into account by the Council in terms of the Discipline Policy. In 
particular if an employee is charged with committing a crime which could be 
considered to impact on their employment then he or she is required to notify the 
Line Manager without delay. Examples of this are drug offences, sexual offences, 
crimes of violence, crimes of dishonesty and driving offences where the job involves 
the use of a car or Council vehicle. 

 
Links to Other Council Policies 

 
The Employee Code of Conduct is not a standalone policy. It is to be considered 
alongside the other Council policies which set out behaviours required of 
employees. These policies are:- 

 
• Acceptable use of ICT Policy 
• Alcohol and Drugs Policy 
• Disciplinary Policy 
• Dignity at Work Policy 
• Equality and Diversity in Employment Policy 
• Equality and Diversity Policy; and 
• Gender Based Violence Policy 

 
All of these policies are available on MyNL which all employees should familiarise 
themselves with. 

http://connect/index.aspx?articleid=20697


Politically Restricted Posts 

In terms of the Local Government and Housing Act 1989, a person who holds a 
“politically restricted post” is disqualified from being or becoming a member of a 
local authority, member of House of Commons or member of the European 
Parliament and Scottish Parliament. Additional restrictions include acting as an 
election agent or sub-agent for a candidate for election and holding Office in any 
political party, or being a committee member, if this would involve representing the 
party or local branch, or engaging in its general management. If you hold a politically 
restricted post, full details of the restrictions can be found in section 21 of your 
Contract of Employment. 

 

Privacy and Confidentiality 

As a public authority the Council seeks to be open, honest and transparent in what 
we do. In addition, individuals have a number of legal rights under Freedom of 
Information or Data Protection legislation to access a wide variety of information held 
by the Council. It is important that we aim to be of assistance to people who choose 
to exercise those rights while at the same time seeking to safeguard the legitimate 
interests of the Council as an organisation and its employees. 

 
Against that background care should be taken to ensure that information on Council 
business, particularly where it may concern options or proposals which are not yet 
commitments, is restricted to those who have legitimate interests to be aware of it. 
Accordingly care should be taken to preserve the privacy of individual items of 
information which inevitably we will come across as Council employees and also to 
exercise caution about divulging the business of our employer more generally. 

 
Employees will be responsible for the security of all Council information in their 
possession at home and in the workplace and should ensure this is stored securely 
to prevent any breach of Data Protection. Paper records at home should be avoided 
where possible. If paper records are required employees are responsible for ensuring 
these are disposed of using confidential waste facilities within Council buildings. 

 
Employees should be mindful of their environment when having confidential 
discussions. When working from home employees should ensure their environment 
allows for this and that they have appropriate equipment such as headsets to 
minimise the risk of being overheard. 

 
Employees should ensure a professional working environment during meetings whilst 
at home, ensuring confidentiality and that noise levels and interruptions are minimal. 
Any concerns should be discussed directly with your line manager in the first instance. 



Employees should conduct themselves in a professional manner at all times during 
virtual/video meetings and be mindful that the standard that would be expected in 
an office environment is also expected whilst working from home. Employees should 
ensure they have a professional non-offensive background when conducting video 
calls when working from home. 

 

Gifts and Hospitality 
 

The Council has in place a procedure which requires you to advise the Executive 
Director of any gift or hospitality received by or offered to you in the course of your 
employment with the Council. It is important that such procedures are strictly 
complied with at all times and failure to do so may well be regarded as a disciplinary 
offence, in the interests of ensuring compliance with high standards of conduct and 
personal integrity within the Council. These procedures are available at Offer of Gifts 
and Hospitality or within your Service by hard copy. Attention is drawn to the legal 
requirement that an employee shall not, as a result of his or her employment with the 
Council, accept any fee or reward whatsoever other than his or her salary. 

 
Gifts 

 

As a general rule gifts to staff should not be accepted, as the practice of accepting 
gifts can lead to accusations of bias or privilege towards those giving gifts. However, 
there may be occasions where gifts can be offered and accepted where there can be 
little or no suspicion of bias or partiality. For example, where gifts are of token value. 
In that situation a gift can be accepted. 

 
Examples would be pens, diaries and calendars. In such a situation the gift can be 
accepted and does not require to be registered. If a gift is offered (not of token value) 
it can only be accepted if authorised by an Executive Director or nominated officer, 
and the gift must be registered (even if not ultimately accepted). Authorisation will 
be granted where the Executive Director is satisfied that the gift does not give rise to 
any issues of preference or partiality and that there are circumstances justifying 
acceptance of the gift. 

 
Hospitality 

 

You should only accept offers of hospitality if there is a genuine need to impart 
information or represent the local authority in the community. You should only accept 
offers to attend purely social or sporting functions when these are part of the life of 
the community or where the Council should be seen to be represented. All offers of 
hospitality should be registered, whether accepted or not. 

http://connect/index.aspx?articleid=3935
http://connect/index.aspx?articleid=3935


Personal Presentation 

The Council expects all employees to observe a standard of personal appearance 
which is appropriate to the nature of the work undertaken, follows operational 
requirements and which portrays a professional approach which the public will have 
confidence in. Our goal is to provide a workplace environment that is comfortable 
and inclusive for all employees. We expect that your attire will exhibit common sense 
and professionalism. 

 
For employees who do not require to wear a uniform or Personal Protective 
Equipment, we support a business casual approach which whilst flexible, is aimed at 
ensuring we maintain a consistently high standard of appearance e.g. no jeans or 
sportswear within an office environment. This also applies to employees working from 
home. Homeworking may involve video conference calls and employees should be 
mindful that a business casual approach would be expected. If you are unsure of what 
this means within your working environment then this should be discussed with your 
line manager in the first instance. 

 
Employees who are required to wear a uniform must ensure that they do so during 
working hours, unless advised otherwise by their manager. Uniforms must be clean 
and worn in presentable fashion. Uniforms must not be altered in anyway without the 
Council’s permission and remain the property of the Council. Employees must ensure 
good care is taken of them, and return any uniforms issued on the termination of 
employment. If you are in a role that requires protective clothing, you are required to 
wear this clothing while carrying out your duties whenever required by law or by 
Council rules. 

 
The above principles apply at all times. Throughout the year, the Council may choose 
to take part in organised fund-raising days where the dress code will be relaxed. If 
fund-raising days are to be held, details will be circulated to employees in advance. 

 
Alcohol and Drugs 

 
The Council requires all employees to report for duty free from the effects of alcohol 
and drugs. It is not acceptable to be under the influence of alcohol or drugs at work 
or consume alcohol or drugs during hours of work – this includes paid and un-paid 
breaks. 



Employees working from home will also be expected to adhere to these requirements 
during their working hours. Any concerns that a manager has that an employee is 
under the influence of alcohol or drugs whilst at work or working from home will be 
addressed in accordance with the Alcohol & Drugs Policy. 

 
Employees who feel that they have an issue with alcohol and/or drugs should speak 
to their line manager in the first instance to obtain appropriate support. 

 
Anti-Fraud/Whistleblowing 

There are procedures in place to deal with the potential for fraud within the 
organisation. These are accessible at Anti Fraud Policy and again in the interests of 
the Council and everyone who works within it, it is of primary importance that these 
procedures are complied with. In order to assist in ensuring high standards of conduct 
within the Council, the Council also has a procedure on Whistleblowing which can be 
accessed at Whistleblowing Policy. 

 

Contact with the Media 
As Council employees we are also the consumers of a wide variety of Council services 
and indeed most of us are residents of North Lanarkshire, using Council facilities and 
services on a regular basis. We are entitled to express individual views on Council 
policies, proposals and actions but it is important that we should separate any such 
views that we hold from our positions as Council employees. For that reason the 
Council’s Media Policy Communications Framework and Media Policy specifies that 
only authorised officers can speak to the media (although no action should be taken 
without the knowledge/permission of Corporate Communications) in relation to 
Council policy and business. It is legitimate for authorised trade union representatives 
to comment to the media on Council matters in their capacity as trades union 
representatives. 

 
As employees we need to be very careful how we express personal views on Council 
proposals which may affect us and the potential for comments to be misconstrued. 
It is important that in making any such statements there is clarity that we do so as 
individual residents and citizens, unconnected with our Council role or 
responsibilities. 

http://www.northlanarkshire.gov.uk/index.aspx?articleid=23897
http://www.northlanarkshire.gov.uk/index.aspx?articleid=23897
http://www.northlanarkshire.gov.uk/index.aspx?articleid=23897
http://connect/CHttpHandler.ashx?id=26258&p=0
http://connect/CHttpHandler.ashx?id=26258&p=0
http://www.northlanarkshire.gov.uk/CHttpHandler.ashx?id=7615&p=0
http://www.northlanarkshire.gov.uk/CHttpHandler.ashx?id=7615&p=0


Use of Social Networking Websites 

 
The use of online social networking sites has grown significantly over recent years 
and is now a significant part of daily life. While these sites can provide a positive way 
to keep in touch with friends, family or colleagues, it is important to ensure that the 
informal nature of such sites does not give rise to professional or ethical concerns or 
breaches of confidentiality by North Lanarkshire Council employees. 

 
The Acceptable Use of ICT policy sets out a framework for the use of Council owned 
ICT equipment. However, it is important that employees are aware of the potential 
problems that can arise from their use of social networking sites at home, on personal 
mobile phones or other non-Council ICT equipment. The following guidelines should 
apply when using social networking sites (whether at home or if authorised to do so 
during working time and/or using Council owned ICT equipment). Employees have a 
personal responsibility to ensure that the principles below are followed when using 
social media in their own time and using their own ICT equipment. 

 
Employees must remember that social networking sites are not secure and can be 
accessed by the general public. It is therefore essential that no information is placed 
on social networking sites which could: 

 
• Breach confidentiality, trust or ethics. 
• Constitute harassment of an individual or group. 
• Constitute potential defamation of character. 
• Discredit services provided by North Lanarkshire Council 
• Discredit North Lanarkshire Council as an employer. 

 
North Lanarkshire Council email addresses must not be used on any social 
networking site. Misuse of social media may lead to disciplinary action under the 
terms of the Discipline Policy. 

 
Co-operation with Internal Investigations and 
Procedures and with Litigation 

On occasions you may be required to participate in internal investigations arising 
under the Council’s Discipline, Grievance and Dignity at Work Policies and may also 
be required to attend investigation meetings, hearings and appeals as a witness. In 
addition the Council may also require the attendance of employees as witnesses or 
representatives at court or tribunal hearings in which the Council is involved. 



These responsibilities, where they arise, should be seen as part of your normal duties 
and responsibilities. 

 
Secondary Employment 
The Chief Officers’ Code of Conduct requires that Chief Officers must not undertake 
any other employment or outside or private work except in certain very limited 
circumstances. For other staff, the Council will normally allow you to undertake other 
paid work where there is no conflict of interest and it is unlikely to have an adverse 
effect on the work of the Council. You are not permitted to use the Council’s 
equipment, assets or resources for any other work you do. 

 
Complying with the Code 
You are expected to comply with all aspects of the Employee Code of Conduct. Any 
breach which comes to the Council’s attention will be fully investigated and 
appropriate action taken. This may include action under the Council’s Disciplinary 
Policy. A full list of policies and strategies for all staff groups can be found at 
http://connect/index.aspx?articleid=3926 

http://connect/index.aspx?articleid=3926
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Foreword 

We ASPIRE that North Lanarkshire is the place to Live, Learn, Work, Invest and Visit. This 
means we must respond to, and embrace, major social, economic, and technological change. 

The Digital and IT Strategy brings together separate but related plans and policies that 
contribute to the development and delivery of our digital vision. The Acceptable Use of ICT 
Policy is a sub policy of this strategy. It provides a safe framework for using ICT without 
exposing the council or our employees to risks. 

The policy supports the Employee Code of Conduct which sets out the standards of conduct 
to which every employee must adhere. Following this code and the details within the ICT 
Acceptable Use Policy will ensure that the standards set by the council are met. 

 
 
1. Introduction 
North Lanarkshire Council invests substantially in information technology and communication 
(ICT) systems that help employees to work flexibly and efficiently. The purpose of this policy 
is to provide the council’s ICT users with guidance on the appropriate use of technology 
including, but not restricted to, email, internet, PCs/laptops, mobile/smartphones and tablets, 
social media and shared network drives/Microsoft Office 365. It applies to council devices as 
well as personal devices when accessing council systems and data e.g. NL Life. 

 
The policy supports the need to keep the council’s ICT estate in a safe and effective 
operational state to ensure the confidentiality, integrity and availability of information. 

 
2. National Context 
The council complies with all relevant legislation including (but not limited to) the following. 

• Human Rights Act 1998 
• Telecommunications (Lawful Business Practice) (Interception of Communications) 

Regulations 2000 
• Regulation of Investigatory Powers Act 2000 
• Privacy and Electronic Communications (EC Directive) Regulations 2003 
• Public Records (Scotland) Act 2011 
• Investigatory Powers (Interception by Businesses etc. for Monitoring and Record- 

keeping purposes) Regulations 2018 
• Data Protection Act 2018 
• Freedom of Information (Scotland) Act 2002 

 
3. Scope 
This policy applies to users of council ICT assets including employees, elected members, 
contractors, consultants, temporary agency staff, modern apprentices, students, volunteers 
and personnel affiliated with third parties. 
Individuals using the schools' network and public access through libraries have separate 
guidelines covering acceptable terms and conditions of use. Elected Members have separate 
guidelines covering various aspects of conditions of use. 
‘ICT assets’ refers to any council provided equipment and systems such as: physical 
hardware, software applications, peripherals and components of the council’s network 
infrastructure that support the transmission of electronic data. This applies regardless of where 
equipment or systems are located and used. 

http://connect/index.aspx?articleid=4583


4. Overview 

Authorised users will be granted access rights to council ICT facilities appropriate to their 
business requirements. No unauthorised facilities should be used. 

Authorised access to ICT facilities is taken as acceptance of this Acceptable Use Policy and 
that all computer use shall comply with relevant legislation. 

While access to ICT facilities is provided for business use, reasonable personal use may be 
undertaken. Any personal use must comply with relevant council policies, must not interfere 
with normal business or be detrimental to productivity. 

To ensure ICT facilities and services are operating efficiently and effectively, usage data will 
be collected and recorded. This will include use of email and internet facilities. While 
monitoring of individuals will not happen as a matter of routine, personal information may be 
accessed as part of the procedure. Where personal use of council facilities is undertaken there 
can be no presumption of privacy. 

Where there is a suspected breach of this policy the council will take the appropriate steps in 
accordance with relevant investigatory and/or disciplinary procedures. Suspected unlawful 
acts will be referred to the appropriate authorities. 

 
5. Appropriate use of Council Technology and Systems 

All employees are expected to adhere to the standards set out in this document, the 
Information Security Policy and all related guidance. All information stored on council systems 
and network is corporate property and should be regarded as such. 

IDs and passwords 
 

Users will: 

• Protect usernames, employee reference numbers and passwords 
• Create secure passwords following best practice 
• Not log onto any council systems using another user’s credentials 
• Lock their screen when temporarily leaving devices in use (press control + Alt + Del 

and select lock from a PC/laptop) 
• Log out of all council devices when not in use 

Managing and Protecting Information 
 

Users will: 

• Understand that they, and the council, have a legal responsibility to protect personal 
and sensitive information 

• Ensure that all information is created, used, shared and disposed of in line with 
business need and complies with the council retention schedule and information 
governance policy framework 

• Not access personal data unless there is a valid business need that is appropriate to 
their job role 

• Not provide information in response to requests from people whose identity they 
cannot verify 

• Be careful not to be overheard or overlooked in public areas when conducting council 
business 

http://connect/CHttpHandler.ashx?id=22358&p=0
http://connect/CHttpHandler.ashx?id=18309&p=0
http://connect/index.aspx?articleid=3952
http://connect/index.aspx?articleid=3952
http://connect/index.aspx?articleid=3952


Using social media for business 
 

The council has guidance for authorised staff who wish to publish information on social media 
networks on behalf of the council. The following is an extract; users must read the full 
guidance. 

 
All social media sites that conduct business on behalf of the council must be authorised by 
Corporate Communications. The exception is Education and Families staff in schools who 
may create a social media page or blog as part of a learning and teaching environment or as 
a communication tool; this should be arranged in conjunction with ICT. 

 
Employees are prohibited from setting up a site and using it for council business, unless 
authorisation has been provided by Corporate Communications. 

 
Corporate Communications will delete posts or comments when these contain inappropriate 
content. This includes, but is not restricted to, the following. 

 
• Comments that are politically motivated, insulting, obscene or racist. 
• Material that perpetuates or promotes discrimination of protected characteristics. 

These characteristics can include but are not limited to, race, gender, disability, age, 
sexual orientation, religion or belief, pregnancy and maternity, marriage or civil 
partnership or gender reassignment. 

• Sexual content or links to sexual content. 
• Solicitation of commerce. 
• Illegal conduct or encouragement/support of illegal activities. 
• Information that compromises or may compromise the safety or security of the public 

or public systems. 
• Content that violates the legal ownership interests of any other party. 

 
Publishers may respond to comments on social media sites where they feel knowledgeable 
and confident to do so, particularly where someone is looking for help, having a problem with 
a service we provide, or are incorrect. Where they are unable to respond to such posts, they 
should contact their manager or inform the relevant service. 

 
Where a mistake is made in a posting, it should be publicly corrected at the earliest 
opportunity. 

 
Where an issue is potentially damaging to the reputation of the council, Corporate 
Communications should be informed. When representing the council on social media, 
employees must not comment on government policies and practices. They should also not 
comment on politically controversial issues. This also applies to other activity such as surveys, 
service promotion and discussions. 

 
This guidance always applies, but additional guidance will be supplied, and should be read in 
conjunction with this policy, during any pre-election period, or in the lead up to a Referendum. 
The pre-election period is the term used to describe the period between the time an election 
is announced and the date the election is held. If there is any doubt about whether an action 
is appropriate, users should not take it and seek guidance from their manager. 

 
The council’s Yammer social media platform can be used by all staff for internal informal 
communication – Yammer Guidance. 

http://connect/index.aspx?articleid=21061


Note that other social media apps such as WhatsApp, Messenger etc. aren’t currently 
supported on council devices, and are not an approved form of communicating business 
information on personal devices. 

 
Inappropriate Use of ICT 

 
Examples of inappropriate use include the following, although the list is not exhaustive. 

 
• Downloading or distributing pirated software or data 
• Intentionally circulating any computer virus 
• Disabling any computer system or network 
• Accessing and/or communicating information that is confidential to the council, unless 

authorised to do so 
• Sending or forwarding any message (inside or outside the organisation) that could 

constitute bullying or harassment or be interpreted as offensive 
• Sharing images that are inappropriate or links to inappropriate content. 
• Excessive use of systems for non-work-related activity 

 
Suspected inappropriate use will be investigated under the council’s Discipline Policy. 

Employees must take particular care to understand the copyright trademark to ensure their 
use of the internet does not inadvertently violate any laws which might be enforceable against 
the council. 

E-mail Operating Principles 
 

Personal or confidential information should not be sent to personal email accounts as this is 
not a secure route. Email auto-forwarding to non-council addresses should not be used. 
Employees who require access to email and other systems should use the council's remote 
access systems for this purpose. 

Users will: 

• Only use appropriate language in messages, emails, faxes and recordings. 
Threatening, derogatory, abusive, indecent, obscene, racist, sexist or otherwise 
offensive content will not be tolerated 

• Not engage in mass transmission of unsolicited emails (SPAM). 
• Not alter the content of a third party’s message when forwarding it unless authorised. 
• Not try to assume the identity of another user or create or send material designed to 

mislead people about who originated or authorised it (e.g. through misuse of scanned 
signatures). 

• Be vigilant to phishing emails and know how to spot and report suspicious emails. 
• Employees and contractors must not use their council email address for personal use. 

Only use your council mail address for business related activities and linked 
organisational activity (e.g. NLC discount schemes, Civil Service Jobs, Trade Union 
activity and other officially provided internet links). 

Collaboration Tools 
 

Microsoft Teams is the recommended tool for communication and collaboration, combining 
workplace chat, video meetings, file storage, and application integration. However, the main 
collaboration tool for teaching staff is Glow which includes Teams and other O365 services for 
Education. 



Use of collaboration tools must adhere to the following principles (not applicable to Education 
staff, who will comply with Glow usage guidance). 

• All Teams require a minimum of two owners, to maintain business continuity. These 
owners are responsible for managing membership and content. 

• Access is from a managed corporate Windows 10 device or a managed mobile device 
only. Other devices, such as ‘Bring Your Own Devices’ (BYOD) are not supported. 

• Collaboration will be restricted to internal use only, unless a specific business 
requirement is identified and external sharing approved. 

• Guest access will be permitted where there is a valid business purpose. 
• Chat functionality is for business related purposes only, unless agreed or approved 

otherwise. 
• Owners are responsible for creating channels. 
• Private Channels within Teams are not allowed although this may be reviewed if there 

is a justified business case. 
• New Teams can only be created by ICT administrators, a request should be submitted 

to the ICT Service Desk. 
• Team names must be relevant to the service or piece of work that is being carried out. 

For example, a Team cannot be called ‘HR’ if it is not owned by HR. 
• Personal/copyright material, such as pictures, music or videos should not be stored in 

Teams. 
• Data in a Team will be retained and disposed of in line with the council’s retention 

schedule. 
• Teams that are no longer in use, or have not been used for a period, will be deleted 

after six months in line with the disposition process. 
• Other tools such as Attend Anywhere, Skype for Business, Webex, etc may be used 

to join collaborative sessions; these will be assessed by ICT as required. 
• Cisco Webex is available for a limited period on a small scale for collaboration use, 

this should adhere to the same standards detailed above 
• Education and Families staff must also comply with the principles outlined in the Digital 

Learning and Teaching Approaches Policy and usage Guidance issued for schools 
staff. 

Whilst Bring Your Own Device (BYOD) is not presently supported for access to systems it is 
under regular review. 

Personal use of Council Technology 
 

Use of council technology and systems such as internet, telephone and email are primarily for 
business use. However, the council operates a framework of openness and trust and 
recognises that in certain circumstances, particularly where there is a need to communicate 
urgently, it may be appropriate for employees to use council facilities, for example to send 
personal messages externally or receive them from an outside source. 

 
Limited personal use of internet facilities is permitted during breaks provided that the material 
accessed is appropriate and is not potentially offensive. The use of the internet for personal 
transactions only, such as booking reservations or tickets or the purchase of any goods or 
services for personal use, is permitted. Employees should regard this facility as a privilege that 
should not be abused. 

 
Users will: 

• Understand that they are personally accountable for what they do online and with 
council technology. 



• Note that personal use of ICT resources is permitted in an employee's own time when 
not on official duty or ‘flexed on’ as per the Flexible Working Hours Policy. 

• Ensure that any personal information stored is appropriate i.e. legal, appropriate and 
compliant with this policy. 

• Understand that the ability to store personal information on council-owned devices and 
systems is a privilege and the council has a right to require the data is removed should 
this data interfere with business activity or use. 

 
In consideration of colleagues, while in a shared workplace, mobile phones or other personal 
devices should be set on discreet or low volume mode. Services, individual offices, or specific 
work environments may have special sets of standards that will apply. 

There are situations where mobile phone use may be banned, especially in customer facing 
roles such as teaching, in customer services offices, and social services settings. In certain 
work situations, the use of a mobile phone is not permitted as this may affect the health and 
safety of yourself/colleagues/public and you should ensure that you are aware of service rules. 

Outside of Work 
 

The Employee Code of Conduct describes employees’ rights and responsibilities to make 
public statements about the council as a citizen. These rights and responsibilities apply both 
to traditional and new media including social networking sites. Be conscious that any content 
placed on them may be seen by people other than the intended audience and must be 
considered public. 

Working from Home 
 

When working from home, employees should be as vigilant as they would be in the office. 
Care should be taken to lock equipment when not in use, ensure conversations cannot be 
overheard and council information is stored securely. See home working guidance. 

 
6. Monitoring 
Access to council information processing systems and facilities is provided for business use. 
While sensible personal use is permitted, misuse or prohibited use shall be dealt with under 
the disciplinary process. 

 
A range of monitoring is undertaken to ensure information processing facilities are operating 
efficiently and effectively. Information entering, leaving or stored on information processing 
facilities, including council email, is monitored. The monitoring undertaken is not generally 
focused on specific individuals, however personal data may be accessed as part of the 
procedure. 

 
By logging in to any council information processing system or facility a user is deemed to 
consent to the council’s monitoring procedures. Monitoring is undertaken to: 

• comply with regulatory and statutory obligations 
• maintain the effectiveness of information processing systems 
• prevent or detect unauthorised use or other threats to information processing systems 
• prevent or detect criminal activities 
• ensure compliance with council policies and procedures, and 
• review usage. 

http://mynl.co.uk/download/64/employee-code-of-conduct/3377/employee-code-of-conduct.pdf
https://mynl.co.uk/knowledge-base/working-from-home-2/


To ensure information processing systems are not open to abuse, the council reserves the 
right to monitor individual employee’s usage. This level of monitoring will be fair and 
proportionate and will be appropriately authorised. 

 
7. Privacy 

This policy aims to strike a balance between respect for an individual’s privacy while enabling 
the monitoring and scanning necessary to fulfil legal obligations and business needs. 

 
Individuals’ privacy will be respected in accordance with the Human Rights Act 1998 and the 
Data Protection Act 2018. The council will act in accordance with its obligations under the 
Telecommunications (Lawful Business Practice) (Interception of Communications) 
Regulations 2000 and the Regulation of Investigatory Powers Act 2000 (RIPA). 

 
Monitoring differentiates between: 

• Usage logging - collecting data, generally from system log files about how and when a 
user id accessed and used information processing systems 

• Content inspection - viewing information held in business or personal files, email etc. 
or viewing information on screen. Content inspection will take place only if properly 
authorised and if the usage record alone is not sufficient. 

 
Usage Logging 

 
Usage logging ensures and improves service performance and helps identify and investigate 
potential prohibited use or misuse. 

• Typical data logged is noted below 
• No content is logged, only information about the activity 
• Access to logging information is restricted and controlled 

 
Content Inspection 

 
Inspection will only be undertaken for legitimate reasons which may include the following. 

• Where we believe that a breach of the policy is occurring or has occurred 
• To comply with the request of law enforcement officers 
• To comply with legal obligations 
• To prevent or detect contravention of criminal or civil law 
• Where we believe that a breach of an individual’s employment contract is occurring or 

has occurred 

 
Content inspection may involve viewing information held in: 

• Business and or personal files and documents 
• Business and or personal email messages or any other ICT based communication 
• Business and or personal information displayed on a screen 
• Emails that have not yet been opened or received by the intended recipient. 

 

Requests to inspect content must be formally approved at Head of Service level or above. 

Managers will normally seek authorisation from a Head of Service. However, where the 
request involves a Head of Service, authorisation should be sought from an Executive 



Director, and where the request involves an Executive Director or Elected Member, 
authorisation should be sought from the Chief Executive. 

Where authorisation is granted, the authorising officer must advise the Chief Executive and 
the individual concerned as appropriate. 

The individual concerned should normally be informed of any inspection in advance and again 
on completion. However, in certain circumstances it may be necessary to obtain access 
without informing the individual, such as where there is reason to believe that to do so would 
prejudice an investigation. 

 
8. Advice or guidance 

Guidance on the application of the policy can be sought from: 
• Line managers for guidance on interpretation 
• ICT Service Desk for guidance on good practice 
• Information Risk Manager for policy guidance and general advice 

 
9. Governance 

The ICT Acceptable Use Policy will be monitored and reported through the Transformation 
and Digitilisation Committee. 

 
Equalities and Fairer Scotland 

 
The principle of equality of opportunity is central to all aspects of Digital and ICT policies and 
plans. An Impact Assessment was carried out to ensure adherence to our corporate 
commitment to the Single Equality Scheme. 

 
Risk Management 

This policy is one of the control factors for the Information Security and Governance corporate 
risk.factors for the Information Security and Governance corporate risk. 

 
HR and Legislative 

 
The ICT Acceptable Use Policy complies with all relevant legislative requirements. 
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