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Lesley Dysart
dysartl@northlan.gov.uk
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Chief Executive’s Office

Members of the
Audit and Scrutiny Panel

Archie Aitken
Head of Legal & Democratic
Solutions
Civic Centre, Windmillhill Street
Motherwell ML1 1AB
DX 571701, Motherwell 2
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Notice is given that a remote Meeting of the AUDIT AND SCRUTINY PANEL is to be held via Webex
on Thursday, 25 March 2021 at 1:00 pm which you are requested to attend.
The agenda of business is attached.

Head of Legal and Democratic Solutions

Members :

Councillors: L Anderson, R Burrows, M Gallacher, A Graham, P Hogg, J Hume,
T Johnston, T Morgan, K Stevenson, A Valentine, and S Watson.
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AGENDA
(1)

Declarations of Interest in terms of the Ethical Standards in Public Life Etc. (Scotland) Act
2000

SCRUTINY RELATED ITEMS
(2)

Presentation on the Local Government Benchmarking Framework (LGBF) and the North
Lanarkshire context
Submit Presentation by Emily Lynch, Improvement Service

(3)

Strategic Performance Framework Reporting Schedule (page 5 - 18)
Submit report by the Head of Business Solutions outlining current National context in terms of
Audit and Governance and Best Value to help inform the direction of the Council's
performance arrangements and continue to ensure good governance (copy herewith)

(4)

ALEOs' Governance and Risk Management: Oversight and Assurance Report (Programme of
Work Number 75.1 - Part (6) (page 19 - 36)
Submit report by Head of Business Solutions (1) providing an overview of ALEOs' stewardship
over the past six months, and (2) highlighting (a) where individual companies have been
adversely impacted by the Coronavirus pandemic and the measures that are being put in
place to resume service delivery and develop recovery strategies, where appropriate, and in
line with the Council's Recovery Plan, and (b) the top five risks for each company (copy
herewith)

AUDIT RELATED ITEMS
(5)

Audit and Risk Related Items - Action Log (page 37 - 38)
Submit report by the Audit and Risk Manager to allow Elected Members to track
implementation of requests and recommendations made to the Panel in respect of audit and
risk-related items in the previous 18 months (copy herewith)

(6)

Follow-Up of Actions previously agreed by Management in response to Internal and External
Audit Recommendations (page 39 - 48)
Submit report by the Audit and Risk Manager reporting to the Panel of the extent to which
Management has implemented those actions previously committed to in response to
recommendations contained in Internal and External Audit reports (copy herewith)

(7)

External Audit - Annual Plan 2020-21 (page 49 - 68)
Submit report by the Head of Audit and Risk to enable the Council's appointed external
auditors, Audit Scotland, to present to the Panel a document setting out their planned audit
activities and how they intend to discharge their responsibilities as laid out in Audit Scotland's
Code of Audit Practice and relevant International Standards on Auditing for the audit of the
Council for the year-ending 31 March 2021 (copy herewith)
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2
(8)

Changes to the Code of Practice on Local Authority Accounting 2020/21 (page 69 - 72)
Submit report by the Head of Financial Solutions highlighting any significant changes to the
Code which may impact on the accounting requirements and presentation of the Council's
2020/21 Annual Accounts (copy herewith)

(9)

Internal Audit Progress Report (page 73 - 178)
Submit report by the Audit and Risk Manager providing an overview of Internal Audit activity
and reporting the results of internal Audit outputs finalised since the report was submitted
previously (copy herewith)

RISK RELATED ITEMS
(10)

Risk Management Update (page 179 - 188)
Submit report by the Audit and Risk Manager updating the Panel on risk management
developments in the period including progress on reviewing, assessing and managing risks
contained within the Council's corporate risk register (copy herewith)

(11)

Risk Management Update: Corporate Risk - Implementation of the ERDP (Economic
Regeneration Delivery Plan) (page 189 - 198)
Submit report by the Head of Planning and Regeneration providing the Panel with a summary
of the Service's current assessment of the management of Corporate Risk - Implementation of
ERPD (copy herewith)

(12)

Risk Management Update: Corporate Risk - Tackling Poverty (page 199 - 209)
Submit report by the Head of Communities providing the Panel with a summary of senior
management's current assessment of the corporate risk, Tackling Poverty (copy herewith)
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AGENDA ITEM 3

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref LJ/SL

Date 25/03/21

Strategic Performance Framework reporting schedule
From

Katrina Hassell, Head of Business Solutions

Email

HassellK@northlan.gov.uk

Telephone 07903 096 121

Executive Summary
Members will recall the Strategic Performance Framework was approved at Committee in
September 2019 with reporting arrangements subsequently implemented through the Audit
and Scrutiny Panel and Service Committees.
Since then, the emergence of the coronavirus pandemic has had a significant impact on
the delivery of the council’s planned day to day activities and achievement of strategic
priorities. Despite this, coupled with the redeployment of resources and subsequent
availability of performance information across the council, a wide range of statutory and
strategic performance information has been reported to the Audit and Scrutiny Panel and
Service Committees. This report summarises the extent of this reporting over the last 16
months.
With approval of Delivering for Communities in December 2020, and the Programme of
Work reviewed and updated for 2021/22, the opportunity has been taken to re-evaluate
aspects of the Strategic Performance Framework in light of the current local and national
context. This report therefore outlines current national context in terms of audit and
governance and Best Value to help inform the direction of the council’s performance
arrangements and continue to ensure good governance.
The report concludes with an outline of work to develop and implement a Performance
Reporting Schedule for 2021/22.

Recommendations
It is recommended that the Audit and Scrutiny Panel:

(1)
(2)

Note the contents of this report and accompanying appendices, and
Note the next steps.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements

1.

Background
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1.1

Members will recall the Strategic Performance Framework was approved at Committee
in September 2019. This ensures a consistent framework that is designed to produce
evidence which allows for day to day activities, and progress towards achieving the
shared ambition articulated in The Plan for North Lanarkshire, to be regularly
monitored, reported, assessed, and scrutinised.

1.2

The framework operates at three levels:
1.

The North Lanarkshire context
This comprises a suite of Health Check indicators that collectively provide the North
Lanarkshire context. These indicators are designed to provide a high-level impact
assessment of the work of the council and partners on North Lanarkshire’s
economy, its people, and communities
The suite comprises a small number of wider landscape measures which focus
(where possible) on outcomes rather than outputs, are sourced externally to
provide external verification, and are available nationally to enable a comparison
of performance and progress.

2.

Improving outcomes
This comprises a suite of indicators and information to enable an assessment of
progress towards delivering on the priorities and
ambitions outlined in The Plan for North Lanarkshire
and achieving improved outcomes for all.

3.

Day to day operations
This comprises a suite of indicators that allow the
quality, efficiency, and effectiveness of day to day
operations to be assessed. This includes the targets
and standards set internally as well as appropriate
national outcome and benchmarking comparators.

1.3

The latest results from the Level 1 indicators were presented to the Policy and Strategy
Committee on 18th March 2021 within the report for the Programme of Work for
2021/22. These results were presented in conjunction with the achievements from the
2020 Programme of Work.

1.4

With work to update the Level 1 indicators on a six-monthly review and refresh
programme, this has enabled progress over time to be monitored from the baseline set
in March 2019. It allows a high-level assessment of the impact of the Programme of
Work on North Lanarkshire’s economy, its people, and communities. It has also
enabled ongoing monitoring of the effect of the coronavirus pandemic on the North
Lanarkshire landscape.

1.5

A tailored suite of performance indicators from Levels 2 and 3 in the Strategic
Performance Framework have also provided the Corporate Management Team (CMT)
with strategic oversight of the impact of the pandemic, both in terms of delivering the
council’s planned day to day activities and achieving the strategic priorities. Following
approval of this approach in June 2020, this suite of performance indicators has been
reported regularly to CMT and was considered by the Audit and Scrutiny Panel in
September 2020.

1.6

When agreeing the interim approach in June 2020, CMT recognised the impact of the
pandemic on the availability of resources and information across services and the
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corresponding ability of services to be able to provide performance results to be
reported.
1.7

It also noted that all measures in the Strategic Performance Framework related to
services that were either suspended, operating at a reduced level, or which had
changed ways of working in order to continue delivery.

1.8

Notwithstanding the subsequent implementation of council and service Recovery
Plans, whereby the Strategic Performance Framework was assessed as being in Level
3 (meaning the timescale for full recovery is the end of March 2021), work has
continued throughout 2020/21 to ensure a level of strategic oversight and scrutiny has
been maintained and the Accounts Commission’s statutory direction can still be fulfilled.

1.9

As the council has moved through the recovery and renewal phase, and new service
operating models are developed, the suite of Strategic Performance Framework
indicators has been kept under review and amended accordingly. With the Programme
of Work now updated for 2021/22, the refresh of the Strategic Performance Framework
is nearing completion.

1.10

Work to refresh the Strategic Performance Framework has also included a review of
the associated reporting arrangements and this report updates Members on work to
develop and implement a Performance Reporting Schedule for 2021/22.

2.

Strategic Performance Framework

National audit and governance and Best Value context
2.1

Members will recall that The Plan for North Lanarkshire and Programme of Work are
supported by four strategic frameworks (Performance, Policy, Governance, and SelfEvaluation) designed to enable a regular structured approach to assessing progress,
measuring success, and identifying (where necessary) areas requiring improvement.
The corporate Project Management Model accompanies these frameworks with its role
in ensuring a consistent approach to managing projects and programmes of work.

2.2

As separate but overarching elements within the Programme of Work for 2021/22,
these frameworks are kept on a regular programme of review and update to ensure
they remain up to date and aligned to national audit and governance priorities. Recent
developments in this respect include the Revised Statutory Guidance for Best Value
published in 2020 (available online at: https://www.gov.scot/publications/best-valuerevised-statutory-guidance-2020/), and early sight of the Accounts Commission’s
proposed priorities and work programme for 2021 and beyond.

2.3

The original 2004 Best Value guidance was structured around ten Best Value
characteristics. The revised guidance reconfigures these characteristics into seven
themes (noted below) that better reflect the significantly changed policy and public
service delivery landscape within which local authorities now operate.
1.
2.
3.
4.
5.
6.
7.

Vision and leadership.
Governance and accountability.
Effective use of resources.
Partnerships and collaborative working.
Working with communities.
Sustainability.
Fairness and equality.
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The revised guidance states that local authorities must be able to demonstrate a focus
on continuous improvement in performance around each of these themes.
2.4

Moving forward, each council’s external auditors will seek to integrate Best Value within
their annual audit process. The North Lanarkshire Council Best Value Assurance
Report (BVAR) published in May 2019 will be used as the baseline for assessing
progress in achieving Best Value.

2.5

In recognition of the challenges being experienced by local authorities, the Accounts
Commission adopted a set of principles in May 2020 (noted below) to help guide their
work and ensure they fulfil their local government watchdog responsibilities:
•
•

The Commission recognises the significant pressures under which local
government finds itself as a result of the coronavirus pandemic.
The Commission is of the firm view that the principles of sound financial
management, good governance, public accountability, and transparency remain
vital, although how these are delivered and achieved are likely to be different.

These principles are reiterated in the Accounts Commission’s proposed priorities and
programme of work for 2021 and beyond.
2.6

As part of the national consultation for their programme of work for 2021 and beyond,
the Accounts Commission have issued early guidance to audit and risk committees on
how to safeguard good governance and effective scrutiny during the pandemic. This
recognises that the pace and scale of change is unprecedented, and that changes in
governance arrangements are likely to have taken place. It states that this may mean
there has been less opportunity for scrutiny and due diligence as public bodies respond
rapidly to the challenges arising from the pandemic.

2.7

Nonetheless, the Accounts Commission’s statutory direction places a requirement on
councils to report a range of information in terms of (1) improving local services and
outcomes and (2) demonstrating Best Value (see Appendix 1). Two key points of note
are that the Accounts Commission expect to see (a) a balance in reporting areas of
improvement that have been achieved and not achieved, and (b) as much timeousness
and currency as is practical. The emphasis on point (b) means the Accounts
Commission expects to see performance reporting all year round, and not only through
the traditional means of an annual report once a year.

Performance reporting schedule
2.8

Members will recall a reporting schedule was included in the approved Strategic
Performance Framework which outlined the reporting frequency and audience for the
performance indicators within each of the three Levels of the framework. This also
highlighted a range of service performance reporting which takes place each year to
meet both business and statutory requirements.

2.9

Being mindful that response to the pandemic has remained the council’s number one
priority, services have continued (where possible) to prepare and present performance
information to meet business and statutory requirements. The extent of statutory and
strategic performance reporting to the Audit and Scrutiny Panel and Service
Committees, from cycle 4 in 2019 to cycle 1 in 2021, is reflected in Appendix 2.

2.10

Reports in Appendix 2 have been included due to their statutory or strategic
performance reporting obligations or because they contain performance information
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aligned to one or more of the measures within the Strategic Performance Framework.
Next steps
2.11

A draft Performance Reporting Schedule for 2021/22 has been developed and,
following CMT approval, work is underway to finalise this by the end of March 2021.
Performance reporting arrangements are also being further developed in line with the
guiding principles (i.e. aligned, consistent, transparent, in context, and balanced) in the
approved Strategic Performance Framework, in order to ensure the right information to
the right audience at the right time.

2.12

Work to refresh the Strategic Performance Framework also includes a review of future
performance indicator targets and thresholds in line with the three-year budget
timetable. Members will recall the approved Strategic Performance Framework
included targets up to 2021/22. Once this exercise is completed, updated targets will
be presented to the Audit and Scrutiny Panel for Members’ further review and scrutiny.

2.13

The Strategic Policy Framework and Strategic Governance Framework are on the
Programme of Work for 2021/22 in terms of a review and refresh programme. At this
time the associated alignment of performance measures from the Strategic
Performance Framework will be considered in order to assess the effectiveness of the
policies, strategies, and plans in the Strategic Policy Framework and the elements and
mechanisms within the Strategic Governance Framework. Updates on the Strategic
Policy and Governance Frameworks are scheduled to be presented to the Audit and
Scrutiny Panel, and Members will be given the opportunity to review and scrutinise the
corresponding performance indicators at that time.

3.

Equality and Diversity

3.1

Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland Duty assessment based on the
recommendations in this report.

3.2

Equality Impact Assessment
There is no requirement to carry out an equality impact assessment based on the
recommendations in this report.

4.

Implications

4.1

Financial impact
There is no financial impact arising from the recommendations in this report; financial
impacts from performance levels achieved require to be considered by services.

4.2

HR/Policy/Legislative impact
The Local Government in Scotland Act 2003 introduced the duty of Best Value; this
requires that councils “make arrangements to secure continuous improvement in
performance”. This duty remains unchanged, the Accounts Commission do however
recognise the challenges and have adopted a set of principles to guide their work (see
paragraph 2.5).

4.3

Environmental impact
There is no environmental impact arising from the recommendations in this report;
environmental impacts associated with performance levels achieved require to be
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considered by services.
4.4

Risk impact
Implementation of the four supporting frameworks (Performance, Policy, Governance,
and Self-Evaluation) are key controls which contribute to the mitigation of the risk on
the Corporate Risk Register for Governance, Leadership, and Decision Making.

5.

Measures of success

5.1

Regular scrutiny of the performance information presented to ensure good governance
principles are met and enable the council to pursue its ambition effectively, while
underpinning this with controls and the management of risk.

5.2

Regular strategic oversight and scrutiny of the council’s performance to ensure good
governance principles are met and resources are directed in accordance with agreed
policy and according to priorities, while ensuring sound decision making and clear
accountability for the use of resources in achieving improved outcomes for service
users and the local community.

6.

Supporting documents

6.1

Appendix 1 - Accounts Commission statutory direction: 2019/20 to 2021/22.
Appendix 2 - Summary of performance reports - from cycle 4 in 2019 to cycle 1 in
2020

Katrina Hassell
Head of Business Solutions
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Appendix 1
Accounts Commission statutory direction: 2019/20 to 2021/22

Page 11 of 209

Appendix 2

Summary of service / statutory / Strategic Performance Framework reports - from cycle 4 in 2019 to cycle 1 in 2021
Reports included due to their strategic or statutory performance reporting obligations or because they comprise performance information aligned to one or more of the measures within the Strategic Performance Framework.
COMMITTEE MEETING DATES
Performance report

Cycle 4

Cycle 1

Cycle 2

Cycle 3

Cycle 4

Cycle 1

Oct - Dec 2019

Jan - Mar 2020

Apr - Jun 2020

Aug - Sept 2020

Oct - Dec 2020

Jan - Mar 2021

Improve economic opportunities and outcomes
Strategic Performance Framework (Housing and Regeneration Committee)
20-11-19
This report provides the latest performance results against each of the Level 1, 2, https://mars.northlanarkshire.
and 3 indicators for ambition statement 1.
gov.uk/egenda/images/att92
330.pdf

Strategic Performance Framework (Enterprise and Growth Committee)
07-11-19
This report provides the latest performance results against each of the Level 1, 2, https://mars.northlanarkshire.
gov.uk/egenda/images/att92
and 3 indicators for ambition statements 2, 3, 4, 5.
355.pdf

Scottish Housing Regulator: annual landlord report
This report presents the annual landlord report published by the Scottish Housing
20-11-19
Regulator (SHR) which shows Scotland’s social landlords’ performance for both https://mars.northlanarkshire.
gov.uk/egenda/images/att92
Local Authorities and Registered Social Landlords (RSL’s) against the Scottish
334.pdf
Social Housing Charter (SSHC).
Annual housing / Scottish Social Housing Charter performance report
The annual performance report to tenants is designed to keep tenants, service
users, and other customers informed of council performance and how the council
Web pages updated
is progressing towards meeting the outcomes of the Scottish Social Housing
with 2018/19 report
Charter (SSHC).
New supply programme

25-11-20
https://mars.northlanarkshire.
gov.uk/egenda/images/att94
987.pdf

Web pages updated
with 2019/20 report

25-11-20

This report provides an update regarding progress with the delivery of the new
supply programme which aims to deliver 5,000 new homes by 2035 and seeks
approval for revised targets.

https://mars.northlanarkshire.
gov.uk/egenda/images/att94
989.pdf

Open Market Purchase scheme update
This report provides an update on the progress of the Open Market Purchase
Scheme (OMPS) which is an extension of the Empty Homes Purchase Scheme
(EHPS).

20-11-19

20-05-20

25-11-20

https://mars.northlanarkshire.
gov.uk/egenda/images/att92
331.pdf

https://mars.northlanarkshire.
gov.uk/egenda/images/att93
970.pdf

https://mars.northlanarkshire.
gov.uk/egenda/images/att94
985.pdf

Covid pandemic and impact on operations
This report advises of the additional and business as usual operational areas of
service delivery within Housing Solutions, Housing Property and Projects, and
New Supply within Planning and Regeneration during the pandemic, and the
impact on performance.
Partnership performance report (Mears / Saltire)
The report provides an update on the current performance of the housing
property repairs and maintenance, and central heating repairs and maintenance
service delivery contracts.

09-09-20
https://mars.northlanarkshire.
gov.uk/egenda/images/att94
331.pdf

19-02-20

25-11-20

https://mars.northlanarkshire.
gov.uk/egenda/images/att93
092.pdf

https://mars.northlanarkshire.
gov.uk/egenda/images/att94
977.pdf

20-05-20

This report outlines Mears Limited Liability Partnership (LLP) performance
against its’ business objectives and council priorities and the housing repairs and
maintenance service delivery contracts.

https://mars.northlanarkshire.
gov.uk/egenda/images/att93
917.pdf

Mears LLP: Operational and financial performance monitoring report

25-11-20
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Appendix 2
COMMITTEE MEETING DATES
Performance report

Cycle 4

Cycle 1

Cycle 2

Cycle 3

Oct - Dec 2019

Jan - Mar 2020

Apr - Jun 2020

Aug - Sept 2020

Cycle 4

Cycle 1

Oct - Dec 2020

Jan - Mar 2021

https://mars.northlanarkshire.
gov.uk/egenda/images/att94
978.pdf

Employability resources update
06-02-20

The report updates on the current status of the council’s externally funded
employability programmes and their progress in the current labour market.

https://mars.northlanarkshire.
gov.uk/egenda/images/att93
299.pdf

Planning performance framework
25-02-21

This report updates on the Scottish Government’s feedback on the performance
of the planning and place service for the latest year based on the Planning
Performance Framework (PPF) submitted each year.

https://mars.northlanarkshir
e.gov.uk/egenda/images/att
95728.pdf

Coronavirus - economic recovery plan
This report provides an update on the council’s response to the economic impact
of the coronavirus pandemic, and notes proposals to develop an Economic
Recovery Plan. Latest results are presented to demonstrate the early impact of
the pandemic on the local economy in terms of businesses closing and
unemployment increasing.

27-08-20
https://mars.northlanarkshire.
gov.uk/egenda/images/att94
363.pdf

Support all children and young people to realise their full potential
Strategic Performance Framework (Education and Families Committee)
12-11-19
This report provides the latest performance results against each of the Level 1, 2, https://mars.northlanarkshire.
gov.uk/egenda/images/att92
and 3 indicators for ambition statements 6, 7, 8, 9, 10, 14.
322.pdf

Standards and quality report
This annual report serves 3 purposes:
(i) To provide all stakeholders and the public with the performance information
across the 6 National Improvement Framework (NIF) drivers and against
12-11-19
improvement priorities to measure performance in improving educational
https://mars.northlanarkshire.
outcomes for young people.
gov.uk/egenda/images/att92
(ii) To meet the statutory requirement under the Standards in Schools etc. Act
377.pdf
2000 (as amended by the Education (Scotland) Act 2016).
(iii) To provide the information required to contribute to the Scottish
Government’s annual report on the 6 NIF drivers for improvement.
Scottish Attainment Challenge
This report updates on progress made in the Attainment Challenge during the
12-11-19
latest session, and gives detail on areas of improvement within literacy,
https://mars.northlanarkshire.
gov.uk/egenda/images/att92
numeracy, and health and wellbeing and presents the end of academic year
651.pdf
report as submitted to the Scottish Government.
Covid response and recovery - Education and Families
This reports on the provisions made for critical childcare for the children of key
workers and the children of vulnerable families through community hubs, free
school meal provision for children who required it, remote support for learning for
young people (digital and blended learning), remote supports for the wellbeing of
young people, and support for the most vulnerable young people and families.
Annual Report of the Chief Social Work Officer
The Chief Social Work Officer (CSWO) of each local authority is required to
provide an annual report and a standard template for this purpose is issued by

24-11-20
https://mars.northlanarkshire.
gov.uk/egenda/images/att95
092.pdf

15-09-20
https://mars.northlanarkshire.
gov.uk/egenda/images/att94
635.pdf

18-02-20
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24-11-20

Appendix 2
COMMITTEE MEETING DATES
Performance report

Cycle 4
Oct - Dec 2019

Cycle 1

Cycle 2

Cycle 3

Jan - Mar 2020

Apr - Jun 2020

Aug - Sept 2020

https://mars.northlanarkshire.
gov.uk/egenda/images/att93
148.pdf

the office of the Chief Social Work Advisor to the Scottish Government. The
North Lanarkshire CSWO report provides information on the delivery of statutory
functions, and performance and improvement activity across the range of social
work services over the last year.

Local child poverty action report
The Child Poverty (Scotland) Act 2017 places a duty on local authorities and
NHS Boards to jointly develop and publish an annual Local Child Poverty Action
Plan (LCPAR).

Cycle 4

Cycle 1

Oct - Dec 2020

Jan - Mar 2021

https://mars.northlanarkshire.
gov.uk/egenda/images/att95
031.pdf

2020 report published

Improve the health and wellbeing of our communities
Adult Support and Protection Social Work annual report
07-11-19
This reports on the work carried out by Social Work Services within Health and
https://mars.northlanarkshire.
Social Care North Lanarkshire, in respect of the council’s statutory duties set out
gov.uk/egenda/images/att92
in the Adult Support and Protection (Scotland) Act 2007.
345.pdf

Annual Report of the Chief Social Work Officer
The Chief Social Work Officer (CSWO) of each local authority is required to
provide an annual report and a standard template for this purpose is issued by
the office of the Chief Social Work Advisor to the Scottish Government. The
North Lanarkshire CSWO report provides information on the delivery of statutory
functions, and performance and improvement activity across the range of social
work services over the last year.
Quarterly performance report
This reports on the performance of key areas of activity within Adult Social Care
as at each quarter.

07-11-19 Q1

08-09-20
https://mars.northlanarkshire.
gov.uk/egenda/images/att94
418.pdf

25-02-20

17-11-20

https://mars.northlanarkshire.
gov.uk/egenda/images/att930
51.pdf

https://mars.northlanarkshire.
gov.uk/egenda/images/att949
66.pdf

18-02-20
Q2

https://mars.northlanarkshire.
gov.uk/egenda/images/att92 https://mars.northlanarkshire.
gov.uk/egenda/images/att93
353.pdf
150.pdf

08-09-20
Q4

17-11-20
Q1

16-02-21
Q2

https://mars.northlanarkshire. https://mars.northlanarkshire. https://mars.northlanarkshir
gov.uk/egenda/images/att94 gov.uk/egenda/images/att95 e.gov.uk/egenda/images/att
424.pdf
95581.pdf
126.pdf

Maintaining a positive balance of care
16-02-21

This report advises of a range of key metrics which compare the performance in
North Lanarkshire across other Scottish councils and demonstrate the sustained
efforts to maintain a positive balance of care.

https://mars.northlanarkshir
e.gov.uk/egenda/images/att
95579.pdf

Community safety CCTV
17-02-21

This report is to provide an update on the performance of the Community Safety
Hub.

Community payback order annual report
Section 227ZM of the Criminal (Procedure) Scotland Act 1995 places a duty on
local authorities to prepare an annual report outlining the operation of
Community Payback Orders (CPOs). Annual reports require to be submitted
both to Scottish Government and Community Justice Scotland by the end of
each October.
This report summarises activity undertaken in relation to the supervision of
CPOs in North Lanarkshire over the past year, the ongoing development of the
service, and the progress secured against agreed targets.
Health and Social Care North Lanarkshire annual performance report
The Public Bodies (Joint Working) (Scotland) Act 2014 requires the Integration
Joint Board to publish an Annual Performance Report, setting out an

https://mars.northlanarkshir
e.gov.uk/egenda/images/att
95512.pdf

12-11-19
https://mars.northlanarkshire.
gov.uk/egenda/images/att92
375.pdf

22-09-20
https://mars.northlanarkshire.
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Appendix 2
COMMITTEE MEETING DATES
Performance report

Cycle 4

Cycle 1

Cycle 2

Oct - Dec 2019

Jan - Mar 2020

Apr - Jun 2020

Cycle 3

Cycle 4

Cycle 1

Aug - Sept 2020

Oct - Dec 2020

Jan - Mar 2021

09-12-20
Q1

17-02-21
Q2

gov.uk/egenda/images/att94
735.pdf

assessment of performance in planning and carrying out those functions for
which it is responsible.

Quarterly performance update
26-05-20
Q4

The purpose of the report is to provide an update on the areas for improvement
which have been identified as part of the health and social care Quarterly
Performance Review.

https://mars.northlanarkshire.
gov.uk/egenda/images/att94
052.pdf

Financial inclusion service activity annual report
This report provides details of the income maximisation work carried out by the
financial inclusion team in the last year. Also covered within the report is the
activity undertaken by the external services commissioned by the council under
the commissioning model.

https://mars.northlanarkshire. https://mars.northlanarkshir
gov.uk/egenda/images/att95 e.gov.uk/egenda/images/att
296.pdf
95769.pdf

24-08-20
https://mars.northlanarkshire
.gov.uk/egenda/images/att94
258.pdf

Enhance participation, capacity, and empowerment across our communities
Strategic Performance Framework (Environment and Transportation Committee)
20-11-19
This report provides the latest performance results against each of the Level 1,
https://mars.northlanarkshire
.gov.uk/egenda/images/att9
2, and 3 indicators for ambition statements 16, 17.
2323.pdf

COVID-19 - Response and recovery Business Solutions
02-09-20

This report highlights the level of activity deployed by Business Solutions in
response to the pandemic and its subsequent recovery.

https://mars.northlanarkshire
.gov.uk/egenda/images/att94
508.pdf

Head of Business Solutions (Transformation and Digitisation Committee)
18-11-20

This report provides the latest performance results in line with the Strategic
Performance Framework against each of the level 2 and 3 indicators for ambition
statements 18, 24, 25.

https://mars.northlanarkshire
.gov.uk/egenda/images/att94
930.pdf

Community asset transfer and participation requests annual report
This report fulfils the legislative requirements as set out in Parts 3 and 5 of the
Community Empowerment (Scotland) Act 2015 which requires relevant
authorities to publish an annual report setting out the number of requests
received and the outcome of these.
Locality planning year-end report
The Community Empowerment (Scotland) Act 2015 requires Community
Planning Partnerships (CPPs) to identify and understand priority communities
experiencing the most significant levels of inequality. CPPs are required to agree
a framework for partnership action to develop targeted, partnership interventions
and approaches through working with local communities set out and articulated
though Locality Plans. This report outlines the progress achieved via Locality
Planning in North Lanarkshire.
Community grants annual report
The community grants scheme exists to provide small amounts of funding to
community and voluntary organisations operating in North Lanarkshire. The
purpose of this report is to provide details of the applications submitted for
funding from the community grants scheme during the latest year and the awards
made.

02-11-20
https://mars.northlanarkshire
.gov.uk/egenda/images/att94
822.pdf

24-08-20
https://mars.northlanarkshire
.gov.uk/egenda/images/att94
257.pdf

24-08-20
https://mars.northlanarkshire
.gov.uk/egenda/images/att94
268.pdf
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Appendix 2
COMMITTEE MEETING DATES
Performance report

Cycle 4

Cycle 1

Cycle 2

Cycle 3

Cycle 4

Cycle 1

Oct - Dec 2019

Jan - Mar 2020

Apr - Jun 2020

Aug - Sept 2020

Oct - Dec 2020

Jan - Mar 2021

Community learning and development activity
This report provides an overview of the performance of the community learning
and development service during the latest year and highlights details of service
provision and its impacts on North Lanarkshire communities with an emphasis on
engagement with vulnerable people living in the lowest 20% data zones.
Amey Public Services LLP: operational and financial performance monitoring report

24-08-20
https://mars.northlanarkshire
.gov.uk/egenda/images/att94
262.pdf

This report outlines Amey Public Services LLP performance against its’ business
objectives and council priorities for the latest period.

06-05-20

11-11-20

https://mars.northlanarkshire.
gov.uk/egenda/images/att93
936.pdf

https://mars.northlanarkshire.
gov.uk/egenda/images/att94
892.pdf

Culture and LeisureNL Ltd - performance report
24-08-20

This report provides information on the latest performance of Culture and Leisure
NL Ltd (CLNL) for performance monitoring purposes.

https://mars.northlanarkshire
.gov.uk/egenda/images/att94
269.pdf

Improve North Lanarkshire’s resource base
Strategic Performance Framework (Finance and Resources Committee)
27-11-19
This report provides the latest performance results against each of the Level 1, 2, https://mars.northlanarkshire
and 3 indicators for ambition statements 22, 23, 24.
.gov.uk/egenda/images/att92
324.pdf

Payment of local taxation and benefit update
This report provides an update on the payment performance for council tax and
non-domestic rates and the administration of welfare benefits and Council Tax
Reduction Scheme.

27-11-19

12-03-20

28-05-20

03-09-20

26-11-20

Freedom of Information annual report
27-11-19
This report provides details of the number of Freedom of Information (FOI) and
https://mars.northlanarkshire
Environmental Information (EIR) requests received by the council during the year
.gov.uk/egenda/images/att92
and provides further comparative and ancillary information.
252.pdf

26-11-20
https://mars.northlanarkshire
.gov.uk/egenda/images/att94
847.pdf

Registration service performance
This report provides an update on the performance of the registration service, for
the latest calendar year.

11-03-21

https://mars.northlanarkshire https://mars.northlanarkshire https://mars.northlanarkshire. https://mars.northlanarkshire https://mars.northlanarkshire https://mars.northlanarkshire.
.gov.uk/egenda/images/att92 .gov.uk/egenda/images/att92 gov.uk/egenda/images/att94 .gov.uk/egenda/images/att94 .gov.uk/egenda/images/att95 gov.uk/egenda/images/att957
873.pdf
035.pdf
556.pdf
056.pdf
54.pdf
257.pdf

12-03-20
https://mars.northlanarkshire
.gov.uk/egenda/images/att92
633.pdf

Annual data protection report
28-05-20

This reports on the council’s data protection compliance and activity for the latest
financial year.

https://mars.northlanarkshire.
gov.uk/egenda/images/att94
014.pdf

COVID-19 pandemic - Financial Solutions response and recovery
This report advises of the operational impact of the pandemic on Financial
Solutions and the response and recovery to continue to support other council
services, members of the public and local businesses in order to meet statutory
deadlines and performance standards.
Treasury Management annual activity report
This report fulfils the key requirements of the council’s reporting procedures for
Treasury Management in accordance with the CIPFA Code of Practice on

24-09-20
https://mars.northlanarkshire
.gov.uk/egenda/images/att94
572.pdf

24-09-20
https://mars.northlanarkshire
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Appendix 2
COMMITTEE MEETING DATES
Performance report

Cycle 4

Cycle 1

Cycle 2

Oct - Dec 2019

Jan - Mar 2020

Apr - Jun 2020

Cycle 3

Cycle 4

Cycle 1

Aug - Sept 2020

Oct - Dec 2020

Jan - Mar 2021

Treasury Management and the CIPFA Prudential Code for Capital Finance in
Local Authorities and reports on the council’s performance in complying with the
mandatory prudential indicators.
Annual procurement report

.gov.uk/egenda/images/att94
550.pdf

This report reports on performance in line with the requirements of the
Procurement Reform (Scotland) Act 2014.

https://mars.northlanarkshire
.gov.uk/egenda/images/att94
539.pdf

24-09-20

Annual accounts (audited)
The Local Authority Accounts (Scotland) Regulations 2014 require the council to
prepare an annual Statement of Accounts in accordance with proper accounting
practices. These regulations also required that, as committee of the authority
whose remit includes audit or governance functions, the Audit and Scrutiny Panel
meet to consider the audited annual accounts with the aim to approve these for
signature no later than 30th September, and to publish these by 31st October
immediately following the financial year to which they relate.
Strategic Performance Framework - strategic oversight by the Policy and Strategy Committee

29-10-20
https://mars.northlanarkshire.
gov.uk/egenda/images/att94
809.pdf

18-03-21

This report provides the latest performance results against each of the Level 1
indicators.

https://mars.northlanarkshire.
gov.uk/egenda/images/att958
24.pdf

Strategic Performance Framework - strategic oversight by the Audit and Scrutiny Panel
14-11-19
20-02-20
This report provides the latest performance results against each of the Level 1, 2, https://mars.northlanarkshire https://mars.northlanarkshire
.gov.uk/egenda/images/att92 .gov.uk/egenda/images/att92
and 3 indicators for ambition statements.
362.pdf

926.pdf

23-09-20

Tailored suite of measures to enable scrutiny of the performance presented in
the accompanying Excel spreadsheet and identify where further information is
required to understand or investigate performance further.

https://mars.northlanarkshire
.gov.uk/egenda/images/att94
661.pdf

20-02-20

Deep dive into new supply programme following review of Strategic Performance
Framework indicators.

https://mars.northlanarkshire
.gov.uk/egenda/images/att92
924.pdf

Deep dive into vacant and derelict land monitoring following review of Strategic
Performance Framework indicators.

https://mars.northlanarkshire
.gov.uk/egenda/images/att93
237.pdf

20-02-20

Local Government Benchmarking Framework (LGBF) - strategic oversight by the Audit and Scrutiny Panel
10/12/20

Benchmarking results - Local Government Benchmarking Framework (LGBF)
and the North Lanarkshire context.

https://mars.northlanarkshire
.gov.uk/egenda/images/att95
182.pdf

14-11-19
Street scene - street cleaning performance.

20-02-20

https://mars.northlanarkshire https://mars.northlanarkshire
.gov.uk/egenda/images/att92 .gov.uk/egenda/images/att93
602.pdf
340.pdf

20-02-20
Review of trading standards and environmental health.

https://mars.northlanarkshire
.gov.uk/egenda/images/att93
369.pdf

LGBF performance - Housing Property and Projects.

https://mars.northlanarkshire
.gov.uk/egenda/images/att93
367.pdf

20-02-20

LGBF performance - Housing Solutions.

20-02-20
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Appendix 2
COMMITTEE MEETING DATES
Performance report

Cycle 4
Oct - Dec 2019

Cycle 1

Cycle 2

Cycle 3

Cycle 4

Cycle 1

Jan - Mar 2020

Apr - Jun 2020

Aug - Sept 2020

Oct - Dec 2020

Jan - Mar 2021

https://mars.northlanarkshire
.gov.uk/egenda/images/att93
428.pdf

Key

Service / statutory reports

Strategic Performance Framework

COVID response / impact reports
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AGENDA ITEM 4

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☒approval ☐noting

Ref KH/JL

Date 25/03/21

ALEOs’ Governance and Risk Management: Oversight and
Assurance Report (Programme of Work Number 75.1 – Part 6)
From

Katrina Hassell, Head of Business Solutions

Email

hassellk@northlan.gov.uk

Telephone 07903 096121

Executive Summary
The council delivers a number of customer facing and strategic services through joint
venture partnerships and Arm’s Length External Organisations (ALEOs). Although these
companies are separate entities, the council remains publicly accountable and has a duty
under ‘Following the Public Pound’ to ensure that service delivery reflects Best Value and
that individual ALEOs’ governance arrangements are fit for purpose and minimise the
potential of any financial, service delivery or reputational risks to the council. The council
fulfils these obligations through its Strategic Performance Framework with individual
reports on each ALEO considered by relevant service committees on a six monthly basis
and the submission of composite reports to this Panel, again on a six monthly basis,
providing oversight and assurance in relation to ALEOs’ governance, financial governance
and risk management arrangements.
This report provides an overview of ALEOs’ stewardship over the past six months and
highlights where individual companies have been adversely impacted by the Coronavirus
pandemic and the measures that are being put in place to resume service delivery and
develop recovery strategies, where appropriate, and in line with the council’s Recovery
Plan. The report also highlights the top five risks for each company.

Recommendations
The Audit and Scrutiny Panel is requested to:
1.

2.

3.
4.
5.

Note that governance and risk management arrangements within the council’s arm’s
length service delivery providers remain sufficiently robust, providing assurance to the
council that the entities delivering services on its behalf are being effectively
managed;
Note the Head of Financial Solutions’ assessments in relation to those ALEOs where
the Coronavirus pandemic is having a material impact on company trading and
financial statements and agree that the relevant Boards or Management Committees
should continue to monitor financial performance closely, along with ongoing,
separate oversight by Financial Solutions;
Note the wider impact of the Coronavirus pandemic on ALEO operations and the
measures put in place by individual ALEOs to recover service delivery alongside
managing risks and maintaining business continuity arrangements;
Note the top five risks identified by each ALEO and included within individual
company Risk Registers; and,
Identify any areas of activity for further detailed reporting and consideration at future
meetings of the Audit and Scrutiny Panel.
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The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

(25) Ensure intelligent use of data and information to support fully
evidence based decision making and future planning
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1.

Background

1.1.

At its meeting in September last year Panel members noted that revised performance
monitoring arrangements had been put in place for the council’s Arm’s Length
External Organisations (ALEOs) and agreed that a composite governance report
would be provided to this Panel on a six monthly basis to provide oversight of
governance and stewardship arrangements within each entity.

1.2.

Although the council has taken a number of decisions to bring the services previously
delivered by some ALEOs in-house, the council continues to have significant interest
in a number of externalised service delivery arrangements and strategic partnerships.
As such, it is essential that the council retains robust oversight and monitoring
arrangements to ensure quality of service delivery and minimise any potential
financial, operational or reputational risks to the council.

1.3.

This report provides separate assurances in relation to each ALEO and includes
updates by the Section 95 Officer where an individual ALEO has failed to comply with
financial monitoring arrangements or where there are financial matters that require
close monitoring by the individual ALEO itself along with robust, separate oversight
by Financial Solutions.

2.

Report
North Lanarkshire Council ALEOs and Strategic Partnership Vehicles

2.1.

Following changes to the council’s Scheme of Administration in 2018, responsibility
for monitoring individual ALEOs’ service delivery, performance, financial performance
and compliance with the contractual partnership or Service Level Agreement (SLA)
now sits with the relevant service committee. Heads of Service submit a six-monthly
report to the respective service committee confirming that the ALEO is fulfilling its
contractual obligations and meeting the council’s service delivery expectations.
Statutory bodies, such as Lanarkshire Valuation Joint Board and Strathclyde
Partnership for Transport (SPT) are reported annually given that each entity is
already subject to separate scrutiny and accountability in its own right.

2.2.

Despite recent decisions to in-source some ALEO services and wind-up the relevant
companies, the council continues to have 100% controlling interest in 8 ALEOs
where it is the sole shareholder. In addition, the council has a 33% interest in Amey
Public Services and Mears Scotland limited liability partnerships. Appendix 1
provides Panel members with the current ALEO landscape, including service
committee reporting arrangements, and provides an update on the status of the
winding-up processes where appropriate.

2.3.

The companies listed in Appendix 1 and falling within the scope of this Panel are
each responsible for delivering services or undertaking statutory responsibilities on
behalf of the council. As such, the council remains publicly accountable and has a
duty to ensure that service delivery and governance arrangements reflect Best Value.
The council is also required by the Code of Practice on Local Authority Accounting to
disclose its interest in companies where it has a controlling influence, or has the
potential to exert ‘control or influence’ through levels of funding or representation on
the Board, when preparing its annual statutory accounts. The following explanations,
along with a materiality threshold of > £250,000, are used to define the relationship
between each entity and the council.
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2.3.1. The council is identified as the sole shareholder (e.g. Culture and Leisure
North Lanarkshire Ltd and Fusion Assets Ltd).
2.3.2. The council has significant influence over the financial and operating policies
of its associate companies; however, the council has no shares or ownership
of these individual companies and they are entirely independent of the council
under law and taxation (e.g. SPT and Concessionary Travel and Lanarkshire
Valuation Joint Board).
2.3.3. Joint ventures, whereby the council and the other partners have joint control
of the partnership arrangement and also have rights to the net assets of the
partnership arrangement. The council owns a share in each of its joint venture
companies (e.g. Amey Public Services LLP, Mears Scotland LLP and Health
and Social Care North Lanarkshire Joint Integration Board).
Governance and Risk Management Oversight
2.4.

The previous report to this Panel in September 2020 recommended that future
reporting would provide assurances in relation to ALEOs’ governance, stewardship
and risk management arrangements, including oversight of financial governance by
the Head of Financial Solutions. At that time, ALEOs were emerging from the first
wave of the Coronavirus pandemic and the report highlighted arrangements that had
been put in place during the initial lockdown. These included a shift wherever
possible to home or agile working for employees, focusing on emergency works or
prioritised service delivery only, and delegating decision making authority to either
the chief officer, chairperson and/or a sub-group of the Board of Directors or
Management Committee. Panel members agreed that future reports should highlight
where ALEOs had been able to resume service delivery and introduce recovery
planning measures aligned to the council’s wider Recovery Plan.

2.5.

A summary of progress within each ALEO is provided at Appendix 2, however, Panel
members are advised of the following summarised developments.
2.5.1. Governance arrangements have remained in place across all ALEOs
throughout both the first wave of the pandemic, the emerging recovery period
during the autumn and the more recent further lockdown periods introduced to
minimise the impact of the subsequent waves including the virus in its newer
variant forms. All ALEOs have now reverted to full Board or Management
Committee meetings, conducted remotely, and replacing delegated authority
decision making arrangements where these had initially been introduced.
2.5.2. The impact of the pandemic has varied across ALEOs depending on the
nature of the business, the extent of customer-facing , frontline service
delivery responsibilities and the ALEOs’ reliance and requirement for regular
and consistent income streams as part of their financial business model and
in-year cash flow and budgetary requirements. This is described more fully in
Section 2.6 where the Head of Financial Solutions highlights the impact of
Covid-19 on financial sustainability within individual ALEOs and identifies the
need for robust financial monitoring and planning by Boards and Management
Committees.
2.5.3. ALEOs have continued to monitor all company operating risks, including
where the pandemic has further impacted or exacerbated previously identified
risks such as ‘loss of key personnel’ or ‘failure to meet income targets.’
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ALEOs have also considered the risks associated with resuming service
delivery and employees returning to the workplace.
2.5.4. As service delivery resumes Client Officers within relevant services, Financial
Solutions and the Business Partnership Team will continue to work closely
with individual companies to ensure that recovery is fully aligned with the
council’s recovery, renewal and redesign plans. At a strategic level, the focus
will be on ensuring that service delivery and developments between the
council’s own service areas and arm’s length partners are fully linked to help
inform, shape and fast track safe and effective routes to recovery.
Financial Governance
2.6.

While ALEOs are individual entities, the council has a duty under its ‘Following the
Public Pound’ obligations to ensure that the external organisations delivering services
on its behalf are financially sound. The Head of Financial Solutions, as the Council’s
Section 95 Officer, is responsible for scrutinising ALEOs’ financial performance using
appropriate and proportionate financial oversight procedures. The individual
agreements in place with each company specify the financial information which must
be submitted to the council and this information enables Financial Solutions to
assess and report any financial risk likely to arise as a result of the council using the
ALEO to deliver these services. The following paragraphs highlight, by exception,
where ALEOs have failed to comply with the prescribed monitoring arrangements
during financial year 2020/21 to date; or where they have been impacted by Covid
19; or, where there are matters that require close monitoring by the individual ALEO’s
Board of Directors or Management Committee along with robust, separate oversight
by Financial Solutions.
2.6.1. Culture and Leisure NL Ltd
With Scottish Government COVID-19 restrictions on the operation of leisure, culture
and sport facilities since the first national lockdown in March 2020, Culture and
Leisure North Lanarkshire (CLNL) has been forced to either close facilities or amend
operating models throughout 2020/21. As reported previously, this has had a
significant impact on the financial performance and risk to the overall financial
sustainability of the company due to the material loss of income suffered. During the
initial wave of the pandemic the council approved supplier relief payments to CLNL
which are currently forecast at £6.800m to 31 March 2021. This reflects
compensation for loss of income and the residual balance of CLNL’s 2020/21 budget
gap (net of savings achieved in-year by CLNL), which are partially offset by
Coronavirus Job Retention Scheme (CJRS) funding and significant curtailment of
non-essential expenditure. The extension of CJRS (furlough) to the end of April 2021,
higher than anticipated income generation during the period that Government
guidance allowed facilities to open, and further curtailment of non-essential
expenditure has reduced the potential council support required by CLNL.
Panel Members will be aware that the culture, leisure and sport services will be insourced to the council on 1 April 2021. Throughout the current financial year,
Financial Solutions has been working with CLNL and officers throughout the council
to ensure appropriate measures are in place to successfully transition CLNL services
to the council’s financial management and financial administration processes.
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2.6.2. Routes to Work
The previous report to this Panel identified that Routes to Work had experienced staff
absences within their Finance Team and as such, the company had been unable to
provide the council with 2020/21 management accounting information. Following the
recruitment of the vacant post of Finance Manager in the staffing establishment,
Routes to Work (RTW) are now compliant with financial governance arrangements
providing required financial information on request.
2.6.3. North Lanarkshire Properties LLP
North Lanarkshire Properties (NLP) are continuing to experience a material reduction
in rental income collection as a result of the pandemic and the impact this continues
to have on tenants’ ability to pay. The company is continuing to assess the forecast
impact on rent collection levels and long-term debt recovery to understand the impact
on the overall financial sustainability of the company with detailed consideration of
financial statements at each Management Committee meeting. The council has
provided NLP with a letter of comfort to support NLP’s financial sustainability
throughout the crisis. In the short-term NLP will utilise accumulated reserves to
sustain financial operations whilst continuing to progress the recovery plan towards
longer term financial security.
2.6.4. Amey Public Services (APS) LLP
During the initial lockdown period up to 15 July 2020, Amey Public Services (APS)
provided emergency roads services in conjunction with council priorities, with the
Council providing supplier relief payments in addition to other support received by
APS via the UK Government’s Coronavirus Job Retention Scheme. Financial support
provided by the Council totalled £2.602m. As initial lockdown eased and the
construction industry resumed, APS has operated as ‘business as usual’ providing
services in line with Council requirements and compliance with government work
restrictions and safety measures. Regular monitoring indicates that the company
continues to perform in line with financial forecasts for this and next year’s financial
years and the council continues to gain assurances over the financial sustainability
and standing of the company.
2.6.5. MEARS Scotland LLP
The pandemic outbreak continues to severely impact the work-mix being delivered by
MEARS with the previously agreed defined service agreement introduced in
response to the first national lockdown continuing. The Covid19 outbreak limited the
service delivery to mainly emergency works, and those works which could be carried
out safely in conjunction with Government advice as it changed during the year. The
business is currently re-applying furlough to a small number of staff, following the
national lockdown introduced in January, with works still being carried out where
restrictions permit. The open and transparent approach agreed, whereby the
partnership neither profits nor loses from the arrangement, has been extended and
all costs will be finalised on an open book basis in line with the general agreement of
the financial governance approach. To date, financial support provided by the council
totals £3.480m of which £2.050m related to cash flow support for furloughed staff
during the first months of the pandemic and this has been fully refunded to the
council. Both the service delivery and financial position will be continually reviewed
during the remainder of the year by MEARS and council representatives as part of
the governance arrangements.
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3.

Equality and Diversity

3.1.

Fairer Scotland Duty

3.1.1. There are no Fairer Scotland Duty requirements in relation to this report.
3.2.

Equality Impact Assessment

3.2.1. There are no requirements to complete an Equality Impact assessment on this report.

4.

Implications

4.1.
Financial Impact
4.1.1. There are no additional financial impacts other than those referenced at Section 2.6
above.
4.2.
HR/Policy/Legislative Impact
4.2.1. Activity to insource the services, undertaking and staffing establishment of CLNL is
now at an advanced stage with employees expected to transfer under Transfer of
Undertakings (Protection of Employment) (TUPE) Regulations 2006 on 1 April 2021.
Regular engagement with employees and trade unions is taking place and progress
is reported via the Policy and Strategy Committee.
4.3.
Environmental Impact
4.3.1. There are no environmental impacts arising from this report.
4.4.
Risk Impact and Covid-19 Response
4.4.1. This report confirms that sufficiently robust governance and risk management
arrangements remain in place within each ALEO and identifies the top five risks for
each entity.
4.4.2. The governance, financial governance and risk management oversight provided
through the Panel’s consideration of these reports, alongside the individual ALEO
performance reports submitted to service committees, provide the mechanism by
which the council may ascertain that ALEOs are operating effectively, delivering high
quality public services, achieving value for money and minimising the threat of
potential operational, financial or reputational risks to the council.
5.

Measures of success

The following measures of success are summarised for Panel members’
consideration:
5.1.1. Arm’s length service delivery providers continue to deliver high quality public services
that achieve Best Value for the council.
5.1.2. Effective and timely monitoring and reporting to relevant service committees and this
Panel provide assurance to the council that adequate governance, financial and risk
management procedures are operating effectively in each of the ALEOs.
5.1.3. Panel members have adequate assurance that the council is fulfilling its ‘Following
the Public Pound’ obligations and the externalised service delivery mechanisms are
delivering services as per the council’s requirements and expectations with minimal
risk to the council, or effectively managed risks where such are unavoidable.
5.1.
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6.

Supporting documents

6.1.

Appendix 1
Appendix 2

Summary of in-scope ALEOs and Strategic Partnerships
ALEO Governance, Risk Management and Business Continuity Updates

Head of Business Solutions
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Appendix 1
WHOLLY
OWNED ALEOs
Culture & Leisure
NL (CLNL) Ltd

Routes to Work
Ltd

Fusion Assets
Ltd

North
Lanarkshire
Properties LLP

NL Property
Investments Ltd

Summary of in-scope ALEOs and Strategic Partnerships
OBJECTIVES / SERVICES
BOARD OF DIRECTORS
STATUS
DELIVERED
COMPOSITION
Cultural, sporting, leisure &
Following decision by Policy &
Current composition comprises:
recreational activities to: improve
Strategy Committee in January 2020 • 4 Partner Directors appointed by
conditions of life; advance health &
to insource delivery of culture, sport
NLC
education; and promote equalities.
and leisure services, the transfer
• 3 Independent Directors
Advancement of arts, heritage,
process is now at an advanced stage • 1 Trade Union Director nominated
culture & science.
and expected to conclude on 1 April
by the relevant trade unions.
2021.
Relief of poverty through supporting
Incorporated as a limited company
Maximum of up to 10 directors of
individuals to secure & sustain
with charitable status. Council is sole whom:
employment
shareholder (100%).
• Up to 2 are Category A Directors (1
Advance education and training,
elected member & 1 chief officer)
particularly where this will lead to
appointed by NLC;
paid employment.
• Up to 8 are Category B Directors
representative of local community or
possessing key skills/experience 
Physical regeneration and
Incorporated as a limited company.
Maximum of up to 8 directors of
infrastructure projects, focusing in
Council is sole shareholder (100%).
whom:
remediation of vacant & derelict land
• Up to 5 are Partner Directors (3
where there is little speculative
elected members & 2 chief officers)
development by the private sector
appointed by NLC;
and/or market failure.
• Up to 3 are Co-opted Directors
possessing key skills/experience
Management, marketing and leasing Incorporated as a limited liability
Maximum of 6 Management
of commercial property portfolio that
partnership with 2 members:
Committee members:
transferred from NLC in 2013.
NLC owns a 99.999% shareholding
• 5 representatives are appointed by
Provision of general lease advice to
and NL Property Investments Ltd
NLC (4 elected members and 1 chief
NLC and management of NLC’s
holds a 0.001% shareholding.
officer);
retained commercial properties
• 1 representative is appointed by NL
(Legacy Estate).
Property Investments Ltd
To facilitate and support North
Incorporated as a limited company.
Maximum of 6 directors appointed by
Lanarkshire Properties LLP
Council is sole shareholder (100%).
NLC (5 elected members & 1 chief
officer being the same individuals as
those referenced above)
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SERVICE
COMMITTEE
Community
Empowerment
(Performance
reporting)
Policy & Strategy
Committee (Insourcing)
Enterprise &
Growth

Enterprise &
Growth

Finance &
Resources

Finance &
Resources

WHOLLY
OWNED ALEOs
North
Lanarkshire
Municipal Bank
Limited

OBJECTIVES / SERVICES
DELIVERED
Provision of deposit savings account
facility for individuals and
organisations and source of credit
finance to NLC

STATUS
Incorporated as a limited company
and defined as a “municipal bank”
under Section 103 of the Banking Act
1987. All serving elected members of
NLC are shareholders, with an
individual share of £0.05.

BOARD OF DIRECTORS
COMPOSITION
Maximum of 7 directors appointed by
NLC (all elected members)

SERVICE
COMMITTEE
Finance &
Resources
See note below

 Note: The council’s Enterprise and Growth Committee approved the re-appointment of 6 Category B Directors at its meeting on 4 February 2021 in line with RtW’s Memorandum and
Articles of Association which require such appointments to be for a period of up to 3 years, with directors eligible for re-appointment thereafter if they are willing to remain in the position.
 Note: NL Municipal Bank Ltd primarily provides a service to its customers and as such performance reporting is through publication of the annual statutory accounts and the Annual
General Meeting. Treasury Management reporting to Finance and Resources Committee is in place given the Bank’s position as a source of credit finance to NLC.

STRATEGIC
PARTNERSHIP
VEHICLES
Amey Public
Services LLP

OBJECTIVES / SERVICES
DELIVERED

STATUS

Provision of roads, street lighting
and winter services contract

MEARS Scotland
LLP

Provision of housing and corporate
property repairs

Incorporated as a limited liability
• 5 representatives with 3 appointed
partnership with Amey LG Ltd holding
by Amey LG Ltd and 2 appointed by
a 67% shareholding and NLC holding
NLC (1 elected member and 1 chief
a 33% shareholding
officer)
Incorporated as a limited liability
• 5 representatives with 3 appointed
partnership with MEARS plc holding a
by MEARS plc and 2 appointed by
67% shareholding and NLC holding a
NLC (1 elected member and 1 chief
33% shareholding
officer)

ALEOs subject to dissolution per
previous Council decisions
Campsies Centre (Cumbernauld) Ltd

NL Leisure Ltd

Town Centre Activities Ltd

MANAGEMENT COMMITTEE
COMPOSITION

SERVICE
COMMITTEE
Environment &
Transportation

Housing &
Regeneration

OBJECTIVES / SERVICES DELIVERED

STATUS

Facilitate the redevelopment of Cumbernauld town centre

Dissolution underway per Infrastructure Committee
2/5/18. Target date for transfer is March 2021.
Regular progress updates to Community
Empowerment Committee.
Dissolution underway per Policy & Resources
Committee decision of 27 September 2018.

Provision of sports, leisure, recreational activities and facilities.
Transferred to integrated service delivery model with CultureNL
in June within single, renamed Culture & Leisure NL.
Public space CCTV monitoring and town centre initiatives
transferred in-house from 1 April 2019. Shopmobility transferred
to voluntary sector partner from 1 July 2019
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Company now wound-up and formally struck off
Companies House Register on 22 September
2020.

Appendix 2
ALEO Governance, Risk Management and Business Continuity Updates
Culture and Leisure NL (CLNL) Ltd
Governance – Established schedule of monthly Board meetings in place throughout the
pandemic and all conducted remotely. Regular discussions and meetings have also taken place
with the Client Officer in relation to CLNL’s in-sourcing, along with company updates on recovery
of service and progress towards delivery of outstanding savings targets.
Summary of Impact of Covid-19 on Business and Recovery To Date – CLNL’s services
closed to the public in March 2020 resulting in 1000+ employees being placed on furlough and
later, flexible furlough, as restrictions were lifted. Contract variations, introducing homeworking,
were issued to employees as appropriate.
From June 2020 the following services were recovered on a phased basis and with reduced
operating hours: Golf and tennis; Summerlee Museum; NL Heritage Centre; 6 sports/leisure
facilities and 9 libraries; and, outdoor sports and pitches. CLNL’s Chief Executive engaged in
wider council recovery planning arrangements with recovery reports, written by CLNL,
considered at the council’s Recovery Group.
Throughout the pandemic CLNL staff have volunteered to work in a number of essential services
for either the council or NHS Lanarkshire including managing, staffing and providing activities in
hubs for children of key workers/vulnerable children; driving for NHS Lanarkshire; providing
manual roles in hospitals; providing community facilities for out of school care; providing library
and community facility space for expansion of 1140 early years or expansion of education
service (extra classroom); set up and provision of flu vaccination centres; and more recently,
Covid vaccination centres with 400 staff involved on rota basis.
Risk Management - CLNL risk registers have been updated to reflect the impact of Covid on
services and any other material changes.
Top 5 Risks
Ongoing impact of COVID
Failure to adapt to
Failure to adapt
Increased Impact of
/restrictions on service
external factors to/be included in
savings
loss of key
delivery and loss of income e.g. competition
the digital agenda targets
staff
Business Continuity – While there are no current business continuity issues, CLNL has
continued to monitor any potential matters arising through the in-sourcing including the potential
impact of merger related savings and associated reductions to the staffing establishment. These
are primarily management posts or where there was some duplication in roles between the
former CultureNL and NL Leisure staffing establishments.
Routes to Work (RtW) Ltd
Governance – All quarterly Board meetings have been held remotely (via Microsoft (MS)
Teams) since June 2020. Further governance is in place through three sub-groups meeting at
regular intervals between each full Board meeting to: receive reports from the Executive Team;
to scrutinise relevant matters in detail; and, to report back to the Board quarterly. Terms of
Reference and membership of each sub-group is approved at each AGM with the current subgroups focussing on i) Governance & Risk; ii) Finance; and iii) HR. Sub-group minutes are
included within the Board papers to ensure all Directors have full visibility of all discussions and
decisions taken on the Board’s behalf by each sub-group.
Meetings between RtW and the Client Monitoring Officer are held monthly with detailed notes
taken and shared.
Summary of Impact of Covid-19 on Business and Recovery To Date - RtW operated within
the original timeframes contained in the Scottish Government’s Routemap for the reopening of
non-essential offices and call centres. Detailed return to office risk assessments were carried out
in advance of each office re-opening in summer 2020. The return to office working plans were
prepared with a blended-working arrangement reflecting staff availability (in the context of homeschooling and dependent care responsibilities – which were established through a staff survey
exercise) and in accordance with appropriate social-distancing arrangements, however a
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reopening date never materialised and accordingly, the default work from home position has
been maintained throughout the second-half of 2020. The only divergence from this
arrangement related to the continuation of face-to-face delivery in support of the council’s priority
education Pathways Programme where service delivery was subject to stringent and ongoing
risk-assessment and associated mitigation measures being put in place to protect both RtW
staff, partners and Programme participants. Mainstream service delivery continues remotely
using telephone/Zoom/MS Teams contact with clients and through delivery of online personal
development/pre-vocational/wellbeing supports delivered by the RTW training team.
RtW will continue to deliver the vast majority of its services on a remote basis, as outlined
above, until there is an appropriate level of relaxation applied to lockdown restrictions. At this
point, RtW will revisit all previously developed return-to-work planning arrangements – updated
as appropriate in light of revised home-schooling and dependent care responsibilities of staff,
which will be assessed via an updated staff survey. RtW maintain their commitment to face-toface service delivery within the Pathways Programme, however the staffing deployment has
been reduced, from three to two, to further reduce the potential for transmission of the virus.
Regular liaison continues to take place with key stakeholders within the public and third sectors
to ensure that partners and their service-users are aware of the range of RtW’s service provision
and delivery arrangements.
Risk Management - The Risk Register is reviewed quarterly by RtW’s Senior Management
Team and discussed at the Governance Sub Group quarterly meeting. A Risk Management
update report is submitted at each Board meeting. This identifies any new risks and outlines
where the impact of a potential risk is considered to have heightened in terms of severity or
proximity. The Risk Management report also confirms where the impact of a potential risk is
considered to have become less of a threat, including the point at which the risk is deemed to be
sufficiently manageable or insignificant and may be removed from the Risk Register. Risks are
assessed using a Red, Amber and Green (RAG) methodology.
Top 5 Risks
UnderUnsuccessful transition
Failure to fit
Reduction in
Breach of
performance from post Covid-19
within wider
NLC funding
information
on key
lockdown measures
Government
due to lack of
security
contracts
operating
ongoing match
environments
funding for ESF
(UK & Scottish)
programme
Business Continuity - RtW have a Business Continuity Policy and a Business Continuity Plan.
Certain areas were reviewed against these plans specifically in relation to the onset of a
pandemic. A critical function checklist was conducted, and a critical function recovery process
was undertaken for the following priorities:
Client
Service

Staff/Partners /
stakeholders/suppliers

Workspace
/Offices

IT

Finances

Communication

Outputs from this review include the creation of an Interim Working from Home Policy; the
creation of online training materials for clients; the use of new platforms for communication (MS
Teams and Zoom); and the creation of an Emergency Measures sub-group of the Board (which
was stood-down in early June 2020).
In terms of the Brexit trade deal, the key impacting factor is RtW’s procurement calendar, and
the company are engaging a procurement expert to guide them through any key changes.
Fusion Assets Ltd
Governance – All Board meetings have been held remotely (via Webex) since August 2020 with
a schedule of approved dates in the calendar to 15 November 2021. The Board may also
approve the establishment of ad hoc sub groups as and when required. This has included a
Recruitment and Remuneration Sub Group and a Project Specific Approvals Sub Group where it
has been necessary to bring forward consideration in advance of a main Board meeting. Any
decisions are subsequently ratified at Board meetings. The Council approved Councillor Watson
to replace Councillor Currie as a partner director to the Company in August with Councillor
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Watson appointed at the November 2020 Board meeting. Fusion Assets is in the process of
recruiting a new post of Development Manager.
Summary of Impact of Covid-19 on Business and Recovery To Date - Fusion Assets
continued to operate throughout 2020 with delegated authority arrangements in place until Board
meetings resumed in August. The economic consequences of the pandemic are under on-going
consideration by Fusion Assets, however, there has been little negative impact on company
operations since the industrial sector, which is Fusion’s primary business area, has remained
relatively strong with demand for distribution warehousing growing during the pandemic.
Risk Management - Fusion Assets revised its risk register in July 2020, encompassing new
risks that occurred due to the Covid 19 pandemic including: the possible effects of a second
lockdown on contracts; risks to staff; and safe opening of sites. This has enabled Fusion Assets
to continue to operate safely and effectively in the second lockdown. A further review of the risk
register was undertaken in January 2021 and risks and mitigation measures amended to reflect
current circumstances, including the creation of the Development Manger’s post, and wider
operational environment. A full presentation on how Fusion’s risks are managed via the Figtree
Risk Management system was considered by the Board at its February 2021 meeting.
Top 5 Risks
Loss of key
Accessing adequate Macro – economic Grant availability
Winding-up of
personnel
financial resources
situation
company
Business Continuity - Business continuity arrangements currently being enhanced through
creation of Development Manager post which will ensure that Managing Director is no longer
sole member of staff (this will also positively impact in reducing a number of risks).
North Lanarkshire Properties LLP (including NL Property Investments Ltd)
Governance- NLP returned to scheduled Management Committee meetings in September 2020
following a short period of operating under temporary powers during the first wave of the
pandemic. Quarterly Management meetings are held via Webex with the most recent meeting on
11 February 2021. Regular Client Liaison meetings between NLP and the council’s Estates team
are held and council’s Strategic Asset Manager provides direct support as part the council’s
Strategic Business Management Support provision.
Summary of Impact of Covid-19 on Business and Recovery To Date
The impact of Covid-19 on both NLP its tenants has been significant. The level of expected
rental income in financial year 2020/21 is reduced and is impacting on company cash flow and
both in-year and potentially longer-term profitability projections.
In July 2020 the council’s Gold Command Group noted the projected potential reduction in
annual rental income at that time and provided assurances that the council would support NLP
to maintain financial sustainability through for example ‘Supplier Relief,’ should this become
necessary, and ensuring that NLP is considered and receives a proportionate share of any ‘Loss
of Income’ or similar compensatory or additional funding streams allocated by either the Scottish
or UK Governments. Discussions with the company’s lenders facilitated a relaxation in reporting
covenants for 2020/21 and similar discussions will resume in relation to 2021/22.
NLP is concentrating on encouraging tenants to continue to pay their current rent, with flexible
repayment plans being agreed and further support, such as signposting tenants towards
appropriate Government relief schemes. Some progress is being made with a reduction in the
level of anticipated rental shortfall. While Covid is impacting on NLP’s rent collection and
vacancy rates, new lettings showed signs of recovery as lockdown restrictions were lifted in the
autumn of last year, reflecting NLP’s flexibility and responsiveness to meet tenants’
requirements. The more recent lockdown restrictions are continuing to impact however, and the
Management Committee carefully scrutinises financial and operational performance and trends
at each meeting.
All staff have been assessed as home-working with only a small number of employees required
to attend the office or commercial premises on a planned basis to deal with incoming mail or
receipt/handover of keys for example. This allows NLP to operate effectively and ensure staff
safety under the recently heightened Covid-19 restrictions. The company’s new website will
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enable prospective tenants to view properties online and enable NLP to market its sites remotely
and reach wider audiences.
The council’s Asset and Procurement Solutions division continues to provide strategic business
management support services in line with the updated Service Level Agreement agreed
between NLP and the council in September 2020. At its most recent meeting, and following a
review of provision, the Management Committee agreed to continue this for a period up to March
2024 subject to annual review or at Management Committee request. This will ensure that NLP’s
recovery is aligned to the council’s Economic Recovery Plan; provide stability and consistency
during the ongoing volatile and challenging economic period; and support NLP in continuing to
trade its way out of Covid and to ensure that the company is in as strong a position as possible
when entering future financial negotiations and considerations.
Risk Management – NLP has effective risk management arrangements in place, including
robust financial risk management, and a quarterly Risk Management report is submitted to each
Management Committee meeting.
Top 5 Risks
Financial
Failure of key
Impact of
Business
Failure to comply
Performance
business
legislative
Continuity
with Health and
systems
changes (GDPR)
Safety legislation
Business Continuity – The Strategic Business Management Support services provided by the
council provide high levels of assurance in relation to business continuity with the company’s
arrangements reflecting those in place within the council. Further assurances are provided
through NLP’s employment policies reflecting those in the council and financial and ‘Line of
Business’ operating systems are the same as those used in the council providing back-up and
workaround contingencies should these be required.
North Lanarkshire Municipal Bank Ltd
Governance – Board of Directors’ meetings are generally held bi-annually, unless specific
matters require attention, resulting in further meeting(s) being convened. The Board met
remotely on 23 October 2020 with the Annual General Meeting due to be held on 11 March
2021.
Summary of Impact of Covid-19 on Business and Recovery To Date – Municipal Bank
opening hours, which had been reduced during the first lockdown, were increased to almost
business as usual as the initial Covid-19 restrictions were lifted. A risk assessment for staff
working in First Stop Shops and providing banking services was undertaken with the staff
required to operate social distancing protocols. Screens are in place and hand sanitiser available
in addition to the enhanced cleaning regime in place. These arrangements introduced during the
period July to December 2020, remain in place during the more recent lockdown.
Risk Management - Due to North Lanarkshire Council having a controlling interest and the
nature of the business relationship with the Municipal Bank, the council’s risk management
arrangements generally provide risk assurance for the Municipal Bank’s activities. This is
demonstrated by the sharing arrangements in place including: the Bank operating within council
premises; use of council staff to provide counter services; Financial Solutions manage corporate
governance arrangements e.g. production of annual accounts; and, the Bank operates using the
council’s IT network and systems. The Banks also produces an annual certificate of assurance
for internal and external audit purposes, detailing the corporate governance and financial internal
controls in place, which includes further details around the risk managements arrangements in
place.
Top 5 Risks
Ability to align with The Plan for Maintain cost Competition
Legislative /
Loss of key
North Lanarkshire (e.g. Digital
effectiveness from High
Regulatory
Financial and
Transformation) due to statutory in Service
Street Banks changes
administrative
limitations on Municipal Bank
Delivery
staff
services
Business Continuity - Business continuity arrangements within the Municipal Bank are
reviewed regularly as part of the Coronavirus Gold and Silver Command meetings. During the
first lockdown reduced opening hours were introduced and although these delivered a reduced
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service this ensured that customers were still able to access their bank accounts. After
restrictions eased in June and July 2020 and offices were made Covid secure, there was a
return to more normal opening hours. Contingency measures in place include:
• Loss of Buildings – redirect customers to nearest alternative branch available and implement
communication plan informing customers of the temporary closure.
• Loss of Staff – use mobile cash office staff from other branch offices.
• Loss of systems - operate with manual records provided by the Controls and Reconciliation
Team to confirm customer balances with customers’ bank books withheld and updated once
system is up and running and passbook later posted out to customer.
Amey Public Services (APS) LLP
Governance – The Management Committee continues to meet quarterly via MS Teams with an
additional meeting held on 9 October 2020 to consider financial considerations and budget
pressures as a result of the pandemic. The most recent scheduled meeting was held on 18
December 2020.
In addition, APS’s Senior Management Team meets with the council’s Client Service on a
monthly basis as part of the Roads, Street Lighting and Winter Services’ (RSLWS) contractual
monitoring arrangements. Standing agenda items include: contract performance management
(including a review of Performance Indicators); financial management; Health and Safety;
operational service delivery, winter preparedness and delivery; and any issues escalated or
emanating from wider meetings between the council and APS. Monthly or fortnightly sector
specific meetings are held between the respective teams to discuss ongoing operational
matters.
Summary of Impact of Covid-19 on Business and Recovery To Date - Following the end of
the restricted services / COVID lockdown period in summer 2020, APS returned to very much
business as usual, undertaking all works activities as instructed by the council. These were
undertaken in line with the ongoing COVID work restrictions (e.g. social distancing) as set out
both by the Scottish Government and Construction Scotland. Since July 2020 there have been
no further/ additional restrictions placed on the construction sector or the maintenance sector,
that prevented APS from undertaking its full responsibilities under the RSLWS contract. APS
introduced additional vehicles to seek to reduce the risk of employees sharing transport to and
from sites and the company continues to work very closely with the council at all levels to ensure
consistency of service delivery and to flag, discuss and resolve any issues at the appropriate
level.
No additional measures required to be introduced as a result of the most recent lockdown (postChristmas 2020). APS continues to follow Scottish Government/Construction Scotland guidance
alongside Amey’s own Health and Safety protocols - both on site and in the office or depots.
APS employees, largely office based and non-operational staff, have worked from home
wherever possible since April 2020. Employees who are required to attend the office/depot
environment follow good practice in terms of distancing, hand hygiene, face coverings and
desk/vehicle sanitation. In addition, if there is a well-being or operational need for an individual
who could be working from home to attend an office, this is also being allowed on a limited
basis. Employees are encouraged to wear face coverings when there is more than one person in
a company vehicle. As a result of these measures, developed over the period since the start of
the first lockdown, APS has not been impacted too greatly by the virus to date.
Risk Management – Robust risk management arrangements are in place with operational,
performance, Health and Safety and financial risks considered at quarterly Management
Committee meetings. The Risk Register is regularly reviewed at joint meetings between APS
and the council’s Roads Management and Maintenance Team.
Top 5 Risks
Insufficient NLC revenue and
Operational delays linked to
Increase in need for third party
capital budget to maintain
accessing client systems
work to offset NLC budget
APS resource and utilisation
following cyber attack.
restrictions/constraints.
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Business Continuity - APS keeps its Business Continuity Plan and other RAMS under review
to reflect the latest guidance from either the Scottish Government/Construction Scotland or via
Amey HSEQ team. Similarly, the company reviews any Brexit implications with its supply chain
partners.
Business continuity is currently being impacted as a result of the external Cyber-attack that
impacted IT systems across the company. This was advised at the December 2020
Management Committee meeting. Working closely with the Head of Environmental Assets and
Roads Management and Maintenance Team, effective workarounds have been put in place
allowing APS to continue to receive works instructions and close these off when completed.
Access to the council’s Roads Management System is still limited pending ongoing discussions
between Amey IT and the council’s Technology – Information and Risk Team.
MEARS Scotland LLP
Governance – Regular schedule of quarterly Management Committee meetings resumed in
August 2020 with all meetings held remotely via MS Teams. Most recent Committee meeting
was on 16 February 2021. In addition, four weekly Client Liaison meetings are held, along with
monthly Finance Liaison meetings. Service Improvement Group meetings are also held monthly,
led by MEARS’ Section Leads, and tasked with identifying continuous improvement
opportunities and resolving any operational issues, areas for improvement or hurdles.
Summary of Impact of Covid-19 on Business and Recovery To Date – During the initial
lockdown MEARS operations were restricted to emergency and essential services only with
around 450 employees furloughed to July 2020. Thereafter MEARS worked collaboratively with
the council to design a road map following Government guidance which allowed a staggered
approach to returning employees from furlough safely. By October 2020 all employees had
been returned from furlough with all work streams operating under new working practices. All
staff returning from furlough were given a COVID induction prior to recommencing work.
Health and Safety was the primary focus throughout the crisis management phase with new
working practices in both back-office support and out in the field. MEARS used MS Teams and
WhatsApp broadcasts to safely carry out toolbox talks in a two-way environment with staff.
MEARS has also engaged with employees more frequently to cascade information, support
mental health and wellbeing and importantly, ensure that apprentices are not isolated and their
course work remains on track.
During this lockdown the council agreed a Defined Service Agreement with MEARS to facilitate
company trading on a no-profit / no-loss basis. The agreement required MEARS to maximise all
available Government relief after normal trading conditions. Any profit shortfall was made good
through a Defined Service payment scheme and any trading profits were used to offset the prior
month’s support. In addition, cashflow support was provided by the council in advance of receipt
of HMRC job retention funds. All council cash advances have now been paid back in full.
In December 2020, and following agreement with the council, MEARS returned to ‘Emergency
and External’ works only. The reduction in work volumes, coupled with no redeployment or
company requirements for alternative work to be undertaken, meant that MEARS had to revert
to furloughing some staff. In January MEARS furloughed 111 employees, of which 8 were
furloughed due to shielding and 6 due to childcare requirements. The company has since
returned 3 employees from furlough in February 2021.
Home working, wherever possible, continues to reduce the footfall in the depot. Individual Risk
Assessments have been carried out and line managers are aware of their responsibilities to
ensure wellbeing of employees whilst working remotely. Access to MEARS’ systems are
protected through remote desktop servers and Virtual Private Networks and additional security
measures such as multifactor authentication have been introduced to reduce risks.
The Health and Safety Executive carried out a spot inspection site visit to the depot at the end of
January and confirmed that MEARS is operating in a COVID-secure environment. The check
consisted of ensuring that an appropriate Covid-19 risk assessment was in place, that physical
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distancing of 2 metres is maintained and that suitable hygiene procedures had been
implemented. MEARS will continue to work collaboratively with the council to review
government guidance in preparation for a return to normal activity as soon as safe to do so.
Risk Management – MEARS has robust risk management arrangements in place with the
potential impact(s) should any risks materialise clearly documented and control measures in
place to mitigate the likelihood of risk occurring and minimise the impact. Governance, risk and
Health and Safety reports are considered at all quarterly Management Committee meetings.
Top 5 Risks
Failure to recover Health and Safety
Failure to
Partnership
Employees - T&Cs
operations in a
breaches relating
comply with
Finance –
and pay rates
disaster or crisis
to additional
Data Protection Covid-19
remaining
practices around
requirements.
competitive/compa
Covid-19
rable to the market
Business Continuity – MEARS’ Business Continuity Plan was updated in April 2020 to include
Covid-19 and to reflect key personnel changes within the company.
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AGENDA ITEM 5

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐ for approval ☒ for noting

Ref: KA/ASP/Mar21

Date: 25/03/2021

Audit and risk-related items: Action log
From:

Ken Adamson, Audit and Risk Manager

Email:

adamsonk@northlan.gov.uk Telephone:

07939 280602

Executive Summary
The purpose of this report is to allow elected members to track implementation of requests and
recommendations made by the Panel in respect of audit and risk-related items in the previous 18
months.
The attached log (at Appendix 1) records those audit and risk-related requests and
recommendations made by the Panel and when these were addressed and/or are expected to be
addressed.

Recommendations
The Panel is invited to note the report.

The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements

Ken Adamson, Audit and Risk Manager
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Appendix 1
Meeting

December
2020

October
2020

September
2020

Audit and risk related items: Action log
Requests and/or recommendations
for action

Status

Internal Audit to provide a report to future
meetings of the Panel reporting progress
made by management implementing
agreed management actions in relation to
all audit recommendations categorised as
"red" or "amber".

Complete – A report on this matter is included as
a separate agenda item for this meeting.

Internal Audit to provide more clarity on
the impact of Covid-19 on its ability to
maintain audit coverage and complete
planned work.

Complete – Narrative and detailed information in
respect of this matter is included within the Internal
Audit Progress Report included in the papers for
this meeting.

Submit reports on the following key
corporate risks in line with the attached
future programme:
• ERDP (Cycle 1)
• Tackling poverty (Cycle 1)
• Information governance (Cycle 2)
• Public protection (Cycle 2)

Partially complete – Report on those matters
indicated as ‘Cycle 1’ are included as separate
agenda items for this meeting. Reports on those
matters indicated as ‘Cycle 2’ will be submitted to
the next ‘audit and risk’ meeting of the Panel.

Implementation by management of
actions agreed in response to External
Audit's recommendations to be monitored
through reports from Internal Audit.

Complete –Progress in respect of relevant agreed
actions in the most recent External Audit reports
are included as part of the Internal Audit follow-up
report included in the papers for this meeting.

A report be submitted to the next ‘audit’
meeting of the Panel outlining the route
map and timescales for the achievement
of PCI DSS compliance.

Complete – A report on this matter was included
as a separate agenda item for the December 2020
meeting.

Internal Audit to provide a report to future
meetings of the Panel reporting progress
made by management implementing
agreed management actions in relation to
all audit recommendations categorised
as "red" or "amber".

Complete – A report on this matter is included as
a separate agenda item for this meeting.

Submit reports on the following two
corporate risks:
• Information security and information
governance
• Business continuity planning

Partially complete – A report on the management
of the information security/governance corporate
risk was due to go to the March 2020 meeting of
the Panel which was postponed following
lockdown. As agreed in December 2020, a report
on the approach to managing this corporate risk is
now due in Cycle 2.
Internal Audit also recently undertook work on
information security/governance and a report is
included within the Internal Audit Progress Report
included in the papers for this meeting.
A report updating members on the current
management and assessment of the business
continuity planning risk was included as an agenda
item for the December 2020 meeting.

Future annual Whistleblowing Reports be
remitted to the Panel from Policy and
Strategy

Outstanding – a report will be remitted to the
Panel after it is next considered by the Policy and
Strategy Committee.

A report on progress re-implementation
of 1140 hours be submitted by the
Service to the next meeting of the
Education and Families Committee with
a further report on this issue to the Panel
in due course

Partially complete – A report from management
on this issue was submitted to the February
meeting of the Education and Families Committee.
As outlined in the Internal Audit Progress Report,
planned work on this project has been postponed
due to the pandemic. The need for further audit
work on this project will be considered during the
preparation of the 2021-22 Plan.

December
2019
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AGENDA ITEM 6

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref KA/LM/ASP/March 2021

Date

25/03/21

Internal Audit: Follow up of actions previously agreed by
management in response to audit recommendations
From

Ken Adamson, Audit and Risk Manager

Email

adamsonk@northlan.gov.uk

Telephone 07939 280602

Executive Summary
The purpose of this report is to update the Panel on the results of Internal Audit’s follow-up
work reviewing the extent to which management have implemented those actions previously
committed to in response to recommendations in Internal and External Audit reports.
Information is contained in respect of the last two years External Audit outputs and those
actions in response to Internal Audit recommendations which were due to be completed in
the period to the end of December 2020.
The Panel should note that where actions are not yet ‘complete’ this does not mean that no
relevant activity has been undertaken by management and that sometimes the actions
taken, or progress made to date will already have reduced the risk exposure in respect of
the weaknesses previously identified.
12 of the 40 actions agreed in response to relevant Internal Audit recommendations have
been completed with 20 partially implemented and eight no longer relevant. 10 of the 17
actions agreed in respect of External Audit outputs have been completed, one has been
partially implemented, three are not yet due and three are no longer relevant.
Members should note that progress in implementing audit recommendations, in many cases,
continues to be significantly impacted by additional demands placed upon Services by the
Covid-19 pandemic and the subsequent need to re-prioritise resources and efforts. Of the
20 Internal Audit actions and one External Audit action not yet fully implemented, we have
assessed that only six Internal Audit actions require to be highlighted to the Panel.

Recommendations
The Panel is invited to:
(1) note the contents of this report; and
(2) consider whether there are any issues arising from this report on which they wish to
receive further information from relevant management.

The Plan for North Lanarkshire
Priority:

All priorities

Ambition statement:

All ambition statements
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1.

Background

1.1

All Internal and External Audit reports contain management responses to audit
recommendations which generally include a commitment to specific actions by a stated
timescale. This report presents an overview of progress by management in addressing
all External Audit recommendations made in the last two years and all ‘Red’ and
‘Amber’ Internal Audit recommendations which were previously reported as
outstanding or where the proposed actions were due to be completed by the end of
December 2020.

1.2

The format of this report is designed to enable elected members to focus on those
issues where non-implementation of agreed actions presents the most significant
ongoing risk to the Council and to enable the Panel to more effectively hold relevant
senior management to account.

1.3

In that regard, Internal Audit has assessed the potential risks arising from those
planned actions agreed in response to Internal Audit recommendations which are not
yet fully completed, and information on those which are assessed by Internal Audit as
having a ‘High’ or ‘Medium’ residual risk rating is detailed at Appendix 1 for Internal
Audit recommendations. There are no such actions assessed with a ‘High’ or ‘Medium’
residual risk rating in respect of External Audit recommendations. Information on those
which are assessed by Internal Audit as having a ‘’Low’ residual risk rating is detailed
at Appendix 2 for Internal Audit recommendations.

1.4

The updates from management on progress to date have been verified on a sample
basis by Internal Audit as part of the preparation of this report. However, it should be
noted that this review has focused on whether planned actions have been completed
and has not included detailed testing of whether the implemented actions have been
effective in addressing the previously identified weaknesses.

2.

Report
Actions previously agreed by management – Internal Audit recommendations

2.1

Table 1 below shows whether management have implemented those actions
previously committed to in response to ‘Red’ and ‘Amber’ Internal Audit
recommendations which were due to be completed by the end of December 2020.
Overall, 12 of the agreed actions have been completed, with 20 partially implemented
and eight no longer relevant.
Table 1
Area

2.2

Complete

Partially
implemented

No longer
relevant

Total

Corporate

4

10

6

20

Chief Executive

2

5

0

7

Enterprise & Communities

6

2

0

8

Health & Social Care

0

3

2

5

TOTAL

12

20

8

40

Members should note that progress in implementing audit recommendations
continues, in many cases, to be significantly impacted by additional demands placed
upon Services by the Covid-19 pandemic and the subsequent need to re-prioritise
resources and efforts. This has been taken into consideration when assessing the
potential residual risk of those actions which have been partially implemented.
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2.3

Three of the eight issues categorised as no longer relevant relate to Corporate
Governance, two relate to Quality of External Care Providers and one relates to
Creditors. Each of these actions have been separately followed up as part of more
recently undertaken detailed audit work in these areas and where appropriate updated
recommendations have been made in these audit reports. The remaining action
categorised as no longer relevant relates to Debt Management which has been
superseded by a revised action and new implementation timescale which will be
followed up in due course by Internal Audit and thereafter reported to the Panel.

2.4

Table 2 below shows the results of Internal Audit’s assessment of the potential residual
risk arising from those planned actions which have been partially implemented
(definitions for the residual risk ratings can be found at Appendix 3).
Table 2

Residual Risk Rating

Total not yet
completed

High

Medium

Low

Corporate

10

0

4

6

Chief Executive

5

0

2

3

Enterprise & Communities

2

0

0

2

Health & Social Care

3

0

0

3

TOTAL

20

0

6

14

Area

2.5

Appendix 1 provides a detailed update on the six previously agreed planned actions
which have only been partially implemented and which are assessed by Internal Audit
as having a ‘Medium’ residual risk rating.

2.6

Appendix 2 provides summary information on the 14 actions not yet completed but
which have been assessed by Internal Audit as having a ‘Low’ residual risk.

2.7

We will continue to monitor and re-assess the residual risk for these outstanding
actions, each cycle, until we are satisfied that the planned actions have been fully
completed and previously identified weaknesses have been addressed.
Actions previously agreed by management – External Audit recommendations

2.8

Table 2 below shows the current status of actions agreed by management in response
to External Audit reports issued in the last two years (2018/19 and 2019/20). Internal
Audit has concluded that 10 of the 17 agreed actions have been completed, one has
been partially implemented, three are not yet due and the remaining three actions are
no longer relevant.
Table 2

Completed

Partially
implemented

Not yet
due

No longer
relevant

Total

Interim Audit Report

4

0

0

2

6

Annual Report

4

0

0

0

4

Interim Audit Report

1

0

2

1

4

Annual Report

1

1

1

0

3

TOTAL

10

1

3

3

17

Report Title/Year
2018/19

2019/20
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2.9

The 2018/19 Interim Audit Report actions assessed as ‘no longer relevant’ both relate
to actions for which External Audit have made new recommendations as part of their
2019/20 Interim Report and which will be subject to future follow-up. Similarly, the
2019/20 Interim Audit Report action assessed as ‘no longer relevant’ relates to an issue
on which External Audit have made a subsequent recommendation as part of their
2019/20 Annual Report.

3.

Equality and Diversity
Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland assessment in this instance.
Equality Impact Assessment
There is no requirement to carry out an equality impact assessment in this instance.

4.

Implications
Financial Impact

None identified

HR/Policy/Legislative
Impact

None identified

Environmental Impact

None identified

Risk Impact

There is the potential for increased risks in relation to the
relevant
control
environment
or
governance
arrangements in those areas where agreed actions
designed to address previously identified weaknesses are
not fully implemented.

5.

Measures of success

5.1

Internal Audit report each cycle to the Audit and Scrutiny Panel on the progress made
by management in implementing actions previously committed to in response to
Internal and External Audit reports.

6.

Supporting documents
Appendix 1

Internal Audit recommendations: Management actions ‘not yet
complete’ and residual risk assessed as ‘High’ or ‘Medium’.

Appendix 2

Internal Audit recommendations: Management actions ‘not yet
complete’ where residual risk assessed as ‘Low’.

Appendix 3

Residual Risk Rating definition

Ken Adamson, Audit and Risk Manager
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Appendix 1
No
1

2

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as High/Medium

Report

Identified risk

Details
from
recommendation

Chief
Executive
Risk
Management

Without
a
suitably
experienced
Risk
Champion covering all
Services, there may an
absence of appropriate
monitoring, support and
the ability to provide
assurance that risk
management
arrangements
are
operating effectively.

Chief
Executive
Risk
Management

The Council may fail to
recognise all key risks to
which it is exposed and
consequently fail to take
action to mitigate them.

original

Current
position
management update

per

Proposed management action
and target date

The Audit and Risk Manager, in
conjunction with the Chef Executive,
should ensure that an appropriate officer
is allocated the role of Risk Champion for
Chief Executive’s as a matter of urgency,
with the relevant officer provided with
appropriate
training
to
facilitate
undertaking the role effectively.
Category: Red
Timescale: October 2020

The Audit & Risk Manager has
raised this at the Chief
Executive’s
Senior
Management Team and at
CMT to obtain agreement on
the allocation of an appropriate
officer to the role. A Risk
Champion for Chief Executive’s
Service has not yet been
agreed.

The Audit & Risk Manager recently
re-raised this at
the Chief
Executive’s Senior Management
Team and a mechanism for
identifying a suitable member of staff
was agreed.
Implemented by: February 2021

The Chief Executive should ensure that:
(1) Education and Families and Adult
Health and Social Care progress the
development of risk registers within their
respective service areas as a matter of
urgency;
(2) Services are encouraged to review
their current risk registers to ensure that
risk descriptions and narratives are
meaningful and sufficiently detailed; and
(3) Services review their risk registers to
ensure that both the risks and associated
identified controls are reflective of the
current operating environment, and the
risk register is promptly updated to reflect
any new or emerging risk and impacts, as
a result of the current pandemic.
Category: Red
Timescale: December 2020

(1) Education and Families and
Adult Health and Social Care
have made significant progress
in
developing their
risk
registers further with updates
recently provided to the Risk
Management
Corporate
Working Group.
(2) and (3) Services have been
encouraged via the Risk
Management
Corporate
Working Group to review
current risk registers to ensure
that risk descriptions and
narratives are meaningful and
sufficiently detailed and that
both the risks and associated
identified controls are reflective
of any changes in Services’
operating environment/models.
This
includes,
where
appropriate, promptly updating
risk registers to reflect any new
or emerging risk and impacts,
and/or new methods of
operation arising from the
current pandemic.

The Risk Team will continue to liaise
closely with key services to ascertain
how much progress has been made
particularly in the context of other
pressure services have been dealing
with in the current pandemic. This
will include checking progress made
specifically in relation to the points
raised at (1) and (2) and more
generally to assess improved risk
descriptions and use of context and
corporate priorities fields within
Figtree per point (3). Narrative will
be included, as appropriate, in the
Risk Management update to the
Audit and Scrutiny Panel in March
2021.
Implemented by: March 2021
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Assessment
residual risk

MEDIUM

MEDIUM

of

Appendix 1 (cont)
No
3

4

Internal Audit recommendations – management actions ‘not yet complete’ and residual risk assessed as High/Medium

Report

Identified risk

Details from original
recommendation

Current position per management update

Proposed management
action and target date

Corporate
Information
Governance

An incomplete or out-ofdate register increases
the risk of the Council
failing to identify cases
where a different lawful
basis for processing
information
applies
and/or of failing to
process personal data in
line
with legislative
requirements.

Management should ensure
that the current format and
content of the Information
Asset Register is reviewed,
and
where
appropriate,
updated to reflect good
practice
and
current
legislative
requirements.
This should include recording
instances where a different
legal basis applies for
processing personal data and
providing details of how data
is collected and processed.
Category: Amber
Timescale: December 2019

A review of the Information Asset Register by
Services is complete and is now being regularly
monitored.

Work is ongoing to identify an
appropriate platform within
the new Office 365 suite of
products to which the
Information Asset Register
can migrate.
A further review of the format
and content will take place in
line with recognised good
practice once the Information
Asset Register is migrated to
the proposed platform.
Implemented by: June 2020

If there is no periodic
testing of back-ups to
ensure
viability/restorative
capability, it could result
in an inability to restore
data/systems to an
appropriate state which
could
impact
on
business operations.

Management should review
the
current
testing
arrangements for restoring
back-ups and consider, on a
risk-based assessment basis,
whether these should be
extended to include network
drives
and
non-Gold
applications at appropriate
frequency/ intervals.
Category: Amber
Timescale: April 2020

A review of the existing ICT Disaster Recovery
(DR) plan has been undertaken. This has identified
important but missing information in the form of
system owners and ICT contacts that has required
to be gathered. In addition, this exercise allowed
systems to be prioritised in respect to a potential
schedule for testing of DR arrangements. As a
result of this work an initial set of systems whose
DR arrangements have been identified for testing
has been proposed and feedback is awaited from
system owners to confirm an ongoing test schedule
and dates. A protocol for assigning value to
applications, based on the degree of risk posed by
a loss of availability, has been proposed and will be
used as part of the ongoing EAGG process.
Finally, the information required for the new DR
matrix is being collated. This will include testing
requirements and frequency. The format of the
new matrix is still to be agreed.

Corporate
IT
Network
Controls
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Assessment
residual risk

MEDIUM

An initial prioritised test plan
will be documented, and a
test programme initiated.
In addition, a new Disaster
Recovery Matrix will be put in
place and populated.
Implemented by: April 2021
MEDIUM

of

Appendix 1 (cont)
No
5

6

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as High/Medium

Report

Identified risk

Details
from
recommendation

Corporate
Governance
of
Capital
Projects

Key stakeholders may not
be adequately informed of
progress in the Council’s
key corporate projects and
may not be able to
undertake
effective
oversight and/or ensure
that timely remedial action,
necessary to ensure that
projects
are
delivered
successfully, has been
progressed by relevant
management.

The Council may fail to
demonstrate that best value
is being secured by its
procurement processes.

Corporate
Creditors

original

Current
position
management update

per

Proposed management action
and target date

Assessment of
residual risk

Management should:
(1) develop arrangements to enable a
corporate list of key capital and non-capital
projects to be created and maintained; and
(2) using the corporate list, identify key
projects and establish a reporting
mechanism which better facilitates regular
and ongoing oversight by key stakeholders
of the progress of these projects against
plan. We suggest that this could include
introducing a standard reporting template
and adopting a traffic light system to report
progress against key criteria, project
milestones and overall deliverability against
expected time, cost and any other intended
outcomes.
Category: Amber
Timescale: June 2020

Development of the Council’s
programme
management
arrangements were paused
due to Covid-19 and the need
for resources to be reprioritised.
A capital bid has been
submitted for the procurement
of a corporate programme
management system.

The procurement and subsequent
implementation of a corporate
programme management system
will allow these actions to be
progressed.
Implemented by: Ongoing
Internal Audit Comment – the
recently
established
NL
Redesign Board will also have a
role in providing corporate
oversight of key projects and
Programme of Work items. As
part of that group’s work it is
expected that a mechanism will
be developed to enable the Board
to
track
deliverables
and
progress
against
expected
milestones for key projects and
Programme of Work items and
for the work of the Group to be
reported periodically to elected
members.

MEDIUM

Management should review how to gain
assurance on the extent of compliance with
key corporate expectations.
Category: Amber
Timescale: June 2020

Procurement Advisory issued
to Services to remind them of
the corporate expectations.
Action is still outstanding
regarding compliance checks.
A briefing note will be prepared
and presented to the next
meeting
of
the
CPWG
considering compliance and
how best this can be
monitored.
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Management have committed to
take this action to the next meeting
of CPWG in March 2021.
Implemented by: March 2021
MEDIUM

Appendix 2

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as Low

Head of Service/
Report Details

‘Low’ residual
risk actions not
yet complete

Issue

Current Status

Internal Audit comment

Corporate – Head of Business Solutions
Business Continuity &
Disaster Recovery
(November 2018)

1

ICT Disaster Recovery Plans
require to be reviewed and
updated, with an appropriate
testing programme established
and implemented.

ICT Disaster Recovery Plan has been reviewed and
updated but requires to be formally presented to the
Corporate Resilience Management Team.
Revised date: April 2021

The actions are largely complete and delay
of outstanding action is a result of Covid-19.

Information
Governance
(June 2019)

1

There is a need to determine a
mechanism through which to
assess compliance with expected
retention arrangements.

The review of the retention schedule is complete.
Software has been purchased to supplement Office 365 to
manage destruction of records according to the retention
schedule. A pilot for implementation of this software is
underway and full rollout will continue during 2021.
Revised date: December 2021

Action has been taken and there is a clear
direction of travel for completion of the
remaining issues outstanding.

Governance of Capital
Projects
(December 2019)

2

The Council’s project management
arrangements
and
‘project
management
model
review
programme’ require to be reviewed
and updated.

Development of the Council’s programme management
arrangements were paused due to Covid-19.
Revised date: Ongoing

Progress in this area has been impacted by
the need to re-prioritise use of resources as
a result of Covid-19. As the recovery plan is
implemented, the Service will progress the
issues raised.

A weakness in the control
environment was identified, as the
electronic link between PECOS
and e-Financials ceased with
interim arrangements not being
enough.

Revised interim arrangements were implemented and
notified to Services. An action plan and testing of the
interface linking PECOS to e-Financials is underway.
Revised date: March 2021

We are satisfied that the identified actions
are enough to mitigate the risks identified
and are being progressed with enough
urgency.

Work is ongoing to finalise and implement detailed
Corporate Subject Access Request guidance.
Revised date: April 2021

Finalising of the guidance has been
impacted on by Covid-19 but has now been
given priority for completion.

Corporate – Head of Financial Solutions
Creditors
(March 2020)

1

Corporate – Head of Legal & Democratic Solutions
Information
Governance
(June 2019)

1

Corporate guidance needs to be
developed and rolled out across
the Council to ensure consistency
in dealing with Subject Access
Requests.
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Appendix 2 (continued)
Head of Service/
Report Details

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as Low

‘Low’ residual
risk actions not
yet complete

Issue

Current Status

Internal Audit comment

Chief Executive – Head of Audit & Risk
Review of the Council’s
anti-fraud arrangements
(May 2020)

1

There is a requirement to review the current
corporate
anti-fraud
policies
and
arrangements and implement any identified
actions necessary to ensure that these
arrangements are fully consistent with
recognised good practice.

Due to the need to re-prioritise staff resources during
2020 no action has been taken to date. This action
will be addressed when preparing the Internal Audit
plan for 2021-22 which will include a specific section
on ‘planned anti-fraud activities’ 9ncluding a review
of existing relevant policies and procedures.
Revised date: May 2021

Progress in this area has been impacted
on by the need to re-prioritise resources
as a result of Covid-19 to meet additional
demands and reduced resources with
some staff seconded to assist with
Covid-19 response.

Risk Management
(September 2020)

2

Three corporate risks under development
need to be finalised and moved to ‘live’
status. The review of the corporate risk
register for 2020/21 needs to be undertaken
and arrangements for enhanced monitoring
and challenge of individual risks by CMT
need to be implemented.
Sharing and development of best practice
regarding reviewing and monitoring risks to
be progressed and guidance in respect of
the ‘risk implication’ section of Committee
reports to be finalised.

The review of the 2020/21 corporate risk register has
been completed and enhanced monitoring
arrangements are now in place for CMT to review
reports on key corporate risks. The three corporate
risks are still under development and the Risk Team
will further engage with relevant officers to assist with
completion.
Guidance regarding best practice for reviewing and
monitoring risks has been disseminated and work
continues to finalise guidance for Committee reports.
Revised date: March 2021

Actions
have
been
significantly
progressed.
Progress on the
outstanding issues will be provided in
the Risk Management update to the
Panel.

The Council have developed and implemented
several processes and actions in this area. Work is
ongoing to progress the remaining actions.
Revised date: July 2021

Significant action has been taken to
address the issues raised and we are
satisfied that the Service has committed
to taking clear action to address the
remaining issues.

Several new processes and IT system changes have
been implemented to improve data held on HSMS.
This includes the production and review of reports to
identify cases where a person allocated a property
appears as a tenant or resident in another property.
Work continues in this area.
Revised date: March 2021

Progress in this area has been impacted
on by the need to re-prioritise resources
as a result of Covid-19.

Enterprise & Communities – Head of Communities
Community
Empowerment/
Community
Engagement
(June 2020)

1

Appropriate action requires to be taken to
ensure the Council’s arrangements enable
compliance
with
the
Community
Empowerment (Scotland) Act 2015.

Enterprise & Communities – Head of Housing Solutions
National Fraud Initiative
(September 2019)

1

There is a need to improve the quality and
accuracy of personal data held on HSMS.
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Appendix 2 (continued)
Head of Service/
Report Details

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as Low

‘Low’ residual
risk actions not
yet complete

Issue

Current Status

Internal Audit comment

Several new processes and IT system changes have been
implemented to improve data held on HSMS. This
includes the production and review of reports to identify
cases where a person allocated a property appears as a
tenant or resident in another property. Work continues in
this area.
Revised date: March 2021

Progress in this area has been impacted on
by the need to re-prioritise resources as a
result of Covid-19.

Enterprise & Communities – Head of Housing Solutions
National
Fraud
Initiative
(September 2019)

1

There is a need to improve the
quality and accuracy of personal
data held on HSMS.

Health & Social Care – Head of Performance, Planning & Quality Assurance
Arrangements
for
assessing
the
performance
and
quality of external
social care providers
(October 2018)

2

The enhanced monitoring process
needs to be fully defined and
recorded for each provider subject to
such checks.
Arrangements for reporting on
monitoring
activity
to
senior
management and elected members
need to be formulated.

The enhanced monitoring process has been refined. All
monitoring checks, including enhanced monitoring, will be
recorded on the monitoring database which will thereafter
facilitate reporting of performance.
Revised date: April 2021

Reasonable action has been taken to
address the issues raised and Management
has committed to fully undertaking the
remaining actions.

Self-Directed Support
(November 2020)

1

Monitoring procedures require to be
fully developed, approved and
implemented.
Monitoring checks need to be
undertaken regularly for all providers
and recorded in the centralised
database.

Monitoring procedures have been developed and
implemented across the main commissioned services. All
monitoring checks, including enhanced monitoring, will be
recorded on the monitoring database which will facilitate
reporting of performance.
Revised date: April 2021

Reasonable action has been taken to
address the issues raised and Management
has committed to fully undertaking the
remaining actions.

Appendix 3

Residual Risk Rating definition

Internal Audit Assessment of Residual Risk from non-implementation
High

Non-implementation of actions has the potential to significantly undermine the relevant control environment.

Medium

Non-implementation of actions has the potential to impact upon the achievement of the control environment.

Low

Other issues which require management attention but which pose less significant or less immediate impacts to the control environment.
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AGENDA ITEM 7

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐for approval ☒for noting

Ref: KA/ASP/Mar21

Date 25/03/2021

External Audit – Annual Plan 2020-21
From: Ken Adamson, Audit and Risk Manager
Email: adamsonk@northlan.gov.uk

Telephone: 07939 280602

Executive Summary
The purpose of this report is to enable the Council’s appointed external auditors, Audit
Scotland, to present to the Panel a document setting out their planned audit activities and
how they intend to discharge their responsibilities as laid out in Audit Scotland’s Code of Audit
Practice and relevant International Standards on Auditing for the audit of the Council for the
year-ending 31 March 2021.
The external auditors will speak to the Panel about their plan at the meeting and highlight to
members any issues arising that they wish to bring to the Panel’s attention.

Recommendations
The Panel is requested to invite Audit Scotland to comment on their planned audit approach
and to note the work proposed in undertaking the 2020-21 audit of the Council.
The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements
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1.

Background

1.1

The Accounts Commission appointed Audit Scotland as the Council’s external auditor
for the five-year period from 2016-17. As a result of the pandemic impacting on the
process for new appointments and a desire to achieve continuity, all local government
audit appointments were extended nationally by the Accounts Commission in October
2020 for an additional year and will now conclude with finalisation of the 2021-22 audits.

1.2

Audit Scotland’s Code of Audit Practice and International Standards on Auditing
stipulate that areas to be examined and expected outputs to be produced by the
external auditors require to be outlined each year in their annual planning document.

2.

Key issues arising

2.1

The attached document produced by Audit Scotland outlines their planned activities
and key expected audit outputs for the audit of the Council for the year ending 31 March
2021. Core elements of the work include
•
•

•

providing an audit opinion on the Council’s 2020-21 financial statements and those
of relevant registered charities administered by the Council;
undertaking and reporting on interim audit fieldwork reviewing the Council’s
accounting procedures, relevant financial systems and key corporate governance
arrangements; and
work associated with the wider dimensions of public sector audit including
considerations relating to value for money, best value, financial sustainability and
financial management.

2.2

Panel members should note that good professional practice requires the external
auditor communicate and discuss planned external audit activity with the senior
management of a body and with those elected members charged with governance
matters, but it is for the external auditor alone to determine the work considered
necessary by him/her to fulfil his/her responsibilities.

3.

Equality and Diversity

4.

Fairer Scotland:

No requirement to carry out a Fairer Scotland
assessment in this instance.

Equality Impact Assessment:

No requirement to carry out an equality impact
assessment in this instance.

Implications
Financial Impact:

None identified

HR/Policy/Legislative Impact

None identified

Environmental Impact

None identified

Risk Impact

None identified

5.
5.1

Measures of success

6.

Supporting Documents

The external auditors report annually to the Council and the Controller of Audit on the
results of their work.

Appendix 1

Audit Scotland Annual Plan 2020-21

Ken Adamson, Audit and Risk Manager
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North Lanarkshire
Council
Annual Audit Plan 2020/21

Prepared for North Lanarkshire Council
March 2021
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Who we are
The Auditor General, the Accounts Commission and Audit Scotland work together
to deliver public audit in Scotland:
• The Auditor General is an independent crown appointment, made on the
recommendation of the Scottish Parliament, to audit the Scottish
Government, NHS and other bodies and report to Parliament on their
financial health and performance.
• The Accounts Commission is an independent public body appointed by
Scottish ministers to hold local government to account. The Controller of
Audit is an independent post established by statute, with powers to report
directly to the Commission on the audit of local government.
• Audit Scotland is governed by a board, consisting of the Auditor General, the
chair of the Accounts Commission, a non-executive board chair, and two
non-executive members appointed by the Scottish Commission for Public
Audit, a commission of the Scottish Parliament.

About us
Our vision is to be a world-class audit organisation that improves the use of public
money.
Through our work for the Auditor General and the Accounts Commission, we
provide independent assurance to the people of Scotland that public money is
spent properly and provides value. We aim to achieve this by:
• carrying out relevant and timely audits of the way the public sector manages
and spends money
• reporting our findings and conclusions in public
• identifying risks, making clear and relevant recommendations.
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Risks and planned work
1. This annual audit plan contains an overview of the planned scope and timing of
our audit which is carried out in accordance with International Standards on
Auditing (ISAs), the Code of Audit Practice, and guidance on planning the audit.
This plan sets out the work necessary to allow us to provide an independent
auditor’s report on the annual accounts and meet the wider scope requirements of
public sector audit including the audit of Best Value.
2. The wider scope of public audit contributes to assessments and conclusions on
financial management, financial sustainability, governance and transparency and
value for money.
3. The public health crisis caused by the coronavirus disease 2019 (COVID-19)
pandemic has had a significant and profound effect on every aspect of Scottish
society. Public services have been drastically affected, requiring immediate
changes to the way they are provided. The impact on public finances has been
unprecedented, which has necessitated both the Scottish and UK governments
providing substantial additional funding for public services as well as support for
individuals, businesses and the economy. It is likely that further financial measures
will be needed and that the effects will be felt well into the future.
4. Public audit has an important contribution to the recovery and renewal of public
services. The Auditor General, the Accounts Commission and Audit Scotland are
responding to the risks to public services and finances from COVID-19 across the
full range of audit work including annual audits and the programme of performance
audits. The well-being of audit teams and the delivery of high-quality audits remain
paramount. Maintaining a pragmatic and flexible approach will enable change at
short notice as new issues emerge, or current risks change in significance. Where
this impacts on annual audits, an addendum to this annual audit plan may be
necessary.

Adding value
5. We aim to add value to the council through our external audit work by being
constructive and forward looking, by identifying areas for improvement and by
recommending and encouraging good practice. In so doing, we intend to help the
the council promote improved standards of governance, better management and
decision making and more effective use of resources.

Audit risks
6. Based on our discussions with staff, attendance at committee meetings and a
review of supporting information we have identified the following significant risks for
North Lanarkshire Council. We have categorised these risks into financial
statements risks and wider dimension risks, although the Covid-19 risk has
elements of both. The key audit risks, which require specific audit testing, are
detailed in Exhibit 1.
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Exhibit 1
2020/21 Significant audit risks
Audit risk
1

Risk of material misstatement due
to fraud caused by management
override of controls
International Auditing Standards
require that audits are planned to
consider the risk of material
misstatement in the financial
statements caused by fraud, which is
presumed to be a significant risk in
any audit. This includes the risk of
fraud due to the management
override of controls.

2

Risk of error in areas of estimation
and judgement
There is a significant degree of
subjectivity in the measurement and
valuation of non-current assets and
pensions. The extent of judgement
involved increases the risk of material
misstatement and requires a specific
audit focus.
A material uncertainty was disclosed
in the 2019/20 accounts over noncurrent asset valuations as a result of
the Covid-19 pandemic. The council
has a rolling programme of valuations
with specific categories revalued
each year. For 2020/21 leisure
properties are being revalued, with a
desktop exercise being carried out for
council housing.

Source of assurance
Owing to the nature of
this risk, assurances from
management are not
applicable in this
instance.

Planned audit work
• Detailed testing of journal
entries.
• Review of accounting
estimates.
• Focused testing of accruals
and prepayments.
• Identification and evaluation
of significant transactions
that are outside the normal
course of business.

• Use of clearly defined
methodologies and
procedures including
specialist
professionals, as
appropriate, when
making significant
estimations and
judgements.
• Management review
by qualified finance
staff.

• Assessment of the scope,
independence and
competence of the
professionals engaged in
providing estimates for noncurrent assets and
pensions.

• Review appropriateness of
actuarial assumptions and
results including comparison
with other councils.
• Walkthrough the process of
valuation to understand the
basis for significant
judgements.

• Establish officers’
arrangements for ensuring
the completeness and
accuracy of professional
estimations for non-current
assets and pensions.

Given categories of assets have not
been subject to valuation since the
impact of Covid-19, there is a risk of
material uncertainty over non-current
asset valuations in the 2020/21
accounts.

• Establish officer’s
arrangements for getting
assurances over the impact
of Covid-19 on the accuracy
of non-current assets not
subject to valuation in year.

• Review actual experience of
significant estimates made
in the prior year.
3

Risks relating to Covid-19
Covid-19 has had a significant impact
on the council in the 2020/21 audit
year:
• Financial management additional funding and
expenditure. CoSLA analysis
indicates that council income has
increased by 9 per cent and over
£1.3bn of additional support to

• Qualified finance staff
review, interpret and
apply appropriate
accounting guidance
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has been spent on and the
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reserves and how this is
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Audit risk

Source of assurance

Planned audit work

business has been routed through
councils as a result of COVID.

and proper accounting
practices.

• Financial management - The
Scottish Government has allowed
for flexibility to be applied to
certain areas of council funding
and accounting practices.

• COVID funding tracker
developed and
incorporated into
financial monitoring.

• Review of Internal Audit
work on financial
management and
sustainability.

• Financial reporting – The council
is projecting a surplus on outturn
of £4.7 million, but reports a
balanced position in relation to
Covid-19 income and expenditure.
Covid-19 may have affected bad
debt experience and the position
of organisations in the wider
group.

• Financial Solutions
management team
review and maintain a
risk register which
includes financial
sustainability.
• Introduction of
additional financial
controls to capture and
report on the financial
impact of COVID;
including the
development of
principles around
supplier relief
payments and
adapting the process
to monitor and report.

• Review of any Scottish
Government and
CIPFA/LASAAC guidance
on accounting.

• Financial reporting - The council
require to make judgements on
the correct accounting treatment
in relation to additional funding
arrangements – whether the
council is acting as agent or
principle.

• Regular reporting of
financial position and
management action to
Corporate
Management Team
and Committee.

reported in financial
statements.

• Discussions with
management during the
year to consider the
accounting treatment of
significant business grants
and use of financial
flexibilities.
• Review of disclosures and
balances in annual accounts
and ensure that this is
consistent with any
guidance issued.
• Review of Internal Audit
work on financial
management and
sustainability.

• Internal Audit have
carried out a review of
financial management
and sustainability.

• Fraud and controls - There is an
increased risk of fraud for some
Covid-19 related grants. Due to
the nature of the schemes, there
may not have been adequate
consideration of internal control
frameworks and the impact of
remote working.

• Internal Audit have
worked closely with
the relevant services
to advise on
appropriate controls in
the design and
implementation of a
variety of Covid-19
support schemes.

• For the most significant
grants (by value), establish
the conditions attached and
the associated controls
implemented over these.
• Confirm existence and
operation of these controls
by completing a
walkthrough.
• Review potential NFI data
matches.
• Establish the impact on
collection rates and assess
the impact on the bad debt
provision.
• Review of Internal Audit
work on Covid-19 grants.
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Audit risk

Source of assurance

• Group - Covid-19 raised issues
over going concern for some of
the council’s group bodies in
2019/20. Given the economic
impact which has been felt during
2020/21, there is an increased
risk to the going concern principle
for some of the group
components.

• Regular monitoring of
company financial
performance by
qualified council
finance staff.

• Performance – Covid-19 grants
have been disbursed at different
rates across councils and there
are different experiences of
rejection rates. Without
appropriate processes in place
there is a risk that grants may be
awarded to ineligible applicants or
eligible applicants may not receive
funding.

• Appropriately skilled
staff assess relevant
guidance and eligibility
criteria to put in place
robust processes to
ensure appropriate
disbursement of
grants.

• The council continues
to seek assurances
over the financial
sustainability of group
companies in
accordance with the
council’s Financial
Governance of ALEOs
arrangements.

Planned audit work
• Consider the impact of
Covid-19 in the wider group
including furlough and any
issues raised by component
auditors. Assess any
national
• Early engagement with
appropriate component
auditors.

• Assess any national
reporting of business grant
performance and discuss
any issues with officers.

• Engagement with
Internal Audit to review
processes and
systems in place
• Development of
training manuals
around discretionary
funding
• Regular
communication with
relevant staff to ensure
any changes to
processes/procedures
are being shared and
implemented

4

Risk of inaccurate accounting for
children, families and justice
social work services
The IJB’s budget disaggregation
exercise to reflect the transfer of
discretionary services back to the
council is now complete. A further
£15.6 million has been transferred
out of the IJB budget and into the
council in 2020/21 (£36.3 million in
total). The service level agreement
between the council and the IJB has
been set out in principle but the detail
is still being developed.

• Qualified finance staff
review and carry out
the disaggregation of
budgets.

• Review of specific codes
transferred from the IJB to
the council and substantive
testing of these to confirm
classification of expenditure.
• Substantive testing of wider
social work and non social
work expenditure items .
• Provide assurances to the
North Lanarkshire IJB
auditor.
Review of Internal Audit
work on financial
management and
sustainability.

There is a risk that budgets have not
been correctly identified and
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Audit risk

Source of assurance

Planned audit work

transferred resulting in inaccuracies
in financial reporting.
Wider dimension risks
5

Financial sustainability
The council has revised its medium
term financial plan to incorporate the
impact of Covid-19 known at that
time. This forecasts a budget gap of
£46.7 million for the three year period
to 2023/24. The medium
term financial plan highlights that
significant savings will need to be
achieved to address funding gaps.
It is likely that there will be further
cost pressures to the council on top
of the immediate response to the
Covid-19 crisis. There is a risk to the
long term financial sustainability of
the council given the additional cost
pressures.

• Sound Medium Term
Financial Planning
process updated to
consider impact of
COVID.
• 2020/21 budget setting
approved 3 year
savings programme
with 2021/22
continuing this
process. No further
savings required for
2021/22.

• Review the development of
a 3 year rolling budget
process.
• Consider the 2021/22
revenue budget and
required savings target.
• Review the financial
monitoring during the year,
including the use of
reserves and delivery of
planned savings.

• Further development
of medium term
financial forecasting of
change management
fund requirements.
• Analysis of Local
Government Finance
Settlement to inform
budget setting.
• Use of Reserves
Policy approved by
Policy and Strategy
Committee.

Source: Audit Scotland

7. We have considered the risk of fraud in ISA 240 including over income
recognition and over expenditure in accordance with Practice Note 10. We have
rebutted the presumption that a material risk exists, with the exception of
management override above. This is on the basis of the extent of income and
expenditure which is received and issued to other parts of the public sector
(including Scottish Government Funding and expenditure on the IJB, other NHS
boards and councils).
8. For the areas that are subject to some risk, we have considered the incidence of
fraud using National Fraud Initiative and Counter Fraud Service outcomes. We
have assessed that the volume of transactions, that would need to be fraudulent to
prove a material risk, is implausible. Our audit testing is directed towards testing
significant and unusual transactions and towards assessing accounting estimates
to address any residual risk, as part of our standard fraud procedures. We review
controls over key areas of risk and will review any additional controls required due
to Covid-19 additional funding and expenditure.

Reporting arrangements
9. Audit reporting is the visible output for the annual audit. All annual audit plans
and the outputs as detailed in Exhibit 2, and any other outputs on matters of public
interest will be published on our website: www.audit-scotland.gov.uk.
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10. Matters arising from our audit will be reported on a timely basis and will include
agreed action plans. Draft management reports will be issued to the relevant
officer(s) to confirm factual accuracy.
11. We will provide an independent auditor’s report to North Lanarkshire Council
and the Accounts Commission setting out our opinions on the annual accounts. We
will also provide the members of North Lanarkshire Council and Accounts
Commission with an annual report on the audit containing observations and
recommendations on significant matters which have arisen during the audit.

Exhibit 2
2020/21 Audit outputs
Audit Output

Target date

Committee Date

Annual Audit Plan

12 March 2021

25 March 2021

Management Report

9 June 2021

23 June 2021

Independent Auditor's Report

TBC

TBC

Annual Audit Report

TBC

TBC

Source: Audit Scotland

The audit of trusts registered as Scottish charities
12. The preparation and audit of financial statements of registered charities is
regulated by the Charities and Trustee Investment (Scotland) Act 2005 and the
Charities Accounts (Scotland) Regulations 2006. The 2006 Regulations require
charities to prepare annual accounts and require an accompanying auditor’s report
where any legislation requires an audit. The Local Government (Scotland) Act
1973 specifies the audit requirements for any trust fund where some or all
members of a council are the sole trustees. Therefore, a full and separate audit
and independent auditor’s report is required for each register charity where
members of North Lanarkshire Council are sole trustees, irrespective of the size of
the charity. This applies to the JC McNaught Poor Children’s Holiday Fund and the
North Lanarkshire Council Educational Endowments.
13. There are no specific risks for these audits which we require to bring to your
attention.

Audit fee
14. The proposed audit fee for the 2020/21 audit of North Lanarkshire Council is
£530,310 (£518,190 in 2019/20). In determining the audit fee we have taken
account of the risk exposure of the council, the planned management assurances
in place and the level of reliance we plan to take from the work of internal audit.
Our audit approach assumes receipt of the unaudited annual accounts with a
complete working papers package on 30th June 2021.
15. Where our audit cannot proceed as planned through, for example, late receipt
of unaudited annual accounts or being unable to take planned reliance from the
work of internal audit, a supplementary fee may be levied. An additional fee may
also be required in relation to any work or other significant exercises out with our
planned audit activity.
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Responsibilities
Chief Executive and Audit and Scrutiny Panel
16. Audited bodies have the primary responsibility for ensuring the proper financial
stewardship of public funds, compliance with relevant legislation and establishing
effective arrangements for governance, propriety and regularity that enable them to
successfully deliver their objectives.
17. The audit of the annual accounts does not relieve management, or the Audit
and Scrutiny Panel, of their responsibilities.

Appointed auditor
18. Our responsibilities as independent auditors are established by the 1973 Act for
local government, and the Code of Audit Practice (including supplementary
guidance) and guided by the Financial Reporting Council’s Ethical Standard.
19. Auditors in the public sector give an independent opinion on the financial
statements and other information within the annual accounts. We also review and
report on the arrangements within the audited body to manage its performance and
use of resources. In doing this, we aim to support improvement and accountability.
20. Our audit team membership has changed since last year. Alasdair Craik will be
taking over the Senior Audit Manager role from Carole Grant. The rest of the audit
team remains unchanged.
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Audit scope and timing
Annual accounts
21. The annual accounts, which include the financial statements, will be the
foundation and source for most of the audit work necessary to support our
judgements and conclusions. We also consider the wider environment and
challenges facing the public sector. Our audit approach includes:
• understanding the business of North Lanarkshire Council and the associated
risks which could impact on the financial statements
• assessing the key systems of internal control, and establishing how
weaknesses in these systems could impact on the financial statements
• identifying major transaction streams, balances and areas of estimation and
understanding how the council will include these in the financial statements
• assessing the risks of material misstatement in the financial statements
• determining the nature, timing and extent of audit procedures necessary to
provide us with sufficient audit evidence as to whether the financial
statements are free of material misstatement.
22. We will give an opinion on whether the financial statements:
• give a true and fair view of the state of affairs of the council and its group as
at 31 March 2021 and of the income and expenditure of the council and its
group for the year then ended;
• have been properly prepared in accordance with the financial reporting
framework.

Other information in the annual accounts
23. We also review and report on statutory other information published within the
annual accounts including the management commentary, annual governance
statement and the remuneration report. We give an opinion on whether these have
been compiled in accordance with the appropriate regulations and frameworks in
our independent auditor’s report.
24. We also review the content of the annual report for consistency with the
financial statements and with our knowledge. We report any uncorrected material
misstatements in statutory other information.

Materiality
25. We apply the concept of materiality in planning and performing the audit. It is
used in evaluating the effect of identified misstatements on the audit, and of any
uncorrected misstatements, on the financial statements and in forming our opinions
in the independent auditor's report.
26. We calculate materiality at different levels as described below. The calculated
materiality values for North Lanarkshire Council are set out in Exhibit 3.
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Exhibit 3
Materiality values
Materiality

Amount

Planning materiality – This is the figure we calculate to assess the overall impact of
audit adjustments on the financial statements. It has been set at 1% of gross
expenditure for the year ended 31 March 2020 based on the latest audited accounts.

£14 million

Performance materiality – This acts as a trigger point. If the aggregate of errors
identified during the financial statements audit exceeds performance materiality this
would indicate that further audit procedures should be considered. Using our
professional judgement, we have calculated performance materiality at 50% of planning
materiality.

£7 million

Reporting threshold (i.e., clearly trivial) – We are required to report to those charged
with governance on all unadjusted misstatements more than the ‘reporting threshold'
amount. This has been calculated at approximately 2% of planning materiality.

£250 thousand

Source: Audit Scotland

Timetable
27. To support the efficient use of resources it is critical that the annual accounts
timetable is agreed with us to produce the unaudited accounts. We have included
an agreed timetable at Exhibit 4.

Exhibit 4
Annual accounts timetable
Key stage

Date

Consideration of unaudited annual report and accounts by those charged with
governance

23 June 2021

Latest submission date of unaudited annual report and accounts with complete
working papers package

30 June 2021

Latest date for receipt of assurances from Group’s Component Auditors

26 August 2021

Issue of draft annual audit report for clearance

TBC

Latest date for final clearance meeting with Head of Financial Solutions

TBC

Agreement of audited unsigned annual accounts

TBC

Issue of annual audit report, letter of representation and proposed independent
auditor’s report
Consideration of audited annual accounts and audit reporting by those charged with
governance

TBC

Latest date for the signing of independent auditors report

TBC

Internal audit
28. Internal audit is provided by the in-house internal audit section at North
Page 62
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assessment of the internal audit function to ensure that it operates in accordance
with the main requirements of the Public Sector Internal Audit Standards (PSIAS).
ISA (UK) 610 requires an assessment on whether the work of the internal audit
function can be used for the purposes of external audit. This includes:
• the extent to which the internal audit function’s organisational status and
relevant policies and procedures support the objectivity of the internal
auditors
• the level of competence of the internal audit function
• whether the internal audit function applies a systematic and disciplined
approach, including quality control.
29. We will report any significant findings to management on a timely basis.

Using the work of internal audit
30. International Auditing Standards require internal and external auditors to work
closely together to make best use of available audit resources. We seek to rely on
the work of internal audit wherever possible to avoid duplication. We plan to
consider the findings of the work of internal audit as part of our planning process to
minimise duplication of effort and to ensure the total resource is used efficiently or
effectively.
31. From our initial review of internal audit plans we plan to take assurance from
internal audit work on creditors and payroll and any work undertaken around
Covid-19 related grants. For our wider dimension audit work we will also consider
internal audit’s work on financial management and sustainability.

Audit dimensions
32. Our audit is based on four audit dimensions that frame the wider scope of
public sector audit requirements as shown in Exhibit 5.

Exhibit 5
Audit dimensions

Source: Code of Audit Practice

33. In the local government sector, the appointed auditor's annual conclusions on
these four dimensions will help contribute to an overall assessment and assurance
on best value.
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Financial sustainability

34. As auditors we consider the appropriateness of the use of the going concern
basis of accounting as part of the annual audit. We will also comment on financial
sustainability in the longer term. We define this as medium term (two to five years)
and longer term (longer than five years) sustainability. We will carry out work and
conclude on:
• the effectiveness of financial planning in identifying and addressing risks to
financial sustainability in the short, medium and long term
• the appropriateness and effectiveness of arrangements in place to address
any identified funding gaps
• whether North Lanarkshire Council can demonstrate the affordability and
effectiveness of funding and investment decisions it has made.

Financial management

35. Financial management is concerned with financial capacity, sound budgetary
processes and whether the control environment and internal controls are operating
effectively. We will review, conclude and report on:
• whether arrangements are in place to ensure systems of internal control are
operating effectively
• the effectiveness of budgetary control systems in communicating accurate
and timely financial performance can be demonstrated
• how North Lanarkshire Council has assured itself that its financial capacity
and skills are appropriate
• whether there are appropriate and effective arrangements in place for the
prevention and detection of fraud and corruption.

Governance and transparency

36. Governance and transparency is concerned with the effectiveness of scrutiny
and governance arrangements, leadership and decision – making and transparent
reporting of financial and performance information. We will review, conclude and
report on:
• whether North Lanarkshire Council can demonstrate that the governance
arrangements in place are appropriate and operating effectively (including
services delivered by, or in partnership with, others such as ALEOs).
• whether there is effective scrutiny, challenge and transparency on the
decision-making and finance and performance reports.
• the quality and timeliness of financial and performance reporting.

Value for money

37. Value for money refers to using resources effectively and continually improving
services. We will review, conclude and report on whether the council can
demonstrate :
• the timely and appropriate distribution of new Covid related grants
• value for money in the use of resources
• there is a clear link between money spent, output and outcomes delivered.
• that outcomes are improving.
• there is sufficient focus on improvementPage
and the
of it.
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Best Value

38. The Accounts Commission agreed the overall framework for a new approach to
auditing Best Value in June 2016. The introduction of the new approach coincided
with the new five-year audit appointments. Auditors started using the framework for
their audit work from October 2016.
39. A key feature of the new approach is that it integrates Best Value into the wider
scope annual audit, which will influence audit planning and reporting. Best Value
will be assessed comprehensively over the five-year audit appointment, both
through the ongoing annual audit work, and through discrete packages of work to
look at specific issues. Conclusions and judgements on Best Value will be reported
through:
• The Annual Audit Report for each council that will provide a rounded picture
of the council overall.
• An annual assurance and risks report that the Controller of Audit will provide
to the Commission that will highlight issues from across all 32 council annual
audit reports.
• A Best Value Assurance Report (BVAR) for each council that will be
considered by the Accounts Commission at least once in a five-year period.
40. The four councils on which a BVAR will be published during the fifth year of the
new approach are listed in Exhibit 6. Reports will be considered by the Accounts
Commission in the period between March and November 2021.

Exhibit 6
2020/21 Best Value Assurance Reports
Aberdeen City Council

Falkirk Council

South Ayrshire Council
East Dunbartonshire Council

Source: Audit Scotland

41. The work planned in North Lanarkshire Council this year will focus on following
up on the council’s progress on the recommendations identified in the Best Value
Assurance Report published in May 2019. The results of this work will be reported
in the Annual Audit Report.

Independence and objectivity

42. Auditors appointed by the Accounts Commission or Auditor General must
comply with the Code of Audit Practice and relevant supporting guidance. When
auditing the financial statements auditors must also comply with professional
standards issued by the Financial Reporting Council and those of the professional
accountancy bodies. These standards impose stringent rules to ensure the
independence and objectivity of auditors. Audit Scotland has robust arrangements
in place to ensure compliance with these standards including an annual “fit and
proper” declaration for all members of staff. The arrangements are overseen by the
Director of Audit Services, who serves as Audit Scotland’s Ethics Partner.
43. The engagement lead (i.e. appointed auditor) for North Lanarkshire Council is
Brian Howarth, Audit Director. Auditing and ethical standards require the appointed
auditor to communicate any relationships that may affect the independence and
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objectivity of audit staff. We are not aware of any such relationships pertaining to
the audit of North Lanarkshire CouncilNorth Lanarkshire Council.

Quality control
44. International Standard on Quality Control 1 (ISQC1) requires that a system of
quality control is established, as part of financial audit procedures, to provide
reasonable assurance that professional standards and regulatory and legal
requirements are being complied with and that the independent auditor’s report or
opinion is appropriate in the circumstances.
45. The foundation of our quality framework is our Audit Guide, which incorporates
the application of professional auditing, quality and ethical standards and the Code
of Audit Practice (and supporting guidance) issued by Audit Scotland and approved
by the Auditor General for Scotland. To ensure that we achieve the required quality
standards Audit Scotland conducts peer reviews and internal quality reviews.
Additionally, the Institute of Chartered Accountants of Scotland (ICAS) have been
commissioned to carry out external quality reviews.
As part of our commitment to quality and continuous improvement, Audit Scotland
will periodically seek your views on the quality of our service provision. We
welcome feedback at any time and this may be directed to the engagement lead.
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North Lanarkshire Council
Annual Audit Plan 2020/21
If you require this publication in an alternative
format and/or language, please contact us to
discuss your needs: 0131 625 1500
or info@audit-scotland.gov.uk
For the latest news, reports
and updates, follow us on:

Audit Scotland, 4th Floor, 102 West Port, Edinburgh EH3 9DN
T: 0131 625 1500 E: info@audit-scotland.gov.uk
www.audit-scotland.gov.uk
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AGENDA ITEM 8

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref EK

Date 26/03/20

Changes to the Code of Practice on Local Authority Accounting
2020/21
From

Elaine Kemp, Head of Financial Solutions

Email

KempE@northlan.gov.uk

Telephone

Executive Summary
The Council’s Financial Statements are compiled in accordance with the Code of Practice
on Local Authority Accountings in the United Kingdom (the Code) which is based on
International Financial Reporting Standards (IFRS) and also the requirements of
accounting and statutory guidance of central government.
The purpose of this report is to highlight any significant changes to the Code which may
impact on the accounting requirements and presentation of the Council’s 2020/21 Annual
Accounts.
The 2020/21 Unaudited Annual Accounts are due to be submitted to External Audit by 30
June 2021.

Recommendations
It is recommended that the Audit and Scrutiny Panel:
(1)

Note the contents of the report; and

(2)

Note the actions being taken to ensure the Council submits a fully compliant set of
Annual Accounts to External Audit

The Plan for North Lanarkshire
Priority

Improve North Lanarkshire's resource base

Ambition statement

(25) Ensure intelligent use of data and information to support fully
evidence based decision making and future planning

1.

Background

1.1

The Council prepares its Annual Accounts in accordance with the Code of Practice on
Local Authority Accounting in the United Kingdom (The Code) which sets out proper
accounting practices. The Code, which is updated annually, is developed by
CIPFA/LASAAC and based on International Financial Reporting Standards (IFRS).
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2.

Report

2.1

Review of the Code

2.1.1 Financial Solutions maintain an awareness of changes to accounting practices and
assess the impact, if any, these changes may have on the Council’s procedures and
reported financial position.
2.1.2 The process for review is carried out throughout the year and includes contributing to
consultations on the development of future Codes of Practice; an assessment of the
latest edition of the Code; and attending CIPFA run workshops to discuss and share
best practice for the implementation of any changes adopted by the Code. This process
will highlight where changes are required to our financial reporting.
2.1.3 Financial Solutions will work with all relevant parties within the Council to ensure that
changes are fully assessed and ensure any necessary amendments to current working
practices are implemented, in order to ensure the Council’s Financial Statements
remain fully compliant with the Code.
2.1.4 The review of the 2020/21 edition of the Code, sets out some minor updates in relation
to financial disclosures and presentation. It also provides further clarification over
certain accounting treatment, however there are no significant changes which will affect
the 2020/21 closure of the accounts.
2.2

Accounting Standards Issued but not Yet Adopted

2.2.1 As previously reported to the Panel, implementation of IFRS 16 Leases was originally
expected to take effect from 1 April 2019. Following the decision by the Financial
Reporting Advisory Board (FRAB) on 22 November 2018, to defer implementation for
the majority of the public sector, CIPFA/LASAAC agreed to delay adoption of the
standard until 1 April 2020. However subsequent agreements made by FRAB and
CIPFA/LASAAC have further deferred implementation to financial year 2022/23, with
an effective date of 1 April 2022 now anticipated. This decision was made in response
to pressures on council finance teams as a result of the COVID-19 pandemic. The
treatment aligns with the proposals across the public sector.
2.2.2 IFRS 16 replaces the current standard on leasing: IAS 17. Amongst other things,
IFRS16 removes the distinction between operating leases (which are charged to
revenue) and finance leases (which are capitalised) and introduces the concept of ‘right
of use’ in order to determine the accounting treatment for the lease contract/rental
agreement.
2.2.3 In preparation for the implementation of the standard, Financial Solutions continue to
engage with all Services to progress a review of the current lease portfolio held,
including operating and finances leases. This review will inform how those leases
should be accounted for and identify any impact on the financial position. However,
early assessments of this suggests that any impact will be immaterial.
3.

Equality and Diversity

3.1

Fairer Scotland Duty
There are no specific impacts to note.

3.2

Equality Impact Assessment
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There are no specific impacts to note.
4.

Implications

4.1

Financial Impact
There is no financial impact resulting from the contents of this report.

4.2

HR/Policy/Legislative Impact
There are no HR/Policy/Legislative impacts linked to this report.

4.3

Environmental Impact
There are no environmental impacts linked to this report.

4.4

Risk Impact
There is no risk associated with the contents of this report.

5.

Measures of success

5.1

The Council continues to implement and follow appropriate Accounting practice.

6.

Supporting documents

6.1

No appendices

Elaine Kemp
Head of Financial Solutions
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AGENDA ITEM 9

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐ for approval ☒ for noting

Ref: KA/ASP/Mar21

Date: 25/03/2021

Internal Audit Progress Report
From:

Ken Adamson, Audit and Risk Manager

Email:

adamsonk@northlan.gov.uk Telephone:

07939 280602

Executive Summary
The purpose of this report is to provide an overview of Internal Audit activity and to report the
results of Internal Audit outputs finalised since the last update to the Panel in December 2020.
The report highlights the most significant issues arising from the completed audit work as well
as providing updates on other aspects of the work of Internal Audit.
Appendix 1 provides a brief summary of the scope and key findings of each substantive planned
audit report. In addition, a supplementary pack with full copies of these reports has also been
circulated to Panel members.

Recommendations
The Panel is invited to:
(1)

note the findings, conclusions and recommendations of completed Internal Audit
reports together with the associated management responses;

(2)

consider whether there are any issues raised by Internal Audit which the Panel
consider are sufficiently significant to require a further report from management to
be submitted to a future meeting of the Panel;

(3)

request that Internal Audit provide a report to future meetings of the Panel reporting
progress made by management implementing agreed management actions in
relation to all audit recommendations categorised as ‘Red’ or ‘Amber’; and

(4)

otherwise note this report.

The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements
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1.

Background
1.1

In September 2020, the Panel approved the 2020-21 Internal Audit Annual Plan
which detailed a programme of work to be carried out. The Internal Audit Charter,
most recently approved by the Panel in February 2018, requires that the results of
Internal Audit’s work are periodically reported to the Panel.

2. Report
Audit reviews completed in the period
2.1

Work has progressed in accordance with the 2020-21 approved annual plan. Table
1 below provides an overview of completed Internal Audit reports since the last
update to the Panel in December.
Table 1: Completed Internal Audit outputs in the period
Subject

Internal Audit Opinion

1. Treasury Management

Substantial assurance
(Green)

2. Information Governance and Security

Reasonable assurance
(Green-Amber)

3. Corporate Governance

Reasonable assurance
(Green-Amber)

4. Community Investment Fund

Reasonable assurance
(Green-Amber)

5. Covid-19 response

Substantial assurance
(Green)

6. Financial Management

Reasonable assurance
(Green-Amber)

7.

Reasonable assurance
(Green-Amber)

Creditors

8. Enterprise Strategic Partnership Contract

Reasonable assurance
(Green-Amber)

2.2

Appendix 1 provides a brief summary of those reports forming part of the annual
programme of planned assurance work. Copies of all finalised reports are included
in the supporting pack to these papers.

2.3

Appendix 2 contains detailed definitions of the categories used by Internal Audit
when making recommendations, providing an audit opinion and on the extent of
assurance which is being provided to management and Panel members on those
systems or areas of Council operations examined by Internal Audit.

2.4

This report excludes audit outputs produced for the North Lanarkshire IJB which
are reported directly to its senior management team and audit committee.
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Commentary on completed Internal Audit work
2.5

The nature of Internal Audit exercises means that most reviews invariably find some
scope for improvement, usually in the form of controls which are weak or only
partially effective and, therefore, contain a number of recommendations. I am
pleased however, to be able to report that although we have identified a range of
improvement actions and made a series of recommendations across the eight
reports, none of the audits completed in the period offered only ‘limited assurance’.

2.6

Our work on Treasury management reviewed the adequacy and effectiveness of
key controls associated with the Council’s treasury management activities,
including assessing whether the Council’s arrangements comply with good practice
and key elements of the CIPFA Code of Practice on Treasury Management. This
audit covered a period when significant changes were made to some operational
arrangements as a result of the need for relevant staff to work remotely as a result
of the public health emergency. Overall, the findings from the audit were positive,
with appropriate and effective controls found to be in place and only minor areas
for improvement noted.

2.7

The report on Information Governance and Security considered the adequacy
and effectiveness of the Council’s approach to selected information governance
issues, focusing on the Council’s arrangements and compliance with data
protection requirements and good practice in the specific areas of information and
cyber security policy and risk, mobile and home working, removable media, access
controls and malware protection. This is an area where rapid changes in working
arrangements in 2020 including significant numbers of staff home working could
potentially have created significant issues.

2.8

We have categorised this audit as offering ‘reasonable assurance’ as we are
satisfied that the Council has appropriate and generally effective arrangements in
place in relation to information governance and security. We have however,
identified a number of issues which we consider require management attention.
These include that we consider the current uptake of mandatory information
governance and security training by relevant staff is low and needs to be improved,
along with improvements in how performance on this issue is measured. We have
also noted that the Council’s Cyber Essentials certification has lapsed and have
recommended that this should be re-instated as soon as possible.

2.11 The main focus of our work on Corporate Governance was on Principles E, F and
G of the CIPFA/SOLACE Delivering Good Governance Framework which relate to
the Council’s capacity including the capability of its leadership and the individuals
within it, managing risks and performance through robust internal control and strong
financial management and implementing good practices in transparency, reporting
and audit, to delivery effective accountability. The audit also considered the
adequacy and effectiveness of the actions taken by management in response to
previous Internal Audit reports on corporate governance and considered whether
any changes in governance arrangements resulting from the Council’s response to
the pandemic had materially impacted upon the Council’s compliance with the
Delivering Good Governance Framework.
2.12 Based on the results of the work undertaken, together with our wider knowledge
gained from a range of other relevant Internal Audit work (including recent work on
the Council’s Covid-19 response, on financial management, on risk management
and on community engagement), we have assessed the audit as providing
‘reasonable assurance’ and concluded that the Council’s corporate governance
arrangements in relation to the areas examined are adequate and generally appear
to have operated effectively and in a manner consistent with the Delivering Good
Governance Framework.
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2.13 We have identified a number of issues which we consider require management
attention, the most significant of these include the need to more fully integrate
performance management arrangements into the Council’s governance
arrangements, a need to progress planned work on self-assessment against
CIPFAs Corporate Good Governance Framework and that a formal review (or selfassessment) of the effectiveness of the Community Boards should be undertaken
once these relatively new arrangements have become more established. We have
also recommended that the Audit and Scrutiny Panel should, in line with good
practice, periodically undertake a self-assessment of how effectively it is
discharging its role.
2.14 Our work on the Community Investment Fund (CIF) provided positive assurance.
We are satisfied that the resources likely to be available to the Council through the
CIF have been appropriately reviewed in light of the current public health
emergency and that the Council has updated relevant financial models to reflect
changes affecting key underlying assumptions, recognising the inherent difficulties
facing Financial Solutions in identifying and/or quantifying many of these, at the
current time. In addition, we are generally satisfied that the continuing material
risks and/or uncertainties that exist in relation to the Fund’s future value have been
communicated to key stakeholders in relevant reports to support informed decisionmaking.
2.15 The report of our work on the Council’s Covid-19 response was designed to
provide independent assurance of the adequacy and effectiveness of the Council’s
resilience arrangements and its response (to date) to the Covid-19 pandemic. We
reviewed the Council’s arrangements to assess whether it had met its statutory
obligations in respect of civil emergencies; had put in place appropriate and
effective governance arrangements; had adequately maintained key critical
services and had developed appropriate, clear and robust recovery arrangements.
2.16 Based on the results of our work, we have categorised this audit as offering
‘substantial assurance’. In particular, we are satisfied that the Council invoked
relevant business continuity arrangements and the Corporate Resilience Plan,
which enabled it to respond promptly and effectively in meeting its statutory
obligations when Covid-19 was declared a global pandemic and continuing, as far
as practical, to deliver key critical services. Well-established command structures
met regularly and enabled generally effective governance of the Council’s
response, allowing appropriate identification and consideration of issues arising
and an effective forum for decision-making by management.
2.17 Following the initial stages of the pandemic, work commenced, and has been
ongoing, to co-ordinate the recovery planning process across all service areas as
circumstances and legislation allows. In addition, we noted that a revised
Corporate Business Continuity Plan has been prepared and work has been
undertaken to update and further improve business continuity plans and risk
registers across all Services to reflect relevant issues arising from the pandemic
and to prepare for any ‘second wave’. We raised only one minor recommendation
relating to the desirability of establishing an action plan to record and track progress
in respect of lessons learned / actions arising by management from their own postincident review.
2.18 The results of our work on Financial management looking at the adequacy and
robustness of the Council’s financial management arrangements and whether
these arrangements were in line with expected good practice was also positive with
only relatively minor issues raised.
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2.19 In our work looking at Creditor payments we considered the adequacy and
effectiveness of relevant controls including changes in processes and procedures
implemented at relatively short notice following the requirement for significant
numbers of staff to work remotely. I am pleased to be able to report that the results
of our work indicated that the relevant control framework remains robust with only
a few relatively minor issues highlighted and recommendations made.
2.20 The purpose of our audit work on the Enterprise Strategic Contract
Partnership (ESCP) was to provide assurance on the adequacy and
effectiveness of the Council’s governance arrangements in respect of
progressing the ESCP and managing associated key risks.
We have
categorised the results of this audit as offering ‘reasonable assurance’. We are
satisfied that the governance arrangements in place are adequate, appear
robust, that the project is being managed in line with the Council’s expected
project management arrangements and in a manner consistent with good
practice. We have made a small number of recommendations for improvement
and have, given the scale and complexity of the ESCP, also commented that
the Project Board continues to ensure that the risks associated with a number
of particular areas, including benefits realisation and the ‘intelligent client’
function continue to be fully understood and effectively managed in line with
expected timescales.
2.21 There are no other issues arising from Internal Audit work which I consider
sufficiently significant to highlight to the Panel. Future follow-up reports will provide
the Panel with information on the implementation, or otherwise, of all actions
proposed by management in response to audit recommendations categorised as
‘Red’ or ‘Amber’.
Impact of Covid-19 on Internal Audit’s work and ability to complete the annual plan
2.22 The Panel will be aware that a key requirement of my role is to prepare an annual
opinion on the adequacy of the Council’s risk, control and governance
arrangements and to present this to CMT and the Panel. The opinion is based
on/supported by the results of the annual programme of Internal Audit work and is
normally finalised in late-May each year.
2.23 The impact of COVID-19 on all the public services has been considerable and for
Internal Audit this has involved staff being seconded to support the resilience of
front-line service delivery and being involved in significant advisory work around
internal controls in relation to new services and revised methods of working. This
has impacted on our ability to complete the planned programme of work approved
by the Panel in September 2020.
2.24 Nationally, this has raised the question of whether Internal Audit will be able to
undertake sufficient internal audit work to provide an appropriate level of assurance
during 2020-21. This is a key consideration to fulfil the requirement of the Public
Sector Internal Audit Standards (PSIAS) for the head of internal audit (HIA) to issue
an annual opinion on the overall adequacy and effectiveness of the organisation’s
framework of governance, risk management and control. This opinion is in turn one
of the sources of assurance that the public body relies on for its annual governance
statement.
2.25 CIPFA have produced technical guidance (at Appendix 6) setting out how Heads
of Internal Audit should approach this issue where due to current events they
consider they may be unable to carry out sufficient work to underpin the annual
opinion.
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2.26 In preparing this report I have recently considered the current status of the annual
programme with Appendix 3 showing detailed commentary in respect of all planned
audit assignments included in the approved Annual Plan and highlighting those
planned assignments which will now not be undertaken. Although Internal Audit
will not complete all of the planned programme of work, I am comfortable that
sufficient work (both planned and unplanned) should be completed to support the
annual opinion. I will, of course, alert senior management and the Convener of the
Panel at an early stage (in line with the CIPFA guidance) were I to consider that
there is a likelihood of this position changing.
Public Sector Internal Audit Standards – External Quality Assurance Review
2.27 Members will recall that an independent External Quality Assurance Review
(EQAR) was undertaken of Internal Audit and reported to the Panel in September
2019. The results of that review was extremely encouraging with the Service
assessed as ‘fully conforming’ wit all elements of the Public Sector Internal Audit
Standards.
2.28 At that time, an action plan was presented to the Panel with a commitment to
regularly update members on the implementation of the identified improvement
actions. Due to the need to re-assess the team’s priorities as a result of the Covid19 pandemic, many of the agreed actions were not significantly progressed during
2020. In December 2020, I reiterated that management remained committed to
continuous improvement and that it was hoped that these actions could shortly start
to be re-addressed and that a more detailed update on progress would be reported
to the Panel in early 2021.
2.29 Appendix 4 provides that update and shows the original action plan, current status
and revised timescales for completion. Further updates will now be given to each
meeting of the Panel as part of the Internal Audit progress report until all agreed
actions are complete.
National Fraud Initiative (NFI)
2.30 The Panel will also be aware from previous reports that the Council participates in
the UK-wide National Fraud Initiative. This requires a significant volume of data
from across a range of Council services and systems to be securely uploaded to
enable the Cabinet Office-led data-matching processes to begin.
2.31 The most recent data upload was required for October and I am pleased to be able
to confirm that the Council successfully submitted all the agreed data by the due
dates. The results of the data-matching exercise were received by the Council on
29 January 2021. The Council has 13,944 matches (housing benefits, council tax
reduction, housing tenants, housing waiting lists, creditors, payroll and blue
badges) across 92 reports plus an additional 8,732 council tax single person
discount matches.
2.32 Consideration of these matches is a corporate responsibility with Internal Audit
leading and co-ordinating the process. Individual Services have been informed
where relevant matches are available and Internal Audit will continue to liaise with
them to prioritise and progress the matches. A future report updating on progress
will be presented to the Panel in due course.
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3

Equality and diversity
Fairer Scotland Duty
Equality Impact
Assessment

4.

No requirement to carry out a Fairer Scotland assessment
in this instance.
No requirement to carry out an equality impact
assessment in this instance.

Implications
Financial impact

None identified

HR/Policy/Legislative
Impact

None identified

Environmental Impact

None identified

Risk impact

Any failure to operate an effective internal audit service
could impact on the effectiveness of the Council’s risk
management and corporate governance processes.

5. Measures of success
5.1

Internal Audit reports annually on its performance to the Panel and is also subject
to review annually by the Council’s appointed external auditors.

6. Supporting Documents
Appendix 1

Summary of completed Internal Audit assignments

Appendix 2

Audit gradings

Appendix 3

Update on progress re-approved Internal Audit Plan 2020-2021

Appendix 4

EQAR Action Plan – progress to date (March 2021)

Appendix 5

Internal Audit performance framework

Appendix 6

CIPFA Guidance to Internal Auditors and the Leadership Team and Audit
Committee of Local Government Bodies: Head of Internal Audit Annual
Opinions: Addressing the Risk of a Limitation of Scope

Ken Adamson, Audit and Risk Manager
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Appendix 1
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
1.

Treasury management
Internal Audit Opinion: Substantial assurance (Green)
Audit recommendations:

Red

0

Amber

2 Green

1

The purpose of this audit was to provide independent assurance on the adequacy and
effectiveness of key controls associated with the Council’s treasury management activities,
including assessing whether the Council’s arrangements comply with good practice and key
elements of the CIPFA Code of Practice on Treasury Management. This audit covered a period
when significant changes were made to some operational arrangements because of the need
for relevant staff to work remotely because of the public health emergency.
Based on the results of our work, we have categorised the audit as offering ‘substantial
assurance’ meaning that we are satisfied that a sound system of governance, risk
management and control exists, with internal controls operating effectively and being
consistently applied to support the achievement of objectives in the area audited. The Council’s
treasury management activities comply with the approved Treasury Management Strategy,
relevant legislation and expected good practice. We have concluded that investment and
borrowing decisions and transactions reviewed were legitimate, supported by clear and concise
records and in line with approved lending policies and procedures. We also concluded that
there were appropriate mechanisms in place to monitor, measure and report on treasury
management performance.
We have identified a small number of areas where we consider scope for improvement exists
and made some recommendations for management consideration/action. These issues which
we consider management require to address are detailed at section 3 of the report and include:
•

although in a role where there is requirement to authorise CHAPS payments, one officer
undertaking this role did not have formal delegated authority to do so as per the Council’s
authorised signatory database; and

•

the reconciliation between Logotech and the financial ledger for treasury management
activities was not being undertaken timeously.

Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
2.

Information Governance and Security
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

1

Amber

3 Green

5

This audit was a high level review designed to provide assurance on the adequacy and
effectiveness of the Council’s approach to selected information governance issues, focusing
on the Council’s arrangements and compliance with data protection requirements and good
practice in the specific areas of information and cyber security policy and risk, mobile and home
working, removable media, access controls and malware protection.
Based on the results of our work, we have categorised this audit as ‘reasonable assurance’ as
we are satisfied that the Council has appropriate and generally effective arrangements in place
in relation to information governance and security. We have however, identified a number of
issues which we consider require management attention and these are detailed at section 3 of
this report. The most significant of these include:
• the current uptake of mandatory information governance and security training by relevant
staff is low and needs to be improved, along with how performance on this issue is
measured;
• the Service needs to review and update both their corporate risk and Service risk register
to incorporate the additional risks arising from the Covid-19 pandemic and to reflect
changes in the service structure;
• the Council’s Cyber Essentials certification has lapsed and should be re-instated as soon
as possible; and
• raising awareness for staff in relation to information governance and security issues could
be improved.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
3.

Corporate Governance
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

4 Green

2

The purpose of this audit was to provide assurance on the adequacy and effectiveness of the
Council’s arrangements for ensuring that it complies with Principles E, F and G of the
CIPFA/SOLACE Delivering Good Governance Framework which relate to developing the
Council’s capacity including the capability of its leadership and the individuals within it,
managing risks and performance through robust internal control and strong financial
management and implementing good practices in transparency, reporting and audit, to
delivery effective accountability. The audit also considered the adequacy and effectiveness
of the actions taken by management in response to previous Internal Audit reports on
corporate governance and reviewed the current status of the Council’s strategic governance
and self-evaluation frameworks.
The unprecedented nature of the Covid-19 pandemic has had, and continues to have,
significant impacts on the delivery of the Council’s operations, activities and governance
arrangements in 2020-21. As part of this review we also therefore considered whether any
changes in governance arrangements resulting from the Council’s response to the pandemic
had materially impacted upon the Council’s compliance with the Delivering Good Governance
Framework.
Based on the results of the work undertaken, together with our wider knowledge gained from
a range of other relevant Internal Audit work (including work on the Council’s Covid-19
response, on financial management, on risk management and on community empowerment
and community engagement), we have assessed the audit as providing ‘Reasonable
Assurance’. We consider that the Council’s corporate governance arrangements in relation
to the areas examined are adequate and generally appear to have operated effectively and in
a manner consistent with the Delivering Good Governance Framework.
We have however, identified a number of issues which we consider require management
attention and these are detailed at section 3 of the report. The most significant of these
include:
• there is a need to progress work on the self-assessment against CIPFAs Corporate Good
Governance Framework and follow up any issues arising with an appropriate action plan,
with responsible officer and timeframe for completion;
•

there is a need to fully integrate performance management arrangements into the
Council’s governance arrangements;

•

the Audit and Scrutiny Panel should, in line with good practice, periodically undertake a
self-assessment of how effectively it is discharging its role; and
a formal review (or self-assessment) of the effectiveness of the Community Boards should
be undertaken once these relatively new arrangements have become more established.

•

Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
4.

Community Investment Fund
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

2 Green

0

This audit was a high level review designed to assess the adequacy and robustness of the
Council’s ongoing approach to determining resources available through the Community
Investment Fund (CIF). We also reviewed how the Council has re-assessed the resources
likely to be available in light of the expected impacts arising from the Covid-19 pandemic and
sought to provide independent assurance on the Council’s approach and the reasonableness,
or otherwise, of the Council’s methodology and key working assumptions.
Based on the results of our work, we have categorised this audit as offering ‘reasonable
assurance’
We are satisfied that the resources likely to be available to the Council through the CIF have
been appropriately reviewed in light of the current public health emergency and that the
Council has updated relevant financial models to reflect changes affecting key underlying
assumptions, recognising the inherent difficulties facing Financial Solutions in identifying
and/or quantifying many of these, at the current time. In addition, we are generally satisfied
that the continuing material risks and/or uncertainties that exist in relation to the Fund’s future
value have been communicated to key stakeholders in relevant reports to support informed
decision-making.
We have identified a small number of areas where we consider scope for improvement exists
and these are detailed in the action plan at section 3 and include:
• There is scope to improve elements of the processes for reviewing/updating the underlying
assumptions and projections in the CIF financial models and for ensuring that key
messages are more clearly reported to key stakeholders; and
• The Service needs to ensure that capital programmes are consistent with, and fully aligned
to, the level of resources generated by the CIF and that associated governance
arrangements continue to give due cognisance to the underlying objectives of the CIF as
approved by elected members.
Satisfactory management responses have been received to the audit recommendations
contained within the report.

Page 83 of 209

Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
5.

Covid-19 response
Internal Audit Opinion: Substantial assurance (Green)
Audit recommendations:

Red

0

Amber

1 Green

0

The purpose of this audit was to provide independent post-event assurance of the adequacy
and effectiveness of the Council’s resilience arrangements and its response (to date) to the
Covid-19 pandemic. We reviewed the Council’s arrangements to assess whether it had met
its statutory obligations in respect of civil emergencies; had put in place appropriate and
effective governance arrangements; had adequately maintained key critical services and had
developed appropriate, clear and robust recovery arrangements.
Management have also undertaken a post-incident review/self-assessment of the Council’s
response to the Covid-19 pandemic structured around a set of criteria set out by the
Improvement Service (see Appendix 2 of the Audit Report). This was reported to the Policy
and Strategy Committee in October 2020. As part of this exercise, we also reviewed and
assessed the robustness and completeness of management’s self-assessment.
Based on the results of our work, we have categorised this audit as offering ‘substantial
assurance’.
In particular, we are satisfied that the Council invoked relevant business continuity
arrangements and the Corporate Resilience Plan, which enabled them to respond promptly
and effectively in meeting their statutory obligations when Covid-19 was declared a global
pandemic and continuing, as far as practical, to deliver key critical services. Well-established
command structures (Gold (strategic), Silver (tactical) and Bronze (operational/individual
Service level) met regularly and enabled generally effective governance of the Council’s
response, allowing appropriate identification and consideration of issues arising and an
effective forum for decision-making by management.
Following the initial stages of the pandemic, work commenced, and has been ongoing, to coordinate the recovery planning process across all service areas as circumstances and
legislation allows. At the time of writing, over 80% of Council services have remained
operational and/or have recovered. In addition, we noted that a revised Corporate Business
Continuity Plan has been prepared and work has been undertaken to update and further
improve business continuity plans and risk registers across all Services to reflect relevant
issues arising from the pandemic and to prepare for any ‘second wave’.
We have raised only one minor recommendation relating to the desirability of establishing an
action plan to record and track progress in respect of lessons learned / actions arising by
management from their post-incident review.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
6.

Financial management
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

1 Green

1

The purpose of this audit was to provide independent assurance on the adequacy and
robustness of the Council’s financial management arrangements. In particular, the review
focused on whether the Council has maintained effective financial control and financial
management arrangements in line with expected good practice. Work undertaken during the
audit involved an assessment of the Council’s financial management arrangements against
a good practice checklist prepared from a range of sources including the revised CIPFA ‘Code
on Financial Management (2019)’ (‘the Code’) and relevant Audit Scotland guidance.
The impact of, and the Council’s response to, the Covid-19 pandemic, has created significant
financial challenges for all councils in maintaining effective financial controls, ensuring that a
balanced budget is delivered in 2020-21 and that the Council is in a position to set a meaningful
and realistic budget for 2021-22.
Based on the results of our audit work, we have categorised this audit as offering ‘reasonable
assurance’.
We are satisfied that the Council’s financial management arrangements are adequate and
generally reflect the good practice principles reviewed. In particular, we noted that the Council
has a robust financial framework in place which clearly sets out the roles and responsibilities
for financial management across the council and which allows members to undertake regular
and high quality challenge of financial matters through timely and accurate financial reporting.
In addition, we are satisfied that there are appropriate arrangements in place to ensure that the
Council has applied the principles of the CIPFA/SOLACE Delivering Good Governance in Local
Government Framework (2016), the revised Prudential Code for Capital Finance in Local
Authorities (2017), the CIPFA Code of Practice on Treasury Management and other relevant
legislation in developing its financial policies and strategies and budget setting process and
that an appropriate range of Prudential Indicators has been developed.
As a result of the pandemic, the Service has not yet undertaken a full assessment of the
Council’s arrangements against the revised CIPFA FM Code 2019. Senior management are,
however, fully aware of their responsibility for demonstrating compliance with the Code and we
understand that the Corporate Management Team has recently agreed with the Head of
Financial Solution’s recommendation that this review should be incorporated into the Council’s
self-evaluation framework during 2021-2022.
We have identified a small number of areas where we consider that there is scope to improve
current financial arrangements to better reflect the best practice. These are detailed in the
action plan at section 3 for management consideration and include the need to ensure that a
formal self-assessment of the Council’s financial management arrangements against the
CIPFA FM Code 2019 is carried out, with any issues identified taken forward for management
action as appropriate.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
7. Creditor payments
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

2 Green

2

The purpose of this audit was to provide independent assurance regarding the adequacy and
effectiveness of key controls associated with the Council’s purchasing/ordering systems and
the payment of creditors.
This audit covered a period when significant changes were necessary at short notice to some
operational arrangements due the public health emergency. Most notably this involved invoice
authorisation that was previously carried out by an authorising signature on hard copy
invoices/batch headers being replaced with electronic submission of invoices via email from
the authorising officer with designated wording confirming that the invoices have been
approved in accordance with the Financial Regulations and should be paid. This approach
was agreed with management by Internal Audit in March 2020 recognising the importance of
maintaining an appropriate control framework whilst recognising the need to transition quickly
to allowing significant numbers of relevant staff to work remotely.
Based on the results of our audit work, we have categorised this audit as offering ‘reasonable
assurance’, meaning there is a generally sound system of governance, risk management and
control in place although some issues, non-compliance or scope for improvement have been
identified.
Although relevant arrangements were significantly revised at short notice as a result of the
pandemic, we are satisfied that the control framework for payment of invoices has generally
remained robust. We were pleased to note that only authorised and correct payments are
made for goods that have been properly ordered and received and that transactions are being
properly and accurately recorded in the general ledger.
The issues which we consider management require to address are as detailed in Section 3 of
the report and include:
• corporate expectations for the authorisation of invoice batches need to be formalised,
communicated to Services, and thereafter rolled out; and
• Services need to improve their invoice validation and certification arrangements in order
to reduce the incidence of invoices requiring to be rejected by the Creditors Team.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
8. Enterprise Strategic Contract Partnership (ESCP)
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

1 Green

2

The purpose of this audit was to provide assurance on the adequacy and effectiveness of the
Council’s governance arrangements in respect of progressing the ESCP and managing
associated key risks. This report was the second in a series that will be presented throughout
the lifecycle of the project. The results of the previous audit, which primarily focused on the
governance of the project up until the preparation of the Outline Business Case (OBC), was
reported in March 2020.
The ESCP represents a significant and challenging project in the Council’s programme of work
and forms an important part of the Council’s ambitions. The potential contract value is currently
estimated at between £6.8 and £8.5 billion although these figures will subject to further
refinement. A summary of the OBC was submitted to the Policy and Strategy Committee in
March 2020, when approval was granted to progress to Gateway 2: Procurement of the
preferred solution. The purpose of this stage of the project is to plan, prepare for, and progress
a successful competitive dialogue process to enable the Council to identify a suitable partner,
after which a Full Business Case (FBC) will be finalised and presented to Committee for
consideration and approval.
We reviewed the programme’s governance arrangements against a good practice toolkit
prepared by Internal Audit from a range of sources including the National Audit Office, HM
Treasury and the Cabinet Office Infrastructure and Projects Authority. This exercise was not
intended to provide assurance or offer an opinion on any specific decisions being made by the
Project Board or on the likely operational or financial viability of the project.
We have categorised the results of this audit as offering ‘reasonable assurance’. We are
satisfied that the governance arrangements in place are adequate, appear robust, that the
project is being managed in line with the Council’s expected project management
arrangements and in a manner consistent with good practice.
Whilst there has been some slippage in the project timescales (the issue of the contract notice
has been delayed 8 weeks), we were pleased to note that the project team closely monitor the
project plan and where the need for additional time is identified, the Project Board are informed
at an early stage to enable them to consider and approve any re-phasing of the project plan.
We are satisfied that the Project Team has recognised the risk associated with the competitive
dialogue procurement process and has taken a number of actions to try and mitigate this
including undertaking extensive market research to assist in the shaping of the proposed
delivery model and potential contractual frameworks and arrangements. We also consider that
the Project Board has made adequate provision in the project plan to undertake the necessary
evaluation processes effectively.
Uncertainties at this stage of the project around how the Partnership will look and operate in
practice has meant that to date there has been limited progress on benefits management.
However, a dedicated workstream has been formed, whose terms of reference include the
requirement to establish a benefits realisation plan, and work is underway to gather and
prepare baseline data to assist in setting relevant performance and benefit targets. We also
noted that work continues to develop the ‘Intelligent Client’ function which will comprise the
oversight and assurance role within the Council to manage the relationship with the Partnership
and which will specify the outcome requirements and be responsible for monitoring
performance to ensure that the required outcomes and standards of performance are achieved.
(Continued overleaf)
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Appendix 1 (continued)
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary (continued)
(Continued from previous page)
We recognise that the Project Board appears fully aware of the significant level of risk and
uncertainty in the areas highlighted above and has put in place appropriate arrangements to
manage these. We have not therefore raised any specific recommendations in relation to
these issues. However, it is important, given the scale and complexity of the ESCP, that the
Project Board continues to ensure that the risks associated with these areas continue to be
fully understood and effectively managed in line with expected timescales.
We have identified a small number of other areas where we consider that scope for
improvement exists. These are detailed in the action plan at section 3 for management
consideration and include need to establish a more formal process for monitoring, managing
and updating the risk registers.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 2
Audit Gradings
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance
with the definitions in the tables below.
Definition of audit assurance and recommendation categories
Confidence based on sufficient evidence that internal controls are in place,
operating effectively and objectives are being achieved.

Assurance

Assurance opinion

Green

Substantial
Assurance

There are minimal or minor control weaknesses that present
low risk to the control environment. The control environment
has substantially operated as intended although some minor
errors have been detected. Very few or no improvements are
needed.

Green-Amber

Reasonable
Assurance

There are some control weaknesses that present a low to
medium risk to the control environment.
The control
environment has mainly operated as intended although errors
have been detected. Some improvements should be made.

Limited
Assurance

There are significant control weaknesses that present
medium to high risk to the control environment. The control
environment has not operated as intended. Significant errors
have been detected. Substantial improvements should be
made.

No
Assurance

There are fundamental control weaknesses that present an
unacceptable level of risk to the control environment. The
control environment has fundamentally broken down and is
open to significant error or abuse. Immediate and major
changes need to be made.

Amber-Red

Red

Organisational impact
Major

The weaknesses identified during the review have left the Council open to
significant risk. If the risk materialises it would have a major impact upon the
organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to
medium risk. If the risk materialises it would have a moderate impact upon the
organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low
risk. If the risk materialises it would have a minor impact upon the organisation
as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve
immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require
immediate management action.
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Appendix 3

Update on progress re-approved Internal Audit Plan 2020-2021

Topic

Status

Reported to A&SP

Corporate governance
Risk management

Complete

December 2020

Corporate governance

Complete

March 2021

Performance management

See Note 1

Key strategic / corporate risks / programmes of work
Management of strategic change

Underway

(expected) May/June 2021

Digital NL and change programme

Complete

December 2020

Enterprise contract – strategic procurement

Complete

March 2021

Asset rationalisation

Underway

(expected) May/June 2021

Information governance and information security

Complete

March 2021

Public Protection

Underway

(expected) May/June 2021

Health and Safety (2 reports)

Complete
Underway

December 2020
(expected) May/June 2021

City Deal

Underway

(expected) May/June 2021

Underway

(expected) May/June 2021

COVID-19

Complete

March 2021

HR – management of sickness absence

Underway

(expected) May/June 2021

Economic
(ERDP)

Regeneration

Development

Plan

Hub development and delivery programme

See Note 2

Early Learning and Childcare: 1140 hours

See Note 3

Scottish Attainment Challenge (SAC) and Pupil
Equity Funding (PEF)

Underway

Governance – local community engagement

(expected) May/June 2021
See Note 4

Financial management and key financial systems
Financial management and financial sustainability

Complete
(2 reports)

December 2020 and March
2021

Community Investment Fund

Complete

March 2021

Financial systems key controls: Council tax

Complete

December 2020

Financial systems controls: Treasury management

Complete

March 2021

Regularity work: financial systems – General ledger

Complete

December 2020

Regularity work: financial systems - Payroll

Underway

(expected) May/June 2021

Regularity work: financial systems - Creditors

Complete

March 2021

Review of the Council's Anti-Fraud arrangements

Complete

September 2020

Allowance for fraud and irregularity investigations

Ongoing

N/A

Ongoing

N/A

Fraud and irregularity

Provision of IA services to third parties
Integrated Health and Social care Lanarkshire JIB

North
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Appendix 3

Update on progress re-approved Internal Audit Plan 2020-2021 (cont)

Topic

Status

Reported to A&SP

Liaison with external audit

Ongoing

N/A

Facilitating the work of the Audit and Scrutiny
Panel

Ongoing

N/A

Follow-up of IA and EA recommendations

Ongoing

Each ‘Audit’ meeting of the Panel

Audit Committee and External Audit

Follow-up:
Audit
Scotland/Accounts
Commission national reports

Note 5

Other
PSIAS self-assessment and Quality Assurance
Programme
Provision of ad hoc advice on systems
development and control issues
Participation in a range of Corporate Working
Groups
Community Councils

Ongoing

December 2020 and March 2021

Ongoing

N/A

Ongoing

N/A

Ongoing

N/A

N/A

N/A

Contingency

Note 1

Although substantive audit work on performance management has not been
progressed in 2020-21, this mirrors delays in the roll-out of the Strategic Performance
Framework (SPF) caused by the need for management to focus on other priorities as
a result of the public health emergency. Sufficient assurance (and with appropriate
commentary and recommendations) in respect of this issue has been obtained from
our work on Corporate Governance in 2020-21. Further substantive work on this topic
will, assuming full roll-out of the SPF, be carried forward to 2021-22.

Note 2

Although elements of the management of this programme of work will be touched on
by planned work on the management arrangements associated with the Economic
Regeneration Development Plan, substantive work on the governance of the Hub
development and delivery programme will now be carried forward to 2021-22.

Note 3

Now largely implemented or substantively progressing, the need for further work on the
Early Learning and Childcare: 1140 hours programme will now be considered as part
of the audit planning processes used to prepare the 2021-22 Annual Plan.

Note 4

Although substantive audit work on ‘Governance – local community engagement’ has
not been progressed in 2020-21, sufficient recent assurance can be gained from our
report on Community Empowerment and Community Engagement (reported to the
Panel in August 2020) and a recommendation relating to the recently established
Community Boards included in our recent report on Corporate Governance.
Substantive work on this topic will now be carried forward to 2021-22.

Note 5

Audit Scotland has necessarily had to re-prioritise its resources in response to the
public health emergency and there have been relatively few national VFM or
performance audits issued in the period. Where these have been published (e.g.
recent work on Digital Transformation in Local Government) we have encouraged
management to take these reports directly to the relevant Service committee. Previous
practice in relation to national audit reports will be resumed in 2021-22.
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Appendix 4

1.

EQAR Action Plan – progress to date (March 2021)
Finding/Recommendation

Priority

Management Comment

Arrangements are in place for Internal Audit
team members to declare interests / conflicts.
There is scope to ensure that a process is in
place to ensure that, once the plan is
approved, any relevant declaration of interest /
conflicts are raised by the Internal Audit team
and are taken into consideration when
planning the allocations of audits to individual
team members.

3

Staff are generally well-aware of expectations in
relation to the need to avoid any perceived or
actual conflicts of interest and are generally proactive in highlighting any relevant issues well in
advance to line management.
We will,
however, incorporate formal requests to staff on
this issue when the Annual Plan is approved by
the Audit and Scrutiny Panel and from relevant
staff when any additional work not included in
the Plan is scheduled.

Complete

This issue was specifically addressed in the
2019-20 Annual Plan submitted to the Audit and
Scrutiny Panel in June 2019. That report
confirmed that appropriate arrangements in line
with those laid out in the Internal Audit Charter
were in place to ensure that the Panel could be
confident of the independence and robustness
of Internal Audit reviews of the risk
management function. We will ensure that
similar commentary is explicitly included in
future year’s Annual Reports.

Complete

The section has never had a formal IT auditor
post but previously had staff with an IT audit
qualification. Individual staff have some degree
of experience in IT auditing but we will reconsider whether the absence of a dedicated IT
audit resource is materially impacting on our
work and if so, how we might address any
deficiency.

Complete

There is also scope to ensure that, for any
additional work undertaken during the year,
similar arrangements are in place.
2. Responsibility for Corporate Risk Management
sits with the Audit & Risk Manager. This
additional responsibility was added to the
portfolio in 2017, however no reference was
made to this potential impairment in
independence and objectivity within the Annual
Report for 2017/18.

2

3

2

Whilst staff have an awareness of IT risks and
controls, the ICT audit specialist role has not
been filled since 2017. The impact of this on
the level of assurance over IT related matters
may require further consideration.

Current status as at March 2021

1. Annual return completed by all staff requiring
notification of relevant potential conflicts of
interest.
2. E-mail issued to staff requesting notification of
any of conflicts of interest in relation to the
approved Internal Audit Annual Plan. This
exercise will be repeated annually following
approval by the Panel of future years’ plans.

Relevant commentary highlighting how the
potential conflict of interest in respect of risk
management is now included in both Internal
Audit’s Annual Plans and Annual Reports

Management has considered this issue and
concluded that the absence of a dedicated IT audit
resource is not unduly impacting on our ability to
undertake necessary work. We will, however,
continue to periodically revisit this issue to ensure
that we can fulfil the expectations placed upon us.
We will continue to look to enhance our capacity in
this area through continuous professional
development with two Internal Audit staff due to
attended IT audit training courses in January 2020.
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4

5

Finding/Recommendation

Priority

Management Comment

In order to monitor the performance of the
internal audit activity, the Audit & Risk
Manager should review arrangements for
seeking feedback as part of on-going
performance monitoring.

3

There are relatively few widely recognised ways
of measuring Internal Audit performance, but
during 2019-20, we will look to develop and
implement a balanced suite of performance
indicators (which will include some measure of
satisfaction or feedback from key stakeholders).

Some progress but not yet complete

There is scope to clearly document the
rationale in arriving at the Annual Internal
Audit Plan in order to demonstrate factors that
the Audit & Risk Manager has taken into
account when arriving at the Annual Internal
Audit Plan. This includes the risk assessment
underpinning the Plan.

3

Whilst considerable detail was included in the
2019-20 Annual Plan submitted to the Audit and
Scrutiny Panel for approval in June 2019, more
information in respect of risk assessments, the
use of other sources of assurance and the
relative degree of priority attached to different
pieces of work will be included within future
Annual Plans.

Some progress but not yet complete

Whilst the core audit methodology has not
significantly changed since the Internal Audit
Manual was last updated, it is recognised that
the Audit Manual should be reviewed to ensure
that it remains up-to-date and reflective of
current practice and expectations.

Little progress to date: not yet complete

As part of this, there is further scope to
improve
the
documentation
of
the
consideration of the organisation’s overall
assurance framework.
There is further scope to consider prioritising
IA planned work within the plan so that elected
members can ensure that those areas of
greatest risk are covered (particularly relevant
if any changes are required in coverage)
6

There is an Internal Audit Manual however this
has not been reviewed recently.

3
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Current status as at March 2021

Appendix 5 contains proposals which were
approved in December 2019 for gathering
feedback as part of our revised approach to
ongoing performance monitoring. These have not
yet been implemented but will now be introduced
from April 2021.

It was originally intended that these issues would
be fully addressed when the 2020-21 Annual Plan
was being prepared. Although partly addressed in
the 20-21 Plan presented to the Panel in August
2020, it is recognised that more still needs to be
done to more clearly outline how Internal Audit’s
assessments about risk and the organisation’s
overall annual assurance framework inform the
determination of work proposed in future plans to
be carried out by Internal Audit. We will consider
current best practice in this area and use this to
identify improvements which can be incorporated
into the 2021-22 annual planning process.

Work to address this recommendation was
originally due to commence early in 2020.but has
been postponed due to priorities and challenges
arising from the public health emergency, Work on
this issue will now be re-commenced with an
expected date for completion of September 2021.

7

8

9

Finding/Recommendation

Priority

Management Comment

The Audit & Risk Manager has yet to carry out
an assurance mapping exercise to identify
and determine the approach to using other
sources of assurance

2

It is recognised that approaches to date
regarding the identification and use of other
sources of assurance could be better formalised
and we will look to develop assurance mapping
to inform future planning and decision-making.

Some progress but not yet complete

The Internal Audit intranet pages are largely
out of date and refer to the reporting line for
the Audit & Risk Manager as being to the
Director of Finance & Resources.

3

We will review and refresh the Internal Audit
intranet pages to ensure that the information
available to stakeholders is relevant and up-todate.

Some progress but not yet complete

The Annual Report does not include a
summary of the performance of the internal
audit activity against its performance
measures and targets.

2

We will ensure that the 2019-20 Annual Report
incorporates information on a suite of
performance indicators as agreed with key
stakeholders (i.e. the Audit and Scrutiny Panel
and CMT).

Some progress but not yet complete

Key to grading of Recommendations
1.
2.
3.
4.

Critical
Requires Addressing
Housekeeping
Value for Money
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Current status as at March 2021

Work to address this recommendation was
originally due to commence early in 2020 but was
postponed due to priorities and challenges arising
from the public health emergency. We are
currently reviewing good practice and how other
public bodies address this issue. Work on this will
now be re-commenced with an expected date for
completion of September 2021.

Work to address this recommendation was
originally due to commence early in 2020 but was
postponed due to priorities and challenges arising
from the public health emergency. Staff have now
attended relevant corporate training to enable
them to act as ‘content editors’ and the Internal
Audit intranet pages will be reviewed and updated
shortly.

The Panel approved contains proposals (at
Appendix 5) for a revised approach to ongoing
performance monitoring but this was not
progressed during 2020 due to the public health
pandemic.
These measures will now be
introduced and reported with effect from April 2021
(and therefore included in the 2021-22 Annual
Report).

Appendix 5:

Internal Audit performance framework

Category

Measure

Internal Audit
management

Reported to
Chief Executive
and CMT

Reported
to A&SP
(Quarterly)

Reported
to A&SP
(Annual)

1. Delivery of Annual Plan

Percentage completion of agreed plan

X

X

X

2. Targeting

Percentage of key corporate risks and key financial systems
over which assurance provided

X

X

X

3. LGBF - Efficiency

Cost of Internal Audit per £ million revenue budget

X

X

4. LGBF - Efficiency

% of productive hours delivered v Plan

X

X

5. Delivery /
recommendations

Percentage implementation of agreed actions
implementation date (cumulative year to date)

6. Delivery / other

by

X

X

Number of significant irregularity / fraud investigations

X

X

7. Customer satisfaction
results

Scores from customer satisfaction questionnaires (audit
assignments) (cumulative year to date)

X

X

8. Customer satisfaction
results

Scores from key stakeholders (CMT and A&SP)
questionnaires (overall performance of the function)

X

X

X

9. Quality / standards

Reliance placed by External Audit on the work of Internal
Audit

X

X

X

10. Quality/ standards

Quality review outcomes – EQAR or internal self-evaluation

X

X

X

11. Delivery of Annual
Report

Annual opinion /report prepared by 31 May annually

X

X

X

Approval by CMT and A&SP of strategy and annual plan
by 31 May annually

X

X

X

12. Targeting

Internal management performance indicators
13. Efficiency

Actual v planned days on completed assignments

X

14. Efficiency

Time between completion of fieldwork and draft reports
being issued

X

15. Efficiency

Time between draft reports and final reports being issued

X
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X

X
X

X

X

APPENDIX 6
cipfa.org

CIPFA Guidance to Internal Auditors and the Leadership Team and
Audit Committee of Local Government Bodies
Head of Internal Audit Annual Opinions: Addressing the Risk of a
Limitation of Scope
Introduction and rationale for the guidance
The impact of COVID-19 on all the public services has been considerable and for internal auditors it has
raised the question of whether they will be able to undertake sufficient internal audit work to gain assurance
during 2020/21. This is a key consideration to fulfil the requirement of the Public Sector Internal Audit
Standards (PSIAS) for the head of internal audit (HIA) to issue an annual opinion on the overall adequacy
and effectiveness of the organisation’s framework of governance, risk management and control. This opinion
is in turn one of the sources of assurance that the public body relies on for its annual governance statement.
CIPFA recognises that local government bodies are struggling with considerable challenges and are having
to make difficult decisions on how best to use their available staff and financial resources to meet critical
needs. However, the professional and regulatory expectations on local government bodies to ensure that
their internal audit arrangements conform with PSIAS have not changed. In this difficult situation, heads of
internal audit will need to consider whether they can still issue the annual opinion or whether there will need
to be a limitation of scope. A limitation of scope arises where the HIA is unable to draw on sufficient
assurance to issue a complete annual opinion in accordance with the professional standards. This is an
issue not only for the HIA but also for the leadership team and the audit committee who normally rely on that
opinion. It may also have wider consequences for stakeholder assessments of the organisation.
While the limitation of scope will only be formally published in 2021 as part of the HIA’s annual report, this
guidance addresses the importance of early identification of the risk. It suggests mitigating actions to be
taken now to avoid a limited scope where possible. If a limited scope does become necessary the guidance
suggests possible wording to use in the report.

Status of the CIPFA guidance
This guidance is prepared by CIPFA for internal auditors working in or for local government in the UK. CIPFA
is the Relevant Internal Audit Standard Setter (RIASS) for local government and works with the other UK
RIASS1 to mandate the PSIAS across the public sector. This guidance has been shared with the other
RIASS and other members of the Internal Audit Standards Advisory Board including the Chartered Institute
of Internal Auditors. Other sectors should look to the appropriate RIASS for guidance.
This guidance is a sector specific requirement for local government in the UK.

1

The Relevant Internal Audit Standard Setters are: HM Treasury in respect of central government; the Scottish
Government, the Department of Finance Northern Ireland and the Welsh Government in respect of central government
and the health sector in their administrations; the Department of Health and Social Care in respect of the health sector
in England (excluding foundation trusts); and the Chartered Institute of Public Finance and Accountancy in respect of
local government across the UK.
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Key requirements for local government bodies
The key requirements that heads of internal audit, leadership teams and audit committees should follow are
set out below and are supported by additional explanation.
1.

2.
3.
4.

5.
6.

The HIA should plan to obtain sufficient assurance to support the annual opinion, taking into account
both internal audit work and other sources of assurance. The reliance the HIA is placing on other
sources of assurance should be disclosed in the overall opinion.
The HIA, leadership team and audit committee should review and discuss internal audit capacity
where there are concerns and develop an action plan to mitigate the risk.
The HIA should make best use of their audit resources to maximise assurance.
Where the HIA considers that a limitation of scope is likely, the leadership team and audit committee
should be advised promptly. The HIA should set out the likely consequences assessed and advise on
remedial action to avoid a limitation of scope.
The HIA annual report should contain a clear explanation of any limitation of scope along with its
causes and plans to address the situation going forward.
Where the HIA annual report and opinion contains a limitation of scope the authority should state this
in the annual governance statement.

Detailed guidance to support implementation
Planning adequate assurance to support the annual opinion
Just as in more normal times the HIA should plan audit work to ensure that sufficient assurance will be
available to support the annual opinion. This guidance will not go into details about risk-based audit planning
but it emphasises that the professional requirements of PSIAS have not changed. It is likely that internal
audit plans will be more fluid than normal as a result of the impact of the pandemic on the organisation. Head
of internal audit should already have agreed new audit priorities to cover the new risks and changes from the
impact of COVID-19 and that work will provide support for the annual opinion.
CIPFA recognises that the impact of COVID-19 and the capacity of the organisation to respond will vary as a
result of a number of factors. Alongside direct internal audit work the HIA can also place reliance on other
assurance providers, as set out in PSIAS 250. However it is important to recognise that the quality and
availability of that other assurance may also be impacted adversely by the pandemic in some organisations.
These factors are likely to be beyond the control of the HIA.
The factors impacting on the availability of assurance from internal audit and other sources of assurance
include:






the changing risks and impacts on the organisation itself
whether key governance, risk management and internal control arrangements have deteriorated or
been maintained
changes to the resource base of internal audit, whether staff or budget related
demands on internal audit for any advisory or non-audit support that will not directly support the HIA
opinion
operational disruptions that impact on the access of internal auditors to key staff, information or
systems resulting in greater inefficiency and reduced outputs.

Where an organisation has adopted a comprehensive assurance framework then this may be used by the
HIA to support the opinion, if those other sources of assurance are demonstrated to be robust. CIPFA’s
Financial Management Code (FM Code), which is applicable to all UK local government bodies, has

Page 97 of 209

assurance as one of its key principles. Principle C of the FM Code clearly sets out the responsibility of the
leadership team to establish and support appropriate arrangements:
The leadership team demonstrates in its actions and behaviours responsibility for governance and
internal control.
The CIPFA Statement on the Role of the Head of Internal Audit also emphasises the responsibility of the
leadership team for establishing wider frameworks of assurance and accountability.

Engagement between the leadership team, audit committee and HIA
The PSIAS require regular communication and engagement with the leadership team and audit committee
on the development of the internal audit plan (PSIAS 2010 and 2020), its execution (PSIAS 2060) and the
results of the audit engagements (PSIAS 2400). Each organisation will have its own agreed arrangements in
place that will also take into account the terms of reference of the audit committee. The CIPFA Position
Statement on Audit Committees in Local Authorities and Police (2018) sets out the responsibility for the audit
committee to provide oversight of the independence, performance and professionalism of internal audit.
PSIAS 2030 requires the HIA to ensure that internal audit resources are appropriate, sufficient and
effectively deployed to achieve the approved plan. If the HIA believes that the level of agreed resources will
impact adversely on the provision of the internal audit opinion, the consequences must be brought to the
attention of the leadership team and audit committee promptly. The CIPFA Statement on the Role of the
Head of Internal Audit is clear that to perform their role effectively the HIA must lead and direct an internal
audit service that is resourced appropriately, sufficiently and effectively (Principle 4).
It is the responsibility of the organisation’s leadership team to provide the HIA with the resources, expertise
and systems necessary to perform their role effectively. Therefore it is essential for there to be meaningful
engagement between the HIA, leadership team and audit committee. If the HIA has concerns about the
quantity or calibre of internal audit resources available or there are other operational barriers to the delivery
of the audit plan, they should assess the impact and likely consequences for the annual opinion and work
with the leadership team and audit committee to find solutions to bridge the gap.

Making effective use of internal audit resources
When delivering the risk-based audit plan the HIA, supported by the leadership team, should make every
effort to make best use of available internal audit resources over the remainder of the year. Possible actions
could include:








Streamlining audit processes to increase capacity.
Narrowing the focus of audit scopes to examine only key risks
Filling vacant audit posts, whether permanently, on a temporary basis or buying in audit expertise from
an external provider.
Exploring opportunities for internal secondments or other support for the audit team from non-internal
audit staff who can nevertheless undertake some internal audit work.
Evaluating any requests for advisory work and prioritising assurance work and advisory work that
supports the annual opinion.
Avoiding diversion of internal audit staff on to counter fraud work, or other non-core audit work,
beyond that which is already accommodated within the plan.
Increasing communication with client services to help ensure good co-operation from client services
and avoid unnecessary delays in undertaking engagements.
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Where the internal audit service provides services to partner bodies or on a commercial basis then
agreements in place may provide little scope to amend resourcing in the short term.

Early identification of a limitation of scope
A limitation of scope arises where the HIA is unable to draw on sufficient assurance to issue a complete
annual opinion. This should not be confused with an adverse opinion, which arises when sufficient work has
been completed to enable the HIA to conclude that arrangements are not adequate and effective.
There are three possible scenarios for a limitation of scope:
1. The HIA has obtained insufficient assurance across each of the three aspects of the opinion:
governance, risk management and internal control, and is therefore unable to issue an opinion.
2. The HIA has obtained insufficient assurance across one of the three aspects of the opinion. The
limitation of scope will be restricted to that aspect only.
3. The HIA has obtained insufficient assurance across a significant subset of risk or area of operation
that is material. An example might be where there were significant engagements set out in the plan
that the audit service could not complete.
Where one of these situations is a risk then the HIA should take steps to inform the leadership team and
audit committee of it as soon as possible and identify the underlying reasons. As part of the discussions with
the leadership team and audit committee the HIA should identify the following:





the extent of limitation of scope that is likely
the reasons for limitation being necessary
remedial steps planned or sought to minimise the extent of the limitation
consequences of not addressing the risk that a limitation of scope will impact on the opinion.

Understanding the consequences of a limitation of scope
The primary consequence is that the leadership team and those charged with governance do not receive
independent assurance that the framework of governance, risk management and control is adequate and
effective. Without this assurance the organisation should consider the risk of significant control weaknesses,
inefficiencies or poor performance remaining unidentified. In addition, opportunities for improvement may be
lost. While internal audit can only offer reasonable assurance, not a 100% guarantee, the presence of that
reasonable assurance is rightly valued.
Other consequences to consider:





The organisation will need to highlight the limitation in its annual governance statement when referring
to the HIA opinion
Where the reason for the limitation also results in significant non-conformance with PSIAS during the
year, then the HIA must report that as part of the quality assurance and improvement programme
(QAIP) (PSIAS 1320). The results of the QAIP must be included in the annual report (PSIAS 2450).
CIPFA’s view is that if the limitation of scope is so significant that the HIA cannot provide an annual
opinion that fulfils the PSIAS requirement then it is likely that there are other areas of nonconformance. Taken as a whole the internal audit service may no longer conform with PSIAS.
The internal audit team is only able to state that they conform with the PSIAS if the results of the QAIP
can demonstrate that. So if the last EQA concluded that the service conformed, but this year’s QAIP
demonstrates that the internal audit service does not, then it cannot claim to conform with PSIAS.
Non-conformance should be considered for inclusion in the annual governance statement.
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Non-conformance with the PSIAS should also be taken into account when assessing the strength of
assurance and the organisation’s compliance with the CIPFA FM Code.
If the internal audit service bids for or supplies its services to other organisations or partner bodies
then losing conformance with the standards may have commercial consequences.
The organisation’s external auditor may take the limitation on the audit opinion or non-conformance
with PSIAS into account when reviewing overall governance arrangements under the value for money
or best value scope of the external audit. Different external audit arrangements apply across the UK
and audit committees may wish to discuss this matter with their local auditors to understand the
consequences.
Internal audit will have a smaller than anticipated knowledge base to support future audit planning.
The HIA will need to consider the implications for planning and resources as a consequence.
Outside bodies who may have looked to the internal audit opinion as evidence for the organisation’s
sound governance may draw adverse inferences from the reported opinion.

Suggested wording of the limitation
In the annual report the HIA should detail the impact of COVID-19 on internal audit and the underlying
causes of the limitation of scope. It should set out steps taken to mitigate or compensate, for example where
additional reliance has been placed on other assurance providers.
The PSIAS do not specify the wording to use for the opinion section within the annual report but it should be
clearly linked to the PSIAS requirement of the overall adequacy and effectiveness of the organisation’s
framework of governance, risk management and control. The suggested wordings below apply when there is
a need to accommodate a limitation of scope.
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Type of limitation

Suggested wording

The HIA has obtained
insufficient assurance across
each of the three aspects of
the opinion: governance, risk
management and internal
control, and is therefore
unable to issue an opinion.

The results of the work carried out by internal audit, taken
together with other sources of assurance, are not sufficient to
support an HIA annual opinion on the overall adequacy and
effectiveness of the organisation’s framework of governance, risk
management and control. This opinion is a requirement of PSIAS.
The results of internal audit work concluded during the year and a
summary of where it is possible to place reliance on the work of
other assurance providers is presented in the annual report but
this does not result in a comprehensive opinion.
This limitation of scope has arisen because of… [reasons]
To avoid similar limitations in future the HIA plans to… [actions].

The HIA has obtained
insufficient assurance across
one of the three aspects of the
opinion: governance, risk
management and internal
control. The limitation of scope
will be restricted to that aspect
only.

The results of the work carried out by internal audit, taken
together with other sources of assurance, are not sufficient to
support an HIA annual opinion on the overall adequacy and
effectiveness of the organisation’s framework of [specify one of
governance, or risk management or control].
The results of internal audit work concluded during the year and a
summary of where it is possible to place reliance on the work of
other assurance providers in respect of [governance or risk
management or control] is presented in the annual report but this
does not result in an opinion on this aspect.
[The HIA can then present their opinion on the remaining two
aspects required.]
This limitation of scope has arisen because of… [reasons]
To avoid similar limitations in future the HIA plans to… [actions].

The HIA has obtained
insufficient assurance across a
significant subset of risk or
area of operation that is
material.

The HIA opinion on the overall adequacy and effectiveness of the
organisation’s framework of governance, risk management and
control is [set out opinion].
The HIA opinion however must exclude [specify area excluded]
as there is insufficient assurance available for the HIA to offer
reasonable assurance.
This limitation of scope has arisen because of… [reasons]
To avoid similar limitations in future the HIA plans to… [actions].
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Note it is possible for the HIA to separate out their annual opinions on governance, risk management and
control if it is more meaningful to do so. This might arise for example where one aspect was significantly
weaker than the other.

Ensuring there is a robust plan for future years
The HIA, leadership team and audit committee should work together to ensure that internal audit will be
sustainable in 2021/22 and onwards. Specifically, they should ensure that the HIA can develop a risk-based
plan that will support the annual opinion. Regular reporting and monitoring should take place to ensure that
achievement of the plan is on track.
Where the organisation has identified weaknesses in any assurance arrangements beyond internal audit
then the leadership team should develop appropriate improvement plans and the audit committee should
monitor these regularly.
For further information please contact Diana Melville, Governance Advisor CIPFA
diana.melville@cipfa.org
Approved by the Public Financial Management Board, CIPFA
19 November 2020

Page 102 of 209

INTERNAL AUDIT REPORT
TREASURY MANAGEMENT
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Issued to: Head of Financial Solutions and Finance Manager (Treasury, Capital & Systems)

Headlines
The purpose of this audit was to provide independent assurance on the adequacy and effectiveness of key
controls associated with the Council’s treasury management activities, including assessing whether the
Council’s arrangements comply with good practice and key elements of the CIPFA Code of Practice on
Treasury Management. This audit covered a period when significant changes were made to some operational
arrangements as a result of the need for relevant staff to work remotely as a result of the public health
emergency.
Treasury management deals with the borrowing and investment activity of the Council, and is an integral part
of the financial management of the Council’s affairs. It seeks to ensure that both capital borrowing requirements
and day to day revenue cash transactions are fully funded in an efficient manner. The Council’s treasury
activities are regulated by a Treasury Management Strategy, a number of statutory requirements and the
requirement to comply with the Prudential Code and the CIPFA Code of Practice on Treasury Management.
Based on the results of our work, we have categorised the audit as offering ‘substantial assurance’ meaning
that we are satisfied that a sound system of governance, risk management and control exists, with internal
controls operating effectively and being consistently applied to support the achievement of objectives in the
area audited. The Council’s treasury management activities comply with the approved Treasury Management
Strategy, relevant legislation and expected good practice. We have concluded that investment and borrowing
decisions and transactions reviewed were legitimate, supported by clear and concise records and in line with
approved lending policies and procedures. We also concluded that there were appropriate mechanisms in
place to monitor, measure and report on treasury management performance.
We have identified a small number of areas where we consider scope for improvement exists and made some
recommendations for management consideration/action. These issues which we consider management
require to address are detailed at section 3 of the report and include:
• although in a role where there is requirement to authorise CHAPS payments, one officer undertaking this
role did not have formal delegated authority to do so as per the Council’s authorised signatory database;
and
• the reconciliation between Logotech and the financial ledger for treasury management activities was not
being undertaken timeously.
Internal Audit Opinion

Organisational impact
Report status
Audit Team

Substantial assurance (Green)

(see definition at Appendix 1)

Minor

(see definition at Appendix 1)

Final

Audit ref

0210/2021/002

Date issued

17/12/2020

Lynn McCrum, Paula Hendry and Hugh Shevlin
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1. Executive Summary
Objectives
The purpose of this audit was to provide independent assurance on the adequacy and effectiveness of the key
controls associated with the Council’s treasury management activities, including assessing whether the
Council’s arrangements comply with good practice and the CIPFA Code of Practice on Treasury Management.
Work undertaken sought to address the following issues:
• Whether relevant and appropriate guidance is available to treasury management staff;
• Whether the treasury management function complies with key statute/regulations, recognised good practice
and expected key internal processes and procedures;
• Whether clear and concise records are maintained to support all borrowing and lending decisions and
transactions;
• Whether controls effectively ensure that all investment and borrowing transactions are legitimate/appropriate
and in line with approved lending and investment policies and procedures; and
• Whether appropriate mechanisms exist to monitor, measure and report on treasury management
performance.
Our review involved an assessment of the Council’s arrangements against key aspects of the Prudential Code
and the CIPFA Code of Practice on Treasury Management; consideration of whether the Council has
appropriate mechanisms to monitor, measure and report on treasury management activity and substantive
testing on a sample of treasury management transactions to ascertain whether expected key controls were
operating effectively.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

2

1

Key areas requiring management action (Red)
No areas requiring urgent management attention have been identified.

Good practice identified
We noted the following areas of good practice during the audit:
•

Both a Treasury Management Strategy and a Capital Strategy are in place and these were approved by
the Finance and Resources Committee prior to the start of the financial year;

•

A Treasury Management Practices manual setting out expected operational arrangements, which
incorporates the essential aspects of the CIPFA Code of Practice for Treasury Management, is in place
and is readily available to all staff;

•

Roles and responsibilities are clearly defined and there is adequate segregation of duties within the
treasury management section;

•
•

Appropriate documentation is held to support borrowing and lending transactions undertaken; and
Regular reports are submitted to Committee during the year setting out treasury management activity and
performance.

Other areas for improvement (Amber)
A small number of other areas for improvement were identified:
• although in a role where there is requirement to authorise CHAPS payments, one officer undertaking this
role did not have formal delegated authority to do so as per the Council’s authorised signatory database;
and
• the reconciliation between Logotech and the financial ledger for treasury management activities was not
being undertaken timeously.
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3. Action Plan
Ref
1

Treasury Management

0210/2021/002

Finding
Although in a role where there is requirement to authorise CHAPS payments, one officer undertaking this role did not have formal delegated authority
to do so as per the Council’s authorised signatory database.
The Council’s financial processes are predicated on the requirement for payments to be authorised only by staff that have been given specific delegated authority to do so. The
details of who can authorise different types of transactions and the financial limit of such transactions are held on the Council’s authorised signatory database.
We identified four transactions from a sample of ten selected from testing where the officer authorising CHAPS payments, although part of the Treasury, Capital and Systems
team, had no limit detailed on the authorised signatory database for such payments.

Implication

Recommendation

Priority

Unauthorised transactions may
be processed resulting in
increased risks of incorrect,
invalid or inappropriate payments
being made.

The Head of Financial Solutions should ensure
that all relevant individuals who are expected to
have authorisation responsibilities for approving
payments within the treasury management
function are included, with appropriate financial
limits on the Council’s authorised signatory
database.

Amber

Management response
Agree
Joseph Quinn, Finance Manager

Implementation
Month/Year

January 2021

The authorised signatory list will be updated accordingly to
record all staff who have officer authorisation for CHAPS,
including the limits.
A review of the entries on the authorised signatory database
is currently in progress and this will be updated as part of this
process. It should be noted that risks in this area are mitigated
as only those officers who have the appropriate user rights,
as set up by system administrators, within Bankline (RBS
internet Banking), can complete the electronic payment
process.
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3. Action Plan (continued)
Ref
2

Treasury Management

0210/2021/002

Finding
The reconciliation between the Logotech system and the financial ledger for treasury management activities was not being undertaken timeously.
Reconciliations are undertaken between the balances on the financial ledger and Logotech system for each period, with any differences identified and investigated. As a result
of the Covid-19 pandemic and the subsequent move to remote/home working in March 2020, treasury management activity had to move to an entirely electronic process which
has resulted in a new reconciliation process having to be identified and formalised. As a result of this and of other priorities within the section, the reconciliations have not been
undertaken timeously, although we recognise that action is being taken to ensure this is addressed. At time of the audit, the reconciliations had been completed up to and
including Period 4 (24 July 2020). There are currently therefore three periods that need to be reconciled to bring the reconciliation process up-to-date.
Whilst the reconciliation highlights which figures have been reconciled, it does not include clear referencing to the source documentation which validates the figures contained
therein.

Implication

Recommendation

Priority

The
absence
of
reconciliations
being
undertaken timeously may
mean that errors or issues
arising go undetected.

The Head of Financial Solutions should
ensure that:

Amber

It may be difficult to
determine
where
the
figures in the reconciliation
have been agreed to.

(1) appropriate action is taken to bring
the reconciliations between the
financial ledger and the Logotech
system up-to-date and that thereafter
the
reconciliation
process
is
undertaken on a timely basis; and
(2) consideration is given to more clearly
cross-referencing
key
figures
included in the reconciliation to
underlying
and/or
supporting
documentation.

Management response
Agree
Joseph Quinn, Finance Manager

Implementation
Month/Year

March 2021

(1) It was a management decision, having assessed the risks, to
suspend the reconciliations for a period. This was to allow the team
to manage the initial impact of Covid-19 on team tasks, as the team
embedded a range of new working from home practices at short
notice. Over recent months work has commenced to bring the
reconciliations up to date, to be completed by the financial year end
deadlines.
(2) Additional information will be included on the ledger narrative within
the daily cash book vouchers, including reference numbers, which
will help in cross referencing for reconciliation purposes.
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3. Action Plan (continued)
Ref
3

Treasury Management

0210/2021/002

Finding
A small number of issues and/or areas for improvement were identified in respect of the current working arrangements.
During the course of our review, we identified the following issues where we consider there is scope for improvement:
• there are no documented procedures, either by way of the Treasury Management manual or standalone, which set out the revised expected practice in respect of how key
tasks should be undertaken while working from home;
• documentation in respect of funds invested or borrowed is now completed electronically and there are a number of cells within this documentation whereby formulas have
been added which negates the need for physical data to be entered. These cells are currently not protected meaning they could be overwritten with the incorrect data; and
• authorising officers are currently type-signing their names on electronic documentation (such as daily dealing documentation and reconciliations) where they would previously
have had a ‘wet’ signature. As it is expected that there will be an increase in remote/home working in the longer term it will become increasingly difficult to obtain physical
signatures on relevant documentation.

Implication

Recommendation

Priority

Management response

Implementation
Month/Year

If expected processes are not
formally documented then
inconsistent practices may be
undertaken by staff.

The Head of Financial Solutions should ensure that:
(1) changes to working practice as a result of working from
home are formally documented and thereafter included in
the next update of the Treasury Management manual;

Green

May 2021

Unless adequately protected,
data
within
the
documentation
used
to
record treasury management
activity could be amended.

(2) consideration is given to ‘locking’ cells, within relevant
documents, where no physical input is required thus
ensuring they are adequately protected from alteration; and
(3) consideration is given to reviewing the current
practice/expectations for evidencing completion and
authorisation of key documents (such as ‘daily balance
sheet’ and reconciliations) which require authorisation and
where a ‘wet’ signature cannot be provided, appropriate
alternative
documentation/electronic
signatures/other
means of verification should be retained on file to evidence
who undertook relevant processes.

Agree
Joseph Quinn, Finance Manager
(1) Changes to working practice, as a result of
working from home, will be included in the
next update of the Treasury Management
manual.
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(2) The team will review documents to
consider where protection of physical input
is required to adequately protect from
alteration.
(3) The team will consider a number of options
to evidence completion and authorisation
of key documents (such as ‘daily balance
sheet’ and reconciliations) including
authoriser saving files in pdf format.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Green

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT
INFORMATION GOVERNANCE/SECURITY
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2:
Good practice checklist
Issued to: Head of Business Solutions and Head of People and Organisational Development Copied to:
Digital Services Manager, Information Risk Manager and Talent and Organisational Development Manager
and Chief Executive

Headlines
This audit was a high level review designed to provide assurance on the adequacy and effectiveness of the
Council’s approach to selected information governance issues, focussing on the Council’s arrangements and
compliance with data protection requirements and good practice in the specific areas of information and cyber
security policy and risk, mobile and home working, removable media, access controls and malware protection.
These arrangements were evaluated using the self-assessment toolkits prepared by the Information
Commissioner’s Office (ICO) (see appendix 2). The audit also considered the adequacy and effectiveness of
the actions taken by management in response to previous Internal Audit reports on Information Governance
and IT Network Controls.
As a result of the Covid-19 pandemic, many of the Council’s office-based staff have been required to work from
home since March 2020. Whilst the Council already had remote access arrangements in place, this was not
expected to cover such a large number of employees and there was significant pressure on the Council network
to enable all staff working from home access. Extensive work has been undertaken in 2020 to expand access
to the network, consider the additional risks associated with increased home working and provide guidance to
staff working from home to ensure the continued security and protection of the Council’s information assets.
Based on the results of our work, we have categorised this audit as ‘reasonable assurance’ as we are satisfied
that the Council has appropriate and generally effective arrangements in place in relation to information
governance and security. We have however, identified a number of issues which we consider require
management attention and these are detailed at section 3 of this report. The most significant of these include:
• the current uptake of mandatory information governance and security training by relevant staff is low and
needs to be improved, along with how performance on this issue is measured;
• the Service needs to review and update both their corporate risk and Service risk register to incorporate the
additional risks arising from the Covid-19 pandemic and to reflect changes in the service structure;
• the Council’s Cyber Essentials certification has lapsed and should be re-instated as soon as possible; and
• raising awareness for staff in relation to information governance and security issues could be improved.
In relation to the follow-up part of this exercise, the recommendations contained in the previous reports on
Information Governance and IT Network Controls were either fully or partially implemented. Where the
recommendations are partially implemented, we are satisfied that relevant actions are significantly underway,
relevant risks reasonably mitigated and clear timescales for completion have been identified. As such, the
outstanding actions have not been highlighted in this report but will instead be carried forward for further followup as part of the routine follow-up exercise reported to each meeting of the Audit and Scrutiny Panel.
Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0900/2021/006

Date issued

12/02/21

Lesley Armstrong, Paula Hendry and Elizabeth Sweeney
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1. Executive Summary
Objectives
This audit was a high-level review designed to provide assurance on the adequacy and effectiveness of the
Council’s approach to selected information governance issues. The audit focussed on two key areas, as
follows:
•

Assessment of the Council’s arrangements and compliance with data protection requirements and good
practice in the specific areas of information and cyber security policy and risk, mobile and home working,
removable media, access controls and malware protection; and

•

Assessment of the adequacy and effectiveness of actions taken by management in response to the most
recent reports on Information Governance (issued June 2019) and IT Network Controls (issued September
2019).
The first objective involved the preparation and completion of a checklist based on the self-assessment toolkits
prepared by the ICO (see Appendix 2), with a particular focus on any changes to documentation, guidance
and/or working practice as a result of the Covid-19 pandemic and increased home working.
In relation to the second objective, we obtained an update, and any relevant supporting documentation, from
Services on the progress of the implementation of the management responses to the recommendations
contained in the aforementioned audit reports.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

1

3

5

Key areas requiring management action (Red)
One area requiring urgent management action has been identified:
• the current uptake of mandatory information governance and security training by relevant staff is low and
needs to be improved, along with how performance on this issue is measured.

Good practice identified
We noted the following areas of good practice during the audit:
•

Information security and information governance has been identified as a corporate risk and is included in
the corporate risk register. A separate Covid-19 Information Security and Information Governance Risk
Register was created for this risk to account for any additional threats and impacts arising from the pandemic
and contains one overarching risk, together with additional controls and actions to mitigate this risk.

•

The Head of Business Solutions is the Senior Information Risk Owner (SIRO) and has been allocated overall
responsibility for information governance and security.

•

There are two information governance working groups (Data Governance Board (DGB) and Data
Management Team (DMT)) which are responsible for developing and implementing strategies, policies and
standards in relation to data governance and management. The DGB is chaired by the Head of Business
Solutions and memberships consists of Heads of Services, Data Business Owners and subject matter
experts.

•

An Information Governance Action Plan has been prepared which outlines the actions required, together
with details of the responsible officers, completion timescales, current status and percentage complete. The
plan is monitored by the DMT and is a standing agenda item at meetings of the DGB, enabling progress
updates and escalation of specific tasks as required.

•

The Council has an Information Governance Policy Framework which consists of a number of related
policies, guidance and plans which set out the mandatory standards, define compliance and assurance
arrangements and offer guidance. Additional policies and guidance relating to home working have been
prepared and issued to staff.
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Good practice identified (continued)
•

There are three mandatory online training modules which relate to information governance and information
security awareness. A new online training platform, LearnNL, was introduced in June 2020 which enables
staff to undertake the mandatory training and be reminded when it is out of date, managers to monitor
completion of training modules by their staff and the DGB and DMT to monitor the completion of training by
all relevant staff across the Council.

Other areas for improvement (Amber)
A number of other areas for improvement were also identified:
•

the Service needs to review and update both their corporate risk and Service risk register to incorporate
the additional risks arising from the Covid-19 pandemic and to reflect changes in the service structure;

•

the Council’s Cyber Essentials certification has lapsed and should be re-instated as soon as possible; and

•

raising awareness for staff in relation to information governance and security issues could be improved
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3. Action Plan
Ref
1

Information Governance/Security

0900/2021/006

Finding
The current uptake of mandatory information governance and security training by relevant staff is low and needs to be improved, along with how
performance on this issue is measured.
There are three mandatory training modules which relate to information governance and security (Data Protection Essentials, Information Security Awareness and Records
and Information Management) and staff are required to complete these modules via LearnNL (Council’s training system) every two years. As the Council has a wide variety of
roles, the extent to which staff are involved in handling information and using ICT differs significantly, and this impacts on the level of knowledge and awareness required in
relation to information governance and security for different staff. We understand that work is therefore currently underway to identify and determine which staff/roles are
required to undertake the mandatory training modules as part of their responsibilities and to provide alternative, more relevant/less intensive training for the remaining staff/roles.
As a result, there is currently no definitive figure for the number of staff required/expected to undertake the mandatory training.
Three performance indicators have been developed for monitoring completion of the mandatory training courses in LearnNL (i.e. number of staff completed as a percentage of
total number of staff). As there is currently no definitive figure for the number of staff required to undertake the mandatory training, the percentage completion is estimated
based on the number of Office 365 licenses. The performance indicator figures at the end of November 2020 indicate that the completion of the mandatory training modules
by staff, although slowly increasing, remains low (20.8%, 24.2% and 19.6% respectively for each module).
The new training system (LearnNL) was implemented in June 2020 which notifies staff when the mandatory training modules are about to expire and enables management to
monitor the completion and current validity of the mandatory training modules for their staff by regularly checking dashboards, however, there is currently no mechanism in
place for notifying managers where specific staffs’ training is out-of-date (i.e. email notifications or exception reporting). All staff, regardless of their role are required to register
with LearnNL as this is now the only method for undertaking online training, however, despite numerous notifications/publicity about LearnNL, at the end of October 2020, only
20% of staff had registered as active users. Additionally, Internal Audit spoke to two managers about LearnNL and there still appears to be a lack of awareness of the system,
its requirements and the potential for managers to review and monitor the training undertaken by their staff.

Implication

Recommendation

Priority

Staff may not understand their
responsibilities for information
governance and security which
could result in significant additional
financial and reputational costs in
the event of any information
breach. The ICO has historically
been
particularly
critical
of
organisations who suffer breaches
and who cannot demonstrate that
they have effectively identified and
addressed staff training needs.

Head of People and Organisational Development, in conjunction with Head of Business Solutions, should:
(1) complete the identification of the staff/roles required to undertake the mandatory training modules and update LearnNL as
appropriate;
(2) ascertain a definitive figure for the number of staff required to undertake the mandatory training modules and use this figure to
more accurately inform the performance indicators;
(3) progress the creation of a less intensive training for staff/roles who are not required to undertake the mandatory training modules;
(4) introduce a method for notifying managers where specific staffs mandatory training modules are out-of-date (e.g. automatic emails
or exception reports); and
(5) review the current approach for raising awareness of the LearnNL system and mandatory training modules and consider and
implement alternative ways to increase the uptake of the mandatory training by staff.

Red
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3. Action Plan (continued)

Information Governance/Security

0900/2021/006
Implementation
Month/Year

Management response
Agree
Pauline McCafferty, Leader and Talent Development Manager with support from Karen MacFarlane, Relationship Manager as Chair of the DMT
Since October 2020 uptake of mandatory training is now being reported quarterly to the DGB – this will ensure continual monitoring. The annual Records
Management Week has been moved to April 2021 to ensure that it can focus on the new tools available in Microsoft Office 365. A campaign to raise awareness of
LearnNL and the mandatory modules has been agreed with Corporate Communications. Heads of Service will also be required to ensure that their line managers
are using the Team Dashboard contained within LearnNL to monitor uptake of the courses and take action where required to ensure the modules are completed.
With regards the specific recommendations the following provides an update on the current position:
(1) Work commenced – discussed at DMT to identify who can assist with identification within Services.
(2) Estimates are being used at present for performance indicators and will be amended as soon as accurate information is available.
(3) Work commenced between TOD and DMT representatives.
(4) Having considered the recommendation regarding exception reports, it has been determined that there would be little or no benefit from taking this action.
However, to monitor and ensure that staff undertake the mandatory training modules, a structured and planned communication strategy has been devised and
is being rolled out. This involves a ‘top down’ approach requiring senior management to take responsibility and being held accountable for their staffs learning,
ensuring that all staff access LearnNL (all staff now have access to the system) and undertake the required training and all managers monitor completion of
the training via the team dashboard, which gives instant access to this information.
(5) Work is ongoing to raise awareness (e.g. requirement for staff to undertake, and managers to monitor compliance with, mandatory information governance
training as highlighted at the Extended CMT meeting on 15/01/21 and endorsed by the Chief Executive). An awareness campaign to raise the profile of
LearnNL and the mandatory learning will take place over the coming months.

By August 2021
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3. Action Plan (continued)
Ref
2

Information Governance/Security

0900/2021/006

Finding
The Service needs to review and update both their corporate risk and Service risk register to incorporate the additional risks arising from the
Covid-19 pandemic and to reflect changes in the service structure.
Information Governance and Information Security has been identified as a key corporate risk and as such is included in the Council’s corporate risk register. A separate Covid19 Information Governance and Information Security risk was created to record any additional threats and impacts arising from the pandemic, together with additional controls
and actions to mitigate this additional risk. However, given the longevity of the Covid-19 pandemic and the likelihood of more significant numbers of staff continuing to work
remotely, we consider that the Covid-19 risk should be incorporated into the existing corporate risk for the Information Governance and Information Security.
Business Solutions has a service level risk register which contains 18 risks split into five sub-areas (Business Solutions, Delivery, Information Risk, Operations and Support
and Technology Solutions). We were informed that this risk register is currently being realigned to reflect the changes within the Business Solutions area arising from the
recent re-structure and has therefore, not been reviewed to determine whether there were any additional threats and impacts arising from the pandemic. We understand,
however, that the Security Team within Business Solutions has compiled a ‘risk profile summary’ which considers the additional ICT security risks associated with access to
NLC digital systems by authorised users and devices from outwit the Council’s wide area network, identifies and risk scores the existing controls and makes recommendations
for further assurance activities. This document is currently in draft form and has yet to be finalised. We consider that, in order to ensure that all risks are appropriately covered,
monitored and updated, the ‘risk profile summary’ document should be incorporated into the Business Solutions service risk register.

Implication

Recommendation

Priority

Management response

The Council may fail to recognise
all key risks to which it is exposed
and consequently fail to take action
to mitigate them.

Business Solutions should:
(1) review and update the Information Governance and
Information Security corporate risk to incorporate
relevant aspects of the separate Covid-19 documented
risk for this area to ensure a single consolidated risk is
prepared which can be monitored and updated going
forward; and
(2) ensure that the Service Risk Register is reviewed,
updated and finalised, reflecting any changes to the
Business Solutions area arising from the re-structure,
any additional risks arising from the Covid-19 pandemic
and associated changes in working arrangements,
including the increase in remote working, and the
relevant risks contained in the ‘risk profile summary’
prepared by the Security Team.

Amber

Agree
Rob Leitch, Information Risk Manager
(1) Work is progressing and it is planned to
present the consolidated risk to the February
2021 meeting of the DGB for approval.
(2) Work is ongoing to update the Service Risk
Register to reflect changes in the Business
Solutions structure, changes in working
arrangements, etc.

Implementation
Month/Year
April 2021
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4. Action Plan (continued)
Ref
3

Information Governance/Security

0900/2021/006

Finding
The Council’s Cyber Essentials certification has lapsed and should be re-instated as soon as possible.
Cyber Essentials is a Government-backed industry support scheme which is designed to help organisations protect themselves against common cyber-attacks and demonstrate
a commitment to cyber security. Certification lasts for one year. The previous audit report on IT Network Controls, issued in September 2019, highlighted that the Council’s
Cyber Essentials certification had expired in June 2019 with re-certification not achieved until the end of July 2019. Re-certification was due again in July 2020, however this
was not achieved and the Council’s Cyber Essentials accreditation is currently out-of-date/lapsed.
We understand that a contract has now been awarded to an external specialist contractor to undertake the required testing and groundwork has started by collating the
information used as the basis for the assessment. Until this work has been completed the Council does not have Cyber Essentials certification. Despite the timescale for recertification being known, the Service has failed to ensure continuing certification to comply with nationally set expected criteria. We consider that the Service needs to improve
their approach to ensuring future certification is achieved within expected timeframe.

Implication

Recommendation

Priority

Management response

Without Cyber Essentials certification,
the Council would not be meeting the
Scottish Government’s expectations for
public bodies in terms of IT/cyber
security and failure to achieve relevant
standards and/or expectations may
increase the vulnerability of the
Council’s systems to the risk of security
breach.

Business Solutions should:
(1) ensure that Cyber Essentials re-certification
is achieved as soon as possible; and
(2) put
in
place
appropriate
planning
arrangements to ensure that, in future years,
re-certification of Cyber Essentials is
achieved prior to the existing certification
expiring.

Amber

Agree
Rob Leitch, Information Risk Manager
(1) The Cyber Essentials re-certification is in the
process of being collated. Now that new
security team structure is in place, and focus
has moved on from response and recovery in
terms of Covid, it is anticipated that it can be
submitted by the end of February 2021.
Changes to the format since our previous
accreditation may mean that accreditation is
not given. Some Scottish authorities have
stated that some requirements in the new
format may be difficult to achieve and this has
been escalated to the Scottish Government.
(2) Once
re-certification
is
achieved,
arrangements will be put in place to ensure
continued compliance.

Implementation
Month/Year
February 2021
(for submission)
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3. Action Plan (continued)
Ref
4

Information Governance/Security

0900/2021/006

Finding
Raising awareness for staff in relation to information governance and security issues could be improved.
Internal Audit undertook a review of the training modules which relate to information governance and security (as per finding 1 above), with particular focus on the provision of
clear guidance in relation to working from home. We consider that both the Data Protection Essentials and Information Security Awareness modules contain general advice
on topics which would also apply when working from home, however, our review identified a small number of areas where we consider that the content of the training modules
could be improved:
• there are various policies which outline the processes for disposing of sensitive data within the office (i.e. confidential waste boxes) and advise to dispose of it security,
however, there is a lack of guidance within these policies and/or the available training modules which clearly states the process of disposing of paper documents whilst
working at home other than ‘in a confidential bin or bag’ which would presumably be located within an office;
• the training modules do not provide sufficient guidance in relation to being aware of and preventing eavesdropping on sensitive discussions; and
• the Information Security Awareness module contains a link to the Information Security Incident Management page on Connect which provides more information on how and
when to report an incident together with an Information Security Management procedure. However, we noted that the procedure has not been updated since August 2016.
Additionally, a Data Protection Advanced module was launched on LearnNL in September 2020. This is currently not a mandatory module, however, we were informed that
Services are currently in the process of identifying which staff it should be made mandatory for and we understand that LearnNL will be updated in due course to reflect this.
Our review considered whether there was sufficient staff awareness of the increased risks arising from working from home and we were informed that a Records Management
Week, dedicated to raising awareness about records and information management and incorporating home working was planned. We were advised that this week was initially
planned for Autumn 2020, however, due other recent awareness raising campaigns and to coincide with the completion of the Office365 rollout to ensure that the messages
are relevant to the new system, this has been delayed until April 2021. We were advised that a working group to discuss and agree the content of this awareness raising week
would be set up in the new year.

Implication

Recommendation

Priority

Management response

Staff may not understand
their responsibilities for
information governance
and security which could
result
in
significant
additional financial and
reputational costs in the
event of any information
breach.

Head of Head of Business Solutions, in conjunction with,
People and Organisational Development should:
(1) review the current training modules and supporting
policies and guidance to ensure that they provide
adequate coverage and appropriate and up-to-date
messages in relation to key information governance
and security issues (including disposing of sensitive
data, preventing eavesdropping and information
security incident management);
(2) progress and complete the identification of
staff/roles for whom the Data Protection Advanced
training modules should be made mandatory and
update LearnNL to reflect this requirement (note similar to recommendation 1.1 above); and
(3) agree the dates for the Records Management Week
and put plans in place to ensure that there is
adequate and appropriate coverage of the key
messages, particularly in relation to home working.

Amber

Agree
Karen MacFarlane, Relationship Manager/DMT and Pauline
McCafferty, Leader and Talent Development Manager
(1) Training modules were reviewed in June 2020 in line with the
roll out of the new learning management system. These will
be further reviewed in line with the policy review, changing
working environment, etc and supporting guidance will also
be updated.
(2) This was discussed at the DMT in December 2020 and
Services are reviewing roles. Work has commenced in
identifying relevant training for different groups of staff and
additional training will be created, where required, for nonoffice based staff. This will be rolled out over the course of
the year.
(3) Records management week will be scheduled in April 2021
once all corporate staff have migrated to Office 365 and will
include key messages in relation to home working.

Implementation
Month/Year

August 2021

July 2021

July 2021
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3. Action Plan (continued)
Ref
5

Information Governance/Security

0900/2021/006

Finding
Information governance and security policies need to be reviewed to ensure that they continue to reflect current corporate expectations and
legislative requirements.
A review of the Information Governance Policy Framework was approved by the Policy and Strategy Committee in June 2020. This was only an interim review and we were
informed that a full review, which will take account of the increased levels of home working and any outcomes arising from learning opportunities, will be undertaken and
completed by March 2021.
Additionally, the Acceptable Use of ICT Policy has been reviewed and refreshed however, it is still in draft form and we understand that it is currently with trade unions for
comment. We undertook a review of the draft Acceptable Use of ICT Policy and noted the following:
• whilst the Policy refers to the requirement to create and maintain strong passwords, it does not provide detailed guidance on this. A separate document which provides
guidance on creating a strong password is available on Connect, however, the Policy neither refers or provides a link to this document; and
• the Policy provides advice on being vigilant to phishing emails and advises that employees should know how to spot and report suspicious emails but provides no detailed
guidance or information regarding this. There is an email filtering page on Connect which outlines what staff should and shouldn’t do if they receive a suspect email, however,
the Policy does not provide a link to this document.

Implication

Recommendation

Priority

Management response

Policies may no longer be appropriate
and/or relevant and may fail to
adequately
set
corporate
expectations, good practice and/or
relevant legislative requirements.
There is an increased risk of noncompliance if polices are seen to be
out of date and/or no longer relevant.

Head of Business Solutions should:
(1) ensure that a full review of the Information Governance
Policy Framework is undertaken and completed within the
stated timescales;
(2) ensure that the Acceptable Use of ICT Policy is re-issued
to all staff as soon as possible; and
(3) consider whether the additional guidance (highlighted
above) in relation to passwords and recognising and
dealing
with
suspicious
emails
should
be
highlighted/referred to in the Acceptable Use of ICT Policy,
providing links to the documents as appropriate.

Green

Agree
Rob Leitch, Information Risk Manager and
Karen
MacFarlane,
Relationship
Manager/DMT
(1) Review commenced.
(2) The Acceptable Use of ICT Policy has
now been finalised and approved by
Trade Unions. HR are currently
working on the Committee report to go
to Committee. Once approved, this will
then be issued to all staff and published
on Connect/NL Life.
(3) Relevant links will be highlighted to
users and further improvements will be
made including sourcing a tool to assist
with identifying suspicious emails and
considering password requirements.

Implementation
Month/Year
April 2021
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3. Action Plan (continued)
Ref
6

Information Governance/Security

0900/2021/006

Finding
The Service needs to put in place appropriate arrangements to review and confirm that the DGB and DMT are effectively discharging their respective
roles.
The Council is undergoing a complex digitally enabled transformation journey with a view to transforming how it delivers services to its customers, business and partners. As
part of this process, management has prepared a Data and Information Management Strategic Roadmap, which was recently approved by CMT. The purpose of this document
is to redefine the Council’s approach to data and information management and focus its ability to manage, store and process data to drive benefits across the Council.
The Roadmap recognises that the former corporate working groups (IGWG and IGMG) were recently replaced by the creation of the Data Governance Board (DGB) and the
Data Management Team (DMT). It is recognised that these new groups need to ensure that responsibility and direction for using ‘data as an asset’ is present across all levels
of the Council and need to change their focus to reflect a more functional driven approach structured around the master data areas of customer, people, organisation/plan and
cases. As a result of this, the terms of reference (TORs) and membership of both the DGB and DMT have been reviewed and refreshed to enable the groups to operate on a
more functional basis. Membership of the groups has been more closely aligned to the functional data areas to achieve the necessary skills mix at both a strategic and
operational levels.
We recognise that the new arrangements will need time to embed, however, we consider that the DGB should, at an appropriate time, undertake a self-assessment to establish
and monitor whether these arrangements adequately contribute to the achievement of the Council’s vision as detailed in the Roadmap.

Implication

Recommendation

Priority

Management response

Arrangements in place may
not
provide
effective
oversight
and/or
implementation of expected
information
governance
objectives and standards.

Business Solutions should, at an appropriate
time, undertake a self-assessment of the DGB
and DMT to establish and monitor whether
these arrangements adequately contribute to
the achievement of the Council’s vision as
detailed in the Roadmap.

Green

Agree
Katrina Hassell, Head of Business Solutions
DGB TORs specifically highlight the need to be reviewed annually
as a minimum. Following approval of the Strategic Data Roadmap
in 2020, the DGB transitioned from a service perspective to a
functional perspective at its meeting In December 2020, with an
action to review DGB and DMT TORs within the next few months
appropriately recorded. The SIRO report considered at CMT on
19/01/21 confirmed that the DGB and DMT had been effective in
managing information risks, with various references to the existing
TORs peppered throughout the report to evidence this. The TOR
review scheduled for March/April 2021 will incorporate an
appropriate self-assessment.

Implementation
Month/Year
April 2021
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3. Action Plan (continued)
Ref
7

Information Governance/Security

0900/2021/006

Finding
Work to address previously highlighted weaknesses in the Council’s IT hardware inventory remains ongoing.
Internal Audit has previously, on a number of occasions, identified issues in relation to the accuracy and completeness of the Council’s IT hardware inventory (last raised in the
IT Network Controls audit in September 2019). Our review of the IT hardware inventory during this audit identified a number of duplicate records, devices which had no user
assigned to them or had not been connected to the network since 2018, and errors in relation to the devices assigned to some staff.
As part of the follow-up of the actions taken by management in response to the IT Network Controls audit, we were advised that significant work is still required to address the
risks in relation the IT hardware inventory. Business Solutions confirmed that the Council is moving toward a 1:1 person to device ratio and, together with the need for accurate
licence management as a result of the Office 365 uptake, they consider this will provide the opportunity to improve the hardware inventory. The Service advised that they are
currently working with People and Organisational Development to integrate employee information held on iTrent with staffs IT user accounts (known as Active Directory) to
create a single source record for employees including details of the IT hardware held, which should enable processes to be refined and errors to be reduced.
We also reviewed the IT hardware inventories held by two Service areas and, although both confirmed that their inventories were up to date and accurate, a high-level
comparison to the central IT hardware inventory identified some differences. We also noted that the inventories for neither of the two Services clearly indicated where the
device was located, e.g. home or office location.

Implication

Recommendation

Priority

Management response

Inadequate IT hardware
records
makes
accountability
for
safeguarding
assets
more problematic and
increases the risk that
assets could be lost
and/or misplaced.

Business Solutions should:
(1) continue to work towards and
complete the review of the IT
hardware inventory to ensure that it
accurately records the allocation of all
current devices, including recording
devices against individual staff; and
(2) remind Services of the need to ensure
that Services own IT hardware
inventories are accurate and up to
date and accurate and capture
information in relation to the owner
and current location of each device.

Green

Agree
Emma Williamson, Operations and Support Manager
(1) We acknowledge the need to establish an effective inventory for devices.
This cannot be underestimated and has been impacted by the following:
•

Implementation
Month/Year

April/May 2021

the ongoing device refresh is weeding out the correct information for
assets and will therefore allow an accurate inventory to be established.
The projected result for the end of March 2021 is to have reduced the
number of devices per user ratio from 1:1.36 to 1:1.17 and to
document devices against individual staff, where appropriate; and

•

the ongoing pandemic, homeworking, limited access to buildings and
a lack of buy in from the services for this area continue to hamper
progress in all these areas.
We will, however, continue to pursue this through the existing governance
groups (EAGG, DGB, DMT, etc).
(2) The IT hardware inventory (devices only) is centrally maintained via the
CMDB operated by Business Solutions. As per 1 above, work is ongoing
in conjunction with Services to finalise this and as such, no specific
reminder is considered necessary.
IA comment – as part of annual year end processes, Services are
required to complete inventory checks and return completed inventory
certificates Financial Solutions – sufficient to cover reminder to Services.

Not applicable
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3. Action Plan (continued)
Ref
8

Information Governance/Security

0900/2021/006

Finding
Corporate expectations on ‘home printing’ need to be formalised and more clearly communicated to staff, while effective arrangements are needed
to monitor and/or enforce compliance.
Following the move in March 2020 of significant numbers of staff working from home, Business Solutions determined that such staff should not be permitted to use their own
home printers and all requests for Council printers to use at home received to date have been refused.
The Interim Home Working Scheme states that ‘only approved devices and software should be used for work related activities’ and the Information Security Awareness training
module states that ‘only corporately approved devices that have been risk assessed can be connected and personal equipment cannot as it may not be protected to the same
extent as company devices’. Internal Audit considers that it is not clear (nor will it be clear to staff) whether this includes home printers for staff working from home.
Additionally, we were advised that the ability to prevent connection to home printers had not been tested and we identified an employee who was able to connect a personal
wired printer to his Council laptop and print from the Council network.

Implication

Recommendation

Priority

Management response

If there is no restriction on connecting home
printers to Council equipment, there may be
an increased security risk against the
Council network.
Staff may not be completely clear on the
prohibition of using home printers and may
subsequently connect their own printer to
their Council laptop/corporate network.

Business Solutions should:
(1) ensure that the Council’s policies on printing
from home are formalised and clearly
communicated to staff (via staff announcements.
information governance and security policies
and training modules etc.); and
(2) consider the feasibility and cost-effectiveness of
putting in place arrangements to identify where
(and if desired to prevent) ‘home’ printers being
connected to the corporate network.

Green

Agree
Rob Leitch, Information Risk Manager
(1) Policies and training reviews will consider
the recommendation.
Existing infrastructure and controls
prevents personal printers from connecting
to network files so minimising the risks,
however, some scope exists for users to
access information offline.
We are also aiming to minimise the risk
through a formal printing solution and are
currently
working
with
Canon
(multifunctional device supplier) on a
printing solution, where required, for home
working.
Justification and full risk
assessments will be required before
devices are provided.
(2) The ability to install software is restricted to
administrators, so it shouldn’t be possible
for users to install a print driver, but generic
drivers may already be installed on the
user’s device. We will, however, consider
the potential for existing USB port
management tool to report on the
connection of local printers to USB ports.

Implementation
Month/Year
April 2021
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3. Action Plan (continued)
Ref
9

Information Governance/Security

0900/2021/006

Finding
Management cannot readily identify and/or monitor where sensitive personal information is being sent via email outwith the Council.
The Acceptable Use of ICT and Interim Home Working policies state that employees must not send sensitive Council information to their ‘personal email accounts’. We were
advised, however, that whilst relevant guidance makes clear to staff this is not permitted, there is currently no mechanism in place which enables the Council to monitor
compliance.
The Information Risk Manager advised that there is an ongoing project to implement a facility which would enable the Council to identify where personal information is being
sent by email. Whilst any such technical solution and associated management arrangements will require to be carefully considered from a cost-benefit perspective, it would
allow the Council to understand more clearly the extent of compliance with expected procedures and its potential risk exposure.

Implication

Recommendation

Priority

Management response

Employees may send personal or
sensitive information to their personal
email accounts which is contrary to
Council policy and increases the
potential risk of data breaches with
consequential financial and reputational
impacts for the Council.

Business Solutions should continue to progress the
implementation of the facility to monitor personal
information being sent by email. This should include
ensuring that timescales for completion are established
and thereafter monitored (which should include the
development of guidance on how such information would
be expected to be used).

Green

Agree
Rob Leitch, Information Risk Manager
There are various potential options for
monitoring/controlling where emails and
associated information are sent to. These
include:
•

running simple reports on email traffic to
identify domains more likely to be used to
host personal accounts (e.g. @gmail.com,
@hotmail.com);

•

using data loss prevention tools that come
as standard with the E3 licence for M365;
and

Implementation
Month/Year
July 2021

•

using existing data loss and reporting
prevention capabilities that come as
standard with council’s email security
software, Sophos.
ICT will perform an options appraisal and
determine a roadmap for providing appropriate
control over the sending of emails to personal
email addresses.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.
Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber-Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives
in the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management
and control is inadequate to effectively manage risks to the achievement
of objectives in the area audited.

Green

Green-Amber

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk.
If the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If
the risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 – Good practice checklist
Checklist developed and used by Internal Audit during this audit is based on self-assessment toolkits
prepared by the ICO.

Key question

Good practice statement

Management and Organisational information Security
1.

Does the Council identify, assess and manage
information security risks?

Organisations need to review the personal data they hold,
assess the risk to that information and then select appropriate
security measures. Consideration should be given to all
processes involved (collection, storage, usage, sharing and
disposal), how sensitive or confidential the data is and the level
of damage or distress which could be caused to individuals and
the organisation (reputational damage) if there was a security
breach.

2.

Does the Council have an approved and
published information security policy which
provides direction and support for information
security (in accordance with the business
needs and relevant laws and regulations) and
is it regularly reviewed?

A policy will enable organisations to address security risks in a
consistent manner. The policy should clearly set out the
approach to security, together with responsibilities for
implementing it and monitoring compliance. There should be a
process in place to ensure that policies and procedures are
reviewed and approved before implementation and review dates
should be set.

Your Staff and Information Security Awareness
3.

Does the Council have regular information
security awareness training for all staff,
including temporary, locum or contracted
employees, to ensure they are all aware of and
fulfil their responsibilities?

All staff should be briefed on their security responsibilities,
including the appropriate use of business systems and ICT
equipment. Staff should also be trained to recognise common
threats such as phishing emails and malware infection and how
to recognise and report personal data breaches. Organisations
should ensure that staff with specific security responsibilities are
adequately trained and qualified.

Physical Security
4.

Does the Council have entry controls to restrict
access to premises and equipment in order to
prevent unauthorised physical access,
damage and interference to personal data?

Controls such as doors and locks, alarms, security lighting and
CCTV. Organisations should control access within premises
and supervise visits and services should be located in a
separate room, protected by additional controls.

5.

Does the Council have secure storage
arrangements to protect records and
equipment in order to prevent loss, damage,
theft or compromise of personal data?

Staff should lock away paper records and mobile computing
devices when not in use and organisations should implement
secure printing.

6.

Does the Council have a process to securely
dispose of records and equipment when no
longer required?

All staff should securely dispose of paper records by shredding.
If organisations use a provider to erase data and dispose of or
recycle computers, it must make sure they do it adequately

7.

Does the Council use corporate cloud storage
solutions to allow users to access data away
from the office on any device? (Or does the
Council operate a Council only device policy?)

Organisations should consider and assess whether they want to
enable users to access data outwit the office on non-council
devices. Arrangements should be clearly documented and
expectations communicated to all staff.
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Appendix 2 – Good practice checklist (continued)
Key question

Good practice statement

Computer and Network Security
8.

Has the Council identified, documented and
classified its hardware and software assets
and assigned ownership of protection
responsibilities?

All office and home based equipment, servers and mobile devices
used to process or store personal data should be identified and
documented in an asset inventory. All systems and applications
processing or storing personal data should be recorded in an
appropriate software register which should include software
licence details, latest versions in deployment and details of all
patches applied. Ownership of each of the identified assets
should be assigned to a user.
The rules for acceptable use of hardware or software processing
and storing should identified, documented and implemented.
Periodic assessments of hardware and software asset inventories
and registers and physical checks should be undertaken to
ensure the accuracy of the hardware asset inventory.
There should be procedures in place to ensure that all employees
and third party users return all hardware assets upon termination
of their employment, contract or agreement.

9.

Does the Council ensure the security of
mobile working and the use of mobile
computing devices?

Organisations should assess the risks of mobile working and
devise a policy which sets out rules for authorising and managing
mobile working

10. Has the Council established controls to
manage the use of removable media in order
to
prevent
unauthorised
disclosure,
modification, removal or destruction of
personal data stored on it?

Organisations should minimise and encrypt personal data on
removable media.

11. Has the Council assigned users accounts to
authorised individuals, and do they manage
user accounts effectively to provide the
minimum access of information?

Management should authorise access to systems holding
personal data and should restrict user permissions to the absolute
minimum. Each user should be assigned their own username and
password to ensure accountability

12. Has the Council appropriate password
security procedures and ‘rules’ for
information systems and do they have a
process in place to detect any unauthorised
access or irregular use?

Organisations should enable and actively encourage staff to
choose a strong password and should monitor user activity to
detect any anomalous use. Passwords should be promptly
disabled when staff change duties or leave the organisation

13. Has the Council established effective antimalware defences to protect computers from
malware infection?

Organisations should install malware protection software which
regularly scans the computer network to detect and prevent
threats. Software should be kept up-to-date and staff should be
educated about common threats

14. Does the Council routinely back-up
electronic information to help restore
information in the event of a disaster?

The extent and frequency of back-ups should reflect the sensitivity
and confidentiality of personal data and how critical it is to the
organisation being able to operate. Back-ups should be kept in a
secure location, away from business premises and should be
regularly tested to check the effectiveness of restoration of
personal data

15. Does the Council keep software up-to-date
and apply the latest security patches in order
to prevent the exploitation of technical
vulnerabilities?

Organisations should use the latest versions of operating
systems, web browsers and applications and ensure that these
are updated regularly to help prevent the exploitation of
unpatched vulnerabilities

16. Does the Council have boundary firewalls to
protect computers from external attack and
exploitation and help prevent data
breaches?

Organisations should install a firewall to monitor and restrict
network traffic based on an agreed set of rules. A well configured
firewall is the first line of defence against external attach and can
help prevent data breaches.
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Appendix 2 – Good practice checklist
Key question

Good practice statement

Personal Data Breach Management
17. Does the Council have effective processes in
place to identify, report, manage and resolve
any personal breaches?

Organisations should ensure they have clearly documented
arrangements to identify, report, manage and resolve any
personal breaches.

18. Does it have appropriate training in place to
ensure that staff know how to recognise a
personal data breach and what to do if a
breach is detected?

Organisations should ensure that staff understand what
constitutes a personal data breach.

19. Does the Council have procedures in place to
report a breach to the ICO and to affected
individuals, where necessary?

Organisations may need to notify the ICO of a personal data
breach unless it is unlikely to result in a risk to the rights and
freedoms of individuals. Even where a breach doesn’t need to
be reported, organisations must document the breach including
the facts, its effects and the remedial action taken

20. Does the Council have procedures in place to
effectively investigate the cause(s) of a breach
and implement measures to mitigate future
risks?

Organisations should have a process in place to investigated
and implement recovery plans. They should monitor the type,
volume and cost of incidents to identify trends and help prevent
reoccurrences.
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INTERNAL AUDIT REPORT
CORPORATE GOVERNANCE - PRINCIPLES E, F AND G
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2: Delivering Good Governance Principles E, F and G
Issued to: Chief Executive, Head of Business Solutions, Head of Legal and Democratic Solutions and Head of
People and Organisational Development Copied to: Corporate Management Team (once finalised)

Headlines
The purpose of this audit was to provide assurance on the adequacy and effectiveness of the Council’s
arrangements for ensuring that it complies with Principles E, F and G of the CIPFA/SOLACE Delivering Good
Governance Framework (see Appendix 2) which relate to developing the Council’s capacity including the capability
of its leadership and the individuals within it, managing risks and performance through robust internal control and
strong financial management and implementing good practices in transparency, reporting and audit, to delivery
effective accountability. The audit also considered the adequacy and effectiveness of the actions taken by
management in response to previous Internal Audit reports on corporate governance and reviewed the current
status of the Council’s strategic governance and self-evaluation frameworks.
The unprecedented nature of the Covid-19 pandemic has had, and continues to have, significant impacts on the
delivery of the Council’s operations, activities and governance arrangements in 2020-21. As part of this review we
also therefore considered whether any changes in governance arrangements resulting from the Council’s response
to the pandemic had materially impacted upon the Council’s compliance with the Delivering Good Governance
Framework.
One of the more significant changes to the Council’s governance arrangements during 2020-21 was the standing
down of Council/Committee meetings and the delegation in March 2020, of significant additional decision-making
powers to the Chief Executive. In our audit report on the Council’s Covid-19 response, we noted that alternative
processes were put in place to enable input into decision-making by elected members and we concluded that these
arrangements, although not universally popular, were reasonable and appropriate given the unprecedented
circumstances and the work necessary to put in place a robust technical solution to enable virtual meetings.
Based on the results of the work undertaken, together with our wider knowledge gained from a range of other
relevant Internal Audit work (including work on the Council’s Covid-19 response, on financial management, on risk
management and on community empowerment and community engagement), we have assessed the audit as
providing ‘Reasonable Assurance’. We consider that the Council’s corporate governance arrangements in
relation to the areas examined are adequate and generally appear to have operated effectively and in a manner
consistent with the Delivering Good Governance Framework.
We have however, identified a number of issues which we consider require management attention and these are
detailed at section 3 of this report. The most significant of these include:
•

there is a need to progress work on the self-assessment against CIPFAs Corporate Good Governance
Framework and follow up any issues arising with an appropriate action plan, with responsible officer and
timeframe for completion;

•

there is a need to fully integrate performance management arrangements into the Council’s governance
arrangements;

•

the Audit and Scrutiny Panel should, in line with good practice, periodically undertake a self-assessment of
how effectively it is discharging its role; and

•

a formal review (or self-assessment) of the effectiveness of the Community Boards should be undertaken once
these relatively new arrangements have become more established.

Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Minor

Report status
Audit Team

FINAL

Audit ref

0900/2021/009

Date issued

04/03/2021

Elaine MacDonald, Paula Hendry and Jackie Struthers
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1. Executive Summary
Objectives
The purpose of the audit was to provide assurance on the adequacy and effectiveness of the Council’s
arrangements for ensuring that it complies with Principles E, F and G of the Delivering Good Governance
Framework which relate to the following issues:
•

Principle E: Developing the organisation’s capacity including the capability of its leadership and the individuals
within it;

•

Principle F: Managing risks and performance through robust internal control and strong financial management;
and

•

Principle G: Implementing good practices in transparency, reporting and audit, to deliver effective
accountability.
The exercise involved Internal Audit’s assessment of the Council’s arrangements after due consideration of Council
policies, procedures and practices against examples of evidence cited in the Good Governance Framework
including identifying gaps or areas where further action may be required.
We also considered how well the Council has responded to issues raised in our report last year on corporate
governance, as well as a review of review the status, adequacy, robustness and effectiveness of the Council’s
strategic governance framework and self-evaluation framework in so far as they relate to compliance with the
Delivering Good Governance Framework. We also considered and assess the extent to which any of the key
governance arrangements have been materially impacted by the current public health emergency and/or Council’s
response.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The Internal
Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

4

2

Key areas requiring management action (Red)
There were no areas requiring urgent management action identified.

Good practice identified
We noted the following areas of good practice during the audit:
•

The Council has in place a range of management arrangements, guidance and supporting documentation
which are consistent with good practice and embrace the principles of the Good Governance Framework
(Principles E, F and G) including:
o the Plan for North Lanarkshire (including the Strategic Performance Framework), and the associated
Strategic Policy Framework and Programme of Work;
o a Risk Management Strategy and Corporate Risk Register;
o a Financial Strategy which is supported by the Capital Strategy, Treasury Management Strategy, Revenue
Budget Strategy, and the Medium-Term Financial Plan;
o a Scheme of Administration with agreed Committee timetable and membership and also a Scheme of
Delegation to Officers;
o Community and Voluntary Sector strategy;
o Workforce for the Future strategy 2020-23; and
o Codes of conduct for Members and Chief Officers

•

Introduction of LearnNL as the Council’s new digital learning platform, which includes the ‘WE Aspire’
development programme; and

•

Established arrangements for joint working with ALEOs, partners and communities.
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Other areas for improvement (Amber)
One area for improvement was also identified:
•

there is a need to progress work on the self-assessment against CIPFAs Corporate Good Governance
Framework and follow up any issues arising with an appropriate action plan, with responsible officer and
timeframe for completion;

•

there is a need to fully integrate performance management arrangements into the Council’s governance
arrangements;

•

the Audit and Scrutiny Panel should, in line with good practice, periodically undertake a self-assessment of
how effectively it is discharging its role; and

•

a formal review (or self-assessment) of the effectiveness of the Community Boards should be undertaken once
these relatively new arrangements have become more established.
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3. Action Plan
Ref
1

Corporate Governance: Principles E, F and G

0900/2021/009

Finding
There is a need to progress work on the self-assessment against CIPFAs Corporate Good Governance Framework and follow up any issues arising
with an appropriate action plan, with responsible officer and timeframe for completion.
Our work on corporate governance last year identified the need to ensure that the plans at that time to finalise a self-evaluation of the Council’s arrangements against the Code
were implemented. A Strategic Governance Framework was thereafter approved by the Audit and Scrutiny Panel in 2020 and actions identified to ensure this framework was kept
up-to-date.
As a result of the Council’s need to respond to the public health emergency and its impacts, a number of Council activities had to be stood down so that available staff resources
could be re-directed towards other priorities. Included within this was many of the ‘business as usual’ activities associated with the maintenance of the four strategic frameworks
(policy, performance, governance and self-evaluation) that support The Plan for North Lanarkshire.
The Council’s Covid-19 Recovery Plan indicates that the business as usual activities for these frameworks are not anticipated to be fully recovered until March 2021. We understand,
however, that work has recommenced recently in gathering evidence in support of compliance with the CIPFA Good Governance Framework to ensure the Council’s governance
framework is up-to-date. Once complete, management has indicated that a self-assessment exercise against the core and sub-principles of the CIPFA code will be undertaken
and improvement actions identified. To inform the preparation of the 2020-21 annual governance statement, we consider that this exercise should be progressed to completion as
soon as possible.

Implication

Recommendation

Priority

Management may fail to accurately assess compliance
with expected corporate governance principles and/or
fail to identify and progress improvement actions
impacting on the adequacy and effectiveness of the
Council’s corporate governance and/or undermining
the robustness of the Annual Governance Statement.

The Head of Business Solutions should ensure that:
(1) the review of compliance with CIPFAs Corporate Good Governance Framework is completed in sufficient
time to support the preparation of the 2020-21 Annual Governance Statement; and
(2) areas for improvement identified from the self-assessment are captured and included in an action plan,
with each planned action allocated to a responsible officer with an appropriate implementation date and
that progress implementing these actions is monitored and reported regularly.

Amber

Management response

Implementation
Month/Year

Agree
Katrina Hassell, Head of Business Solutions / Elaine Kemp, Head of Financial Solutions
Although due to the pandemic the self-evaluation framework has not progressed as expected, the Council has still undertaken some self-evaluation with the completion
of an exercise to review the council’s response to the pandemic against an independent framework being reported to Policy and Strategy in October 2020. This was
subject to review by internal audit and positive assurance provided.
Events have moved on since the approval of the Strategic Governance Framework at the Audit and Scrutiny Panel in 2020 and the review programme implemented
thereafter. As noted by CMT in December 2020, the formal assessment of the Strategic Governance Framework is now incorporated into the programme of work for
the annual review of The Plan for North Lanarkshire for which the main element is the Strategic Self-Evaluation programme of review against the 25 ambition
statements. Incorporation, within the strategic self-evolution framework of the assessment of the council’s conformance with the CIPFA Financial Management code
was approved by CMT in December 2020. With all the strategic self-evaluation requirements incorporated into the one review programme, this will ensure a coordinated one council approach to self-evaluation, avoid any duplication of effort, and ensure a fully evidenced improvement plan is identified.
An update on the self-evaluation programme for 2021 is scheduled to be presented to CMT in April 2021. This will comprise a proposed timetable of outputs in order
to inform the annual Governance Statement.
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3. Action Plan (continued)
Ref
2

Corporate Governance: Principles E, F and G

0900/2021/009

Finding
There is a need to fully integrate performance management arrangements into the Council’s governance arrangements.
The Strategic Performance Framework (SPF) was approved in February 2019, with further details presented and approved by Committee in September 2019. It comprises a group
of performance indicators at three levels which collectively provides an overview of performance to help understand the impact of council activities on improving the services and
outcomes for people and communities in North Lanarkshire. Its aim is to produce evidence that allows the activities of the Council and progress towards achieving the ambitions in
the Plan for North Lanarkshire to be regularly monitored, reported, assessed, and scrutinised. The information was also designed to ensure the Council can meet its Public
Performance duties, in line with the Accounts Commission’s Statutory Direction, and a suite of strategically focussed performance information was identified to enable the Audit and
Scrutiny Panel to effectively discharge its scrutiny role in respect of Council performance.
Internal Audit, while recognising the work being undertaken, has raised concerns, over the last few years, in our annual audit reports regarding the transitional nature of the Council’s
performance management arrangements. We highlighted in our 2019-20 annual internal audit report, in June 2020, that development of reporting arrangements in line with business
and legislative requirements had not yet been fully integrated into the Council’s governance arrangements. Towards the end of 2019-20 reports were presented to Service
Committees and the Audit and Scrutiny Panel regarding specific aspects of the programme of work and their related performance. During 2020-21, there has however, been little
reported on the overarching Strategic Performance Framework to the Corporate Management Team, Committees and/or the Audit and Scrutiny Panel, including demonstration of
actual performance against baselines and against any targets set.
As with many Council activities, the Council’s response to Covid-19 has impacted on this area. We understand that as the Council’s Recovery Plan is implemented and Services
are fully recovered, the suite of indicators in the SPF will be kept under review to ensure they are still of relevant for future performing monitoring, management and reporting purpose.
Management have advised that a report is due to be presented to CMT setting out a reporting schedule for the 25 ambition statements identified in the SPF, with reports following
thereafter to the Audit and Scrutiny Panel.

Implication

Recommendation

Priority

It may be difficult to clearly demonstrate improvement of the actions
contained in The Plan for North Lanarkshire, which could result in
the council failing to meet its obligations in relation to best value,
good governance and public performance reporting.

The Head of Business Solutions should ensure that the strategic performance framework is fully
integrated into the Council’s governance arrangements with appropriate information reported on a
timely basis to the Corporate Management Team and to elected members via reports to relevant
Service Committees and the Audit and Scrutiny Panel.

Amber

Implementation
Month/Year

Management response
Agree
Katrina Hassell, Head of Business Solutions
The pandemic has had a significant impact on the delivery of council services including in terms of availability of resources and information and the corresponding ability
of services to be able to provide performance results. It was identified that all measures in the SPF related to services which were temporarily suspended (in all, or all
but the most critical, aspects of a service), operating at a reduced level, or which had changed ways of working in order to continue delivery. As such a tailored suite of
performance indicators was developed and has been reported regularly to CMT throughout 2020/21. This has enabled strategic oversight of monthly performance
results to allow for the impact of the pandemic to be assessed in terms of delivery of the council’s planned day-to-day activities and achievement of strategic priorities.
This report was also shared with the Audit and Scrutiny Panel in September 2020 to enable Members’ scrutiny and to identify any areas of concern; none were identified.
As part of the restructure of Business Solutions, a Strategy and Performance Manager was appointed in December 2020. The aim of this role is to bring together all
four supporting frameworks (policy, governance, self-evaluation, and performance) and incorporate the corporate project management model into one strategic support
for business strategy and governance. An update of performance results for the 28 Health Check Indicators from the SPF, that collectively provide the North Lanarkshire
context, has already been prepared for inclusion in the Programme of Work for 2021/22 report, scheduled to be presented to the Policy and Strategy Committee on
18/03/21. A report is due to be presented to CMT setting out a reporting schedule for the 25 ambition statements in the SP which will be implemented in line with the
new CMT structure from April 2021 onwards.
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3. Action Plan (continued)
Ref
3

Corporate Governance: Principles E, F and G

0900/2021/009

Finding
The Audit and Scrutiny Panel should, in line with good practice, periodically undertake a self-assessment of how effectively it is discharging its role.
CIPFA published an updated guidance note in 2018 regarding Audit Committees in Local Government which incorporates a position statement setting out their view of the role and
functions of an audit committee. This guidance sets out an expectation that an annual report on performance of the Committee against its remit should be prepared and submitted
to the Council. A checklist for undertaking a self-assessment of compliance with good practice and an evaluation of effectiveness toolkit are included within the guidance.
A self-assessment exercise was last completed by the then Audit and Governance Panel in 2015 which concluded that largely the Panel was complying with best practice outlined
in the 2013 edition of the CIPFA guidance. The remit and membership of the Committee has changed since then, and we consider it important that a review against the latest
guidance is undertaken promptly.
The Panel also has a challenging role in terms of scrutiny whereby its remit requires it to ‘undertakes the scrutiny function within the Council’s governance framework and will
establish short life task group reviews, as required, to undertake in-depth examination of particular areas of policy and/or service delivery with a view to making recommendations
for improvement’. We noted that there has been no self-assessment by the Panel with regards this aspect of their remit and we consider it would also be beneficial for an
assessment of how the Panel is performing in meeting its remit regarding scrutiny activity to be undertaken.

Implication

Recommendation

Priority

Management response

The Council may not be able to
adequately demonstrate that it
has effective audit committee
arrangement
and/or
arrangements
to
ensure
elected members have the
skills, knowledge and, where
appropriate or required, access
to relevant training and
resources
to
effectively
undertake their role.

The Head of Legal and Democratic Solutions
should;
(1) in conjunction with the Audit and Risk
Manager, seek to introduce a formal process
whereby the Audit and Scrutiny Panel
periodically undertakes a self- assessment of
their performance and activities against the
‘CIPFA’s
Audit
Committees:
Practical
Guidance for Local Authorities and Police
(2018)’, with a report outlining the results of this
review including any improvement actions
being presented to the Panel and reported to
the Policy and Strategy Committee.
(2) In conjunction with the Business Strategy
Manager, seek to introduce a formal process
whereby the Audit and Scrutiny Panel
periodically undertakes a separate selfassessment of the effectiveness of the
performance and activities of the Panel in
discharging the Scrutiny aspect of its role.

Amber

Agree
(1) Archie Aitken, Head of Legal and Democratic Solutions
The Head of Legal and Democratic Solutions will liaise with
both the Audit and Risk Manager and the Business Strategy
Manager in highlighting this expectation to the relevant
members with a recommendation that they formally decide to
introduce this requirement.
(2) Katrina Hassell, Head of Business Solutions
The Accounts Commission have issued early guidance to
audit and risk committees on how to safeguard good
governance and effective scrutiny during the Covid-19
pandemic.
Moving forward, the evaluation of the
effectiveness of the Audit and Scrutiny Panel will be
incorporated into the Strategic Self-Evaluation programme of
review, in line with the Accounts Commission guidance. This
will ensure an integrated approach to identifying a one council
improvement plan.
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3. Action Plan (continued)
Ref
4

Corporate Governance: Principles E, F and G

0900/2021/009

Finding
A formal review (or self-assessment) of the effectiveness of the Community Boards should be undertaken once these relatively new arrangements
have become more established.
The Plan for North Lanarkshire sets the strategic direction for the shared ambition (for the Council, the North Lanarkshire Partnership and arm’s length external organisations), to
bring equal benefits to all communities in North Lanarkshire. In March 2020, the North Lanarkshire Partnership approved, and Policy and Strategy Committee endorsed, a new
locality community planning model. This new model comprises nine Community Boards across North Lanarkshire and aims to strengthen the Council, partnership and community
relationship and facilitate more active and inclusive community participation and involvement in local governance and decision-making processes.
A further report to Policy and Strategy in December 2020 set out further structural changes to the Council’s senior management model to fully align the senior management of the
Council with the Community Board model. The report presented a future operating model that assigns the Council’s senior management team as Community Champions to work
with each (and across all) of the nine community Boards.
This new model is in its infancy and has not yet had sufficient time to embed within Council operations. We consider that, although too early at this time to assess their effectiveness,
it important that once they are more established, that management or each individual Board should undertake a review of the effectiveness of these new arrangements.

Implication

Recommendation

Priority

Management response

The operating model may
result in Community Boards
failing to discharge their roles
and
responsibilities
adequately or effectively
which may impact on the
achievement of the shared
ambition.

The Chief Executive should ensure, after
allowing a sufficient period of time for the
model and individual Boards to become
established that a formal review (or selfassessment) of the effectiveness of the
Community Boards should be undertaken.

Amber

Agree
Des Murray, Chief Executive
Responsibility for the further development of the Community Boards, in
line with the Delivering for Communities report, lies with the Redesign
Programme Board. They will be required to report to CMT on a quarterly
basis in terms of the progress made in delivering on the implementation
arrangements. CMT will retain strategic oversight and there will also be
a tie in to CMT in terms of the role of each of the Community Champions
as all will sit on the new CMT from 13 April 2021.
In terms of a self-assessment of the effectiveness of the Community
Boards, once the arrangements have become more established, this will
be incorporated into the Strategic Self-Evaluation Framework annual
review programme
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Month/Year
April 2022
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3. Action Plan (continued)
Ref
5

Corporate Governance: Principles E, F and G

0900/2021/009

Finding
Workforce Plans for individual Services need to be refreshed/progressed.
Workforce planning is fundamental to ensure that councils have the staff, skills and leaders they need to deliver services and organisational change. As the workforce ages,
councils need to be more flexible and agile in how they deploy staff, work with partners and attract younger people to work in local government and respond to specific skills
gaps. Increased digitisation and the wider use of technologies is also likely over time to change the mix of skills and attributes that staff require. This all requires comprehensive
workforce data and planning.
The Council’s Workforce for the Future Strategy was refreshed and presented to Committee in March 2020, prior to the onset of the Covid-19 pandemic Within this strategy
is a delivery plan for building the Council’s workforce for the future. The Council has previously undertaken work to develop more detailed workforce plans for services facing
particular staffing pressures such as Adult Health and Social Care and Regulatory Services and Waste.
Management advised that the re-visit of the strategy will be progressed via the Council’s recently formed Re-design Board and the delivery plan will be updated accordingly.
We understand that as part of this Services are to be tasked with developing individual workforce plans which will include utilising analysis completed as part of the Recovery
Group’s work in response to Covid-19.

Implication

Recommendation

Priority

Management response

Without effective workforce
planning there is a risk the
Council may not have in place
the skills it needs to enable it to
deliver services and achieve
planned outcomes.

The Head of People and Organisational
Development should ensure the development of
service workforce plans are progressed and
thereafter used to inform corporate workforce plans
to ensure action can be taken to ensure the Council
has the right staff with the right skills in the right posts
to deliver key priorities and ambitions set out in the
Plan for North Lanarkshire.

Green

Agree
Fiona Whittaker, Head of People and Organisational
Development
Service workforce plans are currently being taken forward
under the governance of the Redesign Programme Board,
and all services will complete workforce plans which will be
incorporated within their wider overall strategic service
plans. These will reflect all workforce challenges and
changes associated with the delivery of The Plan for North
Lanarkshire and will include the impact of significant
strategic projects such as the insourcing of CLNL, Digital NL
and the Enterprise Contract.
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Month/Year
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3. Action Plan (continued)
Ref
6

Corporate Governance: Principles E, F and G

0900/2021/009

Finding
There is scope to further develop and improve the personal development arrangements for elected members and to provide and encourage greater
uptake by councillors of relevant training opportunities.
Audit Scotland have previously highlighted, in a range of national reports, the importance of elected members keeping their skills and knowledge up to date to fulfil the complex
and challenging role they are tasked with undertaking. The most recent Accounts Commission ‘Local Government Overview Report 2020’ highlighted the need for Councils to
develop capacity and skills including developing approaches to increase the uptake of learning and development opportunities by councillors to ensure they remain appropriately
equipped to respond to the challenging context and their role in planning for the future.
A sub principle of Principle E of the Delivering Good Governance Framework is concerned with ensuring there is on-going training and development available for elected
members that matches individual and organisational requirements and that these are undertaken. It cites as good practice the provision of appropriate training and the use of
personal development plans. Training records indicate the uptake of training and development opportunities by elected members appears low. We understand that personal
development plans for elected members have not been used since 2016-17 and that work is underway to create an area on LearnNL specifically for Elected Members with a
refreshed programme of training currently being developed and expected to commence from April 2021.

Implication

Recommendation

Priority

Management response

The Council may not be able to
adequately demonstrate that it has
effective arrangements to ensure
elected members have access to
training
and
development
opportunities to equip them with the
necessary skills and experience to
perform their role effectively.

The Head People and Organisational Development
should, in conjunction with the Business Managers of
each political group, review current arrangements
around training and development opportunities for
members to better enable them to identify and
address their learning and development needs and to
increase the uptake of training offered. This review
should include consideration of whether to
recommend the re-introduction of the use of personal
development plans by elected members.

Green

Agree
Fiona Whittaker, Head of People and
Organisational Development
The Talent and Organisational Development team
have already undertaken significant work to assess
the learning and development needs of Elected
Members and this has included working closely
with Business Managers to complete a full training
needs analysis. Additionally, a revised Learning
and Development offer for Elected Members was
launched in late 2019, and this work will continue.
The next phase of the Elected Member learning
and development offering is also underway and
this will be hosted on the council’s new learning
management system which offers greater flexibility
in how and when Elected Members complete their
learning and will include enhanced capabilities to
enable reporting on the levels of completion and
uptake. A curriculum of mandatory training will
also be considered as part of the next phase of this
work.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.
Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists,
with internal controls operating effectively and being consistently applied
to support the achievement of objectives in the area audited.

Green-Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber-Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives
in the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses
or non-compliance identified. The system of governance, risk
management and control is inadequate to effectively manage risks to the
achievement of objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk.
If the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk.
If the risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 - Delivering Good Governance
Principle E: Developing the entity’s capacity, including the capability of its leadership and the individuals within it
Sub-Principle 1: Developing the entity’s capacity
a) Reviewing operations, performance use of assets on a regular basis to ensure their continuing effectiveness.
b) Improving resource use through appropriate application of techniques such as benchmarking and other options in order to determine how the authority’s resources are
allocated so that outcomes are achieved effectively and efficiently.
c) Recognise the benefits of partnerships and collaborative working where added value can be achieved.
d) Developing and maintaining an effective workforce plan to enhance the strategic allocation of resources
Sub-Principle 2: Developing the capacity of the entity’s leadership and other individuals
a) Developing protocols to ensure that elected and appointed leaders negotiate with each other regarding their respective roles early on in the relationship and that a shared
understanding of roles and objectives is maintained.
b) Publishing a statement that specifies the types of decisions that are delegated and those reserved for the collective decision making of the governing body.
c) Ensuring the leader and the chief executive have clearly defined and distinctive leadership roles within a structure, whereby the chief executive leads the authority in
implementing strategy and managing the delivery of services and other outputs set by members and each provides a check and a balance for each other’s authority.
d) Developing the capabilities of members and senior management to achieve effective shared leadership and to enable the organisation to respond successfully to
changing legal and policy demands as well as economic political and environmental changes and risks by:
•

ensuring members and staff have access to appropriate induction tailored to their role and that ongoing training and development matching individual and
organisational requirements is available and encouraged.

•

ensuring members and officers have the appropriate skills, knowledge, resources and support to fulfil their roles and responsibilities and ensuring that they are able
to update their knowledge on a continuing basis.

•

ensuring personal, organisational and system-wide development through shared learning, including lessons learnt from both internal and external governance
weaknesses.

e) Ensuring that there are structures in place to encourage public participation
f)

Taking steps to consider the leadership’s own effectiveness and ensuring leaders are open to constructive feedback from peer review and inspections

g) Holding staff to account through regular performance reviews which take into account of training development needs
h) Ensuring arrangements are in place to maintain the health and wellbeing of the workforce and support individuals in maintaining their own physical and mental wellbeing
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Appendix 2 - Delivering Good Governance (continued)
Principle F: Managing risks and performance through robust internal control and strong public financial management
Sub-Principle 1: Managing risk
a) Recognising that risk management is an integral part of all activities and must to considered in all aspects of decision making
b) Implementing robust and integrated risk management arrangements and ensuring that they are working effectively
c) Ensuring that responsibilities for managing individual risks are clearly allocated
Sub-Principle 2: Managing performance
a) Monitoring service delivery effectively including planning specification, execution and independent post-implementation review
b) Making decisions based on relevant, clear objective analysis and advice pointing out the implications and risks inherent in the organisation’s financial, social and
environmental position and outlook.
c) Ensuring an effective scrutiny or oversight function is in place which encourages constructive challenge and debate on policies and objectives before, during and after
decisions are made thereby enhancing the organisation’s performance and that of any organisation for which it is responsible (OR for a committee system). Encouraging
effective and constructive challenge and debate on policies and objectives to support balances and effective decision making.
d) Providing members and senior management with regular reports on service delivery plans and on progress towards outcome achievement
e) Ensuring there is consistency between specification stages (such as budgets) and post-implementation reporting (e.g. financial statements).
Sub-Principle 3: Robust internal controls
a) Aligning the risk management strategy and policies on internal control and achieving objectives
b) Evaluating and monitoring risk management and internal control on a regular basis
c) Ensuring effective counter fraud and anti-corruption arrangements are in place
d) Ensuring additional assurance on the overall adequacy and effectiveness of the framework of governance, risk management and control is provided by the internal auditor.
e)

Ensuring an audit committee or equivalent group of function which is independent of the executive and accountable to the governing body (a) provides a further source of
effective assurance regarding arrangements for managing risk and maintaining an effective control environment; and (b) that its recommendations are listened to and
acted upon

Sub-Principle 4: Managing data
a) Ensuring effective arrangements are in place for the safe collection, storage, use and sharing of data, including process to safeguard personal data.
b) Ensuring effective arrangements are in place and operating effectively when sharing data with other bodies.
c) Reviewing and auditing regularly the quality and accuracy of data used in decision making and performance monitoring.
Sub-Principle 5: Strong public financial management
a) Ensuring Financial management supports both long-term achievements of outcomes and short term financial and operating performance.
b) Ensuring well-developed financial management is integrated at all levels of planning and control including management of financial risks and controls.
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Appendix 2 - Delivering Good Governance (continued)
PRINCIPLE G –Implementing good practices in transparency, reporting, and audit, to deliver effective accountability.
Sub-Principle 1: Implementing good practice in transparency
a) Writing and communicating reports for the public and other stakeholders in an understandable style appropriate to the intended audience and ensuring that they are easy
to access and interrogate.
b) Striking a balance between providing the right amount of information to satisfy transparency demands and enhance public scrutiny while not being too onerous to provide
and for users to understand.
Sub-Principle 2: Implementing good practice in reporting
a) Reporting at least annually on performance, value for money and the stewardship of its resources.
b) Ensuring members and senior management own the results
c) Ensuring robust arrangements for assessing the extent to which the principles contained in the Framework have been applied and publishing the results on this assessment
including an action plan for improvement and evidence to demonstrate good governance (annual governance statement).
d) Ensuring that the Framework is applied to jointly managed or share service organisations as appropriate
e) Ensuring the performance information that accompanies the financial statements is prepared on a consistent and timely basis and the statements allow for comparison
with other similar organisations.
Sub-Principle 3: Assurance and effective accountability
a) Ensuring that recommendations for corrective action made by external audit are acted upon
b) Ensuring an effective internal audit service with direct access to members is in place which provides assurance with regard to governance arrangements and
recommendations are acted upon.
c) Welcoming peer challenge, reviews and inspections from regulatory bodies and implementing recommendations
d) Gaining assurance on risks associated and delivering services through third parties and that this is evidenced in the annual governance statement
e) Ensuring that when working in partnership, arrangements for accountability are clear and that the need for wider public accountability has been recognised and met.
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INTERNAL AUDIT REPORT
COMMUNITY INVESTMENT FUND – PLANNING ASSUMPTIONS
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2:
Summary of underlying assumptions
Issued to: Head of Financial Solutions, Business Finance Manager (Resource Solutions)
Copied to: Chief Executive

Headlines
This review was designed to assess the adequacy and robustness of the Council’s ongoing approach to
determining resources available through the Community Investment Fund (CIF) to support the Council’s
ambitions. We also reviewed how the Council has re-assessed the resources likely to be available in light of
the expected impacts arising from the Covid-19 pandemic and sought to provide independent assurance on the
Council’s approach and the reasonableness, or otherwise, of the Council’s methodology and key working
assumptions.
In September 2018, members approved the establishment of the CIF, with the ambition to create additional
capital resources of £500M over a 10 year period. The investment was to be funded through ring-fencing
elements of future council tax income associated with growth in housing and top-slicing an element of future
council tax increases. The CIF financial model was subsequently updated in June 2019, March 2020 and
December 2020 with the results of each reported to the Policy and Strategy (P&S) Committee.
Based on the results of our testing we have assessed the audit as providing reasonable assurance.
We are satisfied that the resources likely to be available to the Council through the CIF have been appropriately
reviewed in light of the current public health emergency and that the Council has updated relevant financial
models to reflect changes affecting key underlying assumptions, recognising the inherent difficulties facing
Financial Solutions in identifying and/or quantifying many of these, at the current time. In addition, we are
generally satisfied that the continuing material risks and/or uncertainties that exist in relation to the Fund’s future
value have been communicated to key stakeholders in relevant reports to support informed decision-making.
Although generally content with the relevant management arrangements, we consider that there is scope to
undertake a more robust and comprehensive review of the key underlying assumptions within the financial
model once current uncertainties are reduced, in order to ensure that these assumptions remain appropriate
and to update the Service’s estimate of the impact of any changes required to these key assumptions on the
likely level of available resources.
The Council’s new capital programme is due to be presented to the P&S Committee in March 2021 and will, we
understand, now combine the ‘core’ capital programme and the CIF funded programme using the ‘pessimistic’
scenario relating to the CIF presented to Committee in December 2020. Given the potential future volatility of
the resources likely to be generated by the CIF funding, we consider that it is important that the Service ensures
that any ongoing changes in the level of resources are in reflected in current and future capital programmes at
an early stage.
We have identified a small number of areas where we consider scope for improvement exists and these are
detailed in the action plan at section 3 and include:
•

There is scope to improve elements of the processes for reviewing/updating the underlying assumptions
and projections in the CIF financial models and for ensuring that key messages are more clearly reported
to key stakeholders; and

•

The Service needs to ensure that capital programmes are consistent with, and fully aligned to, the level of
resources generated by the CIF and that associated governance arrangements continue to give due
cognisance to the underlying objectives of the CIF as approved by elected members.

Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0210/2021/004

Date issued

11/2/2021

Jacquie Howden and Paula Hendry
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1. Executive Summary
Objectives
This review was designed to assess the adequacy and robustness of the Council’s ongoing approach to
determining resources available through the Community Investment Fund (CIF) to support the Council’s
ambitions. We also reviewed how the Council has re-assessed the resources likely to be available in light of
the expected impacts arising from the Covid-19 pandemic and sought to provide independent assurance on the
Council’s approach and the reasonableness, or otherwise, of the Council’s methodology and key working
assumptions.
In carrying out our work we have considered the following:
• Have the resources available to the Council through the Community Investment Fund been reviewed in light
of the financial and economic impacts arising from the current public health emergency?
• Where appropriate, has the Council considered and updated relevant financial models to reflect any material
changes which are likely to require to be made to the financial planning assumptions which underpin the
calculation of the size of the Fund?
• Where material changes and/or continuing material risks and/or uncertainties exist in relation to the Fund,
have these been communicated to key stakeholders to enable informed decision-making?
• Has senior management and the Strategic Capital Delivery Group (SCDG) taken appropriate action to
ensure investment plans are reviewed to ensure alignment with updated funding profiles?
During the audit, we reviewed the original assumptions underpinning the CIF and assessed the approach
adopted by management to identify whether and how planning assumptions required to be reviewed. Internal
Audit also reviewed and assessed the appropriateness, or otherwise, of any changes made by management to
these assumptions and their impact.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

2

0

Key areas requiring management action (Red)
There were no key areas identified which required urgent management action.

Good practice identified
We noted the following areas of good practice during the audit:
•

The Council’s approved budget for 2019/20 recognised the establishment of the Community Investment
Fund (CIF) by confirming the commitment to set aside 1% of council tax increases from 2020/21 and
setting aside £0.696m in revenue resources during 2019/20 to provide for initial capital investment of
£14.000m. This commitment was re-iterated by the Council in approving its 2020/21 revenue budget by
again setting aside 1% of council tax receipts for 2020/21 and approving the allocation of any additional
Council Tax growth above the Medium Term Financial Plan assumption of £1.000m towards CIF. This
commitment has been adequately incorporated within the CIF financial model updates.

•

There is a formal commitment to review the CIF financial model on an annual basis. The model was
reviewed/updated in March 2020 in accordance with this commitment and again in December 2020 to
specifically consider the impact of Covid-19 on the projected available resources.

•

A Community Investment Fund Sub-Group was established in June 2019 to deliver robust governance
arrangements around the submission, evaluation and approval of bids for projects to be funded via the
CIF. The Group comprises senior officers from across the Council and its objectives include ensuring all
decisions made in respect of CIF funded projects align with The Plan for North Lanarkshire and meet the
objectives of the CIF. The Sub-Group also ensures CIF funded projects in line with the Council’s approved
Capital Strategy framework, approved resources and project management arrangements; and the day-today monitoring of the CIF programme, with regular updates provided to the SCDG
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Good practice identified (continued)
We noted the following areas of good practice during the audit:
•

There was a formal and robust process in place for assessing and prioritising/ranking CIF bid submissions
which was in accordance with the sub-group’s terms of reference and reflected the existing framework for
evaluating and prioritising projects approved as part of the Council’s Capital Strategy to ensure best value
in the use of available resources and to support the effective delivery of the programme.

Other areas for improvement (Amber)
A small number of other areas for improvement were identified as follows:
•

There is scope to improve the processes for reviewing/updating the underlying assumptions and
projections in the CIF financial models and for ensuring that key messages are more clearly reported to
key stakeholders; and

•

The Service needs to ensure that capital programmes are consistent with, and fully aligned to, the level
of resources generated by the CIF and that associated governance arrangements continue to give due
cognisance to the underlying objectives of the CIF as approved by elected members.
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3. Action Plan
Ref
1

Community Investment Fund – Planning assumptions

0210/2021/004

Finding
There is scope to improve the processes for reviewing/updating the underlying assumptions and projections in the CIF financial models and for
ensuring that key messages are more clearly reported to key stakeholders.
We reviewed the processes and supporting documentation for reviewing/updating the underlying assumptions and financial projections in the CIF financial model and for reporting
the results to key stakeholders. We were pleased to note that the financial models had been updated in accordance with the commitment to undertake an annual review and
specifically to reflect the impact of the Covid-19 pandemic. We were also satisfied that a generally robust review process was in place which involved reviewing assumptions in
conjunction with the relevant key officers (e.g. in respect of the PWLB borrowing rates and the monthly council tax information) and that the projections had been accurately updated
to reflect the underlying assumptions. For each update, the revised projections had been reported to Policy & Strategy committee, including the reporting of an ‘optimistic’ and
‘pessimistic’ scenario as part of the December 2020 report to reflect the uncertainties around the model.
We recognise the challenges in projecting accurate and robust longer-term financial models in the current economic climate and are generally satisfied that the risks and uncertainties
around the model have been reported to key stakeholders with appropriate caveats contained in the reports. Despite the uncertainties and economic volatility as a result of the
Covid-19 pandemic, however, we noted that there had generally been little/no changes made to a number of the key underlying assumptions for each of the updated models
presented to Committee since the initial CIF model was prepared in September 2018, with only the investment factor and predicted rate of recovery having been amended to any
extent. A summary of the key underlying assumptions is detailed at Appendix 2. In particular, we noted that:
•

Although some adjustments have been made to reflect the impact of economic slowdown as part of the December 2020 update (as discussed/agreed with the Head of Financial
Solutions), we noted that there has been no review undertaken to date on the ‘As is growth’ and ‘Growth from ambition’ assumptions due to the difficulties in obtaining robust
information from the trend analysis on the council tax base or from the Housing Land Audit (HLA). The information in the HLA has not as yet been updated for 2020 to reflect
the impact of Covid-19. We understand, however, that Planning and Regeneration is currently in the early stages of developing a model to allow accurate recording and
monitoring of housing growth, which will be reviewed on a quarterly basis going forward and which should provide the main tool for tracking future growth;

•

Despite the significant challenges and financial pressures facing the Council, there has been no change to the key underlying assumption that the Council will continue to commit
to ring-fence 1% of future council tax increases to support the CIF. We appreciate that elected members have previously shown their support to the CIF programme through
this commitment in 2019/20 and again in 2020/21 and whilst Financial Solutions is confident that this will continue to be in place, we note that this commitment will require to be
re-affirmed each year. Given that this is a key assumption underpinning the scale of resources likely to be available of the CIF programme, and the other competing financial
challenges currently affecting the Council, we consider that it may be more realistic, particularly for the pessimistic scenario, to consider the impact to the model if this funding is
not secured for 2021/22 or any future year;

•

An assumed council tax collection rate of 97% has been used in the model since June 2019 based on historical collection rates. From a review of the reports to Finance and
Resources Committee for 2018/19 and 2019/20, however, the actual collection rate was 94.1% in both years. In addition, from discussions with Revenue Solutions as part of
the audit testing we understand that the collection rate as at November 2020 was lower at 92.9%. We understand that Financial Solutions is confident that any fluctuations in
the collection rate would have minimal impact on the CIF financial projections and is adequately covered by wider financial assumptions within the Medium-Term Financial Plan
(MTFP);

•

The December 2020 update report presents two ‘scenarios’ (optimistic and pessimistic) to members rather than a range of ‘projections’ due to the large number of uncertainties
supporting the model. Despite this, there was little difference between the underlying assumptions for both scenarios other than an extended recovery period. Although a matter
of judgement, we consider that this may not be entirely appropriate and may fail to highlight the potential ‘downside’ of possible changes and that future pessimistic scenarios
should be more robust to more clearly reflect the worst-case scenario for the key assumptions in light of the issues identified above;

•

Despite containing a number of caveats, the Committee reports could have more clearly set out the extent to which the financial models are dependent on the continuation of
the commitment to ring-fence future council tax increases or why the investment factor has not changed since the start of the Covid-19 pandemic. Given that these are the two
key assumptions affecting the level of available resources, we consider that the message in respect of any changes, or lack of changes, in these elements could have been
more clearly stated to assist members in their decision making; and

•

Whilst risks had been clearly reported to Committee in respect of the Covid-19 pandemic in the December 2020 report, we noted that risks affecting the sustainability and/or
viability of the CIF had not always been adequately addressed in previous reports. In addition, there has been no sensitivity analysis included in the reports since June 2019 to
given members context around what even a small change in any of the underlying assumptions could have on the projected resources.
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3. Action Plan (continued)

Community Investment Fund – Planning assumptions

Implication

Recommendation

Priority

The likely resources available to the
Council through the Community
Investment Fund are inaccurate
and/or not updated due to a failure to
properly and robustly assess relevant
underlying planning assumptions
including the impacts of the current
public health emergency.
Uncertainties and risks surrounding
the likely resources available to the
Council under the Community
Investment Fund are not adequately
identified and/or reported to key
stakeholders.

Financial Solutions should:
(1) periodically undertake a comprehensive review of
each of the key assumptions underpinning the CIF
financial forecasts, to ensure that these remain
appropriate and accurately reflect all known
information which could impact on the validity of
the underlying assumptions, with particular focus
on the issues raised above; and

Amber

(2) ensure that the information contained in future
Committee reports clearly set out the key
messages around the risks, uncertainties and any
changes to key assumptions (or the reason why
they have not changed), in the financial model.
The use of ‘Monte Carlo simulations’ and/or
sensitivity analysis might also be considered to
better demonstrate the likely extent and distribution
of possible outcomes.
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Management response
Agree
Greg Telfer, Business Finance Manager

0210/2021/004
Implementation
Month/Year
December 2021

(1)&(2) Financial Solutions has committed to the
reporting of an annual Community Investment Fund
progress report which outlines updated financial
projections linked to emerging economic trends,
including a sensitivity analysis, to Policy & Strategy
Committee Cycle 4 in December 2021 (Programme of
Work item 12).
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4. Action Plan (continued)
Ref
2

Community Investment Fund – Planning assumptions

0210/2021/004

Finding
The Service needs to ensure that capital programmes are consistent with, and fully aligned to, the level of resources generated by the CIF and that
associated governance arrangements continue to give due cognisance to the underlying objectives of the CIF as approved by elected members.
In light of the financial challenges affecting the Council, it was agreed in July 2020 that a revised 5-year capital programme for 2021/22 to 2025/26 should be developed to ensure
that future capital plans were prudent, sustainable and affordable and aligned with the updated Medium Term Financial Plan (MTFP). In order to minimise the risk of committing to
unaffordable investment plans, a decision was also taken by the SCDG in October 2020 to combine the Council’s core capital programme and the CIF funded programmes on the
basis that the available funding for CIF be aligned to the pessimistic scenario, which was due to be presented to Committee in December 2020.
A process has recently been completed to review and assess all proposals received in respect of the revised capital programme and the results of an initial assessment were
presented to the SCDG in December 2020. We understand that an exercise is underway to match the prioritised projects to the available funding. We recognise that the development
of the revised capital programme is still largely underway, and that further refinement is required to the scoring and prioritisation of the capital bids in light of the available funding
resources. The new combined capital programme is due to be presented to Policy and Strategy Committee in March 2021.
We are content that the decision to combine the CIF and core capital funding for governing future capital spend appears reasonable. However, given the potential future volatility of
the resources likely to be generated by the CIF funding, we consider that it is important that the Service ensures that any ongoing changes in the level of resources are in reflected
in current and future capital programmes at an early stage.

Implication

Recommendation

Priority

CIF funding used in the
development of the new capital
programme may not be realistic
and/or achievable.
Projects may be approved as
part of the revised 5-year
capital programme which do
not reflect the aims or criteria
for the CIF and/or it may not be
possible to accurately monitor
the progress of CIF projects or
their intended impact on the
community.

Financial Solutions should ensure
that:
(1) current and future capital
programmes are consistent with,
and fully aligned to, the level of
resources generated by the CIF;
and

Amber

(2) associated
governance
arrangements continue to give
due
cognisance
to
the
underlying objectives of the CIF
as
approved
by
elected
members.

Management response

Implementation
Month/Year

Agree
Greg Telfer, Business Finance Manager
(1) The revised 5-year capital programme due to be considered by
Policy & Strategy Committee in March 2021 includes an
assessment of projects linked to the CIF aims and objectives and
linked to the pessimistic scenario of CIF income, as approved by
Policy & Strategy Committee in December 2020. In addition, PO12
commits Financial Solutions to setting annual capital programme
budgets that incorporate the updated resource projections,
including those outlined through the annual CIF progress report.
(2) In accordance with its Terms of Reference, the Strategic Capital
Delivery Group will continue to manage the overall capital
programme, including taking due cognisance of CIF.
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March 2022 for the
2022/23 annual capital
budget

Ongoing
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives
in the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management
and control is inadequate to effectively manage risks to the achievement
of objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk.
If the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If
the risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.

Page 145 of 209

i:\data\internal audit\2020-21\financial solutions (0200)\financial solution (0210)\community investment fund - planning assumptions\b. reporting\b10. cif - final report as issued
11.2.2021.docx

7

Appendix 2 – Summary of underlying assumptions
CIF financial model update
CIF funding available over 10 year
period

September 2018

June 2019

March 2020

December 2020
Optimistic
Pessimistic

£500m

£705m

£694m

£634.5m

£540.194m

Growth to reduce by
5% p.a.

Growth to reduce by
5% p.a.

Growth to reduce by
5% p.a.

Growth to reduce by
5% p.a.

Growth to reduce by
5% p.a.

Key underlying assumptions
‘As is’ growth – based on average of
1,700 Council Tax Band D equivalent
properties per annum

Growth from ambition – 300 additional
Band D equivalent housebuilding in year
2

Additional 10% growth
p.a.

Additional 10% growth
p.a.

Additional 10% growth
p.a.

Council tax increases

3% p.a. with 1% ringfenced to support CIF

3% p.a. with 1% ringfenced to support CIF

3% p.a. with 1% ringfenced to support CIF

£14m CIF established as part of
2019/20 Revenue Budget
Council Tax collection rate

Investment factor

No change but reduction in growth applied to
reflect anticipated slowdown associated with
Covid-19 related economic recession and
extended recovery period. Pessimistic scenario
assumes longer recovery period than optimistic.
3% p.a. with 1% ringfenced to support CIF

3% p.a. with 1% ringfenced to support CIF

No change

96%

97%

97%

97%

97%

18.5448 based on an
interest rate of 3.5%
over 40 years

23.1150 based on an
interest rate of 3.0%
over 40 years

22.2084 based on an
interest rate of 3.25%
over 40 years

22.2084 based on an
interest rate of 3.25%
over 40 years

22.2084 based on an
interest rate of 3.25%
over 40 years
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INTERNAL AUDIT REPORT

COVID-19 RESPONSE
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2: Improvement Service Criteria – capturing learning at a corporate level from Covid-19
Issued to: Chief Executive Copied to: Corporate Management Team

Headlines
The purpose of this audit was to provide independent post-event assurance of the adequacy and effectiveness
of the Council’s resilience arrangements and its response (to date) to the Covid-19 pandemic. We reviewed
the Council’s arrangements to assess whether it had met its statutory obligations in respect of civil
emergencies; had put in place appropriate and effective governance arrangements; had adequately maintained
key critical services and had developed appropriate, clear and robust recovery arrangements.
Management have also undertaken a post-incident review/self-assessment of the Council’s response to the
Covid-19 pandemic structured around a set of criteria set out by the Improvement Service (see Appendix 2).
This was reported to the Policy and Strategy Committee in October 2020. As part of this exercise, we also
reviewed and assessed the robustness and completeness of management’s self-assessment.
Based on the results of our work, we have categorised this audit as offering ‘substantial assurance’. In
particular, we are satisfied that the Council invoked relevant business continuity arrangements and the
Corporate Resilience Plan, which enabled them to respond promptly and effectively in meeting their statutory
obligations when Covid-19 was declared a global pandemic and continuing, as far as practical, to deliver key
critical services. Well-established command structures (Gold (strategic), Silver (tactical) and Bronze
(operational/individual Service level) met regularly and enabled generally effective governance of the Council’s
response, allowing appropriate identification and consideration of issues arising and an effective forum for
decision-making by management.
In March 2020, the Council delegated significant powers to the Chief Executive given the possible need to
stand down formal meetings of the Council or its Committees. When meetings were stood down, we noted
that alternative processes were put in place to enable input into decision-making by elected members. This
included providing members with access to Committee reports and a means to provide comments in advance
of decisions being made by the Chief Executive. Decisions were published on the Council’s website and when
meetings were able to be held virtually, a report was submitted to the Council in August 2020, providing details
of all decisions made in the intervening period. We consider that these arrangements, although not universally
popular, were reasonable and appropriate given the unprecedented circumstances presented by Covid-19 and
the work necessary to put in place a robust technical solution to enable virtual meetings.
Following the initial stages of the pandemic, work commenced, and has been ongoing, to co-ordinate the
recovery planning process across all service areas as circumstances and legislation allows. At the time of
writing, over 80% of Council services have remained operational and/or have recovered. In addition, we noted
that a revised Corporate Business Continuity Plan has been prepared and work has been undertaken to update
and further improve business continuity plans and risk registers across all Services to reflect relevant issues
arising from the pandemic and to prepare for any ‘second wave’.
We have raised only one minor recommendation relating to the desirability of establishing an action plan to
record and track progress in respect of lessons learned/actions arising by management from their post-incident
review. This is included at section 3 of this report.
Internal Audit Opinion (see definition at Appendix 1)

Substantial assurance (Green)

Organisational impact (see definition at Appendix 1)

Minor

Report status
Audit Team

FINAL

Audit ref

0900/2021/008

Date issued

17/02/2021

Lynn McCrum and Paula Hendry
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1. Executive Summary
Objectives
The Civil Contingencies Act 2004 and the Contingency Planning (Scotland) Regulations 2005 define local
authorities as Category 1 Responders and require the Council to fulfil specific statutory duties in respect of civil
emergencies. The Council has long-established emergency response arrangements and structures which were
implemented in March 2020 to enable these duties to be discharged.
The purpose of this audit was to provide an independent post-event review of the adequacy and effectiveness
of the Council’s resilience arrangements and its response to the Covid-19 pandemic, whilst seeking to address
the following issues:
• Did the Council meet its statutory obligations in respect of resilience/civil emergency?
• Did the Council ensure appropriate and effective governance arrangements were in place to enable clear
decision-making, effective partnership working and clear and robust communication?
• Was the Council able to continue to deliver, as far as practical, key critical services?
• Has the Council put in place clear and robust arrangements to support recovery?
• Has the Council conducted a post-incident review to examine what worked well and to identify areas for
improvement and/or amendments to business continuity plans which may be required for any similar future
emergencies?
We reviewed the Council’s response against expectations and good practice detailed by the Improvement
Service in terms of capturing learning from Covid-19 (see Appendix 2). This review was a review of the
generality of the Council’s response and was not intended or designed to review or provide assurance on any
specific actions or decisions taken by the Council during the ongoing response to the pandemic.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised

Red

Amber

Green

0

1

0

(see definition of priority at Appendix 1)

Key areas requiring management action (Red)
There were no key areas requiring urgent management action identified.

Good practice identified
We noted the following areas of good practice during the audit:
•

The Council has well-established business continuity arrangements, including a Corporate Resilience Plan
which enabled the Council to respond to the pandemic promptly and in line with its statutory obligations.

•

The Council implemented its emergency response structures in early-March. This comprised Gold
(strategic), Silver (tactical) and Bronze (operational/individual service) Command Groups and provided an
appropriate and generally effective governance framework for decision making and to ensure consistency
and best practice in responding to incidents. Services responded flexibly to be able to continue to deliver
Services in ‘Covid-secure’ ways, with significant numbers of staff and functions being delivered remotely.

•

There was extensive communication throughout the pandemic with information, advice and guidance
shared internally with staff and members and externally with service users, businesses and the public.

•

The Council collaborated and worked well with its fellow members of the Lanarkshire Resilience
Partnership sharing information and ensuring consistency of approaches and message being delivered.

•

Both the Council’s corporate risks and individual service risk registers were reviewed to identify new risks
and update existing risks in light of Covid-19. In addition, a new risk – Pandemic Illness -Covid-19 was
added to the corporate risk register and is subject to ongoing monitoring.

•

Many of the Council’s services were able to continue operating throughout lockdown whilst still ensuring
the ongoing safety of service users and staff.

•

The Council had appropriate and effective governance arrangements in place during the pandemic which
enabled clear and transparent decisions to be made.
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Other areas for improvement (Amber)
An area for improvement was identified:
•

The absence of an action plan setting out how the Council intends to progress the lessons learned may
result in improvements not being secured.
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3. Action Plan
Ref
1

Covid-19 Response

0900/2021/008

Finding
The absence of an action plan setting out how the Council intends to progress the lessons learned may result in improvements not being secured
A desktop review of the Council’s response to the Covid-19 pandemic, structured around a set of criteria independently developed by the Improvement Service see Appendix 2),
was undertaken by management. CMT reviewed the outcome of this assessment and identified a number of lessons learned. The results and the conclusions were thereafter
reported to the Policy and Strategy Committee in October 2020.
Although the lessons learned have been identified, these have not been formally captured in a comprehensive action plan which sets out full details of how each of the 12 lessons
learned will be addressed, including responsible officer and timescale for completion of individual actions and/or the overall area for improvement. Doing so would enable senior
management and elected members to monitor, report and track progress.

Implication

Recommendation

Priority

Management response

The absence of a means of
tracking whether lessons learned
and any actions arising have been
progressed/completed may result
in identified improvements not
being secured.

Management should:
(1) seek to ensure that any actions arising from
the lessons learned are captured in an action
plan with responsible officers and expected
timescales identified; and
(2) ensure that the resultant action plan is
regularly reviewed to monitor progress
and/or updated as appropriate.

Amber

Agree
Andrew McPherson, Head of Waste and Regulatory Services
(1) An action plan has been prepared based on the actions
arising from the lessons learned and each action will be
allocated to an appropriate Head of Service and have an
agreed timescale identified.
(2) Progress of actions will be monitored through the Silver
Command Group with periodic updates presented to the
Gold Command Group.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.
Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Green-Amber

Amber-Red

Red

Substantial
Assurance

A sound system of governance, risk management and control
exists, with internal controls operating effectively and being
consistently applied to support the achievement of objectives in the
area audited.

There is a generally sound system of governance, risk management
Reasonable and control in place. Some issues, non-compliance or scope for
Assurance improvement were identified which may put at risk the achievement
of objectives in the area audited.
Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk
management and control to effectively manage risks to the
achievement of objectives in the area audited.

No
Assurance

Immediate action is required to address fundamental gaps,
weaknesses or non-compliance identified. The system of
governance, risk management and control is inadequate to
effectively manage risks to the achievement of objectives in the area
audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant
risk. If the risk materialises it would have a major impact upon the organisation as
a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium
risk. If the risk materialises it would have a moderate impact upon the organisation
as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk.
If the risk materialises it would have a minor impact upon the organisation as a
whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve
immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2
Improvement Service: capturing learning at a corporate level from Covid-19
The Improvement Service produced a set of criteria which comprised of 20 assessment statements,
to assist Council’s in capturing learning at corporate level from Covid-19. These are detailed below:
1. The Council can evidence examples of how it has worked well in response to Covid-19.
2. The Council has collaborated in new and different ways with partners in response to Covid-19.
3. The Council can evidence examples of how resources were used to best support hard to reach
individuals and communities during Covid-19.
4. The Council can evidence examples of positive working with the Third Sector in response to Covid-19.
5. The Council can evidence how it targeted support during Covid-19 through community engagement.
6. The Council can evidence a consistent and co-ordinated approach to providing communities with advice
and guidance around Covid-19, such as mental health and wellbeing support.
7. The Council is capturing learning and good practice around Covid-19 to help shape future service
delivery e.g. case studies to share learning.
8. The Council has provided effective leadership during Covid-19.
9. The Council has established clear roles and communication channels during Covid-19.
10. The Council has made use of digital innovation to support shared and effective decision making during
Covid-19.
11. Council structures have delivered activities efficiently and effectively during Covid-19.
12. The Council has ensured effective governance arrangements during Covid-19.
13. The Council has provided good mental health and wellbeing support for staff during Covid-19.
14. Taking into account the levels of absence experienced during this challenging time, staffing levels have
been appropriate to meet the needs of service users during Covid-19.
15. The Council has ensured that practical advice and guidance has been readily available for staff as and
when they needed it.
16. The Council has developed approaches to engage with staff around service innovation to support
Recovery and Renewal Planning in response to Covid-19.
17. The Council has established key principles that should underpin recovery strategies.
18. The Council is reviewing the strategic implications that Renewal and Recovery Plans may have for
agreed Local Outcome Improvement Plan outcomes.
19. The Council is looking to permanently retain successful innovations developed during the response to
Covid-19.
20. The Council is making preparations to ensure that lessons learned are being addressed in case of any
future pandemic.
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INTERNAL AUDIT REPORT
FINANCIAL MANAGEMENT
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1: Audit grading
Appendix 2: Elements of CIPFA FM Code 2019 reviewed
Issued to: Head of Financial Solutions, Business Finance Manager (Resource Solutions) and Head of Asset and
Procurement Solutions
Copied to: Executive Director of Enterprise and Communities and Chief Executive

Headlines
The purpose of this audit was to provide independent assurance on the adequacy and robustness of the Council’s
financial management arrangements. In particular, the review focused on whether the Council has maintained
effective financial control and financial management arrangements in line with expected good practice. Work
undertaken during the audit involved an assessment of the Council’s financial management arrangements against
a good practice checklist prepared from a range of sources including the revised CIPFA ‘Code on Financial
Management (2019)’ (‘the Code’) and relevant Audit Scotland guidance.
The impact of, and the Council’s response to, the Covid-19 pandemic, has created significant financial challenges
for all councils in maintaining effective financial controls, ensuring that a balanced budget is delivered in 2020-21
and that the Council is in a position to set a meaningful and realistic budget for 2021-22.
Based on the results of our audit work, we have categorised this audit as offering ‘reasonable assurance’.
We are satisfied that the Council’s financial management arrangements are adequate and generally reflect the
good practice principles reviewed. In particular, we noted that the Council has a robust financial framework in
place which clearly sets out the roles and responsibilities for financial management across the council and which
allows members to undertake regular and high quality challenge of financial matters through timely and accurate
financial reporting.
In addition, we are satisfied that there are appropriate arrangements in place to ensure that the Council has
applied the principles of the CIPFA/SOLACE Delivering Good Governance in Local Government Framework
(2016), the revised Prudential Code for Capital Finance in Local Authorities (2017), the CIPFA Code of Practice
on Treasury Management and other relevant legislation in developing its financial policies and strategies and
budget setting process and that an appropriate range of Prudential Indicators has been developed.
As a result of the pandemic, the Service has not yet undertaken a full assessment of the Council’s arrangements
against the revised CIPFA FM Code 2019. Senior management are, however, fully aware of their responsibility
for demonstrating compliance with the Code and we understand that the Corporate Management Team has
recently agreed with the Head of Financial Solution’s recommendation that this review should be incorporated into
the Council’s self-evaluation framework during 2021-2022.
We have identified a small number of areas where we consider that there is scope to improve current financial
arrangements to better reflect the best practice. These are detailed in the action plan at section 3 for management
consideration and include the need to ensure that a formal self-assessment of the Council’s financial management
arrangements against the CIPFA FM Code 2019 is carried out, with any issues identified taken forward for
management action as appropriate.
Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0210/2021/003(b)

Date issued

8/3/2021

Jacquie Howden and Paula Hendry
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1. Executive Summary
Objectives
This audit exercise sought to provide independent assurance by reviewing and assessing the adequacy and
robustness of the Council’s approach to financial management, with a particular focus on whether the Council has
maintained effective financial control and financial management arrangements in line with expected good practice.
This is the second of two audit exercises undertaken in respect of the Council’s financial management and financial
sustainability arrangements. A separate report on the adequacy of the Council’s approach to financial
sustainability (Financial Sustainability (Ref: 0210/2021/003(a)) was issued in November 2020.
Work undertaken during the audit involved an assessment of the Council’s financial management arrangements
against a good practice checklist prepared from a range of sources including the revised CIPFA ‘Code on Financial
Management (2019)’ and the Audit Scotland ‘Best Value Toolkit: Financial Management (2010)’. A summary of
the good practice principles and standards reviewed during this audit is attached at Appendix 2 of the report.
The CIPFA Code on Financial Management (‘the Code’) is designed to support good practice in financial
management and to assist local authorities in demonstrating their financial sustainability. Whilst the Code does
not have legislative backing, all local authorities in Scotland are required to apply the requirements of the Code
with effect from 1 April 2020 and must be able to demonstrate that its requirements are being satisfied.
Demonstrating compliance with the Code is a collective responsibility for the Chief Finance Officer, senior
management (i.e. the Corporate Management Team) and elected members.
CIPFA has considered the ambition of the Code, its timescales and the wider resource challenges facing local
authorities at present, however, and has indicated that the implementation date of April 2020 should be the
commencement of a shadow year and that by 31 March 2021, local authorities should be able to demonstrate that
they are working towards full implementation of the Code. The first full year of compliance with the Code will
therefore be 2021-2022, although earlier adoption of the Code is encouraged.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The Internal
Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

1

1

Key areas requiring management action (Red)
There were no key areas identified which required urgent management action.

Good practice identified
We noted the following areas of good practice during the audit:
• The Council has strong organisational leadership through its Financial Regulations and Scheme of Delegation
which are reviewed annually and which clearly set out the roles and responsibilities for financial management
across the council and the role of the Chief Financial Officer (CFO) in championing good financial management;
• The Council has generally robust governance arrangements in place through its committee structure and
appropriate training has been provided to members to provide the skills for undertaking regular and high quality
challenge of financial matters;
• The Council has applied the principles of the CIPFA/SOLACE Delivering Good Governance in Local
Government Framework (2016) in developing its Strategic Governance Framework and underlying policies and
strategies;
• The Council’s Annual Accounts have consistently been prepared in accordance with the requirements of the
UK Code of Practice on Local Authority Accounting and has a history of unqualified audit opinions;
• The Council has developed a suitable and appropriate Capital Strategy and range of Prudential Indicators in
accordance with the requirements of the revised Prudential Code for Capital Finance in Local Authorities (2017)
and the CIPFA Code of Practice on Treasury Management and has developed an appropriate method for
monitoring performance against these indicators. In addition, a Treasury Management Strategy and Treasury
Management Activity report are prepared on an annual basis in accordance with the Code of Practice;
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Good practice identified (continued)
We noted the following areas of good practice during the audit:
• Management and elected members are aware of the statutory duty to set a balanced budget each year in
accordance with the requirements of S93 of the Local Government Finance Act 1992 and robust processes
involving members are in place to ensure that a balanced budget can be set within the prescribed timescales
and with key assumptions reviewed regularly for appropriateness; and
• The Council produces a range of financial benchmarking information via the Local Government Benchmarking
Framework (LGBF) to enable users to compare the Council’s financial performance against other councils.

Other areas for improvement (Amber)
The following area for improvement was identified:
•

A formal self-assessment of the Council’s financial management arrangements against the CIPFA Financial
Management Code 2019 should carried out.
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3. Action Plan
Ref
1

Financial Management

0210/2021/003(b)

Finding
A formal self-assessment of the Council’s financial management arrangements against the CIPFA Financial Management Code 2019 should carried
out.
The CIPFA Code on Financial Management (‘the Code’) was revised in October 2019 and sets the standards of financial management for local authorities. The Code is designed
to support good practice in financial management and to assist local authorities in demonstrating their financial sustainability. All local authorities in Scotland are required to
apply the requirements of the Code with effect from 1 April 2020 and must be able to demonstrate that its requirements are being satisfied. CIPFA has considered the ambition
of the Code, its timescales and the wider resource challenges facing local authorities at present, however, and has indicated that the implementation date of April 2020 should
be the commencement of a shadow year and that by 31 March 2021, local authorities should be able to demonstrate that they are working towards full implementation of the
Code. The first full year of compliance with the Code will therefore be 2021-2022, although earlier adoption of the Code is encouraged.
The Code is based on a series of six principles, supported by specific standards and statements of practice which are considered necessary to provide the strong foundation to
financially manage the short, medium and long term finances of a local authority; manage financial resilience to meet unforeseen demands on services; and financially manage
unexpected shocks in their financial circumstances.
A full assessment of the Council’s financial management arrangements was last undertaken in 2016 against the previous CIPFA FM Code (2007). Due to the impact of, and the
Council’s response to, the Covid-19 pandemic, however, the Council has not yet undertaken a full assessment of its arrangements against the good practice principles and
standards contained in the revised Code, with the immediate focus for Financial Solutions being to ensure that a balanced budget is delivered in 2020-21 and that a budget is
now set for 2021-22. We are satisfied, however, that senior management are fully aware of their responsibility for demonstrating compliance with the Code and we understand
that plans are in place, in conjunction with Business Solutions, to undertake a full assessment during 2021-2022 as part of the Council’s self-evaluation framework.

Implication

Recommendation

Priority

The Council may not
be in a position to
fully
demonstrate
compliance with the
revised CIPFA FM
Code.

Financial Solutions management should
undertake a full self-assessment of the
adequacy of its financial arrangements
against the revised CIPFA Financial
Management Code 2019, in conjunction with
Business Solutions, as soon as practicable
via the self-evaluation framework and ensure
that any issues arising are taken forward as
appropriate.

Amber

Management response
Agree
Elaine Kemp, Head of Financial Solutions

Implementation
Month/Year
April 2021

Senior management understand the requirements and have commenced with
the self-assessment. The opportunity has been taken to incorporate the
assessment of the council’s conformance with the Code into the Strategic SelfEvaluation programme for 2021. This was approved by CMT in December
2020 and will ensure a co-ordinated approach to self-evaluation and that a fully
evidenced improvement plan is identified. An update on the self-evaluation
programme for 2021 is scheduled to be presented to CMT in April 2021. This
will comprise a proposed timetable of outputs in order to inform the annual
Governance Statement.
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3. Action Plan (continued)
Ref
2

Financial Management

0210/2021/003(b)

Finding
There is scope to improve some elements of the Council’s financial management arrangements to better reflect the good practice principles and
standards of the revised CIPFA FM Code (2019).
As part of our audit work, we have undertaken an assessment of the adequacy and robustness of the Council’s financial management arrangements against a sample of the
Code’s good practice principles and standards (as detailed in Appendix 2). Generally, we were satisfied that the Council’s arrangements are satisfactory and adequately comply
with the elements reviewed. We noted, however, a small number of areas where we consider that there is scope to improve the current arrangements to better reflect current
recognised good practice as follows:
•

there is scope to improve the financial training currently being provided to service managers and budget holders to ensure that they are fully aware of their responsibility for
financial management and to ensure that they understand the financial implications of decisions taken. We understand that an online training module based on ‘finance for
non-finance officers’ is currently being developed by Financial Solutions, in conjunction with the Talent and Organisational Development team (TOD), to address this issue
(CIPFA good practice statement E4); and

•

there is currently no formal asset management plan in place to ensure that property, plant and equipment contribute effectively to the delivery of services. We understand
that due to the acceleration and directional change for the Council over the last 18 months in addition to the current Covid-19 pandemic, the direction of the asset strategy
has changed significantly and that revised proposals are currently being developed by Asset and Procurement Solutions. Once approved, this new direction will form the
basis of a new Corporate Asset Management Strategy (CAMS) which is yet to be prepared (CIPFA good practice statement I5).

Implication

Recommendation

Priority

Management response

Without appropriate training,
managers
and
budget
holders may not be fully
aware of their financial
responsibilities.
The
Council’s
asset
management plan may not
be appropriate to ensure that
property,
plant
and
equipment
contribute
effectively to the delivery of
services.

(1) Financial Solutions should continue to liaise
with TOD in developing the online training
module and ensure that all relevant
managers and budget holders are made
aware of the need to complete this training in
due course.
(2) Asset and Procurement Solutions should
continue to develop its asset management
plans and ensure that any new Corporate
Asset Management Strategy can effectively
demonstrate how the Council’s assets
contribute to the effective delivery of services
in accordance with good practice.

Green

(1) Agree
Greg Telfer, Business Finance Manager
Financial Solutions agrees appropriate training for managers and
budget holders will support them in their financial responsibilities.
The Service is currently liaising with TOD on the development of
a suite of training modules for non-finance officers and the aim is
to do an initial launch during this calendar year with an ongoing
programme of additions and updates thereafter.
(2) Agree
James McKinstry, Head of Asset and Procurement Solutions
As agreed at CMT, the new Corporate Asset Management
Strategy is due to be completed by February 2022 and the Asset
and Procurement Team are currently working to table a
document for cycle 4 of the POW.

Implementation
Month/Year

December 2021
and ongoing

February 2022
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.
Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber-Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Green

Green-Amber

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 - Elements of CIPFA Financial Management (FM) Code (2019) reviewed
The Council’s financial management arrangements were assessed against the following elements of the
revised CIPFA Financial Management (FM) Code 2019 as part of our audit.

Principle

FM
Standard
Ref

CIPFA FM Standard

B

The authority complies with the CIPFA Statement on the Role of the Chief
Finance Officer in Local Government (2016)

O

The leadership team monitors the elements of its balance sheet which pose
a significant risk to its financial sustainability

D

The authority applies the CIPFA/SOLACE Delivering Good Governance in
Local Government Framework (2016)

P

The Chief Finance Officer has personal responsibility for ensuring that the
statutory accounts provided to the local authority comply with the Code of
Practice on Local Authority Accounting in the United Kingdom

H

The authority complies with the CIPFA Prudential Code for Capital Finance
in Local Authorities

J

The Authority complies with its statutory obligations in respect of the budget
setting process

K

The budget report includes a statement by the chief finance officer on the
robustness of the estimates and a statement of the adequacy of the
proposed financial reserves

N

The leadership team takes action using reports, enabling it to identify and
correct emerging risks to its budget strategy and financial sustainability

Organisational
Leadership

Accountability

Adherence to
professional
standards

Source
of
Assurance

Page 159 of 209

i:\data\internal audit\2020-21\financial solutions (0200)\financial solution (0210)\financial mgt & financial sustainability\reporting\financial management\final report\a1 - final
report as issued 08.03.2021.docx

7

INTERNAL AUDIT REPORT
CREDITOR PAYMENTS
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2:
(where applicable)
Issued to: Head of Financial Solutions and Head of Asset and Procurement (for Action Plan ref 3 only)
Copied to: Revenue and Benefits Manager and Chief Executive

Headlines
The purpose of this audit was to provide independent assurance regarding the adequacy and effectiveness of
key controls associated with the Council’s purchasing/ordering systems and the payment of creditors.
This audit covered a period when significant changes were necessary at short notice to some operational
arrangements due the public health emergency. Most notably this involved invoice authorisation that was
previously carried out by an authorising signature on hard copy invoices/batch headers being replaced with
electronic submission of invoices via email from the authorising officer with designated wording confirming that
the invoices have been approved in accordance with the Financial Regulations and should be paid. This
approach was agreed with management by Internal Audit in March 2020 recognising the importance of
maintaining an appropriate control framework whilst recognising the need to transition quickly to allowing
significant numbers of relevant staff to work remotely.
Based on the results of our audit work, we have categorised this audit as offering ‘reasonable assurance’,
meaning there is a generally sound system of governance, risk management and control in place although
some issues, non-compliance or scope for improvement have been identified.
Although relevant arrangements were significantly revised at short notice as a result of the pandemic, we are
satisfied that the control framework for payment of invoices has generally remained robust. We were pleased
to note that only authorised and correct payments are made for goods that have been properly ordered and
received and that transactions are being properly and accurately recorded in the general ledger.
The issues which we consider management require to address are as detailed in Section 3 of the report and
include:
•

corporate expectations for the authorisation of invoice batches need to be formalised, communicated to
Services, and thereafter rolled out; and

•

Services need to improve their invoice validation and certification arrangements in order to reduce the
incidence of invoices requiring to be rejected by the Creditors Team.

Internal Audit Opinion

(see definition at Appendix 1)

Reasonable assurance (Green-Amber)
Moderate

Organisational impact (see definition at Appendix 1)
Report status
Audit Team

FINAL

Audit ref

0220/2021/003

Date issued

04/03/2021

Elaine MacDonald, Paula Hendry Liz Sweeney and Jackie Struthers
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1. Executive Summary
Objectives
This review is designed to provide independent assurance regarding the adequacy and effectiveness of key
controls associated with the Council’s purchasing/ordering systems and the payment of creditors. We
considered whether the Council’s arrangements are adequate and/or effective and result in:
•
•

payments being made only for goods which have been properly ordered and/or received;
only authorised and correct payments in accordance with the Council’s Financial regulations are made; and

• transactions being properly and accurately recorded in the Council’s general ledger.
Substantive testing of key controls was based on a sample of 100 payments made through Creditors across all
service areas selected from the period April to October 2020.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

2

2

Key areas requiring management action (Red)
No key areas requiring urgent management action have been identified

Good practice identified
We noted the following areas of good practice during the audit:
• The General Contract Standing Orders sets out the rules and procedures that apply relating to supplies,
the provision of services and the execution of works including procurement and authorisation of invoices;
• Orders placed via the PECOS purchasing system are subject to robust system-imposed controls including
appropriate segregation of duties and the application of a hierarchy of authority limits to raise
orders/approve invoices; and
•

Relevant account codes and cost centres charged in the financial ledger are appropriate in relation to the
goods/services purchased.

Other areas for improvement (Amber)
A few other areas for improvement were also identified:
• Corporate expectations relating to the authorisation of invoice batches need to be formalised,
communicated to Services, and thereafter rolled out; and
• Services need to improve their invoice validation and certification arrangements in order to reduce the
incidence of invoices requiring to be rejected by the Creditors Team.
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3. Action Plan
Ref
1

Creditor payments: regularity testing of selected key controls

0220/2021/003

Finding
Corporate expectations relating to the authorisation of invoice batches need to be formalised, communicated to Services, and thereafter rolled out.
Our work on creditors last year identified the need to review the requirements for authorising invoices and batches and for clear guidance to be created and thereafter
communicated to Services to ensure corporate expectations for authorising invoices were set out and that these fully comply with the expectations of, the then, paragraph 12.4
of the financial regulations.
Management have reviewed the arrangements around invoice authorisation and determined that batch authorisation is sufficient, and this has been reflected in the updated
financial regulations reported to Committee in November 2020 (now covered by paragraph 14.4 of the regulations).
The impact of the pandemic and the move to home working for a significant number of staff has meant that changes in this area have not yet been fully implemented. Recognising
the need to ensure invoice authorisation and processing continued, an amended process and instruction to Services was agreed with Internal Audit and issued to Services in
March 2020. This included submitting invoices electronically via email to a dedicated creditors mailbox. The authorised signatory must submit the email and include a standard
declaration authorising the batch of invoices included.
Batch headers have been reviewed and amended by Creditors management to remove any ambiguity and explicitly state what the authorised signatory is confirming by signing
the batch. The change to working environment referenced above has meant that these have not been issued yet. We understand that the need for a batch header has
diminished with the new electronic process and management’s view is that the email declaration could be amended to reflect the narrative required on the batch header.
Management has agreed that the process for authorising batches will be reviewed to identify the most appropriate/efficient mechanism to ensure compliance with paragraph
14.4 of financial regulations with the outcome of this being clearly communicated to all Services for implementation from the new financial year.

Implication

Recommendation

Priority

Management response

If
invoices
are
not
appropriately certified by
relevant
authorised
signatories prior to payment,
delegated financial control
may not be operating as
intended and expenditure
may not be properly incurred.

Financial Solutions should review and establish
corporate expectations for signing/submitting
batches, ensuring the purpose of the ‘signature’
is clearly referenced and the requirements of
paragraph 14.4 of the financial regulations are
complied with. Clear guidance should be created
and thereafter communicated to Services.

Amber

Agree
Paul Doherty, Revenues & Benefits Manager
It has been agreed that the need for batch headers has
diminished and as we continue with electronic submissions,
there will no longer be a need to submit invoices with a batch
header attached.
Invoices will continue to be submitted electronically via email
to a dedicated Creditors mailbox. The authorised signatory
must continue to submit the email, which will be required to
include a revised declaration, which ensures the purpose of
the ‘signature’ is clearly referenced and that the declaration
complies with paragraph 14.4 of the Financial Regulations.
Clear guidance will be created and communicated to Services
from the Head of Financial Solutions.
As year-end is approaching, these changes will not be
implemented until all relevant year-end processes are
complete.

Implementation
Month/Year
June 2021
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3. Action Plan (continued)
Ref
2

Creditor payments: regularity testing of selected key controls

0220/2021/003

Finding
Services need to improve their invoice validation and certification arrangements in order to reduce the incidence of invoices requiring to be rejected
by the Creditors Team.
The Creditors Team is responsible for processing a high volume of invoices for payment which are submitted from all services on an ongoing basis. As a result of the pandemic,
a significant number of staff are now home working and physical paper batches have been replaced by electronic batch submission and authorisation processes. While these
processes appear generally robust and effective, there has been an increased need to reject batches over this period.
Invoices are rejected by the Creditors Team for various reasons and a log of batches rejected, including the reason for rejection and the related service areas, is maintained
by Creditors. We understand that the statistics generated via analysis of this log are not currently reported to Services but that the Creditors Team are working on enhancing
the log to ensure it records all relevant information to facilitate appropriate tracking, monitoring and reporting of performance issues.
In the period April to December 2020, approximately 5% of invoices submitted (3,741 of 74,593) were rejected and returned to the relevant Service for correction. Data collated
by the Creditors Team highlights that the most common reason for rejecting an invoice (52% of returns) is duplicate invoices and in some instances, a previously authorised
and paid invoice has been presented multiple times by the same Service area. The second most common reason (23% of returns) is batch header and/or authorisation errors
(e.g. declaration not in accordance with corporate expectations, totals quoted do not agree to invoices submitted, etc). Although the identification of these errors provides
additional assurance as to the effectiveness of relevant controls within Creditors, it also results in significant time being spent by the Creditors Team cancelling transactions
that are flagged by the system as duplicate, liaising with Services to correct errors and dealing with supplier calls chasing late payments. These activities impact adversely on
the overall effectiveness of the Creditors Team.
There is a need for all Services to review and improve their processes for invoice certification to ensure the internal check and invoice verification requirements of the financial
regulations are fully adhered to. In particular, there is a need for Services to review how the move to home working has impacted on their normal process and put in place
appropriate validation arrangements to sufficiently track and monitor invoices received and passed for payment, aiming for a ‘right first time’ approach which will aid improvement
in the efficiency of invoice processing within the Creditors Team and also provide assurance that controls in place within Services to authorise and present invoices for payment
are operating as intended.

Implication

Recommendation

Priority

If
Services
don’t
have
appropriate validation checks
in place invoices may be
approved and passed for
payment which are not properly
due, which could result in
additional cost to the Council.
Duplicate payments may be
made, potentially resulting in
financial and reputational loss
to the Council.
Significant requirements to
return invoices incorrectly
submitted for payment impacts
on efficiency and may impact
on
prompt
payment
to
suppliers.

The Head of Financial Solutions, as Section 95 officer, should:
(1) include details in respect of invoices rejected as part of
corporate performance measures regarding processing of
creditors payments and report this to key stakeholders
ensuring action is taken, as appropriate, to address any issues
arising;
(2) request that Services review current arrangements within their
designated areas for invoice verification and authorisation
including taking into account the impacts of home working, with
a view to ensuring that processes in place effectively discharge
the duties required by the financial regulations (i.e. invoices are
only presented once for payment, in a timely manner and by
officers with appropriate delegated financial authority to do so);
(3) require Heads of Service to ensure that all relevant staff within
Services are made aware of the expected processes for
processing invoices and the importance of fully complying with
these.

Amber

Management response
Agree
Paul Doherty, Revenues & Benefits Manager
(1)

Implementation
Month/Year

June 2021

Failure/rejected invoices will be included in
corporate performance measures and reported to
Gold Group/CMT to ensure that senior managers
are aware of any issues and that they can ensure
appropriate action is taken within their Service
area.
(2) and (3)
This will be discussed at Gold Group/CMT when
performance is being reported and information
relating to these issues will be included in the
guidance, which will be issued from Head of
Financial Solutions (as per 3.1 above).
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3. Action Plan (continued)
Ref
3

Creditor payments: regularity testing of selected key controls

0220/2021/003

Finding
Approval plans within PECOS should be periodically reviewed by Services to ensure they remain valid.
The Council’s financial processes are predicated on the requirement for transactions to be authorised by staff who have been given the delegated authority to do so. The
details of who can authorise what sort of transactions and up to what limits are determined by management and recorded on the ASDB maintained by Financial Solutions.
PECOS operates on the basis of approval plans which document the individuals within each service area or team who have been set up as requisitioners and approvers. Each
approver has a different financial limit which is set up within PECOS and is also documented on the approval plan.
In previous Creditor audits, we have raised concerns about the inconsistency between the financial limits contained within the ASDB for approving orders and the approval plan
limits set within PECOS. Review of the ordering arrangements on PECOS for the sample of invoices selected for this review, identified several instances where individuals
with authority to approve orders on PECOS have been attributed different monetary limits to those delegated to them within the ASDB. A formal process whereby Services are
required periodically to review and update the ASDB is in place but we understand no such process currently exists in respect of PECOS approval plans.

Implication

Recommendation

Priority

Management response

If orders are not properly approved by
authorised signatories prior to issue
delegated financial control may not be
operating
as
intended
and
expenditure may not be properly
incurred.
PECOS approval plans may become
out-of-date and/or not consistent with
operational requirements and/or the
ASDB.

Asset and Procurement Solutions consider
introducing an annual review process for
Services to confirm that PECOS approval
plans remain valid and/or notify any
amendments. In doing so Services should
also be reminded that approval limits set
within PECOS should be consistent with
the delegated authority set for officers
within the ASDB.

Green

Agree
Audrey Telfer, Category Manager (ICT, Digital & Corporate)
Pecos authoriser permissions and corresponding financial
authorisation limits are recorded on Pecos Approval Plans
which are signed off by Chief Officers in Services before being
submitted to the Corporate Procurement Team for system
configuration and activation.
Approval Plans are either submitted when a new
Team/Structure is being adopted to Pecos or where the Chief
Officer is indicating a change to a plan name, an individual
and/or change to authorisation levels. All financial authorisation
limits are cross checked against levels allocated within the
ASBD, at a point in time, before being activated on Pecos.
The process of creating and updating plans is currently reactive
and relies on Chief Officers informing CPT of any changes by
re-submitting a new plan.
It is acknowledged that this process could expose the Council
to unnecessary risk and on that basis, the Head of Asset &
Procurement Solutions will implement a new procedure to
periodically review Pecos Approval Plans with Chief Officers, to
confirm that the details held on the system are reflective of the
individuals and their delegated financial authorisation limit to
approve Purchase Orders.

Implementation
Month/Year
October 2021
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3. Action Plan (continued)
Ref
4

Creditor payments: regularity testing of selected key controls

0220/2021/003

Finding
The authorised signatory database (ASDB) for social work contains apparent anomalies and requires to be reviewed.
The Council’s financial processes are predicated on the requirement for transactions to be authorised by staff who have been given the delegated authority to do so. The
details of who can authorise what sort of transactions and up to what limits are determined by management and recorded on the ASDB maintained by Financial Solutions.
Of our sample of 100 invoices, we identified one invoice that had been authorised by an officer (Manager Quality Assurance) who was not listed on the authorised signatory
database and a further invoice where although having delegated authority to certify invoices for payment, the authorised invoice exceeded the delegate authority limit recorded
for that officer (Head of Children, Families and Justice Social Work Services).

Implication

Recommendation

Priority

Management response

If orders are not properly approved by
authorised signatories prior to issue
delegated financial control may not be
operating
as
intended
and
expenditure may not be properly
incurred.
The ASDB may become out-of-date
and/or not consistent with operational
requirements.

Financial Solutions should liaise with Social Work
Services to ensure a full review of Social Work officers
recorded on the ASDB is carried out to ensure that all
relevant individuals who are expected to have
authorisation responsibilities are appropriately recorded
and/or where any gaps or anomalies exist that these are
addressed and that all delegated limits linked to specific
individuals are appropriate.

Green

Agree
Joseph Quinn, Finance Manager
The Controls and Recs (C&R) Team are
responsible for maintaining the authorised
signatory database and manage this by issuing
the authorised signatory list by email to service
managers for checking, updating and return to
C&R Team, who on receipt, update the
database.
In the email issued for the forthcoming annual
review and for future reviews, the C&R Team will
remind the managers, who are responsible for
carrying out the review and submitting the
returns, that they should ensure all staff
designated are fully aware of their authority and
limits. The database is also updated on a regular
basis as amendment forms are received from
services for staff changes.

Implementation
Month/Year
June 2021
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exist, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives
in the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management
and control are inadequate to effectively manage risks to the achievement
of objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk.
If the risk materialises it would have a major impact upon the organisation.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If
the risk materialises it would have a moderate impact upon the organisation.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT
ENTERPRISE STRATEGIC COMMERCIAL PARTNERSHIP (ESCP)
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2:
Good practice toolkit – key questions
Issued to: Executive Director of Enterprise and Communities, Head of Asset and Procurement Solutions,
Commercial Contracts Manager and Project Development Manager Copied to: Chief Executive and all ESCP
Project Board members

Headlines
This audit was a high-level review designed to provide assurance on the adequacy and effectiveness of the
Council’s governance arrangements in respect of progressing the ESCP and managing associated key risks.
This report is the second in a series that will be presented throughout the lifecycle of the project. The results of
the previous audit, which primarily focused on the governance of the project up until the preparation of the
Outline Business Case (OBC), was reported in March 2020.
The ESCP represents a significant and challenging project in the Council’s programme of work and forms an
important part of the Council’s ambitions. The potential contract value is currently estimated at between £6.8
and £8.5 billion although these figures will subject to further refinement. A summary of the OBC was submitted
to the Policy and Strategy Committee in March 2020, when approval was granted to progress to Gateway 2:
Procurement of the preferred solution. The purpose of this stage of the project is to plan, prepare for, and
progress a successful competitive dialogue process to enable the Council to identify a suitable partner, after
which a Full Business Case (FBC) will be finalised and presented to Committee for consideration and approval.
We reviewed the programme’s governance arrangements against a good practice toolkit prepared by Internal
Audit from a range of sources including the National Audit Office, HM Treasury and the Cabinet Office
Infrastructure and Projects Authority. This exercise was not intended to provide assurance or offer an opinion
on any specific decisions being made by the Project Board or on the likely operational or financial viability of
the project.
We have categorised the results of this audit as offering ‘reasonable assurance’. We are satisfied that the
governance arrangements in place are adequate, appear robust, that the project is being managed in line with
the Council’s expected project management arrangements and in a manner consistent with good practice.
Since our last review, governance arrangements for the project have been further developed. A Project Initiation
Document (PID) has been prepared for the procurement stage which defines relevant governance and control
arrangements; eight detailed workstreams have been identified and progressed to ensure that key deliverables
are achieved within agreed timescales; a detailed project plan has been prepared; and enhanced risk
management arrangements have been put in place.
(continued overleaf)
Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Major

Report status
Audit Team

FINAL

Audit ref

0660/2021/001

Date issued

03/03/21

Lesley Armstrong and Paula Hendry
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Headlines (continued)
Whilst there has been some slippage in the timescales (the issue of the contract notice has been delayed 8
weeks), we were pleased to note that the Project Team closely monitor the project plan and where the need
for additional time is identified, the Project Board are informed at an early stage to enable them to consider
and approve any re-phasing of the project plan.
We are satisfied that the Project Team has recognised the risk associated with the competitive dialogue
procurement process and has taken a number of actions to try and mitigate this including undertaking extensive
market research to assist in the shaping of the proposed delivery model and potential contractual frameworks
and arrangements. We also consider that the Project Board has made adequate provision in the project plan
to undertake the necessary evaluation processes effectively.
Uncertainties at this stage of the project around how the Partnership will look and operate in practice has
meant that to date there has been limited progress on benefits management. However, a dedicated
workstream has been formed, whose terms of reference include the requirement to establish a benefits
realisation plan, and work is underway to gather and prepare baseline data to assist in setting relevant
performance and benefit targets.
We also noted that work continues to develop the ‘Intelligent Client’ function which will comprise the oversight
and assurance role within the Council to manage the relationship with the Partnership and which will specify
the outcome requirements and be responsible for monitoring performance to ensure that the required
outcomes and standards of performance are achieved.
We recognise that the Project Board appears fully aware of the significant level of risk and uncertainty in the
areas highlighted above and has put in place appropriate arrangements to manage these. We have not
therefore raised any specific recommendations in relation to these issues. However, it is important, given the
scale and complexity of the ESCP, that the Project Board continues to ensure that the risks associated with
these areas continue to be fully understood and effectively managed in line with expected timescales.
We have identified a small number of other areas where we consider that scope for improvement exists. These
are detailed in the action plan at section 3 for management consideration and include need to establish a more
formal process for monitoring, managing and updating the risk registers.
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1. Executive Summary
Objectives
This audit was a high-level review designed to provide assurance on the adequacy and effectiveness of the
Council’s governance arrangements in respect of progressing the ESCP and managing associated key risks.
This report is the second in a series that will be presented throughout the lifecycle of the project. The results
of the previous audit, which primarily focused on the governance of the project up until the preparation of the
Outline Business Case (OBC), was reported in March 2020.
In this review, we considered the following:
•

Is it clear what the current stage of the programme is intended to deliver? Are short-term scope and
milestones realistic, understood, clearly articulated and capable of being met?

•

Are there effective governance structures that provide periodic updates on progress/status and strong and
effective oversight, challenge and direction? Does this include appropriate consideration of relevant risks
and how key risks are being managed?

•

Are procurement arrangements being progressed in a legal manner, consistent with the Council’s contract
standing orders and previous Council decisions relating to the ESCP?

•

Has the programme established appropriate mechanisms to ensure robust information is being gathered
in respect of expected and actual outcomes and benefits?
•
Are there appropriate financial controls in place to ensure key decisions made are in line with approved
budgets and future affordability?
The exercise was not intended to provide assurance or offer an opinion on the likely success or otherwise of
the procurement outcome but was instead focused on reviewing the programme governance arrangements
for the current stage of the programme: Gateway 2: Procurement of the preferred solution. These
arrangements were assessed against corporate expectations and a good practice toolkit prepared by internal
Audit, from a range of sources including material from the National Audit Office (NAO), HM Treasury and the
Cabinet Office Infrastructure and Projects Authority.
Work involved discussions with key staff and a detailed review of relevant documentation to evidence the
operation of relevant key processes and procedures associated with the governance of the project.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

1

2

Key areas requiring management action (Red)
No areas requiring urgent management action have been identified.

Good practice identified
We noted the following areas of good practice during the audit:
•

The ESCP has an appropriate and effective governance structure. The management structure consists
of a Project Sponsor, Senior Responsible Officer (SRO), Project Board, Project Team, a Project Advisory
Group and eight workstream groups. The Project Board is chaired by the Head of Asset and Procurement
Solutions, who is the SRO and membership includes relevant Heads of Service and senior officers,
ensuring that it has the authority to make decisions and provide the necessary resources to support
delivery of the ESCP.

•

A Project Advisors Group, consisting of all workstream leads has been established to discuss and
scrutinise workstream deliverables before they are presented to the Project Board for approval.

•

A Project Initiation Document (PID) has been prepared for the procurement stage of the project. The PID
defines the governance and control arrangements, forms the basis for the management, implementation
and the assessment of the project’s overall success and outlines what the project sets out to achieve.
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Good practice identified (continued)
•

The Project Board meets broadly every four weeks and the minutes of these meetings confirm that the
Board appears effective in providing oversight, challenge and direction

•

An OBC has been prepared to demonstrate that the ESCP, and the project to procure such a Partnership,
is economically and financially viable. It outlines why the Council should invest in the ESCP by presenting
the strategic, economic, commercial, financial and management cases and concludes that the project
would substantially contribute to and drive the Council’s ambitions.

•

A Preliminary Risk Assessment (PRA) for the procurement stage of the project has been undertaken and
a risk register, which identifies likely and foreseeable risks has been prepared to supplement the PRA.
The risk register has, for each risk, identified the likelihood and impact, identified the owner and confirmed
the controls in place and actions required to mitigate the risk.

•

A detailed project plan has been prepared for the procurement stage which details the individual tasks
required to progress the project, together with durations and target completion timescales. The critical
path activities have been clearly identified and these are being used for the main focus of reporting to the
Project Board to ensure that they are kept up to date with progress, that the required decisions are made
at the right time and to drive the project forward at the correct pace to meet the ambitious timescales.

•

Funding, based on appropriate cost estimates, has been secured for the procurement stage of the
project. The budget is monitored by the project manager and the Project Board are provided with a
financial update at Board meetings.

•

The services of external advisors have been procured to provide relevant specialist advice and expertise
to support the progression and successful implementation of the ESCP.

Other areas for improvement (Amber)
One other area for improvement was also identified:
•

The processes for monitoring, managing and reporting on the projects risk registers requires to be
improved.
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3. Action Plan
Ref
1

Enterprise Strategic Commercial Partnership

0660/2021/001

Finding
The processes for monitoring, managing and reporting on the projects risk registers requires to be improved.
The ESCP Project Team has used the Council’s project management guidance and documentation for identifying and recording risks. A Preliminary Risk Assessment (PRA)
has been undertaken for the procurement stage and a risk register has been prepared using the PRA as a baseline for identifying and categorising the risks. We were informed
that the Project Team informally monitor this risk register.
To ensure that work progresses in line with the project plan, eight workstream groups have been developed, which are responsible for ensuring that key deliverables are
achieved within agreed timescales. Each workstream group has participated in a risk workshop delivered by the Corporate Risk Manager and are in the process of developing
risk registers which will link into the project risk register. These risk registers are currently in draft form, however, it is anticipated that they will be concluded by mid-March.
We were informed that once the workstream risk registers are complete, it is intended to establish, in consultation with the Corporate Risk Team, a formal process for regularly
monitoring, managing and updating all of the project risk registers. This should also include consideration of how best to report relevant information arising to the Project Board.

Implication

Recommendation

Priority

Management response

The Project Board may fail to
recognise and/or understand
all key risks to which it is
exposed and consequently
fail to take appropriate action
to mitigate those risks.

The Project Board should ensure that:
(1) the individual risk registers for the eight workstreams are
finalised and agreed; and
(2) a formal process for regularly monitoring, managing and
updating all of the risk registers is established, documented
and implemented promptly with appropriate reporting of
relevant issues to the Project Board.

Amber

Agree
Laura Moffat, Project Development Manager
Given the complex nature of the project and the
level of risk involved, the Project Team, in
conjunction with the Corporate Risk Team, felt that
it was appropriate to engage in a more detailed risk
process involving the eight workstreams to ensure
that all areas are addressed. This process has
required a significant investment in time and
interaction with many stakeholders. This will result
in the management of risk at three levels:
workstream, project and corporate, with
appropriate governance arrangements in place
allowing for the appropriate level of focus for a
project of this scale. It is anticipated that work to
finalise risk registers will be complete in March
2021 with appropriate risks being reported to the
Project Board from March 2021 and regularly
thereafter.
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3. Action Plan (continued)
Ref
2

Enterprise Strategic Commercial Partnership

0660/2021/001

Finding
The Outline Business Case (OBC) has not yet been finalised and approved by the Project Sponsor and Senior Responsible Officer (SRO).
The high-level outcomes from the OBC were presented to the Policy and Strategy Committee in March 2020, with the Committee giving approval to progress the ESCP project
to the next phase – Gateway 2 procurement of the preferred solution.
The OBC has since been updated and enhanced with progress being discussed by the Project Board. We understand that these changes do not impact on the outcomes and
decisions previously approved by Committee. The refinements to the OBC are substantially complete, however, it has not yet been finalised and approved by the Project
Sponsor and Senior Responsible Officer.

Implication

Recommendation

Priority

Management response

Without a finalised and approved
OBC, key decision makers and
stakeholders may not fully understand
the rationale of the project and may be
unable to make informed decisions.

The Project Board should ensure that the OBC is
finalised and approved at an early stage.

Green

Agree
James McKinstry, Head of Asset &
Procurement Solutions
Work to update the OBC is substantially
complete. The finalised OBC will be provided to
the Project Sponsor and SRO for consideration
and approval by the end of March 2021. The
project will not proceed to the launch of
procurement until the OBC has been approved.
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3. Action Plan (continued)
Ref
3

Enterprise Strategic Commercial Partnership

0660/2021/001

Finding
Elected Members should be updated at regular intervals on progress with the ESCP.
A Stakeholder and Communication Matrix has been prepared and approved by the Project Board. The matrix identifies the key stakeholders who are responsible for endorsing
the arrangements for delivering the programme (i.e. decision making) as elected members (via the Policy and Strategy Committee), the project sponsor and the Project Board
(including SRO). A summary of the OBC was submitted to the Policy and Strategy Committee in March 2020, with the outcome being approval to progress the project to the
procurement stage.
We noted that the draft programme of work indicates no reports on the ESCP are planned to be presented to Committee during 2021-22, with the next report expected in
2022-23. Whilst we recognise that the procurement stage comprises detailed technical and commercially sensitive information which would not be appropriate for sharing, we
consider that there is a need to provide members with overview reports outlining how this lengthy, complex and corporately important project is progressing against expected
timescales.

Implication

Recommendation

Priority

Management response

Elected
members
are
not
appropriately or sufficiently informed
about the progress of a significant and
challenging project that forms an
important part of the Council’s
ambitions.

The Project Board should consider providing elected
members with periodic overview reports on progress
being made on the ESCP, at appropriate intervals,
outlining the key actions undertaken to date and
providing an assessment of progress against expected
timescales.

Green

Agree
James McKinstry, Head of Asset & Procurement
Solutions
Consideration will be given as to the most
appropriate timescales and means for reporting
to elected members.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green-Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber-Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives in
the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If
the risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 – Good practice toolkit – key questions
1.

Need for programme: Is it clear what current stage of the programme is intended to achieve?

1.1

Has the need for a programme been established?

1.2

Is there a clear understanding of the current position, the shortcomings that the programme is
intended to address and the desired outcome? And is it clear that the programme, if delivered would
address the need?

1.3

Are there clear, realistic objectives and an understanding of what success looks like?

2.

Putting the programme into practice: Are scope and business requirements realistic,
understood, clearly articulate and capable of being put into practice?

2.1

Has the programme been defined clearly?

2.2

Does the programme definition take into account likely business and external changes?

2.3

Have stakeholders endorsed the arrangements for delivering the programme?

2.4

Is there appropriate staff training and support in place to deliver the programme and effect business
change?

2.5

Has the programme identified enablers to achieve its objectives (e.g. people, policies, funding,
processes, partners & technology?) Are they in place?

2.6

Does the organisational risk management plan include risks associated with the operation of the
service or capability?

2.7

Is there an appropriate disaster recovery plan?

3.

Governance and assurance: Are there effective structures (internal and external) that provide
strong and effective oversight, challenge and direction?

3.1

Is there a suitable governance structure for the programme?

3.2

Are there clearly defined roles and responsibilities?

3.3

Is there a distinct programme management team with authority and responsibility for delivering the
programme?

3.4

Does the organisation’s board receive timely and accurate reports on the programme progress?

3.5

Is the programme integrated into the wider planning and development of the organisation?

3.6

Are the programme and oversight teams realistic about their ability to deliver and implement the
programme successfully?

3.7

Do the programme sponsor and other senior stakeholders receive independent assurance on the
programme? Has the programme board responded proactively to external assurance reviews?

Page 175 of 209
I:\Data\INTERNAL AUDIT\2020-21\ENTERPRISE AND COMMUNITIES (0600)\Asset & Procurement (0660)\0660.2021.001 - ESCP\A. Findings and Report\A6. ESCP - Final report as issued 03.03.21.docx

9

Appendix 2 – Good practice toolkit – key questions (continued)
4.

Risk management: Are key risks identified, understood and addressed?

4.1

Has the programme adopted a systematic approach (e.g. horizontal scanning) to identifying and
considering risks?

4.2

Is there a separate risk register for each stage of the project?

4.3

Have foreseeable risks been identified and assessed?

4.4

Have risks been appropriately analysed to assess both the likely occurrence and the potential impact
and produce a prioritised management strategy?

4.5

Have key risks been allocated an owner and a management plan in place?

4.6

How is the risk register reviewed?

4.7

Are there systematic criteria for escalation?

4.8

Have risks associated with using innovative approaches/solutions been taken into account?

4.9

What contingency plans are in place and how would they be activated?

5.

Legal arrangements: Are procurement arrangements being progressed in a legal manner,
consistent with the Council’s standing orders and previous Council decisions?

5.1

Is there a legal representative on the Project Board to ensure that the procurement arrangements are
being progressed in a legal manner?

5.2

How does the Project Board ensure that procurement arrangements are progressed in line with legal
requirements?

5.3

How does the Project Board ensure that procurement arrangements are progressed consistently with
the Council’s standing orders?

5.4

Are the procurement arrangements being progressed in line with previous Council decisions?

6.

Benefits: Does the programme have a baseline, know what measurable change it is going to
make and actually measure it? Are benefits being achieved?

6.1

Has the needs analysis for the programme established the current baseline performance?

6.2

Does the programme have clear objectives that relate to measurable change?

6.3

Are there identified programme benefits and ways of measuring achievement of those objectives?

6.4

Is there a commitment to monitoring the performance to support evaluation of the programme?

6.5

Is there a commitment to review performance against the plan and to determine whether the
programme has delivered the intended benefits and outcomes?

6.6

Is the programme on track to deliver intended benefits?

7.

Business case: Does the business case demonstrate value for money (VFM) over the lifetime
of the programme?

7.1

Have the achievable benefits and outcomes been defined?

7.2

Is the funding secured?

7.3

Is there a credible estimation of all costs, appropriate for the stage of the programme?

7.4

Does the cost include the cost of enablers? i.e., the costs that are required to make the project work
as opposed to the barriers.

7.5

What evidence is there that the timescales are realistic?

7.6

Are decisions through the life-cycle made with regard to VFM?
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Appendix 2 – Good practice toolkit – key questions
8.

Costs and schedule: Has the programme built up robust estimates of cost and schedule,
including all programme components?

8.1

Have programme cost and duration estimates been developed through use of systematic and
appropriate methods?

8.2

Do the cost estimates cover all elements of the programme?

8.3

Have the estimates been validated?

8.4

Is it clear where costs have been excluded?

8.5

Do costings make allowance for risk?

8.6

Does the programme have identified contingency sums aligned with the risks and uncertainties in the
estimated cost components?

8.7

Does the programme schedule have the majority of tasks on its critical path or is there some flexibility
in the scheduling of individual tasks?

8.8

Does the programme record and continually update its critical path?

8.9

Are realistic milestone dates consistently reported to leadership and the organisation?
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AGENDA ITEM 10

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐ for approval ☒ for noting

Ref: KA/ASP/Mar21

Date: 25/03/2021

Risk management update
From:

Ken Adamson, Audit and Risk Manager

Email:

adamsonk@northlan.gov.uk Telephone:

07939 280602

Executive Summary
The purpose of this report is to update Panel members on risk management developments in the
period including progress on reviewing, assessing and managing risks contained within the
Council’s corporate risk register.
Risk registers remain in place across the organisation, with work ongoing within Services to
ensure that risk registers remain comprehensive, up-to-date and reflect current organisational
objectives, management arrangements and the ongoing impact of Covid-19.
The report summarises progress against key recommendations and planned management
actions arising from the recent Internal Audit report on Risk Management, including
improvements to the guidance available to those drafting committee reports to ensure a more
consistent approach to the consideration of risks and how risks and the management of risk is
communicated to elected members.
The report also outlines proposals for the 2021-22 review of the Corporate Risk Register to bring
this annual process, which was delayed in 2020-21, back in line with normal annual timescales,
updates on progress against the 2020 risk management objectives and sets out proposed key
risk management priorities and actions for 2021.

Recommendations
The Panel is invited to:
(1) note the status of the Corporate Risk Register;
(2) note that work is currently being progressed by risk management staff working with senior
management leads to monitor, review and, where necessary, complete updated
documentation in relation to the corporate risks described;
(3) note progress made in relation to recommendations raised within the recent Internal Audit
report on the council’s risk management arrangements;
(4) note proposals for upcoming review of the Corporate Risk Register following approval of
the Programme of Work for 2021/22 in March 2021;
(5) endorse the proposed key risk management objectives and planned actions for 2021; and
(6) otherwise note the contents of the report.

Links
The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement:

All ambition statements
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1.

2.

Background
1.1

The Panel will recall that in line with the approved Risk Management Strategy, all corporate
risks identified and agreed as meriting inclusion in the corporate risk register are subject to
regular monitoring and review by relevant senior management, and that each Service is
required to maintain its own detailed risk registers in respect of the operational service risks
within their areas of responsibility.

1.2

Members are also aware that the Council’s Risk Management Strategy requires that the
corporate risk register be refreshed on an annual basis; led by the Corporate Risk Team,
working with the Risk Management Corporate Working Group on behalf of, and in
consultation with, the Corporate Management Team.

1.3

Each year the corporate register is reviewed for completeness and relevance to the council’s
strategic objectives, and alignment with The Plan for North Lanarkshire. The results of the
most recent review exercise were reported to Panel in December 2020. This paper provides
the Panel with an update on work being progressed as a result of the most recent review
exercise.

1.4

Members will also be aware of the recent Internal Audit report on the council’s Risk
Management arrangements, the findings and management responses to which are included
within the Internal Audit Progress report elsewhere on the agenda for this meeting. This
report also provides Panel with an update on progress against the key recommendations
contained within that report.

Report
Corporate Risk Register 2020-21 – status
2.1

The Panel will recall that the definition of a corporate risk in the approved Risk Management
Strategy is given as “those risks which can impact the Council in achieving its priorities and
stated objectives, or are more strategic in nature and require corporate oversight”. Such
risks may have the potential to impact many Services, and/or can impact significantly on
the Council in terms of financial costs, reputational damage and the achievement of key
plans or ambitions. The corporate risk register may also include significant Service level
risks which have been escalated for closer attention at a strategic level.

2.2

The approved corporate risk register for 2020-21 contains 25 risks as outlined in the table
in Appendix 1. Live risks within the register are subject to ongoing monitoring and review
by senior management throughout the year, with regular risk reporting to both the Corporate
Management Team and the Audit and Scrutiny Panel. Currently, there are 22 risks
classified as ‘live’ with complete control documentation and 2 risks classified as ‘draft’ where
relevant control documentation is being finalised. One risk relating to Adult Health and
Social Care Integration is currently under consideration as to whether the risk requires to
be significantly reframed or removed in its’ current state from the Corporate risk register.

2.3

Members will recall agreeing to receive two reports on individual corporate risks at each
meeting in 2021. To that end reports are being presented to Panel elsewhere on its agenda
by risk leads for the ‘Tackling Poverty’ and ‘Implementation of Economic Regeneration
Development Plan (ERDP)’ corporate risks.

2.4

Key changes in the CRR since the last update to Panel include:
•

Documentation for the corporate risk for the ‘Enterprise Strategic Commercial
Partnership’ has now been finalised with a residual risk rating of ‘12 MEDIUM’.
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•

After its most recent review, the risk “Pandemic Illness – Covid 19” has reduced in residual
risk rating. Originally with a residual score of ‘25 HIGH’, the risk is now rated as ‘15 HIGH’.
Although still a high risk, management’s assessment reflects the effectiveness to date of
Council’s response to the risks associated with the pandemic which has ensured
continued delivery of critical services, while mitigating the impact on residents, staff and
the reputation of the council. The score also reflects management confidence in the
governance arrangements now in place to monitor and respond to challenges on an
ongoing basis.

•

Following management’s recent review of the risk for 1140 Hours, the residual risk rating
has reduced to ‘4-LOW’. It is management’s assessment that key deliverables of the
project have been substantively delivered or are on track to be delivered within cost, time
and quality. This also reflects confidence in contingency arrangements and associated
governance arrangements in place to ensure continued progress. As the project nears
completion the expectation is that this risk will be removed from the Corporate Risk
Register and change to a ‘business as usual risk’ within the Education and Families’
Service risk register.

2.5

The Panel will recall that early in the response to the Pandemic, ‘Covid specific’ versions of
several corporate risks were created to enable immediate significant impacts upon existing
risks and the council’s risk profile to be quickly understood and assessed.

2.6

For some risks, it is accepted that Covid has, or is likely, to have longer-term impacts on
the context within which the council operates, and so work has begun to merge ‘original’
and ‘Covid’ versions, to create single, refreshed risks that reflects the ‘new normal’. For
example, the ‘Information Security & Information Governance’ risk is likely to be
permanently impacted by the significant shift to home working, and so no longer requires a
separate risk with Covid aspects now being folded into the original risk.

2.7

Members will recall that the annual formal review/refresh of the CRR for 2020/21 was
originally planned to take place in Spring of 2020 but was instead postponed and carried
out in October 2020 because of the pandemic. In order to bring the schedule back in line
with the normal timetable for the annual reviews, it is proposed that a review of the CRR for
2021/22 be carried out in April 2021 to ensure alignment with The Plan for North
Lanarkshire’ and the revised ‘Programme of Work for 2021/22 which is due to be submitted
for approved by the Policy and Strategy Committee on 18 March 2021.

Internal Audit report on the Council’s risk management arrangements
2.8

Members may recall the recent Internal Audit report on the Council’s risk management
arrangements, the findings and management responses to which were included within the
Internal Audit Progress report submitted to the December 2020 meeting of the Panel. This
section of the report highlights the progress being made in the delivery of the management
actions agreed with the Corporate Management Team.

2.9

The most significant recommendations included:
•

all Service risk registers need to be completed and input to Figtree, ensuring that each
identified risk is fully populated with the details required as per the risk register template
and in accordance with the Risk Management Strategy;

•

the vacant role of Risk Champion for the Chief Executive’s area needs to be filled as a
matter of urgency;

•

there is a need to finalise the corporate risk register for the outstanding risks not yet
‘live’ and to further develop the monitoring, review and challenge of these risks by CMT;
and

•

there is a high incidence of individual risks on Service registers not being reviewed by
risk owners within the expected timeframe set by the Risk Management Strategy and
there is a need to review and improve the monitoring and reporting of risk to Service
Management Teams and Elected Members.
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2.10 In respect of the first recommendation about Service risk registers need to be completed
and input to Figtree, good progress has been made with Services providing an update to a
recent meeting of the Risk Management Corporate Working Group. We will look to develop
and report quantitative and qualitative performance measures in this area to assist
monitoring and oversight.
2.11 In respect of the second recommendation about the vacant role of Risk Champion for the
Chief Executive’s area needing to be filled as a matter of urgency, this was discussed and
agreed at the Chief Executive’s SMT in February and has now been addressed.
2.12 In respect of the third recommendation about the need to finalise the detailed
documentation in relation to risks on the corporate risk register which were, at that time, not
yet ‘live’, progress has been made with currently, three risks still requiring documentation
and scoring to be finalised and signed off by senior management. These are ‘Asset
Management’, ‘Administration of Elections’ and ‘Health & Social Care Integration’. The first
two are currently being finalised with relevant Risk Leads/Owners. Work is underway on
the ‘Health & Social Care Integration’ risk to consider whether the risk requires to be
reframed or removed from the Corporate Risk Register. The updated position with all three
risks will be reported to Panel at its next meeting.
2.13 In respect of the fourth recommendation about the high incidence of individual risks on
Service registers not being reviewed by risk owners within the expected timeframe set by
the Risk Management Strategy and the need to review and improve the monitoring and
reporting of risk to Service Management Teams and Elected Members, this has been
addressed in a number of ways. We have engaged with Risk Champions and Senior
Management to ensure that expectations are clearly understood, and the matter is a
standing agenda item at the Risk Management Corporate Working Group. We will now also
look to develop and report quantitative and qualitative performance measures in this area
to assist monitoring and oversight. Engagement with elected members has also been
addressed with a regular series of reports on key corporate risks now agreed.
Risk Management – key objectives for 2021
2.14 Appendix 2 provides a brief overview of progress made addressing the key risk
management objectives which were agreed for 2020. In line with lots of other operational
plans, the impact of, and need to respond to, the Covid-19 pandemic impacted significantly
on the achievement of risk management plans.
2.15 The Appendix also sets out key planned risk management objectives and activities which
will now be taken forward during 2021. These activities are designed to further embed risk
management in the Council’s governance arrangements and to drive improvements in the
quality and comprehensiveness of relevant arrangements.
2.16 Key activities include the development of more robust compliance arrangements and
performance measures to better enable senior management and elected members to obtain
assurance on the adequacy and effectiveness of risk management arrangements including
compliance with key expectations.
2.17 Work will also be progressed to ensure that risks and risk management are appropriately
reflected in relevant project management guidance and in committee reports.
2.18 Attention will also be given to ensuring that staff have access to, and undertake, appropriate
risk management training relevant to their roles and that we continue to progress
developments in Figtree (the Council’s risk management system) to support effective risk
management in Services and corporately.
Other developments
2.19 The Council’s risk management arrangements continue to ensure that appropriate
consideration is given to risk and risk management at both the Corporate Management and
Service Management Teams. The identification and management of risks continues also
to be embedded in the Council’s resilience arrangements and within the Council’s project
management arrangements.

Page 182 of 209

2.20 Good progress continues to be made on a wide range of other improvement actions which
are designed to ensure that the Council can demonstrate mature and effective risk
management arrangements.
2.21 Significant attention continues to be given to ensuring that staff have appropriate risk
management tools and knowledge, proportionate to their roles and responsibilities, which
will support the delivery of risk management activities, including on the use of the Council’s
Figtree risk management system. Currently, this includes a specific focus on further
developing skills within the network of Risk Champions and Risk Facilitators across the
Council, to ensure they are adequately equipped to support Services in their consideration
and management of risk, as well as ensuring managers within those services have a clear
understanding of their role and responsibilities in the management of risk.
2.22 The corporate risk management team also continues to engage with, and support, several
additional workstreams to ensure that risk management is embedded within other key
corporate processes including project management, and the Council’s wider business
planning processes. The team also continues to provide specific targeted additional support
to risk management activity within several key corporate projects including the in-sourcing
of Cultural and Leisure Services and the Enterprise Strategic Partnership Contract.
3.

Equality and diversity
Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland assessment in this instance.
Equality Impact Assessment
There is no requirement to carry out an equality impact assessment in this instance.

4. Implications
Financial impact
HR/Policy /Legislative
Impact
Environmental Impact
Risk impact

None identified
None identified
None identified
Effective oversight of corporate risks will enable CMT and Services
to more effectively manage and monitor their risks increasing the
likelihood of the Council achieving its ambitions and plans by more
effectively mitigating potential threats to planned outcomes.

5. Measures of success
5.1

The corporate risk management team will continue to report quarterly to CMT and the Audit and
Scrutiny Panel providing an overview of the management of the Council’s key corporate risks
and updating on progress in respect of planned improvements to the Council’s risk
management arrangements.

5.2

The adequacy and effectiveness of the Council’s risk management arrangements will be
independently reviewed regularly by Internal Audit, who will report directly on the results of
that work to the Audit and Scrutiny Panel.

5.3

Effective risk management arrangements assist the Council in achieving planned outcomes
and/or help the Council mitigate the impacts of adverse events.

6. Supporting Documents
Appendix 1
Summary of status of approved Corporate Risk Register for 2020-21
Appendix 2
2020 Risk management objectives – status update and proposed objectives for 2021

Ken Adamson, Audit and Risk Manager
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Appendix 1

Corporate risk register 2020-21 - summary of status
Current residual risk
rating

Risk Title
1. Information Security & Information Governance

20

2. Public Protection

20

3. Tackling Poverty

20

4. Health & Safety

20

5. UK leaving the EU - short term impacts

16

6. Climate Change

16

7. Human Resources

16

8. ICT operational capability

16

9. Pandemic Illness: Covid-19

15

10. Financial Sustainability

15

11. Business continuity planning

15

12. Terrorism

15

13. Implementation of Economic Regeneration Development Plan (ERDP)

15

14. Governance, Leadership and Decision-Making

12

15. Procurement risk

12

16. Managing strategic change

12

17. Enterprise Strategic Commercial Partnership

12

18. Digital and IT strategy

9

19. Serious organised crime, fraud and corruption

9

20. Engagement and consultation

9

21. Resilience planning

5

22. 1140 Hours

4

23. Asset management

Being finalised

24. Health and social care integration

Under consideration

25. NEW RISK - Administration of Elections

Being finalised

Risks in relation to asset management (23) and the administration of elections (25) have recently been
reviewed and/or updated; relevant control documentation is still being finalised and/or is awaiting signoff.
The risk relating to Adult Health and Social Care Integration (24) is currently under consideration following
the recent publication of the Independent Review of Adult Social Care as to whether the risk requires to
be significantly reframed or removed in its’ current state from the Corporate risk register.
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Appendix 2 - 2020 Risk management objectives – status update and proposed objectives for 2021
2020 Objective

What does success look
like?

Planned actions

Status at Feb 2021

Objective for 2021

1

Further
develop
arrangements
for
regular reporting on key
corporate risks to CMT
and Audit and Scrutiny
Panel.

Regular and timely reports to
key
stakeholders
with
updated
information
on
assessment of key corporate
risks.
CMT discussions on key
corporate risks to include
greater
consideration
of
monitoring of risks and
progress of relevant planned
actions.

Information on key corporate risks to
be generated from Figtree.
Audit and Risk Manager to facilitate
consideration by CMT of key
corporate risks.
CMT to review corporate risk
register following approval of PoW in
March 2020 and reflect on relevant
issues arising the Strategic Self
Evaluation
Programme
and
Strategic Performance Frameworks.

Deep dive reports can now be
produced from Figtree for
both corporate and service
risks.
Monthly reports to CMT on
one corporate risk per month
now in place.
Annual risk review exercise
was completed October 2020.

CMT to review corporate risk register
following approval of PoW3 in March
2021 and reflect on issues arising the
2020-21 Strategic Self Evaluation,
Strategic Governance and Strategic
Performance Frameworks.

2

Work more closely with
those Services with
‘less advanced’ risk
management
arrangements
to
improve
relevant
arrangements
within
those Services.

Risk registers widely in place
and subject to regular review
in all Service areas.
Evidence
of
regular
consideration of key Service
risks at SMT level.

Compliance checks on adequacy
and quality of risk registers and
consideration of risk management
within Services.

Significant progress has been
made in 2020 in all Services,
including those that were less
well developed.
Risk
registers are now widely in
place and subject to regular
review in all Service areas,
although
the
comprehensiveness
and
quality of risk registers still
varies within and between
Services.

Further work is required to further
improve risk registers and to develop
relevant
performance
measures
which will provide a clearer view for
senior management of ‘performance’
and ‘compliance’ against key risk
management expectations.
Consideration will be given to
developing a risk management
compliance strategy to enable better
assessment of the adequacy and
quality of risk registers and
consideration of risk management
within Services, as well as other RM
objectives within this table.

3

Formalise
a
more
consistent approach to
the consideration of risk
in Committee decisionmaking process.

Committee
reports
consistently
identify and
assess relevant key risks and
provide sufficient assurance
to elected members on how
relevant risks are being, or
will be, managed.

Revised guidance developed and
issued on use of ‘Risk implications’
sections of Committee reports and
guidance is widely adopted.

Guidance for dealing with risk
in committee reports agreed
at CMT and published on
Connect.
This will be
publicised as part of the
launch of improved report
writing guidance included as
part of PoW3.

An approach to checking a sample of
committee reports to enable oversight
of the extent of adoption of the
published guidance will form part of
the risk management compliance
strategy (as at 2 above).
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Appendix 2 - 2020 Risk management objectives – status update and proposed objectives for 2021 (continued)
2020 Objective

What does success look
like?

Planned actions

Status at Feb 2021

Objective for 2021

4

Further embed use of
Figtree
across
the
Council.

Figtree actively used by all
Services to hold, monitor and
review
risk
register
information.

Remap
Figtree
to
new
organisational structures.
Develop
improved
automated
reporting and suite of standard
reports.
Compliance checks on adequacy
and quality of risk registers.

Remapping
nearing
completion, Figtree almost
aligned
to
current
organisational structures and
approach is better understood
which will help us to keep
pace with future structure and
staffing changes.

Ensure ongoing alignment of Figtree
with organisational structures.
Continue to develop and encourage
use of automated reporting and suite
of standard reports.
Compliance checks on adequacy and
quality of risk registers will form part of
the risk management compliance
strategy (as at 2 above).

5. Review, refresh (as
appropriate) and rollout
training
on
risk
management to ensure
it continues to meet the
Council’s requirements.

High level of awareness (as
appropriate to staff roles)
about
risk
and
risk
management.
All staff (across all Services,
but with a particular focus on
Education and Families) with
specific ‘risk roles’ have
undertaken
appropriate
training.

Refresh introductory training module
and re-launch.
Create advanced training module.
Periodic
development
updates
and/or sessions made available to
wider risk network.

Introductory module was
refreshed and relaunched in
new Learn NL platform.
Advanced training module to
be completed.
Risk Network development
training being developed.
Training sessions have been
delivered
to
wider
management teams including
Social Care, Education and
Families, Financial Solutions
and Legal and Democratic
Solutions.

Create and implement advanced
training module.
Finalised and deliver risk network
development/training content.
Continue to deliver risk awareness
training to management teams with
specific focus on staff across
Enterprise and Communities.

6. Risk
Management
Strategy submitted to
March 2020 Policy and
Strategy Committee for
approval
and
subsequent roll-out.

Comprehensive
risk
management strategy in
place and being effectively
implemented.

Revised risk management strategy
approved and rolled-out.
Compliance
checks
as
per
Objectives 2, 4 and 7 to provide
assurance on implementation of
revised strategy.

Risk management strategy
was approved and rolled out.

Risk Management Strategy was
approved and rolled out. Is due for
review again December 2021 which
will be progressed through RMCWG
and CMT.
Build implementation of revised
strategy into risk management
compliance strategy (as at 2 above).
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Appendix 2 - 2020 Risk management objectives – status update and proposed objectives for 2021 (continued)
2020 Objective

What does success look
like?

Planned actions

Status at Feb 2021

Objective for 2021

7. Review
management
of
risks
in
key
corporate projects.

Project risk management’ is
operating
adequately
and
effectively in line with corporate
expectations.

Provide risk management
support to key corporate
projects as required.
Compliance checks to provide
assurance on the regularity,
adequacy and quality of
consideration of risks and risk
registers within key corporate
projects.

Risk Management support has been
provided to projects including the
insourcing of CLNL and the Enterprise
Strategic Commercial Partnership. In
addition, significant risk management
input was provided to the Recovery
Group and Service prioritisation
activities in response to Covid-19.

Ongoing support to be provided as
required.
Project risk management guidance to
be revised in line with planned
revision to wider project management
arrangements/guidance. A proposed
approach to compliance checks on
risk management within projects will
be discussed and agreed as part of
that review process.

NEW RISK MANAGEMENT OBJECTIVES FOR 2021
8. Consider
development
of
Risk Management
KPIs

Senior Managers and CMT can
monitor and develop a better
understanding of performance
in relation to the extent of
embeddedness and quality of
risk management practice
across the organisation.

Fact finding on best practice in
other local authorities and
public sector bodies in relation
to relevant measurement/KPIs.
Progress with RMCWG to
develop
proposals
for
presentation/agreement with
CMT.

9. Develop
a
corporate
approach
and
methodology
to
enable
‘Second
line of defence’
compliance
checks”
to
be
carried out by
Services.

Service Risk Champions and
Risk Team can examine
compliance with expected
practice and implementation of
Risk Management Strategy,
and target and monitor areas
for improvement. This would
also
provide
additional
assurance
to
Senior
Managers/CMT/ASP
on
progress.

Fact finding on best practice in
other local authorities in
relation to compliance checking
approaches.
Develop with RMCWG relevant
proposals as part of risk
management
compliance
strategy (as at 2 above) for
presentation to, and approval
by, CMT.
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AGENDA ITEM 11

North Lanarkshire Council
Report
Audit & Scrutiny Panel
Ref PH/DG

☐approval ☒noting

Date 25/03/21

Risk Management Update: Corporate Risk – Implementation of
the ERDP (Economic Regeneration Delivery Plan)
From

Pamela Humphries, Head of Planning and Regeneration

Email

Greerd@nothlan.gov.uk

David Greer

Telephone Growth Programme Manager
tel. 07583 059816

Executive Summary
The purpose of this report is to provide the Panel with a summary of the Service’s current
assessment of the management of Corporate Risk - Implementation of the ERDP.
The report highlights the current key controls which are regarded as being effective in
mitigating this risk, as well as a number of planned actions which will be undertaken to
either enhance current controls or to mitigate the risk further.
Further detail is provided in Appendix 1 which is a deep dive review of this Corporate Risk.

Recommendations
The Panel is invited to:
1) Consider whether there are any issues arising from this report, on which the Panel
would like to receive further information;
2) Otherwise note the contents of this report.

The Plan for North Lanarkshire
Priority

Improve economic opportunities and outcomes

Ambition statement

(5) Grow and improve the sustainability and diversity of North
Lanarkshire's economy
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1.

Background

1.1

As part of the agreed approach to the management of key corporate risks, each risk
has a nominated member of the Extended Corporate Management as Risk Lead. Each
risk has also been assigned to a relevant Corporate Working Group/Management
Team for ongoing assessment, monitoring and review. Reviews will be done on a
frequency aligned to residual risk rating.

1.2

Under the Risk Management part of its agenda, the Panel is seeking to receive more
detailed reports on the management of some of the key corporate risks. For this cycle
it was agreed that a report be submitted on Corporate Risk ‘Implementation of the
ERDP’

1.3

This particular risk is aligned to the work of the ERDP Board with the Head of Planning
and Regeneration identified as the Corporate Risk Lead.

1.4

Failure to implement the ERDP has been identified as a key corporate risk as the
successful delivery of this plan remains central to the council’s ambitions for ensuring
inclusive economic growth across North Lanarkshire, promoting community wealth and
addressing economic inequality. A number of risks have been identified as potential
constraints on the delivery of the ERDP including, for example, the lack of available
financial resources, failure to ensure cross-service integration of ERDP activity or
failure to secure the external ‘buy-in’ and/or partnership support required to deliver this
plan. However, most recently, the impact of Covid-19 on the economy, economic
priorities and investment opportunity has been identified as the most immediate and
significant risk to the delivery of this plan.

1.5

The implementation of the ERDP (and associated ERDP Action Plan) is primarily
governed through the ERDP Board which is chaired by the Head of Planning &
Regeneration and has senior management representation across a number of key
services including: Financial Solutions; Legal and Democratic Solutions; Corporate
Assets & Procurement; Environmental Assets; and Communities.

1.6

Moreover, as the ERDP cuts across a number of investment areas, activity delivered
as part of this plan is also reported to the council’s New Supply and City Deal Boards
(both of which are again chaired by the Head of Planning & Regeneration Services to
ensure such activity remains fully integrated).

1.7

Lastly, an ERDP update is submitted on a six monthly basis to the Enterprise & Growth
Committee for noting and a review of performance against ERDP Action Plan
milestones and targets (together with an updated plan) submitted annually to this
committee for approval.

1.8

Lastly, the implementation and delivery of the ERDP is currently subject to an internal
audit review with the findings of this review due to be reported to the Panel in June.

1.9

More detail on the scope of this Corporate Risk is detailed in the Deep Dive Risk review
document at Appendix 1.
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2.

Report

2.1

An initial Deep Dive Review of this Corporate Risk in January 2020 resulted in a
residual risk rating of 15 (HIGH). Following the latest management review in January
2021(Appendix 1) which was undertaken in light of the potential impact of Covid-19, it
was identified that the residual risk rating remained unchanged at 15 (HIGH) primarily
due to additional control measures put in place.

2.2

Currently, the management decision based on the residual risk rating is to ‘Treat’ the
risk in order to reduce the likely occurrence or impact of this. In meeting this aim, there
are a number of key controls which were established as part of the initial development
of the council’s ERDP in order to help reduce the likelihood of identified risks including:






developing effective governance and advisory structures (including a decision
making board and cross-service officer steering group) to guide and monitor
the implementation of the ERDP against established performance targets and
milestones;
specifically designing Planning & Regeneration’s service structure around the
effective delivery and implementation of the four strands of North Lanarkshire’s
ERDP;
ensuring flexibility between Planning & Regeneration’s different project teams
through, for example, common job descriptions, to ensure best use of
resources; and
preparing and continually reviewing long-term investment plans to support the
delivery of the ERDP in order to ensure that these remain aligned with wider
policy, budget and investment/funding opportunity.

2.3

More recently, the impact of Covid-19 on the local and national economy and the
implications that this will have on the council’s ability to deliver the ERDP has been
identified as a significant risk.

2.4

To help mitigate this risk, the council has recently prepared an ‘Economic Recovery
Plan’ (approved by the Enterprise & Growth Committee on 4th February 2021) which,
closely aligned to the ERDP, outlines what measures will be put in place to support
economic recovery and ensure that we have a more robust economy and skilled
workforce to support our plans for inclusive economic growth and community wealth.

2.5

However, although a number of control measures are in place to treat and mitigate the
risk associated with the implementation of the ERDP, as the outcomes achieved from
the delivery of this plan can only truly be measured over the longer-term, the residual
rating of identified risk is still viewed as high but will be monitored on a six-monthly
basis to ensure that this risk continues to be addressed.

3.

Equality and Diversity

3.1

Fairer Scotland Duty
Promoting inclusive growth sits at the heart of the council’s Ambition Programme. North
Lanarkshire Council will aim to achieve this goal through the implementation of an
ERDP that will support the council to meet its Fairer Scotland Duty and address socioeconomic disadvantage by:
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3.2

helping to grow the local economy which will in-turn increase North Lanarkshire’s
tax base and thereby investment which can be made across local public services;
promoting and enabling investment that will create and improve access to new and
better employment opportunity; and
creating infrastructure that will allow all of North Lanarkshire’s communities to have
access to housing, leisure, learning and employment opportunity.

Equality Impact Assessment
An overarching Equalities Impact Assessment (EIA) has been undertaken as part of
the development of North Lanarkshire’s ERDP to ensure that any potential equalities
impact as a result of the policy and/or plans delivered through this strategy are
minimised or negated where possible.
More importantly, an EIA will be prepared for each individual capital project taken
forward through the ERDP as part of the council’s approved Project Management
process.

4.

Implications

4.1

Financial Impact
None identified

4.2

HR/Policy/Legislative
None identified

4.3

Technology/Digital Impact
None identified

4.4

Environmental Impact
None identified

4.5

Risk Impact
Regular review of Key Corporate risks will enable Senior Management and the Audit &
Scrutiny Panel to maintain a current and accurate view of how key risks facing the
Council are being managed and will enable the Council to demonstrate effective
management of its overall risk exposure.

5.

Measures of success
Effective risk management arrangements are designed to assist the Council in
achieving planned outcomes and/or mitigate the impacts of adverse events.
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6.

Supporting documents
Appendix 1: Deep Dive Risk Report (Implementation of the ERDP)

Pamela Humphries
Head of Planning and Regeneration
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Appendix 1: Deep Dive Risk Report (Implementation of the ERDP)
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AGENDA ITEM 12

North Lanarkshire Council
Report
Audit & Scrutiny Panel
☐approval ☒noting

Ref LMcM/JC/EW

Date 25/03/21

Risk Management Update: Corporate Risk – Tackling Poverty
From

Lizanne McMurrich, Head of Communities

Email

mcmurrichl@northlan.gov.uk

Telephone 01236 812338

Executive Summary
The purpose of this report is to provide the Panel with a summary of senior management’s
current assessment of the management of the corporate risk Tackling Poverty.
The report highlights the current key controls which are regarded as being effective in
mitigating this risk, as well as a number of the planned actions which will be undertaken to
either enhance current controls or to mitigate the risk further.
The Towards a Fairer North Lanarkshire Tackling Poverty Strategy was approved by the
Policy and Strategy Committee in June 2020. The report presenting the strategy also
incorporated the statutory 202/21 Local Child Poverty Action Outcomes Report. The
Council and NHS Lanarkshire subsequently submitted the Local Child Poverty Action
Outcomes Report to the Scottish Government in September 2020.
Appendix 1 sets out the details of a deep dive review of this Corporate Risk.

Recommendations
The Panel is invited to:
(1) consider whether there are any issues arising from this report, on which the Panel
would like to receive further information; and
(2) otherwise note the content of this report.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

(11) Increase economic opportunities for adults by understanding,
identifying, and addressing the causes of poverty and deprivation
and barriers to financial inclusion

Page 199 of 209

1.

Background

1.1

As part of the agreed approach to the management of key corporate risks, each risk
has a nominated member of the Extended Corporate Management as Risk Lead. Each
risk has also been assigned to a relevant Corporate Working Group/Management
Team for ongoing assessment, monitoring and review. Reviews will be done on a
frequency aligned to residual risk rating.

1.2

Under the Risk Management part of its agenda, the Panel is seeking to receive more
detailed reports on the management of some of the key corporate risks. For this cycle
is has been agreed that a report be submitted on the Corporate Risk – Tackling
Poverty.

1.3

This particular risk is aligned to the Tackling Poverty (Member/Officer) Task and Finish
Group, Corporate Management Team and the Policy and Strategy Committee, with
the Head of Communities identified as the corporate risk lead.

1.4

Poverty is a significant feature of Scottish society and affects many people in many
different ways. Whilst low income and material deprivation are the issues rightly at the
forefront of tackling poverty work, it is recognised that poverty should not merely be
reduced to a question of income alone, or material wellbeing; it is also a matter of
wellbeing in other senses. There is a complex, interlinking relationship between factors
that define and influence poverty and these cannot be looked at in isolation. At present,
there are three major factors causing or exacerbating the effects of poverty on people
in North Lanarkshire:
•
•
•

The effects of reforms to the Welfare System;
economic factors (prior, during and post) COVID-19 pandemic; and
the impact of the EU Exit within North Lanarkshire.

1.5

In June 2020, the Policy and Strategy Committee, approved the Towards a Fairer North
Lanarkshire - Tackling Poverty Strategy, which sets out a planned approach that seeks
to eliminate poverty or make very significant reductions in the level of poverty resulting
in benefit to the residents, including, achieving improvement in the overall level of
health and wellbeing of communities. The strategy explores all partner’s
responsibilities and duties under the Child Poverty (Scotland) Act 2017, the Child
Poverty Delivery Plan (Child Poverty Action Report), Closing the Attainment Gap, the
Fairer Scotland Action Plan and The Plan for North Lanarkshire, so that all agencies’
role in tackling poverty and inequalities is clearly agreed and defined.

1.6

The approach to Tackling Poverty Corporate Risk was developed in 2019/20 and
approved by the Corporate Management Team. The Tackling Poverty Corporate Risk
was quickly updated following the emergence and impact of COVID-19, in March/April
2020, resulting in a Tackling Poverty/COVID19 Corporate Risk. This revised Tackling
Poverty corporate risk merges the two previous corporate risks and reflects the aims
of the ‘Towards a Fairer North Lanarkshire’ Tackling Poverty Strategy and associated
Action Plan. In line with the Plan for North Lanarkshire Programme of Work review and
update for 2021/22, progress in terms of the Tackling Poverty Strategy (encompassing
the Local Child Poverty Action Outcome Report), is overseen by the Policy and
Strategy Committee through progress reports produced on an annual basis.

1.7

Further details on the scope of this risk are detailed in the risk review document in
included in Appendix 1.
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2.

Report

2.1

The initial deep dive review of the Tackling Poverty risk was completed in 2018. This
resulted in a residual risk rating of high. Following the latest review, carried out in
February 2021, which combined the Tackling Poverty and COVID-19 impact risk, the
residual remains at high, due to the a combination of factors, namely:, the impact of
the reforms to the welfare systems, the economic factors (pre, during and post) COVID19 pandemic and the impact of the EU Exit.

2.2

A number of key controls are complete and have been implemented such as the
establishment of the Tackling Poverty Officer Action Group and Officer’s Welfare
Reform Action Group who oversee, implement and monitor the Action Plan, reporting
to the Policy and Strategy Committee and the short life Member/Officer Tackling
Poverty Task and Finish Group.

2.3

The Member/Officer Tackling Poverty Task & Finish Group was established in October
2020, Th group is currently examining evidence in terms of the impact of COVID -19
and EU Exit on those in North Lanarkshire already experiencing poverty and inequality
as well as those who are likely to fall into poverty as a result of the economic and social
impacts of COVID -19 and EU Exit.

2.4

The Tackling Poverty Task and Finish Group initially agreed priority areas from the
Tackling Poverty Action Plan that required further review due to the pandemic, these
are: •
•
•
•

employment;
advice and information (including food poverty and insecurity and fuel poverty);
community engagement and
emerging issues, such as, affordable credit, debt (rent arrears/Council Tax
arrears), homelessness and funeral poverty.

2.5

Council Officers and Community Planning Partners have presented evidence and
research on the current impact of COVID-19 on the priority areas together with
proposed solutions, action and resources required to implement the identified
solutions. A key focus of the work to review and update to the Action Plan, included
the deepening impact on groups such as care leavers, kinship carers. young people
and domestic abuse service users, all of whom who have been disproportionately
impacted.

2.6

A key control takes the form of bespoke multi-agency engagement and training. This
includes on-line training to all partners involved in tackling poverty including NLC, NHS
and the community and voluntary sector. It is crucial that the staff awareness and
knowledge remains current.

2.7

Another key control in place in respect of the updated risk, is the Council's
Employability Programme, including Supported Enterprise, who are delivering support
to, furloughed workers, lone parents, young people, and unemployed residents
including those who have recently been made redundant.
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2.8

Although the revised residual risk rating remains at high; the likelihood is reduced
through positive outcomes delivered through the Financial Inclusion Team (FIT) and
other services in terms of income maximisation activities. On average, FIT contributes
£35m to reduce poverty in North Lanarkshire. The Pre-Covid-19 approach to delivering
tackling poverty support and the relationships with partners was beginning to be
shaped and driven in a less fragmented manner. This significant strategic move has
been further strengthened during the testing times presented by the pandemic. This
will ensure that, as the emergency recedes, arrangements and supports do not revert
to that fragmented approach.

2.9

The Tackling Poverty corporate risk merges the two previous corporate risks and
reflects the aims of the ‘Towards a Fairer North Lanarkshire’ Tackling Poverty Strategy
and Action Plan. In treating the risk, the Council has developed a Tackling Poverty
governance structure through the Tackling Poverty Strategy action plan. The action
plan also clearly outlines the planned actions required over the next three years to
deliver positive outcomes in line with the three key outcomes in respect of tackling
poverty, namely: •
•
•

income from employment;
income from social security benefits; and
reduction in the cost of living.

The Local Child Poverty Action Outcome Report, embedded within the Tackling
Poverty Strategy, includes an approach to tackling Child Poverty that will assist the
Council to meet the targets to reduce child poverty in North Lanarkshire. The Tackling
Poverty Strategy and action plan has established an approach to support ensuring that
the Council’s policies and procedures have been “poverty proofed” thereby not only
securing optimum impact of tackling poverty work in line with the Fairer Scotland Duty
but also delivering an effective and co-ordinated approach to tackling poverty.
2.11

Despite the action taken on the part of the Council over the last 8 years, there has
been an increase in child poverty. Therefore, as the pandemic recedes and additional
Government supports are potentially withdrawn, the full impact that emerges may be
worse than envisaged. Whilst there has been reduction in both likelihood and impact
further reductions are not expected until the outputs of the new Tackling Poverty
Strategy are in fully in place. This may take some considerable time and it could be at
least 18 months before further noticeable improvements could be expected to be in
evidence.

3.

Equality and Diversity

3.1

Fairer Scotland Duty

3.1.1

The implementation of Towards a Fairer North Lanarkshire - Tackling Poverty Strategy
is fully aligned with the requirements of the Fairer Scotland Duty, its purpose being to
reduce the inequalities caused by socio economic disadvantage.

3.2

Equality Impact Assessment

3.2.1

An integrated Fairer Scotland/Equality Impact Assessment was completed during the
development of Towards a Fairer North Lanarkshire - Tackling Poverty Strategy. The
strategy and its associated action plan present an integrated approach to promoting
equality across Council services and community planning partners.
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4.

Implications

4.1

Financial Impact

4.1.1 None identified.
4.2

HR/Policy/Legislative Impact

4.2.1 None identified.
4.3

Environmental Impact

4.3.1 None identified.
4.4

Risk Impact

4.4.1

Regular review of Key Corporate risks will enable Senior Management and Audit &
Scrutiny Panel to maintain a current and accurate view of how key risks facing the
Council are being managed, and will enable the Council to demonstrate effective
management of its overall risk exposure.

5.

Measures of success

5.1

Effective risk management arrangements are designed to assist the Council in
achieving planned outcomes and/or mitigate the impacts of adverse events.

6.

Supporting documents

6.1

Appendix 1 – Tackling Poverty Corporate Risk

Lizanne McMurrich
Head of Communities
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Appendix 1
Deep Dive Report RIS0000254

Risk Title Tackling Poverty

Owner Lizanne McMurrich

Risk Context

Latest Assessment Due Mar 2, 2020

Poverty is a significant feature of Scottish society affecting many people in many different ways. Whilst low income and material deprivation are issues
rightly at the forefront of the work to combat poverty, we recognise that poverty should not merely considered in terms of income or material wellbeing alone. Importantly, it is also a matter of health and well-being. There is a complex, interlinking relationship between the factors that influence
poverty therefore, these factors should not be considered in isolation. At present there are three major factors causing or exacerbating the effects of
poverty on people in North Lanarkshire;
1) The impact of reforms to the welfare system;
2) Economic factors (prior, during and post), COVID-19 pandemic; and
3) Potential impact of the EU Exit (The UK left the EU in (January 2020, with a Deal on Trade agreed by Jan 2021).

Next Assessment 2 June 2020

Within North Lanarkshire there are still unacceptably high levels of deprivation and child poverty and clear areas of inequity and inequality. As a result,
there are varying levels of social exclusion across our diverse communities of place and interest. North Lanarkshire is the fourth largest authority area
within Scotland, with a population of 340, 180. It is situated in the heart of Scotland with connectivity to the rest of Scotland, the UK and the world. As
the fifth most densely populated council area, North Lanarkshire is divided into 21 wards which are represented by 77 elected members. Historically
the local authority has experienced higher than average levels of deprivation with the Scottish Index of Multiple Deprivation (SIMD) published in
January 2020 identified that across North Lanarkshire, 50,897 people are income deprived, that equates to 15% of our population as opposed to the
Scottish average of 12%. Of the 50,897 income deprived population; - 28,426 live in the 20% most deprived data zones and 18,251 live in the 15%
most deprived data zones - 22,426 income deprived people live outside the 20% most deprived data zones - 32,646 income deprived people live
outside the 15% most deprived data zones. North Lanarkshire is ranked 6th in terms of its share of data zones in the 20% most deprived, sitting
behind Inverclyde, Glasgow, North Ayrshire, West Dunbartonshire and Dundee. Five North Lanarkshire data zones are within the 1% most deprived
areas of Scotland. Two of these data zones have moved into the worst 1% from their position in the 2016 SIMD; Greenend (SO1011609) and Coatbridge
Time Capsule (SO1011561) COVID19, reached the UK in January 2020 with the first Scottish case confirmed in March 2020. The UK has been under
Lockdown or Tiered restrictions since March 2020, following the first wave of the virus and from September 2020 to date, under the second wave of
the virus. The impact of the COVID-19 pandemic will acutely affect inequality and poverty in North Lanarkshire impacting the most vulnerable in
communities. It is estimated that around 75,000 people are most at risk due to income lost as a direct result of Covid-19 and that 630,000 people were
in severe poverty prior to the pandemic, including around 160,000 children. Around 156,000 children and young people are estimated to be eligible for
free school meals and 1 in 5 households with children report experiencing serious financial difficulty. Lower income households are more likely to have
increased debts and more likely to have reduced their savings making it harder to manage financial pressures. Many households are likely to
experience additional costs associated with more time spent at home due to local COVID restrictions which will impact on fuel and other costs.
Thought should be given to households with higher living costs, including those in rural areas or areas with fewer retail options. Many households are
digitally excluded and may not have the skills, equipment, internet access or confidence to access financial support services. The North Lanarkshire
claimant count for Universal Credit is currently 76% higher than in March 2020. The Fraser of Allander Institute note that with the roll out of a vaccine,
their latest central scenario modelling is slightly more optimistic than their September (2020) commentary, estimating Scotland's economic growth
could return to pre pandemic levels by mid-2022, but unemployment could take longer to recover. The Fairer Scotland Duty, introduced in April 2018,
places a duty on certain public bodies in Scotland to consider how to reduce inequalities of outcome caused by socioeconomic disadvantage. Socioeconomically disadvantaged households have a higher risk of experiencing negative outcomes. In practice it means ensuring that the decisions taken
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for an authority are informed by consideration of socio-economic disadvantage in the local area and the inequalities of outcome experienced by those
living in socio-economic disadvantage. The duty is not only an important means of tackling socio-economic inequality, its effective implementation
will also underpin wider local strategies and obligations including the Community Empowerment (Scotland) Act 2015 (regarding tackling inequality), the
Child Poverty (Scotland) Act 2017, the Human Rights Act 1998 and the Public Sector Equality Duty (arising from the Equality Act 2010), as well as the
National Performance Framework Outcomes. The combined impact of rises in unemployment and losses in income due to the COVID pandemic, the
continuing restrictions to control the spread of COVID-19 and the uncertain impact of EU Exit will likely increase levels of financial hardship.
Risk Description

Organisation Structure

There is a risk that North Lanarkshire Council does not contribute to reducing poverty in North Lanarkshire through failure to identify, manage, monitor
and reduce the causes and effects of inequality and poverty in NL, we do not improve the lives of people in North Lanarkshire, or that we inadvertently
take decisions or introduce policy that has unintended consequences.
Due To
Lack of overall co-ordinating strategy creating a fragmented approach both internal and external; not having a strategy which engages and has
participation from all stakeholders - these being people with experience of poverty, internal NLC functions, elected members, key external parties:
NHS, Police, Scottish Government the third sector; Tackling poverty agenda not having sufficient focus and sponsorship across NLC; not acting on the
Tackling Poverty Strategy/Action Plan Outcomes which relate to tackling poverty; Lack of dedicated resource to direct and co-ordinate anti- poverty
initiatives across relevant stakeholders (i.e. a Tackling Poverty Team); not having clear roles and responsibilities and governance arrangements to coordinate and oversee all related activities; Not fully understanding the factors that cause poverty or prevent optimisation of anti-poverty initiatives
including health inequalities, education, skills and training, lack of affordable housing, fuel poverty, funeral poverty; failure to provide residents with
appropriate benefit and money advice and support; Introduction of Universal Credit and other Welfare Reform changes; EU Exit could result in low
income groups being disproportionately affected by price rises in food and fuel, and medical supplies being particularly vulnerable to severe extended
delays; not being able to identify a complete and comprehensive picture of poverty levels across NL.
Impact
External
Continued decline in health, social issues, employment and the economy; poor relationships with citizens/partners; not closing the Attainment Gap and
impact on educational outcomes; For certain families and individuals there will be increased levels of poverty and child poverty; Across NL is envisaged
that there may be deterioration in the physical and mental health of those whose income is reduced as there is a clear link between mental and
physical health and poverty levels. Ultimately this could result in higher self-harm and suicide rates; Level of crime could increase in locations where
there is social deprivation; according to best available information, nearly 77,000 residents will be impacted by Universal Credit and/or other welfare
reform changes over the next 5 years with the majority being Council tenants in receipt of Housing benefit/Council Tax Reduction Scheme and/or users
of IJB Services; It is estimated that around 75,000 people are most at risk due to income lost as a direct result of Covid-19 and that 630,000 people
were in severe poverty prior to the pandemic, including around 160,000 children. Around 156,000 children and young people are estimated to be
eligible for free school meals and 1 in 5 households with children report experiencing serious financial difficulty. Lower income households are more
likely to have increased debts and more likely to have reduced their savings making it harder to manage financial pressures. The North Lanarkshire
claimant count for Universal Credit is currently 76% higher than in March 2020. The Fraser of Allander Institute note that with the roll out of a vaccine,
their latest central scenario modelling is slightly more optimistic than their September (2020) commentary, estimating Scotland's economic growth
could return to pre pandemic levels by mid-2022, but unemployment could take longer to recover.
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Internal
Failure to meet statutory duties under the Child Poverty (Scotland) Act 2017 and the Child Poverty Delivery Plan (Child Poverty Action Report); Inability
to access funding from Scottish Government to deliver the outcomes/targets for Child Poverty by 2030 (interim targets by 2023); negative impact on
reputation; Negative impact on achievement of NL Shared Ambition as expressed in The Plan for North Lanarkshire and the associated Programme of
Work; Increased demand for some services e.g. Education and Families, Social Work Services, Housing Services, Revenue Services and the Financial
Inclusion Team; Increase in rent arrears (over £3M 2018-19 from Council tenants on Universal Credit); Sub-optimal use of resources; Fall in rent and
council tax revenue; Housing Revenue Account impacted
Corporate Priorities
• Improving economic opportunities and outcomes
• Supporting all children to realise their full potential
• Improving the health, wellbeing and care of communities
Inherent Assessment ASM0001605

Likelihood - 5

Impact - 5

High - 25

Likelihood Reason
Without a robust strategy, encompassing multiple internal and external parties, no supporting operational initiatives and specialised subject matter expertise, it is almost certain that NLC would
not be able to respond reasonably to the challenges arising from the Plan for North Lanarkshire; the Child Poverty Act (2017), Fairer Scotland Action Plan, Scottish Attainment Challenge and the
Fairness Commission.
Impact Reason
Without controls, including a team dedicated to dealing with Tackling Poverty and similar welfare reform related issues, impact would not be reduced. Impact on some individuals could be
catastrophic and lead to higher suicide rates and other serious mental and physical health issues. It is almost certain that there would be a larger impact on North Lanarkshire than other
surrounding more affluent areas. Experience from the Ravenscraig closure provides evidence of a similar impact and in addition to the Welfare Reform reductions of £64m there would be a
further reverse multiplier effect across North Lanarkshire.
Controls and Actions

Owner

Status

CON0000717 - Tackling Poverty Strategy

John Campbell

Enhancing

ACT0000465 - CON0000717 - (P005.1) Seek approval of Tackling Poverty Strategy at Policy & Strategy Committee
that captures the Fairness Commission recommendations and national requirements, and links to the employability
services review.

Lizanne McMurrich

Complete

11 June 2020

ACT0000466 - CON0000717 - Task & Finish Group examining Overarching Tackling Poverty Strategy (Action Plan)
including evaluation of impacts of EU Exit and Covid-19. Reporting 1st cycle 2021.

John Campbell

Underway

31 March 2021

ACT0000467 - CON0000717 - Clarify structures, governance, roles and relationships, how groups link together to
CMT for agreement as part of future report. Under review as part of the work of the Tackling Poverty

Lizanne McMurrich

Underway

30 September 2021
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Member/Officer Task and Finish Group.
ACT0000468 - CON0000717 - Propose creation of a dedicated Tackling Poverty Team. Look at as part of Advice &
Information Services.

Lizanne McMurrich

Underway

30 September 2021

ACT0000470 - CON0000717 - (P005.1) Implement a Child Poverty Delivery Plan in line with legal requirements.
(This is an integral part of the Tackling Poverty Strategy.)

Lizanne McMurrich

Complete

11 June 2020

ACT0000471 - CON0000717 - (P016) Homelessness and Related Support - Deliver on the intentions laid out in the
Rapid Rehousing Transition Plan (RRTP). Completion date TBA entered on system as 31 March 2020

Stephen Llewellyn

Complete

31 March 2020

ACT0000472 - CON0000717 - (P005.1) Explore options to improve fuel poverty for those most vulnerable.

Brian Lafferty

Complete

31 March 2020

ACT0000474 - CON0000717 - (P041) Implement anti-poverty actions in line with the Child Poverty Delivery Plan
and Tackling Poverty Strategy; including a clear focus on pedagogical practices and support to address food poverty.
Schools and centres submitting poverty proofing policies, scrutiny and monitoring will be ongoing.

Anne Munro

Complete

12 November 2019

ACT0000475 - CON0000717 - (P065) - Develop proposals for full consolidation of the Living Wage and wider review
of pay and grading model. Pay and grading model will be kept under ongoing review in anticipation of further
increases in the living wage rate as part of wider government policy and pressure from Trade Unions to target low
rates of pay which contribute to in work poverty.

Fiona Whittaker

Complete

31 March 2020

CON0000718 - Tackling Poverty Task & Finish Group will examine the impact of COVID -19 and EU Exit on those in
North Lanarkshire already experiencing poverty and inequality as well as those who are likely to fall into poverty as
a result of the economic and social impacts of COVID -19 and EU Exit.

Lizanne McMurrich

Enhancing

ACT0000694 - CON0000718 - Pre-Covid the approach to Tackling Poverty and relationships with partners were
beginning to be less fragmented and in fact have been strengthened during the testing times presented by the
pandemic - there is a need to ensure as the emergency recedes that arrangements do not revert back to a
fragmented approach. Review end March once Short life member/officer working group has reviewed impacts of
Covid.

John Campbell

Underway

31 March 2021

ACT0000695 - CON0000718 - The impact of the COVID-19 pandemic and EU Exit will acutely affect inequality and
poverty in North Lanarkshire impacting the most vulnerable in communities. In order to best coordinate the Council
and partners recovery response, it is proposed that a short term working group be established in order to properly
examine the impact of COVID -19 and EU Exit on those in North Lanarkshire already experiencing poverty and
inequality as well as those who are likely to fall into poverty as a result of the economic and social impact of COVID 19 and EU Exit. The approach to recovery planning will be established on the principle of build better back

Lizanne McMurrich

Underway

30 September 2021

CON0000719 - Tackling Poverty Officers Action Group with agreed terms of reference (inc IJB)

John Campbell

Implemented

17 December 2019

Feb 24, 2021, 1:42 PM

Page 207 of 209

CON0000720 - Welfare Reform Officer's Group with agreed terms of reference (Inc IJB)

John Campbell

Implemented

17 December 2019

CON0000721 - Local Child Poverty Action annual report sets out proposal to support government to reduce targets

John Campbell

Implemented

17 December 2019

CON0000722 - Commitment to deliver the overall arching Tackling Poverty Strategy aligned with The Plan for North
Lanarkshire and the Programme of Work.

John Campbell

Implemented

17 December 2019

CON0000723 - Multi-agency engagement and training developed, including on-line training to all partners involved
in tackling poverty. Training delivered including via e-learning to key functions within NLC, NHS and Third Sectors.
Maintains staff awareness.

Amanda Gallagher

Implemented

17 December 2019

CON0000724 - Tackling Poverty Officers AG Funding sub Group - will monitor the need and opportunities for
Funding (internal/ external), and submit and ensure adherence with grant conditions.

John Campbell

Implemented

17 December 2019

CON0000725 - Food Poverty Working Group - Implement North Lanarkshire Council's Food Poverty Framework

Amanda Gallagher

Implemented

17 December 2019

CON0000726 - Club 365 Project (sits within PO41)

Michael Dolan

Implemented

17 December 2019

CON0000727 - SAC and PEF funding and initiatives

Tim Sharpe

Implemented

17 December 2019

CON0000728 - Council's Employability Programme including Supported Enterprise. Delivering support to
unemployed residents including those who have recently been made redundant.

Paul Kane

Enhancing

ACT0000473 - CON0000728 - (P024) Complete review of Employability services and implement new model. 1st
phase reported to P&S 19/3/2020. Progress completion of action plan.

Yvonne Weir

Underway

CON0000729 - Financial Inclusion Team provides advice, information and support to residents and support internal
client facing services e.g. HSC, Housing

John Campbell

Enhancing

ACT0000469 - CON0000729 - Recommend the creation of a Memorandum of Understanding for the Financial
Inclusion Team with all services including IJB Adult Social Work Services and Education & Families (will help reduce
fragmentation). Under review as part of the work of the Tackling Poverty Member/Officer Task and Finish Group.

John Campbell

Underway

30 September 2021

CON0000730 - NLC funds external services to provide information to reduce impact of poverty including welfare
reform changes (inc CAB)

John Campbell

Implemented

17 December 2019

CON0000731 - Monitoring and reducing the level of rent arrears

Stephen Llewellyn

Implemented

17 December 2019

CON0000732 - Maximising and monitoring of council income (housing benefit and council tax reduction scheme)

Paul Doherty

Implemented

17 December 2019
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30 September 2021

CON0001423 - Suicide prevention North Lanarkshire campaign.

Alison Gordon

Implemented

19 February 2021

CON0001424 - Team established for distribution of Business Support Grants.

Yvonne Weir

Implemented

19 February 2021

CON0001425 - Financial Insecurity/Flexible budget which is to assist residents and groups who are adversely
impacted by poverty (including significant shock events such as Covid-19, EU Exit)

John Campbell

Implemented

19 February 2021

Residual Assessment ASM0001605

Likelihood - 5

Impact - 4

High - 20

Likelihood Reason
Pre-Covid, likelihood was reduced through outcomes of FIT and other services income maximisation activities, with FIT contributing on average £28m to reduce poverty in NL. Council employability
programme also continues to assist people into work. However despite actions by NLC, changes in governmental policies over the last 8 years has meant an increase in child poverty. Whilst it is
acknowledged that much is in place to reduce likelihood and impact, there is still concern over current forecasts in relation to a worsening picture of unemployment, and economic impacts,
particularly following shock economic impacts of Covid-19 and EU Exit. There is also concern about council's continued ability to respond to sustained increase in demand for support services. As
the Pandemic emergency recedes and Govt supports are potentially withdrawn, the full impacts that emerge may be worse than envisaged. Internally costs to the council remain unclear in the
face of the continued need to deliver financial savings and reducing resources from normal routes i.e. council tax income, lag in house building programme means delayed/reduced income.
Overall, the landscape has totally shifted and remains extremely uncertain, as is the council's ability to resource increased demand and pay for costs to date.
Impact Reason
It is acknowledged that much is in place to reduce the likelihood and impacts but there is still concern over current forecasts in relation to a worsening picture of unemployment, and economic
impacts, particularly following shock economic impacts of Covid-19 and EU Exit . There is also concern about council's continued ability to respond sustained increase in demand for support
services. As the emergency recedes and Govt supports are potentially withdrawn, the full impacts that emerge may be worse than envisaged. Internally costs to the council remain unclear in the
face of the continued need to deliver financial savings and reducing resources from normal routes i.e. council tax income, lag in house building programme means delayed/reduced income.
Overall, the landscape has totally shifted and remains extremely uncertain, as is the council's ability to resource increased demand and pay for costs to date.
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