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Executive Summary
To support the Council in mitigating risks and uncertainty, all services operate risk
management arrangements which identify, evaluate, manage, and control a range of key
corporate risks.
This report focusses on the Information Security and Information Governance risk and
provides the Audit and Scrutiny Panel with an update of measures to address this risk,
which the Panel will remember carries a high residual score. The report provides an
overview of existing controls and actions taken to date, and illustrates further actions
planned to continue to manage this risk.

Recommendations
It is recommended that the Audit and Scrutiny Panel:
1. notes the actions taken to date to manage the Information Security and
Information Governance Corporate Risk;
2. notes the on-going actions to manage this risk as detailed in paragraphs 2.5 to
2.9; and
3. approves the next actions proposed as detailed in paragraphs 2.10 to 2.16.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements

1.

Background

1.1

The council is entrusted to manage data, including sensitive or ‘special category’
data, for the benefit of service users. It must do so in accordance with statutory
responsibilities which include but are not limited to the Data Protection Act 2018,
Freedom of Information Act 2002, Public Records (Scotland) Act 2011 and General
Data Protection Regulations (2016).

1.2

If information is not available, is corrupted, or is inappropriately released, the council
may be unable to deliver critical services or comply with its legal obligations. To this
end, various reports regarding the Council’s information management arrangements
and associated risk assessments have previously been considered by the Audit and
Scrutiny Panel.

1.3

The Information Security and Information Governance risk covers the council's
management of data in all formats e.g. paper records, official documents, electronic,
multimedia, conversations etc. Notwithstanding this, although all data is covered by
this risk the focus is on digital data as most business-critical data is now created,
processed, and stored digitally.

1.4

Factors which impact on digital data risk include:
•
•

•

•

The increasingly interconnected nature of digital networks and adoption of
new technologies (such as the Internet of Things) mean new threats are omnipresent and distance is no longer a barrier to threat actors.
The rapid adoption of new ways of working, such as making use of home,
remote and agile workplaces, as well as the use of third parties to process
council information, has changed the threat landscape considerably in
comparison to only a few years ago.
It is recognised events of global magnitude and with enormous social,
economic and health implications can occur. These events have both a direct
impact on the council’s ability to effectively govern and secure its information,
as well as an indirect impact through driving change in how information is
processed.
New legislation and regulation with which the council is expected to comply is
being continually created and revised e.g.: draft Adequacy Decision (February
2021). Adherence to these will consume resource, and non-adherence or
breach may result in even more cost impact.

1.5

The Covid-19 pandemic has resulted in a rapid move to home working, bringing with
it challenges to information security and information governance. These are
exacerbated by hostile actors targeting home workers during the pandemic. The
increased uptake in home working has also resulted in council premises having no or
reduced staff presence which has implications for the security of data stored in such
locations.

1.6

This risk remains as the joint top risk on the council’s corporate risk register and, as
such, has been subject to significant action in terms of reducing both the likelihood of
the risk occurring and the impact should an event take place. This activity together
with on-going and proposed future activity is detailed in this report.

2.

Report

2.1

The council identifies and monitors significant risk to its operations. The Information
Security and Information Governance risk is assessed and monitored using the
standard council-approved process for risk management. The inherent score of this
risk is 25, having been assessed at the maximum score of 5 for both likelihood and
impact. On applying mitigation measures the residual score reduces to 20 (likelihood
of 5 with impact reducing to 4), resulting in this being one of four significantly high
corporate risks.

2.2

The risk that information, in whatever format, is not managed securely or that
information governance across the Council and its ALEOs is ineffective must be
robustly addressed and effectively managed. This includes implementation of
enhanced controls which address the additional information security and information
governance risks arising from the significant shift to home working triggered by the
Covid-19 pandemic.

2.3

The list of factors that contribute towards this risk can be long. The following is a
high-level summary of the principal generic factors that influence this risk across all
industries, and are reflected in the Information Security and Information Governance
risk:
•
•
•
•
•
•

•

•
•
•
2.4

The impacts of a breach can be significant. Should an event occur these can include:
•
•
•
•
•
•
•
•

2.5

Technical (preventive/detective/corrective) controls applied to ICT systems.
Information governance arrangements.
Policies, standards, procedures, and audit processes.
Staff awareness of, and adherence to, good security practice.
Physical security arrangements.
Changes to ways of working:
o Adoption of “the Cloud” to process information.
o Increase in the number of empty offices which may contain
information.
o Management of confidential information by home workers.
o Disposal of confidential waste (including homeworkers).
o Remote access to ICT facilities (including home workers’ laptops).
Changing threat landscape:
o Increasing capability of threat actors – many of which are state
sponsored.
o Prevalence of digital fraud.
Resource challenges e.g. a lack of skills and knowledge across organisations
with regards to managing information risk.
Changes to legislative, regulatory and compliance portfolios and
requirements.
Recognition that external events which create sudden and significant shifts in
the way technology is used do happen.

Adverse media coverage and reputational damage.
Breaches of information resulting in significant fines from regulatory bodies.
Litigation.
Considerable resources being required to remedy issues and areas of
business negatively affected.
Inability to comply with statutory requests within set timescales.
Harm to individuals (especially where the council has a duty of care).
Loss of vital or historical records, and
System outages.

To address this risk the council has undertaken considerable activity to reduce, where
possible, the likelihood of an event occurring and, if it does, the severity of the impact.
Actions have been undertaken and controls put in place including:

•

•
•
•
•
•
•
•
•
•
•

Governance Boards and Groups to manage information and the use/adoption
of ICT:
o Data Governance Board
o Data Management Team
o Enterprise Architecture Governance Group
o Technical Design Authority
Appointment of a Data Protection Officer and supporting team to ensure
compliance with provisions of the Data Protection Act 2018 and UK GDPR.
Implementation of a SARS recording and monitoring process.
Creating and ensuring regular review of a council-wide Information
Governance Policy Framework.
Records Manager advises on compliance and supports creation of a records’
management plan inc. information retention schedule.
Corporate and Service business continuity planning.
Appointment of an Information Risk Manager and supporting team.
Implementation of an evolving suite of cyber-controls to prevent system
outages whether accidental or malicious.
Generic mandatory security awareness training delivered to all staff.
Wider security awareness, including management of risks associated with new
ways of working, being made available to staff through a variety of channels.
Improved supply chain security assurance.

2.6

The council is no exception to the rule that organisations must continue to develop
their security posture to address the changing threat environment. Activities are ongoing to maintain and enhance the council’s information security and information
governance measures and these range from technical to process, procedural and
staff awareness raising.

2.7

In terms of governance, the Data Governance Board (DGB) provides a cross service
strategic platform to address information management issues and ensure that lessons
are learnt from breaches and near misses. In addition to the DGB the Data
Management Team (DMT) provides a cross service operational platform to:
•
•
•

Raise compliance awareness.
Address operational information management issues and focus on ICT
Security related compliance.
Establish short life sub-groups to progress specific tasks.

2.8

Supporting the work of the DGB and the DMT the council has implemented an
Information Governance Policy Framework which brings together the council’s
information governance policies and ensures that they operate effectively. This
framework undergoes regular review and includes guidance for staff on the
implementation of relevant policies e.g. Information Security Policy and Acceptable
Use of ICT Policies. The council has appointed an Information Risk Manager who
leads a small, newly formed, Information Security Team.

2.9

Technical activity that is on-going includes laptop and mobile storage device
encryption, secure file transfer via Hyve, e-mail encryption, enhanced anti-virus
software adoption, network segmentation, penetration testing, and multi factor
authentication roll out. In addition, over 1,600 headsets have been distributed to staff
to help maintain a degree of call privacy when working from home.

2.10

As stated earlier, the threat environment that the council must address rapidly
evolves. This, combined with the large number of staff working at home, will require
further technical, procedural, and staffing awareness initiatives to help the council
manage the risks associated with information security and information governance. A
full review of the training framework is planned following full roll out of M365.

2.11

Future technical and administrative/procedural initiatives and solutions will always be
required to be built on what has already been established. A pipeline of activities is
planned that includes making improvements to disaster recovery planning and testing
arrangements, managing supply chain security, ensuring robustness of authentication
processes for users, creating a secure development operations framework, and
enhancing joiners/movers/leavers processes. An effective means of performing
technical vulnerability management is also on the security roadmap.

2.12

Security needs to work for people. The council must continue to develop security
measures that support and assist staff to undertake their job and ensure that it does
not hinder them as they undertake daily tasks. Staff will also need to have high levels
of cyber and information security awareness and this knowledge will need to be
regularly updated. Staff awareness levels cannot be assumed – they will need to be
assessed. To support staff in raising their awareness the Information Security Team
will build on its recent staff awareness raising e-mails sent out during Cyber Security
Week in February 2021. A basic yet significant improvement is raising and reinforcing
awareness of how not to be a victim of cyber fraud, which is probably the single most
common root cause of ransomware attacks.

2.13

In addition to, and supporting, the staff awareness campaign the Information Security
Team will assist in the review of existing mandatory data protection courses with a
view to updating these and enhancing aspects relating to information security and
cyber security. Uptake is monitored quarterly by the DGB.

2.14

To further support the on-going response to information risk and need for appropriate
information governance controls to be in place internal standards will be developed
and adopted. These will form the bedrock of good practice to be followed by internal
ICT teams as well as, where applicable, users more widely. Topics will include user
endpoint and server security, application of cryptography, user and device
authentication, equipment disposal, and privileged access management. The
Information Security Team will provide a lead in developing these standards and
support the council in their adoption as appropriate.

2.15

A suite of compliance activities is currently under way, including against the Public
Sector Network Code of Connection, Cyber Essentials, and Payment Card Industry
Data Security Standards. Local authorities are by their nature complex, and many
authorities in Scotland have determined that meeting the requirements of all these
frameworks is not pragmatic or cost effective.

2.16

Measures to support home working in the pandemic have already been undertaken
as have measures to secure buildings and the information that is stored in them while
they remain under or unoccupied. As the council transitions out of the pandemic it is
likely that many former office-based staff will become workers that are predominantly
home-based. Longer term, sustainable approaches to supporting information security
and information governance will need to be developed including addressing issues
such as printing, disposal of confidential waste, etc. The Information Security Team

will work with IT staff to ensure that the right technical approach can also be the right
security approach.

3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

Fairer Scotland Duty
The requirement to comply with The Fairer Scotland Duty does not apply in this case.

3.2

Equality Impact Assessment
The details of current and proposed future activity with regards information security
and information governance should have no impact on the council’s duties under the
Equality Act 2010 Public Sector Equality Duty Regulations.

4.

Impact

4.1

Financial impact
Effective information security and information governance can assist in ensuring the
council does not incur fines (up to 4% of turnover per event) for breaching UK GDPR
requirements and can also minimise costs associated with service interruptions and
restoration of lost data. To this end, sufficient resources must be made available to
satisfactorily maintain the activities detailed in this report. Procurement of appropriate
technologies is provided for within the approved Strategic Capital Investment
Programme 2021/22 to 2025/26, with the staffing costs of the Information Risk
Management team funded through Business Solutions revenue budget.

4.2

HR policy / Legislative impact
Delivery of effective information security and information governance is essential in
fulfilling the Council’s statutory obligations.

4.3

Technology / Digital impact
Technology / digital impacts will be significant as security aspects will be required for
all technology procured and digital solutions used. These costs should be identified at
the commencement of any project and included in the procurement exercise (and
budgeted for accordingly).

4.4

Environmental impact
There are no negative environmental impacts to the report however it should be noted
that enhancing technology including the ability to work from home should lower the
council’s overall carbon footprint.

4.5

Communications impact
There will be an on-going need for communication and consultation with key
stakeholders and staff to ensure that this risk continues to be effectively managed
over time.

4.6

Risk impact
If the council does not effectively address this risk then there are considerable risks to
the council in terms of reputational damage, loss of service (and significant costs to
restore service), loss of confidence amongst staff and stakeholders and the possibility
of very significant fines should we fail to deliver any of our legislative and statutory
responsibilities.

5.

Measures of success

5.1

The continued effective management of this risk with security breaches being
minimised in terms of number and severity, service disruption being minimised, and,
in addition, higher sustained levels of staff awareness will be key measures of
success.

6.

Supporting documents

6.1

Appendix One – Information Security and Information Governance Deep Dive.

Katrina Hassell
Head of Business Solutions
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