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AGENDA
(1)

Declarations of Interest in terms of the Ethical Standards in Public Life Etc. (Scotland) Act
2000

AUDIT RELATED ITEMS
(2)

Audit Scotland Report - Improving outcomes for Young People through School Education
(page 5 - 16)
Submit report by the Audit and Risk Manager (1) informing the Panel of the Audit Scotland
report 'Improving Outcomes for Young People through School Education', published in March
2021, and (2) providing an overview of issues and recommendations raised in the report and
how these issues and recommendations are being addressed by Management (copy
herewith)

(3)

Audit and Risk-Related Items: Action Log (page 17 - 18)
Submit report by the Audit and Risk Manager allowing elected Members to track
implementation of requests and recommendations made by the Panel in respect of audit and
risk-related items in the previous 18 months (copy herewith)

(4)

Internal Audit Progress Report (page 19 - 96)
Submit report by the Audit and Risk Manager (1) providing an overview of Internal Audit
activity, and (2) reporting the results of Internal Audit outputs finalised since the last update to
the Panel in March 2021 (copy herewith)

(5)

Internal Audit: Follow-Up of Actions previously agreed by Management in response to Audit
Recommendations (page 97 - 108)
Submit report by the Audit and Risk Manager updating the Panel on the results of Internal
Audit's follow-up work reviewing the extent to which Management have implemented those
actions previously committed to in response to recommendations in Internal and External
Audit reports (copy herewith)

(6)

Proposed Internal Audit Annual Plan 2021-22 (page 109 - 150)
Submit report by the Audit and Risk Manager presenting the proposed Internal Audit Plan
2021-22 to the Panel for their consideration and approval (copy herewith)

(7)

National Fraud Initiative - Update (page 151 - 156)
Submit report by the Audit and Risk Manager (1) informing the Panel of progress made to date
by the Council in response to the 2020 National Fraud Initiative (NFI) data matching exercise,
and (2) highlighting where further action is required by relevant Services (copy herewith)

(8)

External Audit: Audit Scotland Management Report (page 157 - 172)
Submit report by the Audit and Risk Manager presenting the Panel with the audit output
produced by the Council's appointed external auditors, Audit Scotland, since the last meeting
of the Panel in respect of the audit of the Council for the year-ending 31 March 2021 (copy
herewith)
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(9)

PCI-DSS Compliance - Progress Report (page 173 - 180)
Submit report by the Head of Business Solutions providing an update on the Council's
progress in achieving compliance with the Payment Card Industry Data Security Standard
(PCI-DSS) by the indicative date of September 2021 (copy herewith)

RISK MANAGEMENT RELATED ITEMS
(10)

Corporate Risk Register 2021-22 (page 181 - 188)
Submit report by the Audit and Risk Manager (1) updating the Panel on the results of the
review of the Corporate Risk Register, and (2) presenting the Panel with Corporate Risk
Register for 2021/22 (copy herewith)

(11)

Corporate Risk - Deep Dive: Information Security and Information Governance Risk
(page 189 - 202)
Submit report by the Head of Business Solutions (1) providing an overview of existing controls
and actions taken to date, and (2) illustrating further actions planned to continue to manage
this risk (copy herewith)

(12)

Risk Management Update - Key Corporate Risk - Public Protection (page 203 - 216)
Submit report by the Chief Social Work Officer providing the Panel with an overview of the
current assessment of the Risk: Public Protection with particular reference to how
arrangements have performed and how this risk has been managed through the period of the
pandemic (copy herewith)

YEAR-END ITEMS
(13)

Internal Audit - Annual Report 2020-21 (page 217 - 228)
Submit report by the Audit and Risk Manager providing (a) the Panel, the Chief Executive and
the Corporate Management Team, with a summary of the work undertaken by Internal Audit,
and (b) an Annual Independent Opinion on the Council's Corporate Governance, Risk
Management and Internal Control Arrangements (copy herewith)

(14)

PO75.1: Annual Governance Statement 2020/21 (page 229 - 242)
Submit report by the Head of Business Solutions providing the Panel with a copy of the
Annual Governance Statement (copy herewith)

(15)

Annual Accounts - Update (page 243 - 245)
Submit report by the Head of Financial Solutions providing an update on the statutory Annual
Accounts for financial year 2020/21 which will be presented to the Panel on 2 September
2021 following submission to External Audit by the deadline of 30 June 21 (copy herewith)

Page 4 of 245

AGENDA ITEM 2

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref KA/ASPJune21

Date

30/06/21

Audit Scotland report: Improving outcomes for young people
through school education
From:
E-mail:

Ken Adamson, Audit and Risk Manager
adamsonk@northlan.gov.uk

Telephone 07939 280602

Executive Summary
The purpose of this report is inform members of the Panel of the Audit Scotland report
‘Improving outcomes for young people through school education’ published in March 2021,
to provide an overview of issues and recommendations raised in the report and how these
issues and recommendations are being addressed by management.
The Audit Scotland report looks at how effectively the Scottish Government, councils and
their partners were improving outcomes for young people through school education.
Audit Scotland noted that the poverty-related attainment gap remains wide and inequalities
have been exacerbated by Covid-19 and concluded that progress on closing the gap has
been limited and falls short of the Scottish Government’s aims and that improvement needs
to happen more quickly and there needs to be greater consistency across the country
The report recognises the need for the Scottish Government, councils and Education
Scotland to work together to take forward the recommendations, where appropriate, within
the context of a what they describe as a ‘collaborative system’ The Audit Scotland report
contains a range of recommendations directed at all stakeholders.
The management response to the issues raised is intended to provide the Panel with the
opportunity to gain assurance that the Council is taking reasonable steps to ensure that the
Council’s arrangements are effective in managing the risks identified by Audit Scotland.

Recommendations
The Panel is invited to:
1) note the key findings of the Audit Scotland report and the management response,
including suggested action, to the issues and recommendations raised in the report; and
2) consider whether a further report should be required to be submitted to a future meeting
in order to obtain additional assurance that any actions arising from the matters raised
by the Audit Scotland have been, or will be, appropriately progressed by management.

The Plan for North Lanarkshire
Priority

Support all children and young people to realise their full potential

Ambition statement

(6) Raise attainment and skills for learning, life, and work to enhance
opportunities and choices
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1.

Background

1.1

School education is fundamental to ensuring positive long-term outcomes for young
people and it impacts on Scotland’s economy and society. It performs a key role in
contributing to the 11 long-term outcomes set out in the Scottish Government’s National
Performance Framework (NPF). The Scottish Government is responsible for
developing national policy and strategic direction. Its vision for education in Scotland
is to deliver excellence through raising attainment: ensuring that every child achieves
the highest standards in literacy and numeracy, as well as the knowledge and skills
necessary to shape their future as successful learners, confident individuals,
responsible citizens, and effective contributors. It also aims to achieve equity: ensuring
every child has the same opportunity to succeed, with a particular focus on closing the
poverty-related attainment gap.

1.2

The Council also has significant ambitions in this field. One of the priorities included in
The Plan for North Lanarkshire is to ‘Support all children and young people to realise
their full potential’ with an associated ambition to raise attainment and skills for learning,
life, and work to enhance opportunities and choices This is delivered by a range of
actions, activities including Programme of Work items P034.1 Improving outcomes and
P039 Scottish Attainment Challenge (SAC) and Pupil Equity Fund (PEF).

1.3

In 2019, Audit Scotland carried out audit work to look at how effectively the Scottish
Government, councils and their partners were improving outcomes for young people
through school education. This work was paused in March 2020 because of the Covid19 pandemic. It was restarted in October 2020 to look at the impact of Covid-19 on
school education and the response taken by the Scottish Government, councils and
their partners. The Audit Scotland report draws together the key findings from these
two pieces of work. The report recognises that this is a fast-changing situation and
only covers actions taken by the Scottish Government, councils and their partners up
until early January 2021. The audit considered mainstream primary and secondary
school education.

2.

Report

Audit Scotland report – key findings
2.1

The Audit Scotland report contains the following key messages:

•

School education is not just about exam results. It also aims to improve children’s
and young people’s health and wellbeing and support wider outcomes such as
vocational qualifications. The Covid-19 pandemic has affected children and
young people in many ways, including their learning, wellbeing and economic
circumstances. Pupils living in the most challenging circumstances have been
most affected by school closures.

•

Those involved in planning, delivering and supporting school education were
working well together prior to the pandemic. This strong foundation helped them
to collaborate to deliver a rapid response to Covid-19 in exceptionally challenging
circumstances. The pandemic has reinforced the importance of school education
and other sectors working together to tackle issues which affect young people’s
life chances and outcomes, such as child poverty and health and wellbeing.

•

Both national education policy and the curriculum reflect the importance for pupils
of different pathways and opportunities, and outcomes beyond exam results.
There has been an increase in the types of opportunities, awards and
qualifications available to children and young people and an increase in the
number awarded. However, better data is needed to understand if other
outcomes, like wellbeing and confidence, are improving.
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•

There is wide variation in education performance across councils, with evidence
of worsening performance on some indicators in some councils. At the national
level, exam performance and other attainment measures have improved. But the
rate of improvement up until 2018–19 has been inconsistent across different
measures. Measuring progress has been hampered by the cancellation of exams
and other data gaps caused by Covid-19. This could create risks around
accountability.

•

The poverty-related attainment gap remains wide and inequalities have been
exacerbated by Covid-19. Progress on closing the gap has been limited and falls
short of the Scottish Government’s aims. Improvement needs to happen more
quickly and there needs to be greater consistency across the country. The
government and councils recognise that addressing inequalities must be at the
heart of the response to Covid-19, longer-term recovery and improving education.

•

Council spending on primary and secondary school education across Scotland
increased by 5.1 per cent in real terms between 2013/14 and 2018/19, from £4.1
billion to £4.3 billion. Most of the real-terms increase in spend can be attributed
to the Attainment Scotland Fund, which the Scottish Government set up in
2015/16 to close the poverty-related attainment gap. When this is excluded, realterms spending increased by 0.7 per cent during the period, to just over £4.1
billion. The Scottish Government had put over £200 million of extra money into
Covid-19 mitigation measures and education recovery by early January 2021.

Audit Scotland recommendations
2.3

In respect of recommendations made by Audit Scotland, the report recognises the
need for the Scottish Government, councils and Education Scotland to work together
to take forward the recommendations, where appropriate, within the context of a what
they describe as a ‘collaborative system’ and with lead responsibility as set out below.

2.4

The report recommends that the Scottish Government should:
•

continue to lead the development of priorities for education recovery and
improvement, building on the actions set out in the National Improvement
Framework (NIF) for 2021, the Equity Audit and the forthcoming OECD review,
being clear about anticipated outcomes and milestones;

•

work with stakeholders to develop and publish consistent and robust national data
that reflects the ambitions of the national curriculum, national policy priorities such
as health and wellbeing and confidence, and key priorities for Covid-19 recovery
and improvement;

•

update the NIF to reflect data on these agreed outcomes and consider how to
ensure that there is greater prominence on these broader outcome measures in
public reporting and messaging, for example by inclusion in the NIF key
indicators;

•

work with stakeholders to agree an approach to dealing with the challenges
created by data disruption in 2020 and 2021 which will affect monitoring of
progress in achieving policy ambitions relating to outcomes and the attainment
gap; and

•

ensure that future methods for targeting support to address inequalities reflect
broader demographic issues, which are not well reflected in the Scottish Index of
Multiple Deprivation (SIMD), and updated data on the economic impact of Covid19 on communities.
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2.5

Recommendations directed at Education Scotland are that they should work with
schools, councils and RICs to:
• understand the factors that cause variation in performance across schools and
councils;
• achieve greater consistency in applying the NIF drivers through a targeted
response that reflects local priorities for improvement, with a focus on reducing
inequalities; and
• ensure the successful innovation and learning from the Covid-19 response,
such as the opportunities from using digital learning, informs future planning for
improved outcomes for children and young people.

2.6

Audit Scotland recommendations directed at local authorities are that Councils
should:
• work with schools, Regional Improvement Collaboratives, other policy teams
and partners, for example in the third sector, to reduce variability in outcomes
by more consistent application of the drivers of improvement set out in the NIF,
by:
o

using data to understand trends in outcome measures over time and across
different demographic groups;

o

using evidence-based quality-improvement approaches;

o

sharing learning and applying good practice across schools and councils;
and

o

helping schools to build up their data analytical, evaluation and qualityimprovement skills so they can make evidence-based decisions.

• monitor the short- and longer-term impacts of Covid-19 (including the impact of
remote learning) on local children’s and young people’s learning and wellbeing
and act when required to mitigate the effects and improve outcomes;
• more effectively and consistently involve young people and parents in planning
to improve outcomes and to inform the local response to Covid-19; and
• ensure third-sector organisations working with or representing children and
young people are effectively involved in local planning to improve longer-term
outcomes, and to deliver the local education response to Covid-19.
2.7

And jointly the report recommends that the Scottish Government, Education Scotland
and councils should:
• continue to ensure a coordinated policy response within and across government
(for example with health and children and families services) when planning to
improve longer-term outcomes for children and young people and delivering the
education recovery response to the equality impacts of Covid-19;
• use the Equity Audit and other evidence to monitor the short- and longer-term
impact of Covid-19 on children’s and young people’s learning and wellbeing,
and to inform the development of local and national priorities and targeting of
mitigating actions; and
• further promote the importance of the different pathways, qualifications and
awards available to young people with parents, carers, politicians, and the
media, to support wider public understanding of the importance of broader
outcomes.
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2.8

3.

Management responses to the recommendations targeted specifically at Councils as
at paragraph 2.6 is at Appendix 1.
Management commentary

3.1

North Lanarkshire Council’s position in relation to the key issues highlighted by Audit
Scotland are set out in the paragraphs below which have been provided by relevant
senior management within Education and Families.

3.2

There is a separate report to the Education and Families Committee on the Interim
SAC report which highlights several key interventions. It should be noted that last
year’s SAC plan was amended to reflect the emerging priorities in the COVID
pandemic response and recovery.

3.3

The following sections highlight the thinking that will underpin planning for the next
phase of COVID response and recovery. The material contained covers similar
issues to those which made up the North Lanarkshire Council submission to the
Education and Skills Committee of the Scottish Parliament in March 2021.

Helping pupils “catch up” following the impact of the pandemic on school education.
3.4

A range of interventions are being planned around a number of key initiatives, some
of which are funded through the Scottish Attainment Challenge and the Pupil equity
Fund. The Service intends to build up recovery activity around ‘catch-up’ around
those existing interventions, which have a secure evidence-base driving them and are
underpinned by research. They include the Digital School, the Virtual School, Cluster
based teams, Literacy and Numeracy hubs, the Pedagogy team and the multi-agency
COVID Tactical Response team. Further investment in these teams will enable a
coordinated offering to be sustained through the next phases of COVID, making up a
comprehensive set of contingencies.

3.5

The transition years to P1 and S1 were highlighted by head teachers as particularly
challenging in session 2020–2021 so the Service is reviewing activity in supporting
transitions and will be updating guidance. The issues were more related to emotional
readiness around transition, rather than a requirement to catch up. This will be a key
area of focus in the forthcoming COVID phases. Initially the emphasis will be on reengaging learners and their families and supporting them through this transition
period.

3.6

There is also a plan to allocate additional resources to clusters of primary schools to
focus in on enhanced transition and catch up activities. The intention is to allocate
additional funds becoming available through Scottish Government funding to do this.
This will create opportunities to recruit teachers to support emerging priorities,
securing an important pathway for them, whilst addressing immediate pressures.

3.7

Through this approach there will be strategic use of additional staffing, at locality,
cluster and school level, to deliver bespoke in school and digital support for young
people, on key areas such as Literacy, Numeracy and Health and Wellbeing (HWB),
to support smooth transitions in learning for young people.

3.8

Supplementary guidance/awareness raising sessions are also being provided for
parents/carers providing advice and guidance on how they can continue to support
learning at home. Taking this holistic approach to family support and supporting the
family group decision making process is central to the overall approach.

3.9

Schools and clusters have begun transition planning and have used digital
approaches to support inclusion and familiarisation of the new environment. This has
also included support and consultation with the wider family. This will focus on priority
transition groups, such as the next P1 and S1 groups.
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3.10

For the next phase of recovery, establishments will be required to create an interim
curriculum rationale focusing on core subjects and big block/interdisciplinary learning.
This will provide learners with increased opportunities to develop key knowledge and
skills and to apply learning in different contexts, ensuring depth and breadth.

3.11

Some secondary schools are providing in-school Easter School and/or Saturday
classes for senior phase pupils. This will be supported by a central offering, facilitated
through the Digital School, which is offering an On-line Easter School for senior phase
pupils, focusing on key subject skills.

3.12

School leaders planning strategic and diagnostic use of SNSA to assess current
learning, knowledge and skills of children and young people. This will then inform the
planned learning in term 4 and beyond, helping to identify key areas of skills
development for pupils.

Building on Lessons Learned from the Blended Learning Model
3.13

In the remote learning phases (January–March 2021) each school had established
detailed plans for the remote and digital learning. These were quality assured by the
central education management team. In subsequent blended learning phase
(February – March 2021) each secondary school developed a plan which was signed
off by Heads of Service. Critical to all these plans was the maintenance of a highquality delivery of remote and on-line learning.

3.14

The approach to the Digital School (and the virtual classroom particularly) featured in
the Service’s engagement with HMIE on 15 February where the local authority was
challenged on its quality assurance of digital learning. A separate report on this gives
further detail.

3.15

For assurance, it is worth noting that the Virtual Classroom has now had almost
600,000 visits to it since 11 January. It averages around 50,000 visits per week and
is a tool used by teachers to support blended models of learning.

3.16

The virtual classroom focused on key curricular areas of literacy, numeracy, health
and wellbeing and the interdisciplinary approach was through STEM. All learning was
planned from Curriculum for Excellence Experiences and Outcomes. This universal
approach will continue as part of the blended learning in Term 4 and beyond.

3.17

There are high levels of endorsement for the Council’s e-learning approach by both
staff, pupils and parents across a range of stakeholder engagement surveys. Using
feedback from stakeholders, establishments have created bespoke blended learning
models, offering a combination of digital and remote learning experiences. Staff have
reflected on curriculum design principles to ensure learners were challenged and that
learning was relevant and progressive. Opportunities for personalisation and choice
were included to enable families to tailor approaches to meet their individual
circumstances. This approach will be continued in the next phases of COVID
response and recovery.

3.18

Interdisciplinary learning was used extensively to provide learners with the opportunity
to apply skills and knowledge in different contexts. Staff made strategic use of a range
of National and Local resources, with clear guidance provided at local level, to ensure
all learning experiences were differentiated and contributed to practitioners’ long and
short-term plans for pupils.

3.19

Local Authority and establishment quality assurance processes supported
professional dialogue and continuous improvement.

3.20

Within (some of) the ASN establishments, strategic use of bespoke outdoor learning
experiences enabled a higher number of pupils to be supported during the pandemic.
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3.21

CLPL sessions continue to be offered to ensure staff are confident in providing high
quality blended learning opportunities including use of Teams, Onenote, Learning,
teaching and assessment courses and STEM webinars. Schools have made
increased use of Microsoft Forms and OneNote to assess learning remotely and
provide feedback. Planned use of Sumdog, IDL and other programmes which support
progressive learning and assessment have supported continued use of assessment
through remote learning.

3.22

The Digital School’s Easter School offering is targeted to support senior phase pupils.
The virtual classroom will continue a universal remote learning offering for all young
people in the BGE on an on-going basis, with a particular focus on ASN and Gaelic.

Immediate Priorities as Pupils Return to In-school Learning
3.23

The initial priorities on returning pupils to school involve securing key learning and
assessment opportunities for senior phase pupils to manage the significant risks that
surround SQA alternative certification processes. There will also be a more general
focus on quantifying learning loss. Lastly, there is a structured population wide
exercise underway to get a fix on issues relating to young people’s wellbeing
generally.

3.24

The initial focus for the senior phase is on establishing the basis for working grades,
as per the specific arrangements in the Alternative Certification Model for SQA awards
and qualifications in 2021. It is likely that this process will generate considerable
workload for school and local authority staff. Feedback from the Pupil Stakeholder
Forum revealed considerable anxieties which will need to be handled with sensitivity.
The potential for challenges from pupils and parents who are unhappy with grades
awarded are considerable and this will require to be managed.

3.25

A range of assessments techniques will be used appropriately to identify learners’
strengths and areas for development to enable staff to plan effectively to differentiate
learning and meet learners needs. This will also allow staff to build on learners’ new
skills and experiences, particularly around areas of digital literacy.

3.26

Guidance issued to primary schools in August and March for the return to in-school
learning for P1-3 and then P4-7 in literacy and numeracy to support progression and
assessment of learning. Templates for active literacy and numeracy approaches
have been provided for schools which exemplify evidence-based approaches.

3.27

SNSA used as a diagnostic assessment tool at key stages. A range of other data will
be used to build a picture of learning loss (YARK, MALT, ACEL). Trends from
assessment data will be collated at establishment, cluster and Authority level to
identify trends and patterns. These trends and patterns will inform strategic
resourcing and training plans for next session.

Assess the Impacts of the Pandemic on Learning and Wellbeing
3.28

The Service are conducting a whole population survey of children’s health and
wellbeing, using the Strengths and Difficulties Questionnaire. 48,000 children will be
involved in this. This will be cross-referenced with data from the 2016 Realigning
Children’s Services exercise, which used similar approaches and had data from
approximately 10,000 children in it.

3.29

In the COVID-19 response phase the Service strengthened its cluster-based
approaches to dealing with health and wellbeing. This involved a more localised and
integrated approaches to planning for children’s wellbeing, which has resulted in a
systematic, structured approach to meeting the needs of vulnerable children.

3.30

Individual establishments will conduct a range of formative and summative
assessments to identify a baseline for pupils and to plan for next steps in learning.
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3.31

Schools leaders have continued with evaluation of Improvement Planning and
SAC/PEF plans, these will also measure the impact on learning and teaching as well
as wellbeing of staff and young people.

3.32

Cluster Wellbeing meetings held weekly focus on the needs of the child and the family.
These have been instrumental in supporting bespoke learning packages for children
and young people. The Virtual School has continued to support blending learning for
Care Experienced children and young people.

Providing additional activities, learning opportunities or Wellbeing Support to Pupils
3.33

The Service has advanced plans for an enrichment afternoon as part of the 32 period
secondary school week, which have been developed in line with the emerging national
drive to provide an additional curriculum and support offering to young people in
recompense for experiences they have missed out on due to the pandemic.

3.34

There is a planned expansion about to take place of several programmes relating to
health and wellbeing which have been incubated in the SAC plan and which have
proven successful.

3.35

The Service is currently in the process of integrating a new Wellbeing application
across the Authority to help improve outcomes for children and families and
strengthen current GIRFEC processes. This application aligns with the National
Practice model, providing a secure recording system for establishments to record and
store relevant information about a young person, integrating information to support
planning decisions.

3.36

Health and Wellbeing Officers from the Authority’s Scottish Attainment Team will
continue to liaise with colleagues from within and out with the service, e.g.
Psychological Services and Health Protection Scotland, to highlight relevant training
and resources. Current HWB programmes will be extended to include new Senior
Phase HWB resources linked to Healthy Schools programme. Any additional moneys
from government for recovery will be used to support this and other priorities.

Next Steps
3.37

There is currently no certainty as to how national planning to tackle the poverty related
attainment gap will be brought forward post the 2021 Scottish Parliament election.
This means that the current programmes in the SAC plan are at risk beyond March
2022. Planning been done in-year for the Scottish Attainment Challenge is being
managed with a view to potentially having to conclude this activity.

3.38

In the COVID-19 response phase the Service is strengthening several existing
interventions which enact its strategic approach to improvement. Whilst some of
these are partially or wholly funded through SAC, work is being done to evaluate how
best to sustain these going forward. These include:
•
•
•
•
•
•

3.39

The Statutory Leavers’ Pathways Programme
The Virtual School for Care experienced Young People
The Digital School
The Cluster Based Improvement and Innovation Leads
The Pedagogy Team
The Literacy and Numeracy Hubs

There is an exercise being carried out on workforce planning for the next academic
session on a planned approach to ensuring the Service maximises the available
resource in the newly qualified teacher group (186) and the emerging probationer
group (257).
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4.

Public Sector Equality Duty and Fairer Scotland Duty

4.1

Equality Impact Assessment

No impacts arising directly from this report

4.2

Fairer Scotland

No impacts arising directly from this report

5.

Impact

5.1

Financial impact:

None arising directly from this report

5.2

HR policy / Legislative impact:

None arising directly from this report

5.3

Technology / Digital impact:

None arising directly from this report

5.4

Environmental impact:

None arising directly from this report

5.5

Communications impact:

None arising directly from this report

5.6

Risk impact: Failure to address the issues arising from the Audit Scotland report
could impact on the Council’s ability to successfully deliver against its corporate
priorities and ambitions.

6.

Measures of success

6.1

A range of relevant performance information in respect of attainment is reported
annually by the Service in a Standards and Quality report which serves provide all
stakeholders and the public with the performance information across the 6 NIF drivers
and against improvement priorities to measure performance in improving educational
outcomes for young people. This report enables the Council to meet the statutory
requirement under the Standards in Schools etc. Act 2000 (as amended by the
Education (Scotland) Act 2016) and provides the information required to contribute to
the Scottish Government’s annual report on the 6 NIF drivers for improvement.

6.2

In addition, the Service also publishes an annual progress report on its SAC and PEF
plan designed to ensure an increased focus on research and evidence-based practice
and a more explicit outcomes focus.

7.
Supporting documents
Appendix 1
Audit Scotland’s key recommendations for Councils (the full audit report can
be found on the Audit Scotland website).

Ken Adamson
Audit and Risk Manager
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Appendix 1

Audit Scotland recommendations and management responses

Audit Scotland have identified the following recommendations for councils:
1. Work with schools, Regional Improvement Collaboratives, other policy teams and
partners, for example in the third sector, to reduce variability in outcomes by more
consistent application of the drivers of improvement set out in the NIF, by:
a. using data to understand trends in outcome measures over time and across
different demographic groups;
b. using evidence-based quality-improvement approaches;
c. sharing learning and applying good practice across schools and councils; and
d. helping schools to build up their data analytical, evaluation and qualityimprovement skills so they can make evidence-based decisions.
Management response:
(a) Using data to understand trends in outcome measures over time and across different
demographic groups
The service has recently developed in interactive dashboard for schools covering a range of
indicators and integrating a number of data system feeds. The What’s the Story System has
been developed with head teachers and covers all aspects of attainment, considering local and
national benchmarks.
The Service is currently conducting a population wide health and wellbeing survey of all pupils.
This will be benchmarked against the similar survey undertaken through the Realigning
Children’s Services process in 2016 to identify trends and priorities. This is likely to be even more
important in the COVID recovery phase.
(b) using evidence-based quality-improvement approaches;
There is a structured quality improvement approach in place which has a range of aspects,
ranging from challenge and support visits for schools to transparent sharing of data through to
the Investors in People Process. These processes are led by Education Managers and Heads
of Service and apply to all 119 of our schools and all 25 of our current and future family learning
centres. Information on performance in these areas is included in regular Standards and Quality
Reports to the Education and Families Committee.
(c) and (d) sharing learning and applying good practice across schools and councils; and
helping schools to build up their data analytical, evaluation and quality- improvement
skills so they can make evidence-based decisions.
The recent establishment of the Improvement Hub allows the sharing of local, national and
international experiences in sharing improvement practice. It is used by schools to underpin PEF
spend and the basis for the peer review processes which underpin the Family Improvement
Groups of Schools.
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Appendix 1

Audit Scotland recommendations and management responses

Audit Scotland have identified the following recommendations for councils:
2. Monitor the short- and longer-term impacts of Covid-19 (including the impact of
remote learning) on local children’s and young people’s learning and wellbeing and
act when required to mitigate the effects and improve outcomes.
Management response:
This is an area which has received considerable critical attention from the service and several
points are worth highlighting:
•
•

The SAC research and evaluation tools YARC and MALT are used to measure a range of
short and medium-term interventions, locked into the service’s approach to improving
literacy and numeracy
The progression in learning in the digital environment is structured into the planning within
the Digital School/Virtual Classroom, which incorporates elements which ensure
progression in learning (use of national curricular benchmarks to inform planning)

The population wide wellbeing survey, the ACEL (teacher judgement) data collection and the
SNSA will be used to provide a rounded picture of learning loss and to inform planning for the
next phase.
3. More effectively and consistently involve young people and parents in planning to
improve outcomes and to inform the local response to Covid-19; and
Management response:
The recent population survey of health and wellbeing is an important vehicle to allow children to
report on their needs.
There has been an extensive programme of stakeholder engagement in relation to digital and
remote learning, with the most recent surveys of pupils and parents in January having over 7500
respondees, declaring a generally high level of satisfaction (all of which was reported to the
Education and Families Committee in February.
There are now well-established stakeholder forums for pupils and parents (both mainstream
schools and ASN schools) which have been very helpful to officers in terms of sharing information
and taking soundings about future planning.
4. Ensure third-sector organisations working with or representing children and young
people are effectively involved in local planning to improve longer-term outcomes, and
to deliver the local education response to Covid-19.
Management response:
The cluster-based planning process for Cluster Improvement Plans is critical to the success of
local partnership and incorporates the views of key partners.
This is specifically also the case when it comes to planning for children’s wellbeing processes
which have been recently redesigned by key colleagues in Social Work and Education, and for
the specific plans put in place for individual children / young people.
There are regular engagement sessions with the PVI sector for early years.

Page 15 of 245

Page 16 of 245

AGENDA ITEM 3

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐ for approval ☒ for noting

Ref: KA/ASP/June21

Date: 30/06/2021

Audit and risk-related items: Action log
From:

Ken Adamson, Audit and Risk Manager

Email:

adamsonk@northlan.gov.uk Telephone:

07939 280602

Executive Summary
The purpose of this report is to allow elected members to track implementation of requests and
recommendations made by the Panel in respect of audit and risk-related items in the previous 18
months.
The attached log (at Appendix 1) records those audit and risk-related requests and
recommendations made by the Panel and when these were addressed and/or are expected to be
addressed.

Recommendations
The Panel is invited to note the report.

The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements

Ken Adamson, Audit and Risk Manager
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Appendix 1

Audit and risk related items: Action log

Meeting

March
2021

December
2020

October
2020

Requests or agreed action

Status

Internal Audit to provide update in respect
of ongoing response to Covid business
grants fraud risks.

Complete – Appropriate narrative in relation to this
issue is included in the report on NFI which forms
part of the agenda for this meeting.

Internal Audit to provide a report to future
meetings of the Panel reporting progress
made by management implementing
agreed management actions in relation to
all audit recommendations categorised as
"red" or "amber".

Complete – A report on this matter is included as
a separate agenda item for this meeting.

Internal Audit to provide more clarity on
the impact of Covid-19 on its ability to
maintain audit coverage and complete
planned work.

Complete – Narrative and detailed information in
respect of this matter is included within the Internal
Audit Progress Report included in the papers for
the March 2021 meeting.

Submit reports on the following key
corporate risks in line with the attached
future programme:

Complete – Report on those matters indicated as
‘Cycle 1’ were included as separate agenda items
for the March 2021 meeting. Reports on those
matters indicated as ‘Cycle 2’ are included within
the papers for this meeting.

•
•
•
•

Economic
Regeneration
Development Plan (ERDP) (Cycle 1)
Tackling poverty (Cycle 1)
Information governance (Cycle 2)
Public protection (Cycle 2)

Implementation by management of
actions agreed in response to External
Audit's
recommendations
to
be
monitored through reports from Internal
Audit.

Complete – Progress in respect of relevant agreed
actions in the most recent External Audit reports
are included as part of the Internal Audit follow-up
report included in the papers for this meeting.

A report be submitted to the next ‘audit’
meeting of the Panel outlining the route
map and timescales for the achievement
of PCI DSS compliance.

Complete – A report on this matter was included
as a separate agenda item for the December 2020
meeting.

Submit reports on the following two
corporate risks:
• Information security and information
governance
• Business continuity planning

Complete – A report on the management of the
information security/governance corporate risk was
due to go to the March 2020 meeting of the Panel
which was postponed following lockdown. As
agreed in December 2020, a report on the
approach to managing this corporate risk was
rescheduled for Cycle 2 and is now included in the
papers for this meeting.
A report updating members on the current
management and assessment of the business
continuity planning risk was included as an agenda
item for the December 2020 meeting.

Future annual Whistleblowing Reports be
remitted to the Panel from Policy and
Strategy

Not yet due – a report will be remitted to the Panel
after it is next considered by the Policy and
Strategy Committee.

A report on progress re-implementation
of 1140 hours be submitted by the
Service to the next meeting of the
Education and Families Committee with
a further report on this issue to the Panel
in due course

Complete – A report from management on this
issue was submitted to the February 2020 meeting
of the Education and Families Committee. Planned
audit work on this project in 2020-21 was
postponed due to the pandemic. The need for
further audit work was considered during the
preparation of the 2021-22 Plan which is included
as an agenda item for this meeting. Given the
progress made, no further audit work is proposed
for 2021-22 on this topic.

September
2020

December
2019
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AGENDA ITEM 4

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref KA/ASP/June21

Date

30/06/21

Internal Audit progress report
From:
E-mail:

Ken Adamson, Audit and Risk Manager
adamsonk@northlan.gov.uk

Telephone 07939 280602

Executive Summary
The purpose of this report is to provide an overview of Internal Audit activity and to report the
results of Internal Audit outputs finalised since the last update to the Panel in March 2021.
The report highlights the most significant issues arising from the completed audit work as well
as providing updates on other aspects of the work of Internal Audit.
Appendix 1 provides a summary of the scope and key findings of each substantive planned
audit report. In addition, full copies of these reports have also been included in the papers
circulated to Panel members.

Recommendations
The Panel is invited to:
(a) note the findings, conclusions and recommendations of completed Internal Audit
reports together with the associated management responses;
(b) consider whether there are any issues raised by Internal Audit which the Panel
consider are sufficiently significant to require a further report from management to
be submitted to a future meeting of the Panel;
(c) request that Internal Audit provide a report to future meetings of the Panel reporting
progress made by management implementing agreed management actions in
relation to all audit recommendations categorised as ‘Red’ or ‘Amber’; and
(d) otherwise note this report.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements
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1.

Background

1.1

In September 2020, the Panel approved the 2020-21 Internal Audit Annual Plan which
detailed a programme of work to be carried out. The Internal Audit Charter, most
recently approved by the Panel in February 2018, requires that the results of Internal
Audit’s work are periodically reported to the Panel. This report fulfils that expectation.

2.

Report
Audit reviews completed in the period

2.1

Work has progressed in accordance with the 2020-21 approved annual plan. Table 1
below provides an overview of completed Internal Audit reports since the last update to
the Panel in March.
Table 1: Completed Internal Audit outputs in the period
Subject

Internal Audit Opinion

1. COVID-19 Strategic Framework Business Fund

Reasonable assurance
(Green-Amber)

2. City Deal

Substantial assurance
(Green)

3. Follow-up: Management of Non-Covid Health and
Safety Arrangements

Limited assurance
(Amber-Red)

4. Payroll/Employee Service Centre: Review of selected
controls for payments to employees

Reasonable assurance
(Green-Amber)

5. Economic Regeneration Development Plan

Reasonable assurance
(Green-Amber)

6. Managing strategic change

Reasonable assurance
(Green-Amber)

2.2

Appendix 1 provides a summary of those reports forming part of the annual programme
of planned assurance work. Copies of all finalised reports are included in the supporting
pack to these papers.

2.3

Appendix 2 contains detailed definitions of the categories used by Internal Audit when
making recommendations, providing an audit opinion and on the extent of assurance
which is being provided to management and Panel members on those systems or areas
of Council operations examined by Internal Audit.

2.4

This report excludes audit outputs produced for the North Lanarkshire IJB which are
reported directly to its senior management team and audit committee.
Commentary on completed Internal Audit work

2.5

The nature of Internal Audit exercises means that most reviews invariably find some
scope for improvement, usually in the form of controls which are weak or only partially
effective and, therefore, contain recommendations. I am pleased however, to be able to
report that although we have identified a range of improvement actions and made a series
of recommendations, five of the six reports provided positive assurance, with only the
Follow-up: Management of Non-Covid Health and Safety Arrangements audit offering
only ‘limited assurance’.
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2.6

Our work on Health and Safety considered the adequacy of (non-Covid) H&S
arrangements with a particular focus on the progress made by the Service in responding
to issues raised in our previous report on the Council’s general corporate H&S
arrangements which was issued in April 2018.

2.7

The current report recognises that the pandemic has created considerable additional
pressures and challenges for the Council’s H&S team which has undoubtedly impacted
on the timely and/or effective operation of some of the routine/non-Covid H&S processes
and management arrangements which were previously in place and/or were expected to
be developed. As a result, while we were satisfied that management had progressed
significant actions to address some of the previous audit recommendations raised, there
were a significant number of issues highlighted in the report where we considered that
further management action was required to fully address some of the issues previously
raised and/or where we consider scope for improvement exists or was required.

2.8

Among the issues raised were the need to finalise and have approved the current draft
health and safety policy and strategy, the need to develop and implement a clear and
agreed assurance framework which sets out how the Council intends to measure and
evidence compliance with current H&S legislation and related corporate expectations and
the need to improve the quality and frequency of reporting on H&S performance to senior
management and other stakeholders.

2.9

While management did not necessarily agree with the overall audit grading, satisfactory
management responses have been received to the audit recommendations contained
within the report and some of the key issues raised by Internal Audit have already been
addressed.

2.10

Our work on Economic Regeneration Development Plan while generally providing
positive assurance on the adequacy and effectiveness of relevant management
arrangements, did raise a few important issues. Most significantly, we consider that there
is a need to develop more effective performance monitoring and benefits realisation
processes to allow management to more accurately measure and monitor performance
against the ERDP objectives and identified measures of success, and to consider setting
effective and realistic short, medium and long-term goals and milestones to ensure that
appropriate actions are being taken by management to achieve the ERDP objectives.
This would also provide a clearer framework to allow management (and elected
members) to better assess and prioritise planned future actions and better assess
outcomes of various activities against their expected impacts.

2.11

Other key issues included for management consideration included scope for better and
more formalised reporting of key programme information to key stakeholders, including
performance against key milestones for the ERDP programme and reporting of individual
project and programme risk registers and a need to develop more formal plans to
progress the ‘Town Centre Regeneration’ and ‘Business and Industry’ themes and to
ensure that appropriate resources are in place to deliver identified actions.

2.12

The results of our work on Managing Strategic Change were also positive but we have
highlighted some areas for improvement which we consider significant. These include
scope for improvement in the content, quality and timeliness of reports submitted to
Committees in relation to individual Programme of Work items, although management
have disagreed with our recommendation in this respect and consider current reporting
and compliance/QA arrangements to be adequate. We also consider improvements are
needed to ensure clear and regular reporting is provided to key stakeholders on the
progress of key corporate projects in such a way as to enable more effective oversight
and scrutiny by elected members.
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2.13

There are no other issues arising from core Internal Audit work which I consider
sufficiently significant to highlight to the Panel. Future follow-up reports will provide the
Panel with information on the implementation, or otherwise, of all actions proposed by
management in response to audit recommendations categorised as ‘Red’ or ‘Amber’.

2.14

There is one fraud/irregularity in this period that I require to bring to your attention in
accordance with the Internal Audit reporting protocol. This relates to concerns raised by
management over two payments processed for two supply teachers with a value of
£2,231 which were processed and allocated against employees who had not worked for
the Council for some time, were not due to be paid and for which there was no supporting
documentation. Further, these payments were not made to the named employees’ bank
accounts. In both cases, the bank details had been changed by an Employee A within
the Employee Service Centre immediately before the faster payment request was raised.

2.15

Based on the results of our work, we were satisfied that clear and unequivocal evidence
of fraud by Employee A had been identified. Following relevant disciplinary processes,
the employee involved was subsequently dismissed for gross misconduct and the matter
was referred to the Police. Our audit work also provided reasonable assurance that no
other similar fraudulent activity had previously occurred.

2.16

Although ‘detective’ controls in place identified the issue at a relatively early stage and
the value of the fraud was relatively low, we issued a report to management on the
conclusion of our work highlighting improvements in the control framework which would
reduce the scope for such an issue to be able to arise in future. Given the ongoing Police
investigation, it would not be appropriate, however, to include that report (which also
describes the chain of events in some detail) in the papers for this meeting. I can confirm
that management have reacted positively to the comments made and have already
actioned all relevant audit recommendations.

3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

Equality Impact Assessment

No impacts identified

3.2

Fairer Scotland

No impacts identified

4.

Impact

4.1
4.2
4.3
4.4
4.5
4.6

Financial impact:
HR policy / Legislative impact:
Technology / Digital impact:
Environmental impact:
Communications impact:
Risk impact:

5.

Measures of success

5.1

Internal Audit reports annually on its performance to the Panel and is also subject to
review annually by the Council’s appointed external auditors.

6.

Supporting documents
Appendix 1
Appendix 2

None identified
None identified
None identified
None identified
None identified
None identified

Summary of completed Internal Audit assignments
Audit gradings

Ken Adamson, Audit and Risk Manager
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Appendix 1
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
1. COVID-19 Strategic Framework Business Fund
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

1

Amber

1 Green

2

The purpose of this audit was to provide assurance that grants awarded and paid to local
businesses directly impacted by restrictions imposed on them by the Scottish Government’s
(SG) response to the Covid-19 pandemic, through the Strategic Framework Business Fund
(SFBF), have been properly administered by the Council, accurately calculated and made to
only eligible applicants.
The SG introduced a package of support for businesses impacted by the restrictions imposed
to tackle the public health emergency. The SFBF was launched in mid-November 2020 and
closed to new applications on 22 March 2021, although payments will continue to be made
while restrictions imposed by the Health Protection (Coronavirus) (Restrictions and
Requirements) (Local Levels) (Scotland) Regulations 2020 remain in place. The fund has two
parts: (1) a Temporary Closure Grant which is available to businesses legally required to close
and (2) a Business Restrictions Fund which provides support to businesses which remain open
but have been legally required to modify their operations.
As at 26 March 2021, the Council had awarded SFBF grants of £20,838,311 to 1,426
businesses. Local authorities are responsible for administering the SFBF and for delivering
the funding to eligible businesses on the SG’s behalf. It is for local authorities to ensure that
procedures for administering the grants are suitably robust, including due diligence to mitigate
known fraud risks whilst also meeting the SG’s expectations that payment of grants to eligible
applicants will be made promptly.
The audit involved reviewing the adequacy and effectiveness of arrangements in place for
receiving and processing applications, reviewing award decisions and making payments.
Substantive testing was undertaken on a sample of applications and payments.
We have categorised this audit as offering ‘reasonable assurance’ as, based on the results
of our work, we are generally satisfied that with the adequacy and effectiveness of the
arrangements in place address the key risks associated with the processing of SFBF
applications. We identified some areas where we considered scope for improvement exists
and these and include:
•
•

there is scope for improvement in guidance for the processor and verification stages of the
grant award process; and
two payments were identified where we consider that the applications could potentially be
fraudulent. Further checks will be required by the Service to establish their validity and
remedial action taken where appropriate.

Whilst undertaking this audit, a further scheme (the Covid-19 Discretionary Fund) became
operational. This aims to direct support to businesses which have experienced significant
disruption but have received limited or no financial support to date via existing schemes. We
undertook a high-level review of the guidance and processes being adopted by the Service for
this scheme and consider that they appear generally adequate. We provided to the Service
under separate cover some suggested enhancements/areas for improvement to proposed
arrangements
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
2. City Deal
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

0 Green

2

The purpose of this audit was to provide assurance on the adequacy and effectiveness of the
Council's arrangements in respect of its participation in the Glasgow City Region (GCR) City
Deal. Internal Audit is required to return an annual assurance statement to Glasgow City
Council Internal Audit, who act as the lead auditor for the GCR City Deal, and this work
underpins the completion of the statement covering 2020-21.
The focus of our work for this audit has been on assessing the extent to which the Council is
adhering to key elements of the GCR City Deal Assurance framework with a focus on the
processes surrounding the preparation and submission of grant claims and reviewing any
relevant procurement/tendering arrangements.
Based on the results of our work, we have concluded that:
• We are satisfied that the Council is complying with the GCR Assurance Framework 2019;
• The Council has substantively complied with the Council’s General Contract Standing
Orders in its procurement/tendering processes for City Deal projects;
• The Council has successfully adapted its established governance arrangements in relation
to the planning, controlling, monitoring and oversight of projects during the Covid-19
pandemic; and
• City Deal grant claims in 2020-21 were properly prepared and submitted in accordance with
the terms and conditions under which the grant award is made, the funds have been used
for the intended purposes in accordance with the terms and conditions under which the grant
is made and the sums claimed are properly due.
We have categorised the audit as offering ‘substantial assurance’ as the control environment
appears adequate and to have operated as intended with only a small number of minor
discrepancies or areas for improvement identified.
Based on the results of this review we have, since the audit was completed, returned an
assurance statement for City Deal to Glasgow City Council Internal Audit which states that there
are no significant matters that require to be raised which would have a material impact on the
GCR Annual Assurance Statement for financial year 2020-2021.
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
3. Follow-up: Management of Non-Covid Health and Safety Arrangements
Internal Audit Opinion: Substantial assurance (Green)
Audit recommendations:

Red

1

Amber

5 Green

2

The Council’s Health & Safety operational activities have been significantly impacted by the
Covid-19 pandemic, with significant effort required to ensure compliance with new and often
rapidly developing guidance and that appropriate Covid-19 risk assessments were in place
across the Council. Specific audit work on this aspect of the Council’s H&S arrangements was
reported on in November 2020 when we concluded that the Council appeared to have
adequately addressed the additional H&S risks created by the current Covid-19 pandemic.
This exercise considered the adequacy of (non-Covid) H&S arrangements with a particular
focus on the progress made by the Service in responding to issues raised in our previous report
on the Council’s general corporate H&S arrangements which was issued in April 2018.
Overall, we are satisfied that management had progressed significant actions to address some
of the previous audit recommendations raised. We noted the establishment of the Occupational
Safety and Welfare Team, designed to provide both strategic and operational support to enable
the Council to better meet its statutory H&S obligations and to ensure relevant corporate
expectations were being delivered. We also noted that the Council currently has a wide range
of policies in place covering individual health, safety and wellbeing topics and that relevant
information available to staff on Connect has been reviewed and re-structured for ease of use.
Greater use is also being made of eLearning training modules which are available to staff on
Learn NL.
We recognise that the pandemic has created considerable additional pressures and challenges
for the Council’s H&S team which has undoubtedly impacted on the timely and/or effective
operation of some of the routine/non-Covid H&S processes and management arrangements
which were previously in place and/or were expected to be developed. As a result, there are a
significant number of issues highlighted in this report where we considered that further
management action was required to fully address some of the issues previously raised and/or
where we consider scope for improvement exists or is required. We categorised this audit as
offering ‘limited assurance’. Among the issues raised were the following:
•

•

•

•

while a draft health and safety policy and strategy was developed in 2019, these had
never been formally approved and the Service currently lacks a clear and agreed
assurance framework which sets out how the Council intends to measure and evidence
compliance with current H&S legislation and related corporate expectations.
fire risk assessments are not currently being undertaken in accordance with expected
timescales and there is scope to improve the arrangements for monitoring/managing
fire risk assessments undertaken and any actions arising and
improvements are needed in the arrangements for recording and reviewing incidents
within the Council Incident Reporting Information System (CIRIS) and for ensuring that
RIDDOR incidents are reported to HSE in accordance with expected timescales; and
there is a need to improve the quality and frequency of reporting on H&S performance
to senior management and other stakeholders.

While management did not necessarily agree with overall audit grading, satisfactory
management responses have been received to the audit recommendations contained within
the report.
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Appendix 1
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
4. Payroll / Employee Service Centre: Review of selected controls
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

1

Amber

4 Green

4

The purpose of this audit was to provide assurance on the adequacy and effectiveness of the
aspects of the Council’s revised control framework for payroll/HR introduced following changes
in working arrangements necessary due to Covid-19 restrictions. We also considered the
adequacy and effectiveness of current arrangements for ensuring that all overtime, standby
and other ‘unusual’/’non-core’ payments are consistent with employees’ contractual
entitlement, properly authorised and correctly calculated.
In line with many of the Council’s activities, changes were required in March 2020 to key
processes and procedures associated with payroll/HR because of the restrictions imposed in
response to the Covid-19 public health emergency. Substantive testing confirmed that the
controls associated with these changes were generally operating effectively.
Based on the results of our work in relation to substantive testing of a sample of overtime,
standby and other non-core payments, we are satisfied that current controls generally appeared
to be operating satisfactorily and that claims appeared legitimate and were generally correctly
calculated and appropriately reviewed and authorised.
We have categorised this audit as providing ‘reasonable assurance’ meaning that the relevant
control environment is adequate and has mainly operated as intended although some errors
and/or weakness have been identified and some improvements should be made. The issues
which we consider management require to address are detailed at section 3 of this report and
include:
•
•

•
•

expected controls surrounding the authorisation of payroll payments are not always
operating as intended;
Services are still not complying with the conditions relating to an overtime ceiling as set
out in Section 7.2 of Schedule A of the agreed Terms and Conditions for employees and
the Council needs to consider whether this condition remains relevant and take
appropriate action to either remove it or ensure it is complied with;
several errors in payments were made due to incorrect input being entered on
timesheets and/or processed on I-Trent; and
improvements are needed to the procedures and processes for claiming and paying
standby allowances and call out payments.

Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
5. Economic Regeneration Development Plan
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

1

Amber

2 Green

1

The Economic Regeneration Development Plan (ERDP) incorporates a significant and
challenging range of activities designed to impact on the economic wellbeing of North
Lanarkshire and forms an important part of the Council’s ambitions. This audit exercise focused
on providing assurance that this significant programme of work item, as it develops, is being
appropriately progressed and that key risks are being effectively managed.
Based on the results of our work, we have assessed the audit as providing ‘reasonable
assurance’ as we consider that there are generally effective and appropriate governance,
project, risk management and financial monitoring arrangements in place although appropriate
performance monitoring arrangements are not yet in place.
We were pleased to note that there is an effective programme governance structure in place
through the ERDP Board and Steering Group, with close links to the New Housing Supply and
City Deal Boards via relevant formal reporting processes. There is also a dedicated Growth
Team which is responsible for delivering the Town Centre regeneration and the ERDP’s
Business and Industry objectives. In addition, potential failure to successfully implement the
ERDP programme has been identified as a key corporate risk and has been assessed,
reviewed, monitored and reported in accordance with relevant corporate expectations.
We have identified, however, several areas where we consider significant scope for
improvement exists and have made some recommendations for management
consideration/action. These are detailed at Section 3 of the report.
Most significantly, we consider that there is a need to develop more effective performance
monitoring and benefits realisation processes to allow management to accurately measure and
monitor performance against the ERDP objectives and identified measures of success, and to
consider setting effective and realistic short, medium and long-term goals and milestones to
ensure that appropriate actions are being taken by management to achieve the ERDP
objectives. This would also provide a clearer framework to allow management to better assess
and prioritise planned future actions and better assess outcomes against their expected
impacts. Other key issues included for management consideration include:
•

There is scope for better and more formalised reporting of key programme information to
key stakeholders, including performance against key milestones for the ERDP programme
and reporting of individual project and programme risk registers; and
• There is a need to develop more formal plans to progress the ‘Town Centre Regeneration’
and ‘Business and Industry’ themes and to ensure that appropriate resources are in place
to deliver identified actions
Satisfactory management responses have been received to the audit recommendations
contained within the report.
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Appendix 1
Summary of Internal Audit assignments completed in the period
Internal Audit outputs: Audit opinion and commentary
6. Managing strategic change
Internal Audit Opinion: Reasonable assurance (Green-Amber)
Audit recommendations:

Red

0

Amber

3 Green

0

This audit was a brief-high level review designed to provide assurance on the adequacy and
effectiveness of the Council’s arrangements in respect of managing strategic change and
follows on from previous audit exercises undertaken on this topic. This exercise included
reviewing and assessing relevant management arrangements to determine whether the
Council has developed adequate and effective governance structures designed to enable it to
progress, monitor and report on the implementation and delivery of the strategic-level Plan for
North Lanarkshire (‘the Plan’) and its associated Programme of Work (PoW) in line with the
timetable reported to, and approved by, the Policy and Strategy Committee in March 2020. The
exercise also included an assessment on progress of actions taken by management in
response to issues raised by Internal Audit in our most recent report on this topic which was
issued in February 2020.
Since we last reported on this topic, the Delivering for Communities report approved by Policy
and Strategy Committee in December 2020 outlined further developments to the council’s
senior management model designed to reshape the corporate leadership team to create a
single integrated corporate forum for all Heads of Service and to further strengthen linkages to
communities by aligning senior management with the nine Community Boards. This revised
model was implemented in April 2021. The revised Corporate Management Team (CMT) will
continue to have a key role in reviewing the Council’s progress and considering periodic
updates on key PoW elements prior to reports being presented to Committee.
Based on the results of our work, we have categorised this audit as offering ‘reasonable
assurance’. We are satisfied that the Council’s arrangements in respect of the management
of strategic change appear generally adequate and effective. We have identified a small
number of areas for improvement and these are detailed at Section 3 of these report. These
include:
•

there remains significant scope for improvement in the content, quality and timeliness of
reports submitted to Committee in relation to individual PoW items;

•

improvements are needed to ensure clear and regular reporting is provided to key
stakeholders on the progress of key corporate projects; and

•

a self-assessment of the operation and effectiveness of the newly revised Corporate
Management Team (CMT) should be undertaken at an appropriate time when the recently
revised model becomes more embedded.

Management responses have been received to the audit recommendations contained within
the report. Two of the three recommendations have been agreed to by management but
recommendations relating to our comments about scope for improvement in the content, quality
and timeliness of reports submitted to Committee in relation to individual PoW items have not
been agreed as management consider current arrangements to be adequate.
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Appendix 2
Audit Gradings
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance
with the definitions in the tables below.
Definition of audit assurance and recommendation categories
Confidence based on sufficient evidence that internal controls are in place,
operating effectively and objectives are being achieved.

Assurance

Assurance opinion

Green

Substantial
Assurance

There are minimal or minor control weaknesses that present
low risk to the control environment. The control environment
has substantially operated as intended although some minor
errors have been detected. Very few or no improvements are
needed.

Green-Amber

Reasonable
Assurance

There are some control weaknesses that present a low to
medium risk to the control environment.
The control
environment has mainly operated as intended although errors
have been detected. Some improvements should be made.

Amber-Red

Limited
Assurance

There are significant control weaknesses that present
medium to high risk to the control environment. The control
environment has not operated as intended. Significant errors
have been detected. Substantial improvements should be
made.

Red

No
Assurance

There are fundamental control weaknesses that present an
unacceptable level of risk to the control environment. The
control environment has fundamentally broken down and is
open to significant error or abuse. Immediate and major
changes need to be made.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to
significant risk. If the risk materialises it would have a major impact upon the
organisation.

Moderate

The weaknesses identified during the review have left the Council open to
medium risk. If the risk materialises it would have a moderate impact upon the
organisation.

Minor

The weaknesses identified during the review have left the Council open to low
risk. If the risk materialises it would have a minor impact upon the organisation.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve
immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require
immediate management action.
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INTERNAL AUDIT REPORT
COVID-19 – STRATEGIC FRAMEWORK BUSINESS FUND
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1:
Audit grading
Appendix 2:
Issues arising from sample of applications
Issued to: Executive Director of Enterprise and Communities, Head of Planning and Regeneration and
Enterprise Manager. Copied to: Enterprise Development Manager and Chief Executive.

Headlines
The purpose of this audit was to provide assurance that grants awarded and paid to local businesses directly
impacted by restrictions imposed on them by the Scottish Government’s (SG) response to the Covid-19
pandemic, through the Strategic Framework Business Fund (SFBF), have been properly administered by the
Council, accurately calculated and made to only eligible applicants.
The SG introduced a package of support for businesses impacted by the restrictions imposed to tackle the
public health emergency. The SFBF was launched in mid-November 2020 and closed to new applications on
22 March 2021, although payments will continue to be made while restrictions imposed by the Health Protection
(Coronavirus) (Restrictions and Requirements) (Local Levels) (Scotland) Regulations 2020remain in place.
The fund has two parts: (1) a Temporary Closure Grant which is available to businesses legally required to
close and (2) a Business Restrictions Fund which provides support to businesses which remain open but have
been legally required to modify their operations. As at 26 March 2021, the Council had awarded SFBF grants
of £20,838,311 to 1,426 businesses.
Local authorities are responsible for administering the SFBF and for delivering the funding to eligible
businesses on the SG’s behalf. It is for local authorities to ensure that procedures for administering the grants
are suitably robust, including due diligence to mitigate known fraud risks whilst also meeting the SG’s
expectations that payment of grants to eligible applicants will be made promptly.
The audit involved reviewing the adequacy and effectiveness of arrangements in place for receiving and
processing applications, reviewing award decisions, and making payments. Substantive testing was
undertaken on a sample of applications and payments.
We have categorised this audit as offering ‘reasonable assurance’ as, based on the results of our work, we
are generally satisfied that with the adequacy and effectiveness of the arrangements in place address the key
risks associated with the processing of SFBF applications. We have, however, identified some areas where
we consider scope for improvement exists and these are detailed in the action plan at section 3 for management
consideration and include:
•

there is scope for improvement in guidance for the processor and verification stages of the grant award
process; and
• two payments were identified where we consider that the applications could potentially be fraudulent.
Further checks will be required by the Service to establish their validity and remedial action taken where
appropriate.
Whilst undertaking this audit, a further scheme (the Covid-19 Discretionary Fund) became operational. This
aims to direct support to businesses which have experienced significant disruption but have received limited or
no financial support to date via existing schemes. We undertook a high-level review of the guidance and
processes being adopted by the Service for this scheme and consider that they appear generally adequate.
We have, however, provided to the Service under separate cover some suggested enhancements/areas for
improvement.

Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0630/2021/002

Date Issued

27/04/21

Lesley Armstrong, Paula Hendry and Elizabeth Sweeney
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1. Executive Summary
Objectives
This audit was designed to provide independent assurance on the following issues in respect of the Strategic
Framework Business Fund (SFBF):
•

Are there effective controls that ensure the Council is complying with the expectations place upon it by the
Scottish Government (SG)?

•

Has the Council put in place proportionate controls designed to ensure that payments are properly
calculated and made only to eligible applicants?
The audit involved reviewing the arrangements in place for processing applications, reviewing award decisions,
and making payments to ensure that they were consistent with the SG guidance and were subject to sufficient
controls. We also undertook substantive testing on a sample of 25 current and recent applications and
payments (20 approved and five rejected) to confirm that the outcome decision was supported by sufficient and
adequate evidence and that the payments made were accurate and in line with SG guidance.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

1

1

2

Key areas requiring management action (Red)
One area requiring urgent management action has been identified:
• Two payments were identified where we consider that the applications could potentially be fraudulent.
Further checks will be required by the Service to establish their validity and remedial action taken where
appropriate.

Good practice identified
We noted the following areas of good practice during the audit:
•

The Service has put in place a process for assessing and determining eligibility of applications received
which includes process maps containing guidance to direct staff. The process has been split into five
stages and each stage is undertaken by a different group of officers.

•

Daily meetings are held between management and staff to keep staff updated on any changes to the
legislation and to raise and discuss any issues arising.

•

Details of all grants received, together with the award decision are recorded on a Master Framework
Payment File spreadsheet and this is used to determine the level of grant due and record any payments
made.

•

Informal secondary checks are undertaken on the payment file spreadsheets to confirm that the correct
information and values have been recorded prior to passing for authorisation and payment.

•

Reconciliations are undertaken on the various spreadsheets to ensure that all grants are recorded correctly
and identify any duplicates or errors.

Other areas for improvement (Amber)
One other area for improvement was identified:
•

There is scope for improvement in guidance for the processor and verification stages of the grant award
process.
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3. Action Plan
Ref
1

Covid-19 – Strategic Framework Business Fund

0630/2021/002

Finding
Two payments were identified where we consider that the applications could potentially be fraudulent. Further checks will be required by the Service
to establish their validity and remedial action taken where appropriate.
Our review of a sample of 20 approved applications identified two applications which could potentially be fraudulent and where we consider that further checks should have been
carried out, prior to grant award, to confirm the authenticity of the applications. Details of these applications are as follows:
•

Two applications for the same business/premise address (NDR reference 32436378) were received from two different applicants on the same day, however, only the approved
application was recorded on the master record of applications received. One applicant was the ratepayer, as per the NDR system, who provided a business bank statement
registered to their home address containing very few transactions. The other applicant provided a copy of their lease for the property, Certificate of Incorporation from
Companies House and screenshots of a business bank account registered at the business address. The grant was awarded to the latter applicant and, based on the
supporting documentation, we agree with this decision. We consider, however, that both applications should have been recorded on the master record of applications received
(as one approved and one rejected) and further checks should have been undertaken to confirm the authenticity of each application. We recently notified the Service of this
case and requested that they undertake further checks to confirm that they were satisfied with the decision made and that the grant was being paid to the correct applicant.
We reviewed the updated information held on the system, as a result of our request to review these applications, which demonstrates that the Service cancelled the original
grant award and reassessed the rejected application as valid, resulting in a backdated grant award of £13,500 being issued to the first applicant. It is our view, however, that
the evidence now held on file does not sufficiently support this decision and the subsequent actions taken.

•

We identified several issues with one application (NDR reference 33238081) which places doubt over whether it is genuine. Prior to the award of the grant, the landlord of
the property sent an email stating that the applicant’s tenancy had ended, however, when the application was rejected, the landlord retracted this. We also noted that the
applicant’s signature was different on various documents (lease agreement, Small Business Bonus Scheme application and NDR Business Support Grant application) and,
that a rent invoice received to support the application contained no property details other than the business name and the rent charged did not match the lease agreement.
We consider that additional checks are required by the Service to confirm the validity of this application.

Implication

Recommendation

Priority

Applications approved for payment
may not have appropriate supporting
evidence to confirm that they meet the
eligibility criteria and/or guidance
issued by the Scottish Government.

Head of Planning and Regeneration should, prior to
issuing any further payment, review the two applications
identified as potentially fraudulent, consider whether the
evidence provided adequately supports the applicants’
ongoing entitlement to the grant and undertake
appropriate
additional
checks/obtain
further
documentation to confirm the ongoing validity of the grant
awarded.

Red

Management response
Agree
Allan Conry, Enterprise Development Manager

Implementation
Month/Year
April 2021

Action on 32436378:
Both applicants final SFBF Supplement and
Restart Grant are being held until categoric
evidence/determination of who is the eligible
applicant is received from the Non-Domestic Rates
team.
Action on 33238081:
To-date this applicant has received £13,500 in the
period November to March 2021. All payments are
now held for the SFBF Supplement/Restart Grant
until further checks have been completed.
Application now being investigated further.
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3. Action Plan (continued)
Ref
2

Covid-19 – Strategic Framework Business Fund

0630/2021/002

Finding
There is scope for improvement in guidance for the processor and verification stages of the grant award process.
When an SFBF application has been added to the Civica Workflow system, the Processor reviews the application form, NDR liability report and any supporting documentation
(e.g. evidence of eligibility and bank statement) to confirm eligibility and entitlement to the grant, and makes a decision on whether the grant should be awarded or not. Once a
decision has been made, the application is passed to a Verifier who undertakes a high-level review, confirms that the bank details have been accurately recorded on the payment
file spreadsheet and completes the eligibility matrix with details of whether each grant is due at each restriction level. The Service produced process maps for Processors and
Verifiers which provide guidance on the expected checks to enable proper assessment of an application and ensure that an appropriate award decision was made in line with the
SG guidance. The Service also held daily meetings with Processors and Verifiers to discuss any issues arising. This fund closed to new applications on 22 March 2021.
Based on our review of a sample of applications, we are generally satisfied that checks were undertaken in line with the Service guidance, however, we identified some minor
issues with seven of the approved applications reviewed, including the name and/or address on the application and bank statement not always matching the ratepayer per the
NDR report and/or the payee name on the payment file spreadsheet not matching the bank statement. Further details of these issues are contained at Appendix 2. We consider
that, in some cases, additional checks should have been undertaken, and recorded, to confirm the eligibility of the applicant (e.g. reviewing the bank statement to confirm that it
was recent and contains transactions related to the business) and authenticity of the application (e.g. by checking Companies House to confirm that the company was active at
the date of application and whether the applicant was recorded as a company director) prior to approving the grant award.
Additionally, during our review, we were informed of a fraudulent application which was subsequently identified as having been made in the name of a deceased person (NDR
reference 33237093). The application was approved and the grant was awarded although payment was stopped immediately when this anomaly was identified. Our examination
of the application and supporting documentation identified that the applicant named was not the current ratepayer and had not been for a number of years, therefore we consider
that if the expected checks had been undertaken in line with the guidance, the application would not have been approved and no payments would have been made. We were
also informed of another fraudulent application (NDR reference 33237824) brought to the attention of the Service by the genuine applicant when the expected 4-weekly grant
payment was not received. Review of this query identified that a second application for this business was received, and rather than being considered as a new application, the
bank details on the master record of applications were updated without proper verification or authorisation resulting in a payment being made to the fraudulent bank account prior
to being identified.
We recognise that there needs to be a balance between the Scottish Government’s expectation to award and issue payment of the grants promptly and the need to have
appropriate arrangements in place to ensure that there are sufficient checks to mitigate fraud and adequate information is held to support the award decision, however, we
consider that the additional checks suggested are not overly onerous and would not have significantly impacted on the timescales for processing applications and making award
decisions.
In this respect, we also consider that the process would have benefitted from more detailed guidance for processors which clearly outlines the required checks, together with a
checklist for recording the outcome of these checks and an enhanced guidance for the verification process which includes a review of the processor’s decision and the
documentation received to ensure that it adequately supports the application and award decision made.
Whilst undertaking this audit, the Council was provided with additional funding from the SG for a Covid-19 Discretionary Fund to provide support to businesses and self-employed
people impacted by the restrictions introduced since October 2020 to control the spread of coronavirus. This fund enables the Council to direct support to businesses which have
experienced significant disruption but may have received limited financial support from previously announced support schemes. The Discretionary Fund went live on 11 February
2021 and is being delivered through a bespoke Microsoft Dynamics grant application and management system which records all applications received, tracks progress and details
all action taken in respect of checking applications and making grant award decisions.
The Service provided Internal Audit with a copy of the guidance and supporting documentation for the Discretionary Fund in early March 2021 and we undertook a high-level
review to consider its adequacy. We were pleased to note that the guidance included a checklist for Processors and Verifiers to use when assessing an application, however,
we consider that this checklist could be enhanced to specifically detail all checks that are required to be undertaken by the Processors and Verifiers to ensure that each application
is appropriately reviewed in line with requirements and award decisions are made on a consistent basis. A detailed list of suggestions for enhancing the checklist has been
provided under separate cover.
(Continued over page)
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Covid-19 – Strategic Framework Business Fund

3. Action Plan (continued)
Implication

Recommendation

Priority

Applications approved for payment
may
not
have
appropriate
supporting evidence to confirm that
they meet the eligibility criteria
and/or guidance issued by the
Scottish Government.

(1) Head of Planning and Regeneration should, in
designing and implementing any similar future
grant/support schemes:

Amber

•

ensure that the guidance for the verification process
is sufficiently detailed to clearly convey expectations
regarding the level of checks required and the
evidence required to substantiate that the expected
checks have been undertaken and that the
documentation provided adequately supports the
application and decision; and

prepare a processor’s checklist which clearly details
the required checks and records the outcome of the
checks undertaken, together with a note of any
additional actions undertaken to confirm the
authenticity and eligibility of the application;
(2) Head of Planning and Regeneration should ensure that
no changes can be made to business information or
bank details already held on file without undertaking a
detailed check back to source records and or contacts
to ensure the authenticity of the new details. All such
changes should require to be reviewed by a second
officer; and
(3) Head of Planning and Regeneration should ensure the
suggested enhancements to the Processors and
Verifiers checklist for the Discretionary Fund are
considered and incorporated as appropriate.
•

Management response
Agree
Allan Conry, Enterprise Development Manager

0630/2021/002
Implementation
Month/Year
April 2021

(1) Agreed that the lessons learned from delivery
of the Business Grants schemes, which
required to be set up and delivered at pace,
will be incorporated into any future guidance
for any future grant schemes, including
verification process.
(2) Change in Details Checklist now developed
and issued. Processors and verifiers
understand checks required. Initials and date
required with authorisation from management
for changes to take effect.
(3) Changes suggested have been adopted
within Discretionary Fund.
Action on 33237824 and 33237093:
All future payments stopped and enquiry handlers
told not to respond to email enquiries until further
notice.
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3. Action Plan (continued)
Ref
3

Covid-19 – Strategic Framework Business Fund

0630/2021/002

Finding
We identified one application where we consider that the SFBF has been underpaid.
From the sample of 20 approved applications reviewed, we identified one application where we consider that the SFBF grant has been underpaid (NDR reference 33211884).
The property is a public house which, per the SG guidance, is eligible for the Business Restrictions Fund at levels 1-3 and a Temporary Closure Grant at level 4. However, we
noted that the application has been processed as only being eligible for a Temporary Closure Grant at level 4 and this has resulted in a grant payment of £13,500 to date as
opposed to £15,250, an underpayment of £1,750.

Implication

Recommendation

Priority

If an application has been underpaid,
a business in need of funding will not
receive its entitlement and this could
result in financial consequences for
the business.

Head of Planning and Regeneration should review the
application referred to the in finding to consider whether
the grant awarded is accurate and if appropriate, take
appropriate action to alleviate any underpayment.

Green

Management response
Agree
Allan Conry, Enterprise Development Manager

Implementation
Month/Year
April 2021

Action on 33211884:
Application has been reviewed and businesses
Restrictions/Closure at Levels 2 and 3 were
incorrectly coded as the premises does not serve
food. Applicant is due £2,500 which has been
scheduled for payment.
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3. Action Plan (continued)
Ref
4

Covid-19 – Strategic Framework Business Fund

0630/2021/002

Finding
Some other minor issues and/or areas for improvement in respect of SFBF were also identified.
During our review, we identified the following minor issues where we consider there is scope for improvement:
• Whilst various reconciliations and checks are undertaken on the payment file spreadsheets, details of the work undertaken, by whom and when are not formally recorded;
• Our checks on the master framework payment file spreadsheet identified some applications which had no NDR reference and/or no application date; and
• For the sample of applications reviewed, we identified one application (NDR reference 33165351), received in November 2020, where the business had another premise in
another local authority area which was not declared on their application form and we found no evidence to confirm that the other authority had been contacted to confirm that
they had not paid the grant for the premise within North Lanarkshire (as per SG guidance at that time).

Implication

Recommendation

Priority

If details of reconciliations and checks are
not recorded, it may be difficult to confirm
that who undertook the checks and when.
If data is omitted from the master framework
payment file spreadsheet, it may be difficult
to identify duplicate applications for the
same NDR reference and/or the date when
an application was made.
Payments may have been made to
businesses who have already received
funding from another local authority.

Head of Planning and Regeneration should ensure that:
(1) all reconciliations and checks undertaken, including
details of the work undertaken, by whom and when,
are formally recorded;
(2) the master framework payment file spreadsheet is
reviewed and updated as appropriate to ensure that an
NDR reference and application date is recorded for
each application; and
(3) for the application with an additional, undeclared
premise highlighted in the finding, contact the relevant
local authority and confirm that they have not made an
award/payment in respect of the premise in North
Lanarkshire.

Green

Management response
Agree
Allan Conry,
Manager

Enterprise

Development

Implementation
Month/Year
April 2021

(1) Work underway with payments lead to
update master payment file to include a
formal recording mechanism.
(2) All records are being reviewed to
ensure gaps are cleared.
(3) Action on 33165351: Moved to multiple
premises tab and checks underway with
other Councils.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 – Issues Arising from Review of Sample Applications
NDR
Reference

Issues Arising

33165351

For applications received prior to January 2021, businesses with multiple premises were
required to submit a single application covering all premises to the Local Authority in which
their headquarters is located.
This application, received in November 2020, was for a shop in Kilsyth. The application form
indicated that the business was operating from a single location, however it was identified that
the business had a second premise in Denny (as the name and address on the bank statement
and the registered address with Companies House relate to the second premise). There was
no evidence that any checks had been undertaken to confirm whether a separate application
had been made to, and awarded by, Falkirk Council which covered this premise.

32458274

The ratepayer name and property address recorded on the NDR system, although similar, did
not match the name and address provided on the application and bank statement.

33166153

The ratepayer recorded on the NDR system did not match the applicant.
The bank statement provided for this application was not recent (application received
November 2020 and bank statement dated February 2020).
The payee name on the master payment file spreadsheet and relevant payment files sent to
Creditors for payment did not match the bank statement.

32374593

The payee name on the master payment file spreadsheet and relevant payment files sent to
Creditors for payment did not match the bank statement.

32463693

The application related to a bowling club and, although not specifically mentioned in the SG
guidance, it was clarified that if they hold an alcohol licences and regulations required them to
close, they could be considered for a closure grant. Whilst we were able to confirm that they
hold an alcohol licence (through review of the applicant’s website), there was no evidence that
any checks had been undertaken by the processor and/or verifier to confirm this.

33240159

The payee name on the master payment file spreadsheet and relevant payment files sent to
Creditors for payment did not match the bank statement. This was due to a typing error on the
application form.

33211884

The grant eligibility for this application, which relates to a public house, was not correctly
recorded resulting in an underpayment of £1,750.
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INTERNAL AUDIT REPORT
CITY DEAL
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1: Audit grading
Appendix 2: City Deal Assurance Statement
Issued to: Head of Planning and Regeneration, and Enterprise Projects Manager.
Copied to: Chief Executive

Headlines
The purpose of this audit was to provide assurance on the adequacy and effectiveness of the Council's
arrangements in respect of its participation in the Glasgow City Region (GCR) City Deal. Internal Audit is
required to return an annual assurance statement to Glasgow City Council Internal Audit, who act as the lead
auditor for the GCR City Deal, and this work will underpin the completion of the statement covering 2020-21.
Our work for this audit has been on assessing the extent to which the Council is adhering to key elements of
the GCR City Deal Assurance framework with a focus on the processes surrounding the preparation and
submission of grant claims and reviewing any relevant procurement/tendering arrangements.
Based on the results of our work, we have concluded that:
•

We are satisfied that the Council is complying with the GCR Assurance Framework 2019;

•

The Council has substantively complied with the Council’s General Contract Standing Orders in its
procurement/tendering processes for City Deal projects;

•

The Council has successfully adapted its established governance arrangements in relation to the planning,
controlling, monitoring and oversight of projects during the Covid-19 pandemic; and

•

City Deal grant claims in 2020-21 were properly prepared and submitted in accordance with the terms and
conditions under which the grant award is made, the funds have been used for the intended purposes in
accordance with the terms and conditions under which the grant is made and the sums claimed are properly
due.
We have categorised the audit as offering ‘substantial assurance’ as the control environment appears adequate
and to have operated as intended with only a small number of minor discrepancies or areas for improvement
identified.
Based on the results of this review we intend to return an assurance statement for City Deal to Glasgow City
Council Internal Audit which states that there are no significant matters that require to be raised which would
have a material impact on the GCR Annual Assurance Statement for financial year 2020-2021 (see Appendix
2).
Internal Audit Opinion (see definition at Appendix 1)

Substantial assurance

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0630/2021/003

Date issued

03/05/2021

Elaine MacDonald, Paula Hendry and Elizabeth Sweeney
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1. Executive Summary
Objectives
The purpose of this audit was to provide assurance on the adequacy and effectiveness of the Council's
arrangements in respect of its participation in the Glasgow City Region (GCR) City Deal. Internal Audit is
required to return an annual assurance statement to Glasgow City Council Internal Audit, who act as the lead
auditor for the GCR City Deal, and this work will underpin the completion of the statement covering 2020-21.
The audit will assess the extent to which the Council is adhering to key elements of the GCR City Deal
Assurance framework with a focus on:
•

the processes surrounding the preparation and submission of grant claims; and

• compliance with expected arrangements in respect of relevant procurement/tendering exercises.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

0

2

Key areas requiring management action (Red)
There are no key areas requiring urgent management action.

Good practice identified
We noted the following areas of good practice during the audit:
•

The Council has substantively complied with its General Contract Standing Orders in its
procurement/tendering processes for City Deal projects;

•

The Council has established a series of governance arrangements in relation to the planning, controlling,
monitoring and oversight of projects which is consistent with the requirements set out in the GCR assurance
framework 2019; and

• Grant claims for 2020-21 have been properly prepared and submitted in accordance with the terms and
conditions under which the grant award is made.

Other areas for improvement (Amber)
No other areas for improvement were identified.
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3. Action Plan
Ref
1

City Deal

0630/2021/003

Finding
No ‘Register of Quotations’ is currently maintained for City Deal projects contrary to Contract Standing Order 3.2.4.
The sample of procurement processes reviewed demonstrates that the Service is substantively compliant with Council’s General Contract Standing Orders (GCSOs). For
contracts with a value of between £5,000 and £50,000 for services and £5,000 and £500,000 for works, competitive quotes are required and sought before a contract is entered
into. Projects for City Deal are recorded on the ‘Cenefits’ system. We understand this system only provides for recording details of the successful bidder therefore no quotations
register is being maintained that lists details required per Contract Standing Order 3.2.4, namely:
•

details of each contract;

•

the number of quotations received in respect of each contract;

•

the name and address of each person submitting a quotation;

•

the value or amount of each quotation (where appropriate); and

•

a statement as to whether and why the quotation was or was not accepted.

Implication

Recommendation

Priority

Management response

Without appropriate documentation to support the
tendering process, the Council may not be able to
adequately demonstrate appropriate robustness
and transparency in its decision-making
processes in the event the contract award is
subject to legal challenge. Arrangements may
not be consistent with corporate requirements.

Management should ensure that a
Register of Quotations is maintained in
accordance with GCSO 3.2.4.

Green

Agree
Lyndsay Noble, City Deal Manager
Register will be completed for all relevant
procurements managed by the Enterprise Projects
Team including those related to City Deal activity for
2020/21 and all future years.
This Register will also be collated and routinely
updated at the Planning & Regeneration Service
level to enable broader comparison of quotations
across teams.
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3. Action Plan (continued)
Ref
2

City Deal

0630/2021/003

Finding
Formal meetings of the Council’s City Deal Board and the Ravenscraig Board were held consistently throughout 2020-21 but not all meetings were
supported by formal minutes.
Meetings of the City Deal and Ravenscraig Boards have occurred approximately every two months throughout 2020-21 and have been conducted via online platforms remotely
due to the Covid-19 pandemic. We noted that minutes had not been produced for three meetings of the Ravenscraig Board and the issues discussed and further actions to be
addressed could not therefore be easily determined.
While we do not consider that there was any failure to achieve appropriate oversight of the Council’s City Deal arrangements in regard to Ravenscraig during 2020-21, meeting
minutes for all Board meetings should be produced and retained to demonstrate that consistent robust governance arrangements are maintained.

Implication

Recommendation

Priority

Management response

The Council may fail to achieve
planned outcomes and/or deliver best
value in relation to the projects being
progressed as part of the GCR City
Deal.

Management should ensure that minutes recording any
key decisions and agreed actions are produced for all City
Deal and Ravenscraig Board meetings to ensure effective
governance of all relevant activities.

Green

Agree
Lyndsay Noble, City Deal Manager
Minutes for some of the Ravenscraig Board
meetings had been incorrectly placed or not
finalised in 2020/21. Management will ensure
all minutes are completed, correctly filed and
saved as “final agreed” versions for each
board meeting going forward.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.
Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2
Proposed City Deal assurance statement for year ending 31 March 2021
Note this proposed statement will be updated to reflect any changes required when GCC
provide the 2020-21 template for completion.
ASSURANCE STATEMENT FOR THE YEAR ENDING 31 MARCH 2021
1. Purpose of Statement
The purpose of this statement is to provide assurance that adequate and effective internal control and
governance arrangements exist within North Lanarkshire Council, and that no material issues have been
identified which may directly or indirectly have an effect on the delivery of the Council’s City Deal programme.
I understand that any issues which are identified may be used to inform the Glasgow City Region (GCR) Annual
Assurance Statement for financial year 2020-2021.

2. Assurance by Audit and Risk Manager, North Lanarkshire Council
North Lanarkshire Council always seeks to adhere to all relevant laws and regulations and the local code of
governance under which the organisation conducts its business. I confirm that any issues identified which
may have a negative impact on the City Deal programme (such as cases of actual or potential non-compliance
with relevant laws and regulations, significant failures in the relevant control environment and any known or
suspected cases of fraud relating to City Deal) have been reported to the Chief Auditor of Glasgow City Council
(previously, or as set out below).
While I acknowledge that no system of control can ever give absolute assurance that all transactions are
properly processed, all errors have been prevented, and all policies and procedures have been fully
implemented throughout the organisation, based on the results of our audit work, I can confirm there are no
known material issues which have not been taken into account in the completion of this Assurance Statement.

3. Declaration
There are, in my opinion, no significant matters arising from our audit work that require to be raised in this
statement which would have a material impact on the Glasgow City Region Annual Assurance Statement for
financial year 2020-2021 and it is my opinion that the Council’s procedures which have been designed to
ensure proper governance and financial control in relation to City Deal matters are adequate and consistent
with the GCR assurance framework and have operated effectively in the year ending 31 March 2021.

Ken Adamson CPFA
Audit and Risk Manager, North Lanarkshire Council

[Date to be inserted when formally signed and submitted to Glasgow City Council Internal Audit]
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INTERNAL AUDIT REPORT

FOLLOW UP: MANAGEMENT OF NON-COVID HEALTH AND
SAFETY ARRANGEMENTS
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1: Audit grading
Issued to: Head of People & Organisational Development and Occupational Safety & Wellbeing Manager
Copied to: Chief Executive

Headlines
The purpose of the audit was to provide independent assurance on the adequacy and effectiveness of the
Council’s non-Covid health and safety (H&S) management arrangements. Recognising the current focus of the
Occupational Safety and Wellbeing team (OSWT) on managing the additional Covid-related risks, our audit work
for this exercise has focused on considering the progress made by the Service to date in responding to issues
raised in our previous report on the Council’s general corporate H&S arrangements which was issued in April
2018.
The Council’s H&S operational activities, which are led by the OSWT, have been significantly impacted by the
Covid-19 pandemic, with significant effort required to ensure compliance with often rapidly developing guidance
and that appropriate Covid-19 risk assessments were in place across the Council. Specific audit work on this
aspect of the Council’s H&S arrangements was reported on in November 2020 when we concluded that the
Council appeared to have adequately addressed the additional health and safety risks created by the current
Covid-19 pandemic.
We are satisfied that management has undertaken a significant amount of work to address some of the previous
audit recommendations raised. In particular, we noted the establishment of the OSWT, designed to provide both
strategic and operational support to enable the Council to better meet its statutory H&S obligations and to ensure
relevant corporate expectations were being delivered. We also noted that the Council currently has a wide range
of policies in place covering individual health, safety and wellbeing topics and that the relevant information
available to staff on Connect has been reviewed and re-structured for ease of use. Greater use is also being
made of eLearning training modules which are available to staff on Learn NL.
We have, however, categorised this audit as offering ‘limited assurance’. Whilst we recognise that the pandemic
has required the service to pause or delay the undertaking of some business as usual health and safety work,
the service was unable to demonstrate and/or provide evidence to support management action having been
taken to address a number of the previously identified issues, or provide plans on how any backlogs created as
a result of Covid would be addressed going forward. As a result, there are a significant number of issues
highlighted in this report where we consider that further management action is required to fully address some of
the issues previously raised and/or where we consider scope for improvement exists. The service, however,
considers that this does not affect the Council’s legal compliance or overall health and safety risk profile.
(continued overleaf)
Internal Audit Opinion (see definition at Appendix 1)

Limited assurance (Amber-Red)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0320/2021/001

Date issued

03/05/2021

Jacquie Howden and Paula Hendry
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Headlines (continued)
(continued from overleaf)
Most significantly, whilst the OSWT had prepared and presented a draft health and safety policy and strategy to
the Corporate Management Team in 2019, these documents had never been formally approved and the Service
currently lacks a clear and agreed assurance framework which sets out how the Council intends to measure and
evidence compliance with current H&S legislation and related corporate expectations. Other issues highlighted
for management consideration include:
•
•

Fire risk assessments are not currently being undertaken in accordance with expected timescales and there
is scope to improve the arrangements for monitoring/managing fire risk assessments undertaken and any
actions arising;
Improvements are needed in the arrangements for recording and reviewing incidents within the Council
Incident Reporting and Information System (CIRIS) and for ensuring that RIDDOR incidents are reported to
HSE in accordance with expected timescales; and

•

There is a need to improve the quality and frequency of reporting on H&S performance to senior management
and other stakeholders.
Service management is confident that there are no significant gaps/weaknesses in the Council’s wider non-Covid
health and safety operational arrangements and has confirmed that plans will be put in place to address the
issues raised in this report.
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1. Executive Summary
Objectives
The purpose of the audit was to provide independent assurance on the adequacy and effectiveness of the
Council’s non-Covid health and safety (H&S) management arrangements
Recognising the current focus of the Occupational Safety and Wellbeing team (OSWT) on managing the
additional Covid-related risks, our audit work for this exercise has focused on considering the progress made
by the Service in responding to the issues raised in the previous Internal Audit report on the Council’s H&S
arrangements (‘Health and Safety’ (Ref: 900/2017/021) - issued in April 2018), which we had categorised at
that time as offering ‘limited assurance’.
This is the second of two audit exercises undertaken during 2020-2021 in respect of the Council’s H&S
arrangements. A separate report on the adequacy of the Council’s H&S arrangements specifically in respect
of managing the additional risks created by the current Covid-19 pandemic (‘Management of Covid Health and
Safety Risks’ (Ref: 0320/2021/002)) was issued in November 2020. This was a positive report which we
categorised as offering ‘substantial assurance’.
In carrying out our work we have considered the key objectives of the previous Internal Audit review, namely:
•

Does the Council have a comprehensive and up-to-date set of H&S policies that set a clear direction for the
organisation?

•

Are there effective management structures and organisational arrangements in place and a planned and
systematic approach to implementing the policies?

•

Does the Council have active performance monitoring systems to support the achievement of H&S plans
and be satisfied that systems and practices are complying with policies; and

Are there reactive monitoring systems in place that identify, investigate and record all H&S ‘events’ and,
where appropriate, lessons to be learned and/or policies and practices that require to be reviewed?
Work undertaken involved obtaining evidence that management has taken action to address the previous audit
recommendations as well as considering how well revised arrangements were working in practice. Limited
substantive testing was also undertaken in respect of the programme of fire risk assessments and the use of
the CIRIS system for recording/reporting incidents. Use was made of material gathered during the previous
Internal Audit exercise, where this remained relevant, with further updates provided by management as
appropriate.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

•

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

1

5

2

Key areas requiring management action (Red)
The following key area requiring urgent management action has been identified:
•

The Service currently lacks a clear and agreed assurance framework which sets out how it intends to
evidence compliance with the current H&S legislation.
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Good practice identified
We noted the following areas of good practice during the audit:
•

Following a re-structure and consolidation of its resources, the Council now has a centralised Occupational
Safety and Wellbeing Team (OSWT) whose role is to provide the Council with both strategic and operational
support to enable it to meet its statutory obligations under the H&S legislation

•

There is a wide range of health and safety information available to staff through regular all-user emails and
on the Council’s Connect pages, including initiatives for employees’ health and wellbeing;

•

There are well-established arrangements for providing health and safety training to relevant staff across the
Council through a mix of certificated IOSH training courses, regular circulars and awareness sessions and
e-learning modules on specific health and safety topics. Links to the relevant training modules are provided
within the Connect pages, with all training modules now held within LearnNL;

•

The corporate risk on Health and Safety has recently been reviewed and re-assessed to take account of
the impact of Covid-19 on the Council’s arrangements. The risk has been assessed in accordance with the
expected corporate methodology and assigned to the Head of People and Organisational Development as
the risk owner, with appropriate mitigating controls identified. There are formal plans in place to ensure that
the risk will be regularly monitored and reported to the Corporate Management Team;

•

Proforma risk assessments are in place in respect of fire risk assessments, property inspections, asbestos
checks and task specific risk assessments (e.g. manual handling). Prior to the current Covid-19 pandemic
the OSWT had a planned programme of inspections, with the frequency based on the risk rating of the
buildings and/or the nature of the services delivered;

•

A Manager’s Property Guide has been prepared and circulated to the Property Managers for all Council
buildings which sets out the generic expected procedures within each building. This includes basic safety
and wellbeing information as well as setting out their responsibilities in relation to asbestos, control of
contractors, fire risk assessments, first aid, incident reporting and workstation assessments;

•

The Council’s uses the Council Incident Reporting and Information System (CIRIS) to report, investigate
and record all health and safety ‘events’ and a formal 3-stage review process has been established to
ensure that any corrective action identified has been formally recorded. Guidance on the use of the CIRIS
system has been provided to all relevant managers and is currently published on Connect; and

•

The Council has put in place appropriate arrangements to address the current Covid-19 working
arrangements, including a programme of standard Covid-related risk assessments and regular briefings to
staff and managers on the specific safety measures put in place within Council buildings.

Other areas for improvement (Amber)
The following other areas for improvement were also identified:
•

Fire risk assessments for buildings which are currently closed (and where there is no threat to life) have
not been undertaken within normal timescales in line with the Fire Scotland Act. and there is scope to
improve the arrangements for monitoring/managing fire risk assessments undertaken and any actions
arising;

•

Improvements are needed in the arrangements for recording and reviewing incidents within the Council
Incident Reporting and Information System (CIRIS) and for ensuring that RIDDOR incidents are reported
to HSE in accordance with expected timescales;

•

There is a need to improve the quality and frequency of reporting on H&S performance to senior
management and other stakeholders;

•

Support and topic related H&S visits are currently suspended but should be restarted when circumstances
allow; and

•

There is a need to develop a framework which identifies/prioritises the key health and safety training
courses to be undertaken by staff and to ensure that training undertaken is formally monitored.
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3. Action Plan
Ref
1

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001

Finding
The Service currently lacks a clear and agreed assurance framework which sets out how it intends to evidence compliance with the current H&S
legislation.
Since the previous Internal Audit report in April 2018, the Service has taken the initial steps to develop a health and safety assurance framework through the preparation of a
revised ‘Occupational Safety and Wellbeing policy’ and a draft ‘Safety and Wellbeing Strategy 2019-2021’, which is designed to sit alongside the revised policy.
The revised policy, which was prepared and presented to the Corporate Management Team (CMT) in 2019, sets out the responsibility for health and safety at all levels across the
Council and the procedures for complying with the Health and Safety at Work Act 1974 and was updated in 2020 to include a statement in respect of the arrangements for dealing
with Covid-19. Section 3 of the policy also sets out the Council’s draft Safety and Wellbeing Governance framework to enable the Council to address health and safety matters at
both strategic and operational level. We noted, however, that the revised policy has not as yet been re-presented to CMT for consideration/approval and that further updates are
required to the document to reflect the inclusion of Culture and Leisure NL. We understand that the service intends to update the policy by April 2021 but that, as yet, no date has
been agreed for presenting the revised policy to CMT.
The ‘Safety and Wellbeing Strategy 2019-21’ sets out the role of the OSWT and the Council’s aims and objectives for developing a strategic health and safety framework, including
the role of leadership/management, a safety culture, risk management arrangements and performance management arrangements (including an Occupational Safety Action Plan
for 2019-2021 and associated Key Performance Indicators (KPIs)). We understand that this document was also presented to CMT in 2019 but was considered too ‘high level’ and
was therefore never formally approved. We noted that the action plan contains several actions which are now overdue, however, we understand that as the strategy has never
been approved, none of the actions contained in the action plan have, yet, been addressed. We consider that the Service needs to review and update the strategy to reflect CMT’s
initial concerns and to ensure that the revised document adequately reflects the Council’s current vision, aspirations and expectations. We understand that this document is
currently being reviewed/updated by the OSWT.
In addition, the Council guidance note ‘AS2 – Health and Safety Planning’ was updated in April 2019 to better reflect the requirements of the HSE publication ‘Successful Health
and Safety Management (HSG65)’ and sets out the proposed planning process for effective health and safety management. Section 2 of the guidance note details the Council’s
plans for undertaking an annual review to compare the Council’s existing arrangements against the requirements of the relevant Health and Safety legislation; establish risk-based
performance standards; and assess the effectiveness of the existing health and safety resources. We understand, however, that there has been no annual review of the health
and safety arrangements undertaken to date.

Implication

Recommendation

Priority

Without
an
appropriate
assurance framework, the
Council may not be able to
effectively demonstrate how
the Council intends to ensure
compliance with current health
and safety legislation.

Head of People and Organisational Development should ensure that:
(1) dates for the completion of the updated policy and strategy are agreed, the documents are reviewed/updated as necessary to
reflect the Council’s intended assurance framework and are presented to CMT and/or Committee for approval immediately
thereafter;
(2) the annual review of the health and safety arrangements against the requirements of the health and safety legislation is undertaken
as a matter of urgency, and a formal monitoring process established to ensure that any actions agreed as a result of weaknesses
identified are actioned as soon as possible; and
(3) the Occupational Safety Action Plan is reviewed for appropriateness/updated as soon as possible and that suitable monitoring
arrangements are put in place to ensure any actions are appropriately progressed in line with expected timescales.
(continued overleaf)

Red
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3. Action Plan (continued)

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001
Implementation
Month/Year

Management response
Agree
Fiona Duddy, Occupational Safety and Wellbeing Manager
(1) The strategy and policy have now been fully updated (including the insourcing of CLNL) and will go to CMT for approval on 11/5/21.
(2) A full review of the arrangements will be undertaken. The Arrangement sections within the current documents are currently being transferred into ‘Management
Standards’ which will be given a version number rather than a review date. We now also required to incorporate the insourcing of CLNL into all our documents.
All Management Standards will be reviewed on an ongoing basis to reflect changes in Health and Safety legislation or operating arrangements.
(3) The Action Plan will be updated and the content appropriately addressed in the Strategy. This will be monitored on an ongoing basis.

June 2021
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3. Action Plan (continued)
Ref
2

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001

Finding
Fire risk assessments for buildings which are currently closed (and where there is no threat to life) have not been undertaken within normal timescales
in line with the Fire Scotland Act and there is scope to improve the arrangements for monitoring/managing fire risk assessments undertaken and any
actions arising.
The Council has a well-established risk-based programme of fire risk assessments (FRA) and property inspections in place, with reports and action plans issued to the relevant section
manager/establishment manager following each visit detailing the key findings and any corrective action. The proforma FRA report (HSF19) covers all aspects of the fire safety
regulations and includes a fire safety risk assessment and a four-tier action prioritisation methodology to ensure a standardised approach. We understand from discussions with the
Occupational Safety and Wellbeing Manager, however, that due to the current Covid pandemic, the OSWT has been unable to enter a number of Council properties to undertake the
fire risk assessments in accordance with the planned programme.
We reviewed the arrangements for monitoring the planned programme of FRA visits and noted that the OSWT maintains a FRA tracking spreadsheet which records the details of
each Council property, the date of the last FRA, the next review due date, whether the FRA is valid/expired, the property’s fire risk rating and the status of any action plan issued to
service managers. We understand that all FRAs are also recorded on the CIRIS system against the individual properties, although we were unable to confirm whether this information
was used for monitoring purposes.
We obtained the most recent version of the tracking spreadsheet and noted that FRAs had expired for approximately 34.5% of ‘current’ council properties (171 of 495 properties). We
understand that the majority of the ‘expired’ FRAs relate either to properties currently closed as a result of Covid or to NL Leisure properties, where the FRAs have been undertaken
by an external contractor on the Council’s behalf and reported directly to the individual property managers, but for which the OSWT does not hold any information. We note that the
OSWT did not have responsibility for undertaking FRAs at NL Leisure properties but that these buildings are due to be insourced to the Council with effect from 1 April 2021. We also
understand that the Service is satisfied that the absence of FRAs for closed properties is not a significant weakness as there is currently no threat to life as defined in the Fire Scotland
Act.
From the tracking spreadsheet , we also noted that a significant number of properties were recorded as not having returned their action plan and/or had an incorrect action plan review
date of ‘1900’ recorded, indicating that the spreadsheet had not been closely monitored. These appear to relate to closed properties and/or leisure properties for which no outcomes
from the FRAs are held.
We selected a sample of five properties with current valid FRAs in place and noted three properties where no action plan had been received by the due date (including one property
where the action plan had included priority 1- ‘immediate action’ issues) and two properties where only partial action plans had been received (both also included priority 1 issues).
We also noted that the proforma FRA reports did not include the expected timescales for services to respond to the issues raised or for the OSWT to follow up any management
actions.

Implication

Recommendation

Priority

Without a formal monitoring process,
scheduled inspections could be missed in
error and/or management may fail to agree
and implement the required management
actions to address any issues arising from the
inspections.
Without
appropriate
information,
management would be unable to confirm
whether FRAs undertaken by external parties
were being undertaken in accordance with
expected timescales and/or ensure that any
issues arising from the FRA visits were being
appropriately actioned/managed.

Head of People and Organisational Development should ensure that:
(1) all outstanding FRAs are scheduled/undertaken as soon as possible and the tracking spreadsheet updated accordingly;
(2) arrangements for monitoring FRAs for insourced former NL Leisure properties are established to ensure that required
checks are undertaken and that appropriate corrective management action is progressed to address any issues arising ;
(3) ensure that all outstanding action plans are followed up with the individual service managers as soon as possible and
that a formal process is put in place to monitor the completion of action plans and management actions in accordance
with relevant timescales; and
(4) the proforma FRA reports clearly set out the timescales for returning the action plans and for following up agreed
management actions.
(continued overleaf)

Amber
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3. Action Plan (continued)

Follow up: Management of non-Covid Health and Safety arrangements
Management response

Agree
Fiona Duddy, Occupational Safety and Wellbeing Manager
(1) NLL joined the Council on 1 April 2021 and responsibility for the FRA’s transferred on that date. Work is underway to revise the FRA spreadsheet accordingly
and we will follow the same process as Council FRA’s.
(2) The actions required following a FRA are the legal responsibility of the manager. The existing process requires the manager to return their action plan with
details of the management action taken. These will be monitored and updated on the tracker spreadsheet as planned. In addition, we will implement a further
control of including details of all outstanding action plans in the reports to Heads of Service. Follow up visits were previously scheduled two weeks after the
initial visit to ensure management action had been taken, however no follow up visits were undertaken due to the Covid pandemic. These will re-commence
as permitted.
(3) The timescales for returning Action Plans and for undertaking follow up visits will be documented on the face of the FRA report for clarity.

0320/2021/001
Implementation
Month/Year
September 2021 (or
in line with expected
opening up dates for
Council properties)
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3. Action Plan (continued)
Ref
3

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001

Finding
Improvements are needed in the arrangements for recording and reviewing incidents within the Council Incident Reporting and Information System
(CIRIS) and for ensuring that RIDDOR incidents are reported to HSE in accordance with expected timescales.
We reviewed the process for signing off incidents recorded on CIRIS and were pleased to note that there is a formal 3-stage review process in place to ensure that incidents
are recorded/authorised, and any corrective action identified is agreed. An Incident Reporting manual (AS7), which sets out the process for reporting/signing off incidents on
CIRIS, is published on Connect and has also been circulated to all service managers.
We understand, however, that there have been historic issues with service managers not closing off incidents on a timely basis and that a report is issued to individual service
managers (as appropriate) on an annual basis detailing the outstanding incidents and requesting these be closed off. This exercise was last undertaken in July 2020. We
noted, however, that there is no periodic/regular monitoring of active cases undertaken at present by the OSWT outwith this annual review process due to the team’s focus on
Covid-related work.
At the time of undertaking the audit fieldwork (January 2021), there were a total of 352 incidents from the period January to December 2020 (approximately 13.2% of total
incidents for the period) which were still showing as ‘active’ in the system. The majority of these were marked as ‘awaiting manager approval’, with 19 of these relating back
as far as January 2020. In addition, we noted that 42 of the 100 RIDDOR cases in this period were also still showing as ‘active’, with two cases dating back to January 2020.
Both cases had been re-opened by the OSWT, but the service manager advised that he had not been made aware of this status change and/or the additional actions which
were required on his part.
We selected a sample of active incidents from January 2020 and noted that the managers had either forgotten to close off incidents or claimed they were unaware or unable
to close off the incidents due to having no access to the CIRIS system. In addition, we selected a sample of active and completed RIDDOR incidents at random from across
2020 and noted that only a small number of incidents had been reported to HSE within the expected timescales (within 10 days of the incident), with further incidents not having
been reported to HSE at all or some being misclassified as RIDDOR cases. For the sample cases which were not reported to HSE, all related to personal injury to employees
whilst at work. This indicates a potential lack of understanding by Services as to how or when to report RIDDOR cases as well as a lack of monitoring of RIDDOR cases
centrally.

Implication

Recommendation

Priority

Management response

If incidents are not being signed off
on a timely basis, it would be difficult
to determine whether these cases
are complete and that any
appropriate corrective action is being
identified on a timely basis.
RIDDOR incidents may not be
reported to HSE in accordance with
expected timescales which may
result in financial penalties and/or
increased reputational risk for the
Council.

Head of People and Organisational Development should:
(1) issue a reminder to all services in respect of the Incident
Reporting Manual held on Connect and the expected
timescales for reviewing/closing off incidents in CIRIS;
(2) remind services of the criteria for RIDDOR cases and the
importance of adhering to the timescales for reporting these
cases to HSE; and
(3) ensure that appropriate arrangements are put in place for
the OSWT to regularly monitor the level of active incidents
within the CIRIS system, to ensure that all incidents are
appropriately and timeously investigated and/or that
RIDDOR cases are reported to HSE in accordance with
expected timescales.

Amber

Agree
Fiona Duddy, Occupational Safety and
Wellbeing Manager
(1) A reminder will be issued to all
services
via
corporate
communications.
(2) As above.
(3) The OSWT will continue to monitor
the CIRIS system on an ongoing
basis and produce the annual reports
to service managers.
Report to
Heads of Service will also include
details of all outstanding incident
reports.

Implementation
Month/Year
September 2021
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3. Action Plan (continued)
Ref
4

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001

Finding
There is a need to improve the quality and frequency of reporting on H&S performance to senior management and other stakeholders.
We reviewed the arrangements for reporting health and safety information to senior management and noted areas where we consider that the quality and frequency of reporting
should be improved. We noted that:
•

Quarterly monitoring reports were being prepared from the CIRIS system for each of the service management teams up until March 2020 but have ceased due to the focus
on Covid-19. However, we understand that Senior management are still not agreed on the information they want to receive from the system and that these reports need
to be further refined. In addition, we understand that the CIRIS system still needs to be updated to reflect the recent service restructures to ensure that the information
reported for each service is accurate;

•

Annual Health and Safety reports are produced each year which include statistics gathered from CIRIS with the top 5 incident causes for the current and previous years
and a more detailed look at which Services have the higher number of incidents occurring. The 2018-19 report was produced in October 2019 for CMT but was not reported
to Committee. We understand that the 2019-20 report has still to be produced and is due to be presented to CMT and Committee in due course;

•

Whilst the number of incidents (RIDDOR & non-RIDDOR) are provided to SMTs within the quarterly management reports and to CMT within the annual report, there is
currently no report for senior management showing the number of outstanding incidents. We understand that a standard quarterly report format is currently being developed
to report this information;

•

Section 6 of the Council’s ‘Safety and Wellbeing Strategy 2019-2021’ details some key performance indicators (KPIs) covering each of the key strategy objectives/themes
(i.e. leadership/management, a safety culture, risk management arrangements and performance management arrangements). Whilst some of the KPIs in relation to the
Occupational Safety and Wellbeing theme had been reported to CMT within the Annual report, there has been no monitoring/reporting to date of the other themes to senior
management. We understand that this will be addressed following approval of the strategy; and

•

The Council is no longer a member of the Authorities Benchmarking Club and performance information previously available to the council via this group is no longer
accessible for benchmarking purposes. There is currently no other benchmarking of performance information to inform assessment of the Council’s relative performance.

Implication

Recommendation

Priority

Management response

Without regular, accurate
and timely reporting on
health
and
safety
performance,
senior
management may not be
aware of the extent of
compliance with, or the
effectiveness
of,
the
Council’s health and safety
arrangements or how the
council has performed.
A lack of benchmarking
may impact on the ability to
interpret
the
relative
performance of the Council.

Head of People and Organisational Development should:
(1) continue to engage with Services regarding their
performance information requirements and ensure that
the CIRIS system is updated to reflect the service restructure and the required information as soon as
possible;
(2) ensure that the information to senior management and
committee within the Annual H&S reports reflect all the
KPIs developed as part of the Safety and Wellbeing
Strategy (once approved); and
(3) consider how best to incorporate benchmarking
information available from Councils and/or other
organisations to assist in the assessment and
understanding of the Council’s H&S performance.

Amber

Agree
Fiona Duddy, Occupational Safety and Wellbeing
Manager
(1) CIRIS has already been updated to reflect the
service restructure. Statistical reports will be
generated quarterly and it is intended that the
OSWT will attend all Service SMTs (as detailed
in the revised strategy) to present the
performance information.
(2) Reports to senior management and committee
will reflect the KPI information as per the revised
strategy.
(3) Benchmarking of policies is currently undertaken
at SPDS and will continue as considered
appropriate.

Implementation
Month/Year
September 2021
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3. Action Plan (continued)
Ref
5

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001

Finding
Support and topic related H&S visits are currently suspended but should be restarted when circumstances allow.
The Council’s ‘Audit Process (PAD2) (May 2014)’ document sets out the process for monitoring health and safety within the workplace through a series of regular safety audits
to be undertaken by the OSWT across all council services. The safety audits comprise unannounced ‘Topic related visits’ (which assess a specific topic or topics to establish
an overall compliance picture for the Council) and scheduled ‘Support visits’ (which examine and document the principal health and safety management systems being practiced
within each Council workplace and compare them to expected standards).
The Occupational Safety and Wellbeing Manager advised that, due to the current focus on Covid-19 related arrangements, there have been no topic related visits undertaken
by the OSWT and at present there is no forward programme of scheduled visits/follow up visits in place. In addition, we understand that Support visits have now been replaced
with ‘Premises visits’, but again due to the current pandemic, these have not been undertaken for nearly a year, with officers unable to access a number of the closed council
buildings.
A summary report for the Covid visits which were undertaken by the OSWT to assess the effectiveness of the Covid-19 arrangements was prepared in January 2021 for
presentation to the Council’s Silver Command group. The report highlighted a small number of areas for improvement including the need for the corporate directional signage
to be better displayed and the need to complete the track and trace documentation in accordance with the relevant guidance. We understand that there be ongoing reports
submitted to silver as appropriate.

Implication

Recommendation

Priority

Management response

Without
a
formal
and
regular
audit/monitoring process, compliance
with expected arrangements and the
effectiveness of those arrangements
may not be assessed and it would be
difficult for senior management to
determine whether the arrangements in
place were adequate and/or consistent
with expectations and/or current
legislation.

Head of People and Organisational Development should
ensure that a formal programme of planned
support/premises and topic related visits and any required
follow up visits is prepared as soon as circumstances
allow.

Amber

Agree
Fiona Duddy, Occupational Safety and
Wellbeing Manager
A programme will be devised and, once Covid
restrictions permit, visits will re-commence.

Implementation
Month/Year
September 2021
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3. Action Plan (continued)
Ref
6

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001

Finding
There is a need to develop a framework which identifies/prioritises the key health and safety training courses to be undertaken by staff and to
ensure that training undertaken is formally monitored.
The Council has several Health, Safety and Wellbeing training materials and eLearning courses which have all now been uploaded onto LearnNL and which are also available
to staff via links on Connect. These include a mixture of eLearning modules and blended learning covering an introduction to Health and Safety, Managing Health and Safety
and RIDDOR as well as a number of individual topics such as fire safety, personal safety, office safety, mental health, working from home, Asbestos and health and wellbeing.
An NL all-users announcement regarding available training materials on LearnNL was issued to all staff in July 2020. At present there is no mechanism for managers to identify
and/or monitor whether staff have undertaken modules and/or whether these are relevant to their role. We understand that corporate responsibility for monitoring the health
and safety training now lies with the Talent and Organisational Development (TOD) team.
From discussions with the Occupational Safety and Wellbeing Manager, however, we noted that none of the health and safety related training modules are currently compulsory
and that to date there has been no monitoring undertaken to confirm whether staff are completing courses and/or are undertaking health and safety training modules which are
relevant to their role. We understand, however, that this issue is expected to be considered as part of the completion of the revised Safety and Wellbeing Strategy and will be
monitored going forward through the new learning management system.

Implication

Recommendation

Priority

Management response

Without appropriate
training, staff may
not be aware of their
responsibilities
in
relation to Health
and Safety.

Head of People and Organisational Development should:
(1) develop a training framework to identify and prioritise the key
health and safety training courses to be undertaken by relevant job
roles/groups of staff. The framework should reflect the employees’
roles and responsibilities for health and safety, the expected
timescales for undertaking specific training courses and consider
whether any of the training modules should be made mandatory;
and
(2) develop and implement arrangements to ensure that the
completion of the key/prioritised health and safety training modules
is appropriately monitored in accordance with the expected
timescales and any follow-up action required is undertaken.

Amber

Agree
Fiona Duddy, Occupational Safety and Wellbeing
Manager
(1) Work is underway to update Itrent to put in
place all training requirements for employees
and the strategy covers mandatory safety
training.
(2) Course attendance is monitored through the
Council’s Learn NL system and reports will
be produced by TOD to highlight the level of
uptake on courses to Heads of Service as
required.

Implementation
Month/Year
December 2021
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3. Action Plan (continued)
Ref
7

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001

Finding
The Council’s health and safety related guidance notes and procedures need reviewed to ensure that they remain up-to-date and/or comply with
current legislation and are then clearly communicated to staff.
We reviewed the Council’s various health and safety procedures, guidance notes and proforma documentation currently held on Connect and noted a number of areas where
the policies have not been subjected to any recent review and/or updated to ensure that they remain appropriate and reflect current organisational practices and health and
safety legislation. In particular, we noted that:
•

The Council has several Management Standards, covering a variety of safety and wellbeing topics, which detail the measures the Council has in place to maintain legal
compliance. Most of the documents have not been updated on Connect in recent years. We understand that this may be due in part to there being no significant changes
in Health and Safety legislation;

•

There were a small number of documents on Connect which we were unable to access via the links (including the AS22 Fire Risk Assessment (FRA), the Fire Risk
Assessment guidance note and the HSF28 Personal emergency evacuation plan document). We also noted that this information had not been updated since 2018, with
the FRA not having been updated since May 2014;

•

In addition, we understand that the AS22 FRA document has been replaced by the PAS79 FRA, which is now the standard proforma for all FRA reports. However, there
is currently no reference to the PAS79 document or to the FRA report (HSF19) above on Connect;

•

A Manager’s Property Guide has been prepared setting out the generic expected procedures within each building, including the managers’ responsibilities in respect of
asbestos, control of contractors, fire risk assessments, first aid, incident reporting, manual handling and workstation assessments. There is no specific reference made in
the document, however, to the requirements for displaying information in respect of health and safety, fire or first aid in accordance with the relevant legislation; and

•

The OSWT has been unable to progress the planned review of liability claims to identify training needs and/or scope or need for changes in procedures in accordance with
Health and Safety good practice. We understand, however, that this is still a planned action in the near future.
From discussions with the Occupational Safety and Wellbeing Manager we understand that there is currently no single document which records all Health and Safety policies,
the date of the last review and/or an expected review date/frequency and that there is currently no formal plan in place for undertaking a review of all relevant documentation.
We understand that the Admin Support team is currently in the process of creating a database to ensure that this information can be recorded and monitored and that all policy
documentation is currently in the process of being reviewed and moved to MyNL but, due to the amount of work involved and the current Covid-related focus of the OSWT,
there is no timescale set as yet for its completion.

Implication

Recommendation

Priority

The Council’s Health and Safety policies may be out of
date, not reflect the Council’s current arrangements
and/or the policies may not fully reflect developments in
health and safety legislation and/or practice.
Without appropriate and up to date policies and
procedures, staff may not be fully aware of their roles and
responsibilities or expectations placed on them in
respect of health and safety.

Head of People and Organisational Development should:
(1) complete, as soon as possible, the development of the database which records all health, safety and
wellbeing policy documents, dates and frequency of review and ensure that a formal monitoring
process is established to ensure that all documents are reviewed/updated in accordance with expected
timescales, clearly communicated to staff and obsolete documents removed to avoid any confusion;
and
(2) update the Manager’s Property Guide to ensure that it accurately reflects the requirements of the Health
and safety legislation in respect of displaying fire and first aid information.
(continued overleaf)

Green
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3. Action Plan (continued)

Follow up: Management of non-Covid Health and Safety arrangements
Management response

Agree
Fiona Duddy, Occupational Safety and Wellbeing Manager
(1) There is a spreadsheet that lists all documents and their current date. Work has already commenced in updating our documentation into Management
Standards in order to streamline the number of policies and guidance noted for each topic. All Management Standards will be reviewed on an ongoing basis
to reflect changes in Health and Safety legislation or operating arrangements.
(2) This document was aimed at providing basic information for any properties with links to more detailed information. However, we will update it to reflect the
requirement to display fire and first aid information.

0320/2021/001
Implementation
Month/Year
September 2021
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3. Action Plan (continued)
Ref
8

Follow up: Management of non-Covid Health and Safety arrangements

0320/2021/001

Finding
There is currently no formal monitoring of the extent of compliance by operational managers in completing Workplace Health and Safety checklists.
Operational managers are expected to complete the Health and Safety Information sheet (IS24) – ‘Health and Safety for Workplaces’ (August 2012) every six months. This
checklist covers managers’ responsibilities for complying with the corporate health and safety policy, reporting incidents, first aid, displaying health and safety posters,
undertaking risk assessments and providing staff with adequate supervision.
We understand, however, that the responsibility for completing these checklists sits with the individual managers and that there is currently no formal monitoring undertaken to
ensure that managers are completing the checklists in accordance with the expected timescales.

Implication

Recommendation

Priority

Management response

Without a formal monitoring process,
there would be no way to establish
whether the checklists were being
completed by managers in accordance
with expected procedures and/or of
determining whether service managers
are aware of, and discharging their
responsibilities in respect of periodically
reviewing
health
and
safety
arrangements within their section.

Head of People and Organisational Development should:
(1) periodically issue a reminder to all section managers
setting out the need to review their section’s health
and safety arrangements and complete the standard
checklist every six months in accordance with
expected procedures; and
(2) put in place a formal monitoring programme (e.g.
through spot checks and/or a programme of visits) to
ensure that the checklists are being completed and/or
that any issues arising from the review of
arrangements are being addressed.

Green

Agree
Fiona Duddy, Occupational Safety and
Wellbeing Manager
(1) A reminder will be issued periodically to
all section managers via corporate
comms.
(2) The report to Heads of Service will
confirm whether the checklists are being
completed as expected.
Work is
currently underway to enhance the CIRIS
reporting functionality which will assist
with this.

Implementation
Month/Year
December 2021
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT
PAYROLL: REVIEW OF SELECTED KEY CONTROLS FOR
PAYMENTS TO EMPLOYEES
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1: Audit grading
Appendix 2: Issues referred to in action plan
Issued to: Head of People and Organisational Development (point 1-4, 5(1), 7-8), Head of Waste and
Regulatory Services (point 5(2)), Executive Director – Education and Families (point 6) and Head of Adult
Social Work (point 9) Copied to: HR Business Partnership Manager, Employee Service Centre Manager and
Chief Executive

Headlines
The purpose of this audit was to provide assurance on the adequacy and effectiveness of the aspects of the
Council’s revised control framework for payroll/HR introduced following changes in working arrangements
necessary due to Covid-19 restrictions. We also considered the adequacy and effectiveness of current
arrangements for ensuring that all overtime, standby and other ‘unusual’/’non-core’ payments are consistent
with employees’ contractual entitlement, properly authorised and correctly calculated.
In line with many of the Council’s activities, significant changes were required in March 2020 to key processes
and procedures associated with payroll/HR because of the restrictions imposed in response to the Covid-19
public health emergency. Given the urgency of the situation, revised arrangements often required to be
designed and implemented at short notice. Our review identified that only a relatively small number of changes
had occurred, mainly relating to the management and processing of payments to staff seconded to other roles,
a move to virtual interviews and the electronic distribution, receipt and management of documentation for the
recruitment process. Substantive testing confirmed that the controls associated with these changes were
generally operating effectively.
Based on the results of our work in relation to substantive testing of a sample of overtime, standby and other
non-core payments, we are satisfied that current controls generally appeared to be operating satisfactorily and
that claims appeared legitimate and were generally correctly calculated and appropriately reviewed and
authorised.
We have categorised this audit as ‘reasonable assurance’ meaning that the relevant control environment is
adequate and has mainly operated as intended although some errors and/or weakness have been identified
and some improvements should be made. The issues which we consider management require to address are
detailed at section 3 of this report and include:
• expected controls surrounding the authorisation of payroll payments are not always operating as intended;
• Services are still not complying with the conditions relating to an overtime ceiling as set out in Section 7.2 of
Schedule A of the agreed Terms and Conditions for employees and the Council needs to consider whether
this condition remains relevant and take appropriate action to either remove it or ensure it is complied with;
• several errors in payments were made due to incorrect input being entered on timesheets and/or processed
on iTrent; and
• improvements are needed to the procedures and processes for claiming and paying standby allowances and
call out payments.
Internal Audit Opinion (definition at Appendix 1)

Reasonable assurance (Green - Amber)

Organisational impact (definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0310/2021/001

Date issued

07/06/21

Lesley Armstrong, Paula Hendry, Hugh Shevlin and Jackie Struthers
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1. Executive Summary
Objectives
This exercise comprised two separate pieces of work as follows:
(1) A high-level review designed to provide independent assurance to the Audit and Scrutiny Panel that key
HR-Payroll related controls that have changed and/or been newly implemented as a result of revised
working arrangements introduced following Covid-19 restrictions are adequate and operating effectively;
and
(2) A regularity review designed to provide independent assurance that overtime and other ‘unusual/noncore’ payments are consistent with employees’ contractual entitlement, properly authorised and correctly
calculated.
The first part of this audit involved undertaking discussions with relevant managers within the ESC to establish
where processes had substantively changed because of the Covid-19 restrictions. We identified that only a
small number of changes had occurred, mainly relating to the management and processing of payments to
staff seconded to other roles and the move to virtual interviews and electronic distribution, receipt and
management of documentation for the recruitment process. A small sample of transactions was selected for
review in each of these areas to confirm whether the established controls were operating effectively.
The second part of this audit involved substantive testing of relevant controls based on a sample of 83
employees (30 overtime, 31 standby and 23 ‘unusual’/’non-core’ payments, drawn from across Council
Services and activities), in receipt of an overtime, standby or other non-core payment during the period April
to October 2020. This exercise also involved confirming with a sample of managers across different Services
whether they receive and how they review management and exception reports on payroll outputs and report
any potential or actual errors/issues arising to the ESC.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

1

4

4

Key areas requiring management action (Red)
An area requiring urgent management action has been identified:
•

expected controls surrounding the authorisation of payroll payments are not always operating as
intended.

Good practice identified
We noted the following areas of good practice during the audit:
•

personnel files were maintained for all staff which, generally, held appropriate and adequate relevant
documentation relating to the individual’s employment status;

•

there are documented core conditions of service for all Council employees which include detailed
guidance on eligibility/entitlement and rates of pay in respect of overtime, standby and other payments;

•

adequate supporting documentation is generally held for payments made via iTrent;

•

the Council operates a comprehensive system of delegated control through an authorised signatory
database which clearly outlines the types/categories and values of transactions which authorised
signatories may approve; and

•

a range of reports on payroll outputs are regularly provided to line managers and budget holders for
review.
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2. Findings and Recommendations (continued)
Other areas for improvement (Amber)
Several other areas for improvement were also identified:
•

Services are still not complying with the conditions relating to an overtime ceiling as set out in Section 7.2
of Schedule A of the agreed Terms and Conditions for employees and the Council needs to consider
whether this condition remains relevant and take appropriate action to either remove it or ensure it is
complied with;

•

improvements are needed to the procedures and processes for claiming and paying standby allowances
and call out payments.

•

several errors in payments were made due to incorrect input being entered on timesheets and/or
processed on iTrent; and

•

improvements are needed in the arrangements for updating iTrent when an existing employee moves to
a different post.
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3. Action Plan
Ref
1

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

Expected controls surrounding the authorisation of payroll payments are not always operating as intended.
From a review of the selected sample of payments we noted the following:
•

Six cases where the timesheet and/or other documentation to support the payment were not authorised and no supporting email was provided to confirm authorisation;

•

Four cases where the timesheet and/or other documentation to support the payment contained a digital signature which could be copied and pasted to other documentation
and no separate email was provided to confirm authorisation;

•

Five timesheets for standby which were authorised prior to standby being undertaken;

•

Five cases where the officer who authorised the timesheet and/or other documentation did not appear on the Council’s authorised signatory database and/or were not
authorised for payroll payments; and

•

One case where overtime was processed by the ESC upon receipt of an email and attached spreadsheet from a Headteacher enquiring whether payment of overtime had
been processed (as opposed to authorising payment). The Headteacher only has authorisation of up to £200, however, the payments made were higher than this and the
spreadsheet included an overtime claim for herself, thereby meaning that effectively she self-authorised her own overtime payment.
Our review also identified that there are significant differences in the way Services ensure that payroll documentation is authorised. As a result of the Covid-19 pandemic and
the increased level of home working, we recognise that it may not be possible to obtain physical ‘wet’ signatures on payroll documentation to confirm authorisation and that in
most cases, authorisation is now undertaken by email. We noted from our review that some of these emails, whilst being sent by an authorised signatory, did not always clearly
indicate that the purpose of the email was to authorise a timesheet or payroll payment.

Implication

Recommendation

Priority

Management response

Information
processed
on
iTrent which has
not
been
properly
authorised
increases
the
risk of incorrect,
invalid
or
inappropriate
payments being
made.

The Head of People and Organisational Development should:
(1) establish standard operating practices/requirements for
accepting electronic authorisation of payroll payments and
thereafter communicate this to both managers authorising claims
and staff processing payments within Services and the ESC.
As there is already a digital signature process in place for
Notification of Change forms, the feasibility of introducing a
similar process for these other types of payroll input should be
considered as part of the review process;
(2) remind staff in both the ESC and Services of the importance of
only processing information on iTrent where they have received
documentation which has been physically signed by, or received
by email from, an appropriately authorised signatory who is
included on the Council’s authorised signatory database and
where the type and value of the payment is within the authorised
signatory’s authorisation delegated limits; and
(3) in conjunction with Financial Solutions, ensure that staff in
Services who process payroll payments directly into iTrent have
access to the live authorised signatory database to enable them
to verify the authorisation of relevant input/payments prior to
processing/input.

Red

Agree
Jennifer Hardy, ESC Manager
It is important to note that although the recommendation
is for the Head of POD, most errors noted in this report
relate to payments input in Services.
ESC will fully rollout mySelf self-service for processing
payments which will resolve many of these issues and will
remove the need for direct input by Service admin teams.
In conjunction with this rollout more robust governance
and compliance reporting arrangements will be developed
and implemented by the ESC. This will enable appropriate
monitoring and oversight to support self-service, identify
anomalies and take corrective action as necessary.
ESC will also liaise with TOD to prepare and introduce
mandatory training on finance and payroll related issues
for all authorised signatories and the ESC will also work
with Financial Solutions to integrate the authorised
signatory database into iTrent.
In the interim a reminder will be issued to Services, via the
ESC Bulletin, covering all issues raised in this report.

Implementation
Month/Year
December 2021
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3. Action Plan (continued)
Ref
2

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

Services are still not complying with the conditions relating to an overtime ceiling as set out in Section 7.2 of Schedule A of the agreed
Terms and Conditions for employees and the Council needs to consider whether this condition remains relevant and take appropriate
action to either remove it or ensure it is complied with.
Section 7.2 of Schedule A, which has been adopted by the Council and sets out the terms and conditions for Local Government Employees and Craft Workers, outlines the
eligibility criteria for payment of overtime stating that employees, whose salary is above salary point 35 (SCP35) or is on or below SCP35 and receive an overtime payment in
any financial year greater than the difference between their basic salary and SCP35, will only receive overtime in exceptional circumstances where it has been approved by
the relevant Executive Director.
Of the sample of 30 employees receiving overtime selected for review during this audit, we identified:
• 11 employees where the overtime paid during the financial year put their total pay above SCP35, and in some cases this was significantly above this threshold, however,
there was no evidence that, in accordance with section 7.2 of schedule A, approval had been obtained in any of these cases from an Executive Director; and
• two individuals, whose basic pay was above SCP35, had been paid overtime and, while we noted that the rate at which overtime had been paid was restricted to SCP35,
there was again no evidence to confirm that approval for this overtime had been given by an Executive Director.
Despite the ESC issuing managers with reports which highlight employees who have met this condition and guidance on the correct authorisation of payment of overtime in
line with section 7.2 of Schedule A, it is clear that this condition is not being followed and this control is not operating effectively.
This issue has been raised in previous Internal Audit reports and the management response to our last report on overtime, issued in May 2020, committed to undertaking a
review of this condition to determine whether it remains valid and to make changes as appropriate. As at May 2021, no changes have been made and this condition remains
in place.
It should be noted that there is no evidence that the overtime being claimed has not been worked, the audit observation relates solely to the expected control not operating as
intended and therefore that the intended objectives of putting in place such an expected control are not being achieved.

Implication

Recommendation

Priority

Overtime is currently being paid
which has been authorised but is
not being authorised (and paid)
in accordance with employees’
agreed terms and conditions.

The Head of People and Organisational Development
should undertake a review to determine whether Section
7.2 of Schedule A remains appropriate and take steps to
amend or remove it from the Council’s terms and
conditions.

Amber

Management response
Agree
Linda Cullen, Senior ER Advisor

Implementation
Month/Year
December 2021
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3. Action Plan (continued)
Ref
3

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

Improvements are needed to the procedures and processes for claiming and paying standby allowances and call out payments.
Of the sample of 31 cases where standby allowance was paid, we noted that:
•

there were 19 cases where there was no documentation in the employees’ HR files to support their entitlement to the payment. We noted that there were differences
between Services as to whether standby is contractual or voluntary and whether it should therefore be mentioned in employees’ contract documentation;

•

the standby payments for 17 cases were being paid at the incorrect rates (i.e. rates relating to previous years);

•

the standby was incorrectly applied in eight cases for reasons including payment of a public holiday rate when not a public holiday and vice versa (2 cases), claiming for
standby on the day that it ended as opposed to the day it started (2 cases), working standby for the full week but being paid the total of the daily rates as opposed to the
weekly rate (3 cases) and an employee on standby for six days being paid the full weekly rate less one day as opposed to the daily rate for each day on standby (1 case);

•

for one case, we had difficulty confirming how the payment was calculated; and

• the overtime for call outs for three cases appeared excessive.
We also noted that the guidance for disturbance and call out payments (as detailed in section 3 of Appendix 4 of the SJC Salaries Agreement 2018-20) was not always followed
and in most cases, local arrangements were in place for making additional payments if officers were ‘called out’. This generally involved not paying the disturbance allowance,
receiving overtime for a minimum of two hours worked in excess of 30 minutes and receiving a minimum overtime payment for handover arrangements, record keeping and
general case management regardless of whether the employee was ‘called out’.
The issues identified during this audit which have resulted in a potential over/under payment are included at Appendix 2.

Implication

Recommendation

Priority

Management response

If employees’ contracts do not
state that they are required to
undertake standby duties, staff
may be unwilling or reluctant to
undertake standby which could
lead to a lack of appropriate
cover for service areas where the
use of standby is deemed
necessary by management to
provide
the
required
level/coverage of service.
If the rules for standby are not
implemented in line with relevant
guidance,
there
may
be
inconsistency between Services
in the level of payment received.

The Head of People and Organisational Development should:
(1) instigate a review of the processes applied within individual
Services, for undertaking standby and the payment of
standby allowance and subsequent call outs, to ensure that
historic local agreements are halted where these are not
consistent with the Council’s corporate expectations, and
thereafter arrangements brought in line with such
expectations;
(2) determine whether any expectation/requirement to
undertake standby on both a contractual or voluntary basis
should be included in employees’ contracts and
subsequently update employees’ contracts to accurately
reflect this;
(3) ensure that all staff undertaking standby or authorising
standby payments are made aware of the Council’s current
policies and rates in respect of standby and are promptly
notified of any changes to these rates as they arise; and
(4) consider pre-populating the iTrent system with the standby
rates for relevant posts to prevent staff being paid at
incorrect rates.

Amber

Agree
Adrienne Henry, HR Business Partnership
Manager (rec 1) and Jennifer Hardy, ESC
Manager (recs 2, 3 and 4).
A review of standby across the Council will be
undertaken by the HR Business Partner Team.
Any requirements to amend contracts will be
identified in consultation with the Employee
Relations Team and the ESC will update
contracts accordingly.
In respect of points 3 and 4, iTrent will be
amended to create a pay element within the
system which will be linked to the rates tables
and enable rates to be updated in line with pay
awards. This will remove the need for Services
to input the correct rate as the system will
identify this. ESC Standard Operating Practice
documents will be updated to include this
requirement.

Implementation
Month/Year
December 2021
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3. Action Plan (continued)
Ref
4

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

Several errors in payments were made due to incorrect input being entered on timesheets and/or processed on iTrent.
From a review of the selected sample of 83 payments, we noted the following:
•

several instances where arithmetical and/or input errors such as transposing data, selecting the incorrect element code or payment rate were made;

•

two cases where the dates and hours for overtime were claimed and paid twice, and one case where non-core hours were paid twice as they were processed by both the
ESC and the Service;

•

one case where overtime was processed by the ESC upon receipt of an email and attached spreadsheet from a Headteacher enquiring whether payment of overtime had
been processed (as opposed to authorising payment). The attached spreadsheet contained the hours worked for each day in the week and overtime was processed and
paid at plain time based on this, however, payment was only due for one day at double time as this was a public holiday (this issue also affects 11 other teaching and nonteaching staff);

•

one case where a teacher received payment in respect of annual leave accrued whilst on sick leave and, despite the annual leave spanning three years, it was all paid at
the 2020/21 daily pay rate; and

• one case where we were unable to match the overtime payments to the supporting timesheets provided by the Service.
Whilst there will always be errors given the need for manual input and the volume of transactions processed through the payroll system, we consider that the number of such
errors identified from our testing is indicative both of a lack of accuracy by staff processing and/or entering the timesheets on iTrent and a lack of checks being undertaken by
management prior to payroll input being authorised. The issues identified during this audit which have resulted in a potential over/under payment are included at Appendix 2.

Implication

Recommendation

Priority

Management response

Failure to undertake reasonable
checks prior to authorisation
and/or
input
or
process
information correctly could lead
to incorrect or ineligible sums
being paid to employees.

The Head of People and Organisational Development should:
(1) remind managers who have responsibility for authorising any
payroll related claims of their responsibilities for checking that
claims have been fully and accurately completed, confirming
that the time claimed has actually been worked and has not
previously been claimed, and retaining documentation to
support the claim;
(2) remind staff within both the ESC and Services who are
processing timesheets and claims on iTrent of the importance
of ensuring information is input correctly and accurately in
accordance with the instructions on the documentation
received;
(3) consider whether risk-based spot checks on processing of
timesheets and claims should be introduced (within ESC and/or
Services) and ensure appropriate guidance is prepared and
communicated in this respect; and
(4) ensure that action is taken, as appropriate, in respect of the
identified issues included at Appendix 2.

Amber

Agree
Jennifer Hardy, ESC Manager
As referenced at 1 above the full rollout of
mySelf self-service and the subsequent
governance and compliance reporting
arrangements will resolve the issues in
input errors noted here.
In the interim a reminder will be issued to
Services, via the ESC Bulletin, covering all
issues raised in this report.
All issues included in Appendix 2 will be
reviewed and action taken as necessary.

Implementation
Month/Year
December 2021
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3. Action Plan (continued)
Ref
5

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

Improvements are needed to the arrangements for updating iTrent when an existing employee moves to a different post.
We identified one case where an employee (reference 4056362) had changed jobs and continued to receive payment for contractual overtime, related to their previous post,
for over three years despite no longer being entitled to it. This issue was first identified in a Payroll report and was initially raised by the ESC with the relevant Service in July
2020; however, it was not resolved and the payment was not stopped until December 2020. This has resulted in a large overpayment (approximately £4,000 net). Despite the
payment being stopped in December 2020 and the overpayment being recovered in iTrent in March 2021, no repayments have yet been made as the repayment schedule has
not yet been agreed and signed by the employee.
We also identified another case where an employee (reference 5011643) changed jobs but the standby allowance payment linked to the original post continued to be paid until
it was queried as part of this audit. Further details for this case are included in finding 6 below.

Implication

Recommendation

Priority

Management response

If errors are not stopped
immediately when they are first
identified, any overpayment arising
from the error could continue to
increase and the likelihood of
recovery could be reduced.
Delays in employees agreeing and
signing repayment schedules for
such overpayments could lead to a
delay in recovery and increase the
risk of the overpayment not being
recovered if the employee were to
leave the Council’s employment.

(1) The Head of People and Organisational Development
should review the procedures followed where current
employees changing posts to ensure that all pay
elements attached to their former role are properly
terminated and pay elements for their new role are
created from relevant documentation for the new post to
ensure that only eligible payments are made; and
(2) The Head of Waste and Regulatory Services, in
conjunction with the HR Business Partner, should take
prompt action to ensure that an appropriate repayment
schedule with reasonable payment terms is agreed with
the relevant employee and that recovery of the
overpayment commences as soon as possible.

Amber

Agree
(1) Jennifer Hardy, ESC Manager
Guidance will be developed and issued to
ESC staff regarding the expected process
and checks required for ‘inheritance’ when
existing employees move to a different post.
Reports will also be created and run on a
regular basis to identify and thereafter review
updates to employee pay elements as a
result of moving posts to ensure only eligible
payments are made.
(2) Natalie McGovern, HR Business Partner
A payment agreement will be concluded with
the employee in May 2021.

Implementation
Month/Year
December 2021

May 2021
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3. Action Plan (continued)
Ref
6

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

Arrangements for keyholding duties at Municipal Buildings, Coatbridge should be reviewed to ensure they are cost-effective.
For one case where standby was reviewed, the employee (reference 1034875) was paid the full week standby rate for every week, regardless of absence, for being a keyholder
for the Municipal Buildings, Coatbridge (this is because the payment became a standing payment notified to ESC by the Service via a Notification of Change). This employee
has now retired and as such, this payment has stopped.
Further review has identified additional employees also in receipt of standby allowance for the same reason, as follows:
•

One Commissionaire (employee reference 5012400) for the building receiving a full week’s standby payment every week since his start date of 21/11/2019;

•

One Commissionaire (employee reference 4035217) for the building receiving a full week’s standby payment once every fortnight since 01/04/2016; and

One Admin Assistant (employee reference 5011643) receiving a full week’s standby payment every week since their start date of 13/06/2019, when they were initially
employed as a Commissionaire for the building. This payment ceased in March 2021 when the validity of the payment was queried as part of this audit.
We undertook an analysis of all standby payments processed via iTrent for all four employees referenced above and identified total standby allowance expenditure of £2,320
in 2018/19, £10,950 in 2019/20 and £16,475 in 2020/21. We consider this excessive for what appears essentially to be keyholding duties.
We consider that this issue needs further investigation to confirm whether the two remaining staff still in receipt of the standby allowance should continue to receive this payment,
ascertain the frequency of payment that should be made and consider whether Education and Families are the most appropriate and cost-effective Service to be undertaking
this role.
•

Implication

Recommendation

Priority

Management response

Employees may be receiving
payment for undertaking standby
duty for the same purpose for the
same periods which could result
in an unnecessary financial cost
to the Council and/or potential
overpayments
for
the
employees.

Education and Families should:
(1) review the standby payments received by the four staff
referred to above to determine whether they were
entitled to receive the payments made in respect of
standby and take appropriate action to recover any
overpayments identified;
(2) determine whether the two remaining staff still in
receipt of the standby allowance should continue to
receive
this
payment
and
ascertain
the
frequency/value of payment that should be made; and
(3) in conjunction with input from People and
Organisational Development and Asset and
Procurement Solutions, consider whether current
arrangements are cost-effective.

Green

Agree
Alan Henry, Senior Education & Families Manager
(1) A full review of all standby payments for the
four staff will be undertaken, including any
appropriate action pertaining to any
overpayments;
(2) A full review of the two remaining staff in
receipt of standby allowance will be
undertaken, including frequency and value of
payments to be made; and
(3) A full review of the current arrangements will
be undertaken (in conjunction with HRBP team
and Asset and Procurement) to consider if an
alternative operating model should be
implemented.

Implementation
Month/Year
No later than
December 2021
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3. Action Plan (continued)
Ref
7

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

Some areas for improvement were noted that need to be considered and addressed.
During our review, we identified several other areas which require attention as follows:
•

The ESC provides Services with management and exception reports each pay-run which provide details of staff in receipt of overtime payments whose salary is above
SCP35 or is below SCP35 but overtime earnings puts them above SCP35. We noted that this report only provides a total for the period that it covers and does not provide
a cumulative earnings total. We consider that a cumulative total would enable managers to identify any issues arising more easily and at an earlier stage.

•

Probationary teachers are entitled to Preference Waiver Payments of £6,000 for primary teachers and £8,000 for secondary teachers. These payments are made in three
instalments (50% in August, 25% in January and 25% in April). We noted that three probationary teachers received payments of 50% in August and 50% in September.
Whilst these payments were made early, they were not overpaid as the January and April payments were withheld. However, we consider that there was a control failure
which enabled the payments to be processed and paid early and this needs to be reviewed and appropriate action taken to prevent this issue occurring again in future.

•

We identified one case where the employee’s basic pay was amended and backdated to reflect a new pay grade. The new grade was entered onto iTrent with the start
date of the new grade and this automatically amended the employee’s basic pay, however, no amendments were made to the overtime, non-core hours and public holiday
enhancements worked during the period of the backdated pay. Further details are contained at Appendix 2.

•

We identified one employee who is in receipt of non-core hours despite exclusively working weekends. Section 8.2(d) of Schedule A states that the 15% enhancement on
the hourly rate will not be paid to employees whose contract of employment requires them to work exclusively on Saturday and Sunday. Therefore, we consider that the
employee should not be entitled to the non-core hours payment. Further details are contained at Appendix 2.

•

Section 7.1(c) of Schedule A states that only completed half hours of overtime will be paid, however, during our review we noted a number of payslips which contained
overtime payments for a proportion of an hour as opposed to either full or half hours. We consider that there is a need to remind employees and authorising officers of this
requirement.

•

Our sample included three payments directly related to teachers paid under the element codes for Bands and Orchestras, Supervisory Study and Home Tuition. We were
unable to locate any documentation to confirm the employee’s entitlement to these payments, the circumstances in which they should be paid or the current rates at which
they should be paid. We were therefore unable to confirm whether the payments made were correct. We consider that the entitlement to, and rates to be paid for, payments
of this nature should be reviewed to determine the ongoing validity of such payments.

Implication

Recommendation

Priority

If reports do not contain
cumulative
totals,
managers will not be able
to easily identify issues at
an early stage.
Failure
to
apply
conditions of service
appropriately could lead
to
inconsistency
of
employee
payments
across the Council.

The Head of People and
Organisational
Development
should
consider
the
issues
identified in the finding and
take appropriate action to
resolve them.

Green

Management response
Agree
Jennifer Hardy, ESC Manager
The issues raised above have been reviewed and action identified as follows:
•

A review of overtime reports is underway and once complete updates will be actioned.

•

The controls in relation to Preference Waiver Payments will be reviewed and thereafter
updated as appropriate.

•

Guidance on amendments to pay will be re-issued.

•

Guidance on non-core hours payments will be re-issued.

•

Guidance on overtime will be refreshed and re-issued, in line with the mySelf selfservice rollout.

•

This should be resolved as a result of the mySelf self-service rollout.

Implementation
Month/Year
December 2021
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3. Action Plan (continued)
Ref
8

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

Payments for staff seconded during the pandemic should be reviewed to confirm relevant payments were stopped on the correct
date.
As a result of the Covid-19 pandemic, some staff were required to self-isolate and shield whilst the Council faced many new or additional requirements for staffing. This meant
that the Council had to act quickly to ensure that Services were appropriately staffed to enable service provision to continue and for new demands to be met. As a result, a
number of staff were seconded to other roles and the ESC had to introduce procedures and processes at short notice to ensure that seconded staff were paid at the correct
rates for the correct number of hours worked. This was achieved through payment of an hourly difference upon notification and/or clarification from the manager of the seconded
post.
We reviewed a sample of five employees who were seconded and identified one case (employee ref 5008102) where the payment was processed through iTrent prior to
receiving confirmation from the manager that the employee was still seconded and continued to be entitled to the hourly difference payment. This resulted in the employee
being overpaid as they had already reverted to their substantive post. The overpayment has since been recovered.
Given the small sample of such payments reviewed, we were unable to determine whether this is indicative of a potentially wider issue, therefore we consider that the ESC
should undertake a review of staff seconded as part of the Covid-19 pandemic to confirm whether there are further cases like this.

Implication

Recommendation

Priority

Management response

If payments were made without
receiving confirmation from the
manager that the employee was still
undertaking their seconded role, the
employee could continue to be paid at
the higher rate when they are not
entitled to it and this could result in an
overpayment.

The Head of People and Organisational and Development
should undertake a review of those employees who were
seconded as a result of the Covid-19 pandemic and
received additional payments due to the new seconded
role being paid at a higher grade to ensure that relevant
payments ceased on the correct date. Any overpayments
identified should be recovered via the normal overpayment
process.

Green

Agree
Jennifer Hardy, ESC Manager
A review, in line with the recommendation, will
be undertaken.

Implementation
Month/Year
September 2021
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3. Action Plan (continued)
Ref
9

Review of Selected Key Controls for Employee Payments

0310/2021/001

Finding

We identified an error in the work pattern and contractual hours recorded on mySwis for one employee.
Additional payments for relevant social work staff, such as overtime, are calculated by mySwis using work patterns and contractual hours held in the system for each employee.
We were informed that an employee (reference 4740611) in our sample had changed her work pattern (from days to nights) and this had been updated in mySwis, however, it
appears to have been updated incorrectly. The employee’s contracted hours have remained at 42 hours per fortnight, however, the rota hours have been reduced to 18 hours
per fortnight and as a result, mySwis appears to be calculating the additional basic hours and overtime at time and a half incorrectly and this may have resulted in an
overpayment. We have notified the Service of this apparent anomaly.

Implication

Recommendation

Priority

Management response

If information in relation to employee
work patterns is recorded incorrectly
on mySwis, employees could be paid
incorrectly, and this could result in
overpayments
needing
to
be
recovered.

The Head of Adult Social Work should:
(1) ensure that guidance notes are prepared and
appropriate training provided to staff responsible for
updating work patterns to ensure that they follow the
expected procedure for amending work patterns on
mySwis;
(2) consider undertaking second officer or spot checks on
a sample of amendments made to work patterns in
mySwis to ensure that the correct procedure has been
followed and the amendments made to the data held
on the system are accurate;
(3) review the case identified in the finding to determine
whether the employee has been incorrectly paid and
take appropriate action to recover any overpayment;
and
(4) review the mySwis system to determine whether there
are any other instances where the work pattern has
been incorrectly recorded and take appropriate action
to correct these records to ensure that the employees
are paid correctly.

Green

Agree
Donna Bridges, Operations Manager (1-3) and
Service Delivery Managers (4)
(1) Practice guidance note will be devised and
circulated to ensure staff follow expected
procedure when amending work patterns
on mySWIS.
(2) All amendments to work patterns will be
approved by Operations Manager with
effect from 7 June 2021. A central inbox
has been created to allow amendments to
work patterns (Notification of Change
Forms) to be sent to the Operations
Manager for consideration and approval
(prior to sending to ESC - HR Operations
and HR Business Partnership Team). This
will allow spot checks to be undertaken by
the service.
(3) The cases identified will be reviewed and
action taken to recover any overpayment.
(4) For those amendments to work patterns
made between Jan 2021 and June 2021,
Service Delivery Managers will arrange for
a review of mySWIS to ensure
amendments on the system are accurate
and employees paid correctly.

Implementation
Month/Year
June 2021
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green-Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area audited.

Amber-Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management
and control to effectively manage risks to the achievement of objectives
in the area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management
and control is inadequate to effectively manage risks to the achievement
of objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk.
If the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If
the risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the
risk materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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Appendix 2 – Issues referred to in Action Plan
Action
plan ref

3

4

Service

Employee
ref

Pay date
reviewed

Details of issue

Enterprise and Communities –
Repairs and Maintenance
Housing

4861095

30/06/20

We had difficulty confirming how the standby payment for 06/04/20 – 12/04/20 was calculated.
The Service uses a standby document which contains the days and appropriate rates and
requires the employee to record the periods worked, however, it does not contain formulae to
calculate the total payment due, which is input manually by the employee. Review required to
determine if any over/under payment and action thereafter.

Adult Social Work – Younger
Adults

4383533

25/08/20

We consider that the overtime for call outs whilst on standby was excessive (for information
purposes only – no recovery action required).

Adult Social Work – Younger
Adults

5011735

17/11/20

We consider that the overtime for call outs whilst on standby was excessive (for information
purposes only – no recovery action required).

Enterprise and Communities Investment

4844700

20/10/20

We consider that the overtime for call outs whilst on standby was excessive (for information
purposes only – no recovery action required).

Adult Social Work – Home
Support Service

4016182

12/11/20

We were unable to match the overtime payments to the timesheets provided by the Service.
Review required to ascertain hours worked and payment due to determine if any
over/underpayment and action thereafter.

Adult Social Work –
Community Alarms and OOH
Service

4438141

20/10/20

Adult Social Work – Younger
Adults

5011735

17/11/20

Enterprise and Communities –
Regulatory Services and
Waste Solutions

4396880

17/11/20

Education and Families –
Intensive Services and SWES

4740484

20/10/20

One timesheet reviewed was arithmetically incorrect. Review required to determine if any
over/underpayment and action thereafter.
We identified several issues including, a claim for public holiday rate for 28/09/20 which is not a
statutory public holiday; the timesheet being arithmetically incorrect; timesheet states worked
09/10/20, however no standby claimed and Saturday rate claimed for a Friday. Review required
to determine if any over/underpayment and action thereafter.
Some of the hours and dates were claimed and paid twice. Review required to determine if
any over/underpayment and action thereafter.
Some of the hours and dates were claimed and paid twice.
recovered. No further action required.

The overpayment has been
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Appendix 2 – Issues referred to in Action Plan (continued)
Action
plan ref

Service

Employee
ref

Pay Date
Reviewed

Details of error

Education and Families –
Fort Street Children’s Home

4777485

20/09/20

The incorrect element code was selected resulting in waking night duty being paid at time and half
instead of time and third. Review required to determine if any over/underpayment and action
thereafter.

Enterprise and Communities
– Environmental Facilities

4258365

30/06/20

The non-core hours were processed and paid twice (once by the ESC and once by the Service).
This issue spans more than one pay date.
Review required to determine if any
over/underpayment and action thereafter.

Adult Social Work –
Cumbernauld Mental Health
Team

4292024

22/09/20

The timesheet contained an error which was corrected prior to processing; however, the change
was transposed and the hours for basic and non-core were recorded incorrectly on iTrent. Review
required to determine if any over/underpayment and action thereafter.

30/07/20

Employee was paid overtime for working at a Hub; however, this was paid for the full week (38.25
hours) at plain time as opposed to just the public holiday (7.75 hours) at double time. This issue
also affects 11 other teaching and non-teaching staff. All staff included on the spreadsheet should
be reviewed and overpayments determined and actioned. Review required for all employees
contained in the spreadsheet to determine if any under/overpayment and action thereafter.

4
Education and Families –
Schools

2004007

Education and Families –
Schools

4540396

30/07/20

Payment was received in respect of annual leave accrued whilst on sickness. Despite the annual
leave spanning three financial years, it was all paid at the 2020/21 daily pay rate. Review required
to determine whether the annual leave should have been paid at different rates for different
years and take action, as appropriate, thereafter.

Adult Social Work –
Coatbridge Older Adults

4270550

22/09/20

A public holiday was claimed at plain time but paid at double time. Review required to determine
if any over/underpayment and action thereafter.

22/09/20

The employee’s basic pay was amended and backdated to reflect a new pay grade. The new grade
was entered onto iTrent with the start date of the new grade and this automatically amended the
employee’s basic pay, however, no amendments were made to the overtime, non-core hours and
public holiday enhancements worked during the period of the backdated pay. Review required to
determine if any over/underpayment and action thereafter.

12/11/20

The employee is in receipt of non-core hours despite exclusively working weekends. Section 8.2(d)
of Schedule A states that the 15% enhancement on the hourly rate will not be paid to employees
whose contract of employment requires them to work exclusively on Saturday and Sunday.
Therefore, we consider that the employee should not be entitled to the non-core hours payment.
Review required to determine whether entitled to non-core hours payment and action, as
appropriate, thereafter.

Adult Social Work –
Coatbridge Older Adults

4270550

7
Enterprise and Communities
– Land Management

4843879

Page 75 of 245
I:\Data\INTERNAL AUDIT\2020-21\PEOPLE & ORGANISATIONAL DEVELOPMENT (0300)\0310.2021.001 ESC - Selected Key Controls\A - Findings and Report\A14 Payroll Final Report as issued 08.06.21.docx

15

INTERNAL AUDIT REPORT
ECONOMIC REGENERATION DEVELOPMENT PLAN (ERDP)
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1: Audit grading
Issued to: Head of Planning & Regeneration and Growth Programme Manager
Copied to: Executive Director of Enterprise and Communities and Chief Executive

Headlines
The Economic Regeneration Development Plan (ERDP) incorporates a significant and challenging range of
activities designed to impact on the economic wellbeing of North Lanarkshire and forms an important part of
the Council’s ambitions. This audit exercise focussed on providing assurance that this significant programme
of work item, as it develops, is being appropriately progressed and that key risks are being effectively managed.
The Council’s ERDP 2019-2023 was approved by the Enterprise & Growth Committee in August 2019 and is
a key strategic plan. It forms part of the Programme of Work (POW) P018.1 and is aligned with a number of
other key strategies, policies and plans, including the Environmental Strategy, Local Development Plan, Local
Housing Strategy, Digital and IT strategy and the Tackling Poverty statement.
As part of the audit we have undertaken an assessment of the current programme management arrangements
against corporate expectations and a good practice toolkit prepared from a range of sources including the
National Audit Office, HM Treasury and the Cabinet Office Infrastructure and Projects Authority. The exercise
was not intended to provide assurance on any individual elements of the ERDP.
We were pleased to note that there is an effective programme governance structure in place through the ERDP
Board and Steering Group, with close links to the New Housing Supply and City Deal Boards via relevant formal
reporting processes. There is also a dedicated Growth Team which is responsible for delivering the Town
Centre regeneration and the ERDP’s Business and Industry objectives. In addition, failure to successfully
implement the ERDP programme has been identified as a key corporate risk and has been assessed, reviewed,
monitored and reported in accordance with relevant corporate expectations.
Based on the results of our work, we have assessed the audit as providing ‘reasonable assurance’ as we
consider that there are generally effective and appropriate governance, project, risk management and financial
monitoring arrangements in place although appropriate performance monitoring arrangements are not yet in
place.
We recognise that significant work has been undertaken by Enterprise and Communities since the initial ERDP
was approved, including a full review of progress against the actions contained in the Action Plan for 20202021 and a complete review/update of the Action Plan programme for 2021-2022. This takes into account the
impact of the Covid-19 pandemic and the development of the Council’s Economic Recovery Plan (ERP), which
is linked to the ERDP and Action Plan, and which aims to maximise local economic benefits through
employability and business support activity.
It should be noted that as a long-term programme, there are a significant range of uncertainties and external
factors associated with the successful delivery of the ERDP, many of which are largely out-with the Council’s
control. In addition, we recognise that the programme is currently based on a forward 5-year capital programme,
with annual updates to the ERDP Action Plan and that is may be difficult for management to effectively plan
and/or identify longer-term expected outcomes and benefits with any certainty.
(continued overleaf)
Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Major

Report status
Audit Team

FINAL

Audit ref

0630/2021/001

Date issued

09/06/2021

Jacquie Howden and Paula Hendry
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Headlines
(continued from overleaf)
We have identified, however, a number of areas where we consider scope for improvement exists and have
made some recommendations for management consideration/action. These are detailed at Section 3 of the
report. Most significantly, we consider that there is a need to develop effective performance monitoring and
benefits realisation processes to allow management to accurately measure and monitor performance against
the ERDP objectives and identified measures of success, and to consider setting effective and realistic short,
medium and long-term goals and milestones to ensure that appropriate actions are being taken by
management to achieve the ERDP objectives. This would also provide a clearer framework to allow
management to better assess and prioritise planned future actions and better assess outcomes against their
expected impacts. Other key issues included for management consideration include:
•

There is scope for better and more formalised reporting of key programme information to key stakeholders,
including performance against key milestones for the ERDP programme and reporting of individual project
and programme risk registers; and

•

There is a need to develop more formal plans to progress the ‘Town Centre Regeneration’ and ‘Business
and Industry’ themes and to ensure that appropriate resources are in place to deliver identified actions.
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1. Executive Summary
Objectives
The Economic Regeneration Development Plan (ERDP) incorporates a significant and challenging range of
work designed to impact on the economic wellbeing of North Lanarkshire and forms an important part of the
Council’s ambitions. This audit exercise focused on providing assurance to the Audit and Scrutiny Panel that
this significant programme of work item, as it develops, is being appropriately progressed and that key risks are
being effectively managed. In particular, the audit considered the following:
•

Is it clear what the current stage of the programme is intended to deliver?

•

Are short-term scope and milestones realistic, understood, clearly articulated and capable of being met?

•

Are there effective governance structures that provide periodic updates on progress/status and strong and
effective oversight, challenge and direction? Does this include appropriate consideration of relevant risks
and how key risks are being managed?

•

Has the project established appropriate mechanisms to ensure robust information is being gathered in
respect of actual outcomes and benefits? and

•

Are there appropriate financial controls and budget monitoring in place to ensure expenditure is in line with
approved budgets and is subject to periodic review?
Approval for the development of a comprehensive, long-term ERDP was granted in May 2018 by the Enterprise
& Housing Committee, to co-ordinate the physical, economic and sustainable regeneration of North Lanarkshire,
increase economic output, and help address social and economic inequality.
The Council’s ERDP 2019-2023 was approved by the Enterprise & Growth Committee in August 2019 and is a
key strategic plan aligned with The Plan for North Lanarkshire (TPFNL) and other key strategies, policies and
plans including the Environmental Strategy, Local Development Plan, Local Housing Strategy, Digital and IT
strategy and the Tackling Poverty statement. The ERDP is covered by Programme of Works (POW) P018.1,
and has four core objectives - Supporting the delivery of homes which North Lanarkshire needs to grow; Reshaping and re-populating the town centres; Enabling people and businesses to thrive; and Connecting North
Lanarkshire.
An ERDP Action Plan, which supports the delivery of the ERDP through a range of key measures and
investment programmes, has been developed and sets out a high-level programme of work against each of the
four ERDP objectives. The Action Plan is separate from the ERDP, as it is intended to be a dynamic document
that will evolve as the challenges and opportunities facing the North Lanarkshire economy also change over the
lifetime of the ERDP. The Action Plan will be reviewed annually and progress reported to the Enterprise &
Growth Committee.
Work undertaken during this audit included an assessment of the current programme governance arrangements
against corporate expectations and against a good practice toolkit prepared from a range of sources including
the National Audit Office, HM Treasury and the Cabinet Office Infrastructure and Projects Authority. The work
involved gathering evidence of relevant key processes and procedures and interviewing key project staff from
the Growth Team. The exercise was not intended to provide assurance on any individual elements of the
ERDP.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

1

2

1

Key areas requiring management action (Red)
The following key area requiring urgent management action has been identified:
•
There is a need to develop effective performance monitoring and benefits realisation processes to allow
management to accurately measure/monitor performance against the ERDP objectives and identified
measures of success and to consider setting effective and realistic short, medium and long term targets to
provide direction for the programme actions.
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Good practice identified
We noted the following areas of good practice during the audit:
• There is an approved ERDP for 2019-2023, which is covered by Programme of Works (POW) P018.1, and
which is closely aligned with the Council’s TPFNL and other key strategies, policies and plans. The ERDP
clearly sets out the four core objectives of the programme.
• The ERDP Action Plan, which supports delivery of the ERDP through a range of key measures and
investment programmes, was developed following extensive research and a robust consultation process
with key stakeholders and sets out a high-level programme of work covering each of the four core objectives.
• An Economic Recovery Plan (ERP), which is linked to the ERDP and ERDP Action Plan, was approved by
Committee in February 2021 and has been developed to help mitigate the economic impact of the Covid19 pandemic and to maximise local economic benefits through employability and business support activity.
• The implementation of the ERDP and associated ERDP Action Plan is governed through the ERDP Board,
which is chaired by the Head of Planning & Regeneration and has senior management representation
across several key services. The Board’s main purpose is to administer the development and delivery of
the ERDP.
• There is also an ERDP steering group which has third tier officer representation from Planning &
Regeneration (Growth, New Supply, Enterprise, Enterprise Projects and Planning), Environmental Assets,
Corporate Assets and Procurement, Communities, Legal Solutions and Financial Solutions. The Group’s
main purpose is to support and advise on the development, implementation and monitoring of the ERDP
and Action Plan.
• There is a dedicated Growth Team that is responsible for overseeing the development of the Town Centre
Regeneration and Business and Industry themes, with the remaining housing and City Deal themes
overseen by the New Supply Team and City Deal Team respectively.
• Failure to implement the ERDP has been identified as a key corporate risk and is closely monitored by the
Corporate Management Team (CMT). The risk has been assessed, reviewed and reported in accordance
with approved corporate methodology.
• Standard project documentation including Project Brief and Full Business Case (FBC) has been completed
for each individual project within the ERDP programme.
• Costs of the individual projects contained within the ERDP programme have been clearly detailed within the
project documentation and are regularly monitored against budget via the Steering Group and ERDP Board,
with overall spend against budget monitored by the Strategic Capital Development group (SCDG) as part
of the overall 5-year capital programme.

Other areas for improvement (Amber)
Other areas for improvement were also identified:
•

There is scope for better and more formalised reporting of key programme information to key stakeholders,
including performance against key milestones for the ERDP programme and reporting of individual project
and programme risk registers; and

•

There is a need to develop more formal plans to progress the ‘Town Centre Regeneration’ and ‘Business
and Industry’ themes and to ensure that appropriate resources are in place to deliver identified actions.
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3. Action Plan
Ref
1

Economic Regeneration Development Plan (ERDP)

0630/2021/001

Finding
There is a need to develop effective performance monitoring and benefits realisation processes to allow management to accurately measure/monitor
performance against the ERDP objectives and identified measures of success and to consider setting effective and realistic short, medium and long
term targets to provide direction for the programme actions.
The ERDP and associated Action Plan approved by the Enterprise & Growth Committee in August 2019 were developed following extensive consultation events and engagement
activities with various key stakeholders including elected members, residents, businesses and key partner organisations. The outcomes from the consultation and a separate Equality
Impact Assessment identified a number of challenges and opportunities for the Council, which have been included as objectives for the ERDP, as well as a number of key measures
of success relating to the ERDP key priorities. The ERDP Action Plan, which is reviewed annually, supports the delivery of the ERDP through a range of key measures and investment
programmes and sets out a high-level annual programme of work against each of the four objectives, with individual targets, timescales for completion and a baseline for performance
monitoring purposes.
There is, however, currently no formal performance monitoring framework in place to allow management to effectively and accurately measure/monitor performance against the
ERDP objectives, success measures and/or the individual baseline performance targets for the identified milestones and actions contained in the Action Plan for 2021-2022. We
understand that a performance framework is currently being developed by the Growth Team, which is due to be presented to the Enterprise & Growth Committee in February 2022,
but that the Growth Team is also currently considering how best to benchmark the council to consider the wider economic impact of the programme. We also understand, however,
that there is currently no formal process in place for determining what type of performance information needs to be captured or how this will be collated. Further consultation with
the New Supply and City Deal teams will also be required as part of this process to allow them to identify how best to capture this information.
We also noted that, with the exception of the annual Action Plan, there have been no realistic short, medium and long-term goals and milestones set for the ERDP as yet which
would allow management to effectively monitor whether the ERDP is meeting its wider objectives. We recognise the significant difficulties facing management in setting short and
medium-term goals given the long-term nature of the ERDP, the limitations associated with a 5-year capital programme, and particularly given the current economic climate and
uncertainties over future funding and sources. However, we consider that there is a need to further develop a clear future direction for the ERDP through the identified activities and
how these will allow its core objectives to be delivered during the lifetime of the programme.
In addition, we also noted that there is currently no formal benefits realisation process in place, which also considers the expected/anticipated costs of the overall programme. We
understand that this is due to the need for management to further consider how these benefits can be identified and/or measured on a macro-economic level, with appropriate
benchmarking undertaken against similar authorities and that is currently being considered by the Growth Team as part of the development of the wider performance management
framework.

Implication

Recommendation

Priority

Without clear and realistic short, medium and long-term targets,
the ERDP may not be able to achieve its objectives.
Without an effective performance management framework,
management would not be able to measure whether the ERDP
programme was being delivered and/or may not be able to take
appropriate action to address areas of ‘under-performance’.
Without a formal benefits realisation process, which also
considers the programme costs, management would be unable to
demonstrate that the programme was achieving its objectives
and/or that it provided value for money for the Council.

Management should:
(1) identify clear and realistic short, medium and long-term goals and targets for the programme and
consider the current and future planned actions which will be taken to deliver against the identified
ERDP objectives and measures of success;
(2) develop a robust performance monitoring and benchmarking framework that will allow management
to effectively and accurately measure performance against the ERDP objectives, measures of
success and baseline targets at both individual project and overall programme level and consider, as
soon as possible, how this information can best be collated; and
(3) develop an appropriate methodology for identifying and measuring actual benefits from the
programme, with particular focus on linking benefits to the estimated programme costs and identified
measures of success and ensure that those benefits are regularly monitored against costs as the
programme develops.

Red
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3. Action Plan (continued)

Economic Regeneration Development Plan (ERDP)
Management response

Agree
Stuart Hodge, Growth Team Project Development Manager
The development of a Performance Monitoring Framework (PMF) is presently underway which will incorporate relevant indicators included/identified within the council’s
Strategic Performance Monitoring Framework and the 2020/21 ERDP Action Plan. The framework will also aim to incorporate relevant economic development indicators
included within the Scottish Local Authority Economic Development’s Annual Indicator Report and Scottish Local Authority Benchmarking Framework so that
performance can be benchmarked against other relevant bodies.
Much of the overarching high-level measures of success are more influenced at a macro-economic scale rather than a local authority level. To address this, the Growth
Team will establish measures of success where actual benefits arising as a result of these measures can be assessed at a local level. This, along with the PMF will be
incorporated as part of a performance report which will be taken to the Enterprise and Growth Committee in Cycle 4 for approval with performance subsequently reported
bi-annually to the ERDP Board and annually to committee.
However, it should be noted in regards to point 1 above, short, medium and long-term targets are already set annually in relation to the ERDP through the development
and delivery of the ERDP Action Plan. Committee approval is sought annually for an updated action plan whilst performance against the previous year’s targets is also
reported. Updates to committee are provided on a 6 monthly basis and the ERDP Board and ERDP Steering Group meet on a monthly basis.
It is the Service’s view that the priority rating for this recommendation should be Amber rather than Red. However, Internal Audit’s assessment of the
recommendation as a Red rating is based on the importance of, and prompt action required to develop, the performance framework in order to enable the
Service to adequately measure/monitor the outcomes and benefits of this significant programme of work item.

0630/2021/001
Implementation
Month/Year
November 2021
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3. Action Plan (continued)
Ref
2

Economic Regeneration Development Plan (ERDP)

0630/2021/001

Finding
There is scope for better and more formalised reporting of key programme information to key stakeholders, including performance against key
milestones for the ERDP programme and reporting of individual project and programme risk registers.
We reviewed the process for reporting progress and key programme information to key stakeholders and were pleased to note that regular progress updates are provided to
all Steering Group and ERDP Board meetings. The packs provided to the Steering Group and Board included a range of reports including a project update report (detailing
budget information and a brief narrative for each project within each external funding source), individual reports for new/approved projects, a progress and issues report and a
finance/spend monitoring report.
From a review of the Board and Steering Group reporting packs for the period from September 2020 to March 2021, however, we noted that the proforma project management
Highlights reports are not used and the current documentation does not allow for reporting of progress on the ERDP programme as a whole against identified targets and
milestones (including RAG status); reporting on the critical path analysis, key issues/highlights at programme and individual project level; and/or any regular reporting on
project/programme risks. The Growth Team has recognised the need to have a more formalised risk review and reporting process at Steering Group and ERDP Board level.
We understand that the Growth Team is currently reviewing the format of the Board and Steering Group reports, with a view to standardising the report format and quality/level
of information reported to better reflect the current reports presented for the New Supply and City deal themes and that reporting of project and programme risks will be
incorporated into the revised format reports. We understand that it is anticipated that the revised report format will be implemented from June 2021 onwards.
In addition, the Growth Team has identified the need for a more formal reporting channel to be established between them and the New Supply and City Deal Boards to ensure
that all new ERDP projects approved via the ERDP Board are formally and timely notified to the appropriate officers within New Supply and/or City Deal as appropriate. We
understand that this will be developed as part of the review of the reporting process above.

Implication

Recommendation

Without regular and/or appropriate reporting of key
issues and progress, key stakeholders would not
be aware of how the programme is performing
against its milestones and targets and may not be
able to take appropriate action as required.
Without regular and timely review and reporting
processes for project and operational risks, key
stakeholders may not be aware of the key risks
relating to the delivery of the ERDP programme
and may not be able to take timely action to mitigate
these risks.

Management should ensure that:
(1) an appropriate report format (such as the proforma Highlights report for project management) is developed
as soon as possible and that key information from the individual projects and programme as a whole,
including as a minimum progress against key milestones, targets and measures of success, cost/spend, key
issues arising, critical path analysis and risks, are reported to key stakeholders going forward;
(2) a formal reporting process is put in place to ensure that the individual project and programme risk registers
are regularly reviewed and reported in summary form to the Steering group and ERDP Board at each
meeting as a standard agenda item; and
(3) an appropriate process is developed to ensure that information is shared as appropriate between the ERDP
Board are the New Supply and City Deal Boards.

Priority

Amber
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3. Action Plan (continued)

Economic Regeneration Development Plan (ERDP)
Management response

Agree
Stuart Hodge, Growth Team Project Development Manager
(1) An ERDP Project Update Report was developed for the ERDP Board meeting in May 2021 based around the current update report that New Supply
use for their respective Board. This will ensure consistency of reporting across both teams and provide hyperlinks to appropriate project management
documentation to allow access to details around project risks, costs, milestones, programme etc. This report will also be provided to other services via
ERDP Steering Group members.
(2) A procedure is currently being developed to regularly review individual project risk registers for ‘cross-over’ projects with New Supply and City Deal with
any key risks identified to be reported to the ERDP Board via the Project Update Report. However, project risk registers are already reviewed regularly
by Project Officers as part of the Project Management Process and Programme Risks will be reviewed by management on a six-monthly basis with this
review reported to the ERDP Board. Risk registers will be added as a standing item to the agenda of both the ERDP Board and Steering Group.
(3) Officers on the City Deal and New Supply teams presently attend the ERDP Steering Group where information/updates on Growth Team projects and
the ERDP programme is shared. The ERDP Project Update Board Report will also be circulated to New Supply and City Deal from July 2021 onwards
directly and via the Steering Group. In addition to this, an informal meeting currently occurs on an ad hoc basis to discuss projects that cut across all
three teams. This meeting will be formalised to occur at regular intervals with a process developed to outline roles and responsibilities (including ensuring
any project approvals being proposed to the ERDP Boards are remitted to New Supply and City Deal Boards accordingly and that appropriate approval
is sought from relevant committees so that inter-connected projects are not advanced without appropriate ‘down-the-line’ authority).

0630/2021/001
Implementation
Month/Year

July 2021

July 2021

July 2021
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3. Action Plan
Ref
3

Economic Regeneration Development Plan (ERDP)

0630/2021/001

Finding
There is a need to develop more formal plans to progress the ‘Town Centre Regeneration’ and ‘Business and Industry’ themes, and to ensure that
appropriate resources are in place to deliver identified actions.
We reviewed the progress made to date against the 2020-2021 ERDP Action Plan, which was approved by Enterprise & Growth Committee in August 2019, and were pleased
to note that good progress had generally been made in respect of achieving the identified milestones/actions. 34 of the 45 individual actions contained in the Action Plan had
a green RAG status, nine an Amber Rag status and only two actions had a red RAG status. These actions had been assessed against the timescales and/or revised baseline
information detailed in the Action Plan as appropriate and we understand that the two red issues had been affected by the Covid-19 pandemic but are currently being actioned.
The Growth Team within Enterprise and Communities is responsible for delivering the Town Centre Regeneration and Business and Industry themes, with the New Supply and
City Deal Teams being responsible for delivering the Housing and City Deal themes respectively. Both the New Supply and City Deal programmes have been the subject of
separate recent Internal Audit reviews and we were generally satisfied that there are appropriate arrangements in place to take forward these programme of work items.
In addition, the Growth Team is responsible for supporting and managing a range of external funding programmes, including Vacant & Derelict Land Fund (VDLF), Town
Centres Fund (TCF) and Regeneration Capital Grant Fund (RCGF) programmes; acts as the client manager for Fusion Assets; and provides support for economic analysis
and statistics across Planning and Regeneration and other council services. We understand that funding applications can be extremely time-consuming and that the team
requires to be reactive to maximise the opportunities of securing external funding. As a result, the Growth Team considers that the resources available for delivering the ERDP
are being significantly stretched.
From discussions with the Growth Programme Manager, we noted that there is currently no formal strategy or action plan in place in respect of the Business and Industry
theme. We understand that the timescales for completing this have been significantly impacted by the Covid-19 pandemic and by the UK Government’s recent policy changes
on investment funds and ‘levelling up’. The Growth Team is, however, fully aware of the need to develop a formal strategy/action plan as a priority and is currently progressing
this with an expected timescale for completion by May 2022.
In addition, for the Town Centre regeneration theme, we noted that there is currently no formal programme of work/action plan in place. We recognise, however, that the
consultation process on the draft town centre ‘visions’ was delayed because of the pandemic, but that the consultation has now been completed and some initial results reported
to CMT in April 2021. We understand that no significant changes have been identified as necessary to the visions from the consultation process and it is, therefore, intended
that the finalised proposals for all eight town centres will be presented to the Policy and Strategy Committee in September 2021 for approval, with a programme of work
developed thereafter.

Implication

Recommendation

Priority

Without formal plans which contain realistic and
achievable milestones and actions and identified
resource requirements, the programme may not
achieve its objectives within the expected timescales.

Management should ensure that appropriate formal plans/programmes of work are put in place in respect
of the ‘Town Centre Regeneration’ and ‘Business and Industry’ themes as soon as possible. As part of this
process, realistic and achievable actions should be developed and aligned with resourcing requirements to
undertake the identified actions.

Amber
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3. Action Plan (continued)

Economic Regeneration Development Plan (ERDP)

0630/2021/001

Management response

Implementation
Month/Year

Agree
David Greer, Growth Programme Manager
The Town Visions will be finalised over summer and finalised Visions presented to the Policy and Strategy Committee in September 2021 for approval.
Subject to this approval, a series of individual action plans for each town will be developed which will form the basis of the work plan for town centre
regeneration. This will include the formation of town forums (meeting bi-annually), zoning town centres, developing action plans for each zone and action plan
delivery. This will be underpinned with ongoing action that is currently taking place in relation to:

December 2021 and
ongoing

•

addressing existing identified issues and concerns within the town centres in relation to the regeneration of key buildings; and

• developing ‘pipeline projects’ that can access new and emerging funding opportunities.
It should be noted, however, that there will always require to be flexibility in the town centre action plans given the complexity of ownership and commercial
considerations within town centres.
Following its suspension due to Covid-19, the ERDP Business and Industry sub-group will be re-formed to lead on the development and delivery of North
Lanarkshire’s Business & Industry Strategy. The sub-group membership will be drawn from a range of services within NLC/ALEOs including the Growth
Team, Planning, Enterprise, City Deal, NLP and Fusion Assets. However, whilst the framework for the Strategy can be put in place by March 2022, this work
will be inter-connected with wider plans such as the development of the next Local Development Plan which needs to be considered as part of our overall
approach for making available and targeting investment in commercial and industrial land sites.

March 2022 and
ongoing
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3. Action Plan (continued)
Ref
4

Economic Regeneration Development Plan (ERDP)

0630/2021/001

Finding
The Terms of Reference for the ERDP Board and Steering group have not yet been approved.
Terms of Reference (TOR) documents for both the ERDP Board and ERDP Steering group were initially developed and approved in 2019. The TOR documents were reviewed
in February 2021 to reflect changes to the roles and responsibilities in light of the development of the Council’s Economic Recovery Plan (ERP) and clearly set out the
overarching remit, membership, specific roles and frequency of meetings for both forums. We noted, however, that these revised TORs have not yet been formally approved.

Implication

Recommendation

Priority

Management response

Without clearly defined terms of
reference, members of the Board
and/or Steering group may not be fully
aware
of
their
roles
and
responsibilities in respect of the ERDP
programme.

Management should ensure that the revised TOR
documents are formally approved as soon as
possible.

Green

Agree
David Greer, Growth Programme Manager
The revised draft Terms of Reference for both the
Board and Steering Group have now been
approved by the ERDP Board and circulated to all
Board and Steering Group members.

Implementation
Month/Year
May 2021
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with
the definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation as a whole.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation as a whole.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation as a whole.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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INTERNAL AUDIT REPORT
MANAGING STRATEGIC CHANGE
Contents
1. Executive Summary
2. Findings and Recommendations
3. Action Plan
Appendix 1: Audit grading
Issued to: Chief Executive and Head of Business Solutions Copied to: Strategy and Performance Manager

Headlines
This audit was a brief-high level review designed to provide assurance on the adequacy and effectiveness of the
Council’s arrangements in respect of managing strategic change and follows on from previous audit exercises
undertaken on this topic.
This exercise included reviewing and assessing relevant management arrangements to determine whether the
Council has developed adequate and effective governance structures designed to enable it to progress, monitor
and report on the implementation and delivery of the strategic-level Plan for North Lanarkshire (‘the Plan’) and its
associated Programme of Work (PoW) in line with the timetable reported to, and approved by, the Policy and
Strategy Committee in March 2020. The exercise also included an assessment on progress of actions taken by
management in response to issues raised by Internal Audit in our most recent report on this topic which was
issued in February 2020.
The Council has set itself ambitious objectives and operates in an increasingly complex environment, all of which
presents significant challenges and risks. Plans and programmes require to be delivered whilst responding to
challenging demographic trends, increased demands, ongoing financial challenges, greater public expectations
and a broad range of UK and Scottish Government policies. The last 12 months have been particularly
challenging as many of the Council’s plans and programmes have been impacted by the pandemic and have
required changes to be made at short notice to existing operational practices and priorities. The effective
management of strategic change is, therefore, fundamental as any significant failures have the potential to
significantly impact on the Council’s ability to successfully deliver key services, remain financially stable, operate
in accordance with expected standards of governance and/or achieve its wider ambitions and planned outcomes.
Since we last reported on this topic, the Delivering for Communities report approved by Policy and Strategy
Committee in December 2020 outlined further developments to the council’s senior management model designed
to reshape the corporate leadership team to create a single integrated corporate forum for all Heads of Service
and to further strengthen linkages to communities by aligning senior management with the nine Community
Boards. This revised model was implemented in April 2021. The revised Corporate Management Team (CMT)
will continue to have a key role in reviewing the Council’s progress and considering periodic updates on key PoW
elements prior to reports being presented to Committee.
Based on the results of our work, we have categorised this audit as offering ‘reasonable assurance’. We are
satisfied that the Council’s arrangements in respect of the management of strategic change appear generally
adequate and effective. We have identified a small number of areas for improvement and these are detailed at
Section 3 of these report. These include:
• there remains significant scope for improvement in the content, quality and timeliness of reports submitted to
Committee in relation to individual PoW items;
• improvements are needed to ensure clear and regular reporting is provided to key stakeholders on the progress
of key corporate projects; and
• a self-assessment of the operation and effectiveness of the newly revised Corporate Management Team (CMT)
should be undertaken at an appropriate time when the recently revised model becomes more embedded.
Internal Audit Opinion (see definition at Appendix 1)

Reasonable assurance (Green-Amber)

Organisational impact (see definition at Appendix 1)

Moderate

Report status
Audit Team

FINAL

Audit ref

0900/2021/010

Date Issued

10/06/21

Lynn McCrum, Jackie Struthers and Paula Hendry
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1. Executive Summary
Objectives
This audit was a brief-high level review designed to provide assurance on the adequacy and effectiveness of
the Council’s arrangements in respect of managing strategic change and follows on from previous audit
exercises undertaken on this topic, with particular consideration being given to providing assurance on the
following issues:
• Are there effective governance structures that provide periodic updates on the implementation/
progress/status of The Plan for North Lanarkshire and the associated Programme of Work and strong and
effective oversight, challenge and direction?
• Do the relevant governance structures include appropriate consideration of overall progress and relevant
risks and how key risks are being managed?
• Has the Council responded appropriately to issues raised by previous Internal Audit reports on this subject?
The review included reviewing relevant reports to Committees to confirm whether they were presented in line
with the timetable reported to the Policy and Strategy Committee when the 2020-21 PoW was approved in
March 2020. We also assessed a sample of these reports to consider the extent to which the reports provided
elected members with a clear sense of progress against plans, timescales and milestones, future direction,
when future updates will be provided and when key decisions will be required.
This engagement has been conducted in accordance with the ‘Public Sector Internal Audit Standards’. The
Internal Audit section reports formally on conformance with these standards to the Audit and Scrutiny Panel.

2. Findings and Recommendations
Number and category of recommendations raised
(see definition of priority at Appendix 1)

Red

Amber

Green

0

3

0

Key areas requiring management action (Red)
There were no key areas identified which require urgent management action.

Good practice identified
We noted the following areas of good practice during the audit:
• managing strategic change has been identified as a key corporate risk and the CMT periodically review this
risk and how it is being managed on a regular basis;
• the Council has in place a strategic plan, The Plan for North Lanarkshire, which focuses on inclusive growth
and prosperity for all and an updated PoW, approved at the Policy and Strategy Committee in March 2021,
which cascades the Council’s strategic vision down to day-to-day activities to provide a consistent focus for
resources and working practices and allocates clear responsibilities and accountabilities for PoW items;
• an indicative timetable mapping out when reports on each PoW items are scheduled to be reported to
Committee has been submitted to, and approved by, the Policy and Strategy Committee;
• a quality control process has been established to ensure reports to Committee in relation to PoW items are
timely and contain information that is expected in line with the original PoW outline;
• an annual review of the PoW is scheduled to be undertaken each year and aims to provide elected members
with a composite overview of progress along with providing assurance that the PoW is enabling the ongoing
delivery of projects, activities and services in support of The Plan for North Lanarkshire; and
• the Corporate Management Team structure has been altered to create a single integrated forum for all
Heads of Service with PoW elements being reviewed at each meeting prior to reports being presented to
Committee.
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Other areas for improvement (Amber)
A small number of areas for improvement were identified:
•
•

•

There remains significant scope for improvement in the content, quality and timeliness of reports submitted
to Committee in relation to individual PoW items;
Improvements are needed to ensure clear and regular reporting is provided to key stakeholders on the
progress of key corporate projects; and
A self-assessment of the operation and effectiveness of the newly revised Corporate Management Team
(CMT) should be undertaken at an appropriate time when the recently revised model becomes more
embedded.
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3. Action Plan
Ref
1

Managing Strategic Change

0900/2021/010

Finding

There remains significant scope for improvement in the content, quality and timeliness of reports submitted to Committee in relation to
individual PoW items.
Business Solutions reported to CMT in December 2020 the results of a high-level ‘quality control review’ which they had undertaken to assess whether reports submitted to
Committee on individual PoW items are timely and contain the expected information in line with the original PoW outline. The report is generally positive and references that this
analysis found improvements had been made in line with previous Internal Audit recommendations. We consider that the scope of ‘quality control review’ process undertaken by
Business Solutions could be improved to provide a more meaningful and detailed assessment of the extent of adherence to guidance on the expected content of reports and also
provide useful feedback to individual Services on where improvements could be made in future reports of this nature.
We undertook a similar exercise to that above, mapping the dates reports on individual PoW items were submitted to Committee against the timetable agreed at Policy and Strategy
Committee in March 2020 and assessing the quality of content for a sample of these reports. While we were pleased to note that there have been improvements in both the
timeliness and the quality of reports submitted to Committee since the last audit exercise in February 2020, we identified the following issues in relation to the quality and content
of reports:
• the reports do not always reference that they relate to a PoW;
• it was often difficult to ascertain from the narrative whether the PoW item was ‘on track’ and whether progress was in line with plans/expected timescales;
• there was insufficient detail provided in several cases in relation to key milestones and completion timescales;
• where the individual PoW element was ongoing, the reports did not generally indicate when the next update report should be expected;
• there was generally little, or no, detail included in the body of the report in respect of key risks to the successful delivery of the PoW item and how these were being or will be
managed;
• the narrative in the ‘implications’ section of the reports could be strengthened to make the impacts clearer and include reference, as necessary, to liaisons with relevant service
areas within the Council; and
• there is scope to significantly improve the ‘measures of success’ section of the reports to include detail around whether the action taken was successful in achieving the aims
and objectives of the individual PoW element and how it aligns with the Strategic Performance Framework (SPF). Our work on corporate governance (issued in March 2021)
recognised that the full integration of the SPF into the Council’s governance arrangements had been impacted by the Council’s need to respond to the public health emergency
but as Services are fully recovered the SPF indicators will be reviewed to ensure they are still of relevance for future performance monitoring and reporting purposes.
Business Solutions recently updated the guidance and template for reporting to Committee. We were pleased to note that this updated guidance reflected on and incorporated
points raised in the previous audit report (February 2020) in respect of quality of content, including a number of the issues referenced above, and will assist in driving forward
improvements in this area. However, due to this guidance only having been approved by CMT in February 2021, we were unable to determine whether this has had the desired
impact on the issues identified.
A report to CMT in December 2020 references the development of a checklist to aid Heads of Service when signing off reports being submitted to Committee in relation to PoW
items and ensure they have been prepared in line with the updated associated guidance and template. We understand that a decision was subsequently made by CMT to incorporate
the relevant aspects of the checklist into the updated report template and guidance rather than it being a standalone item. We consider that this checklist would serve as a useful
tool to Heads of Service when assessing the quality and content of reports being submitted in their names to Committee in relation to PoW items.
(continued overleaf)
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3. Action Plan (continued)

Managing Strategic Change

Implication

Recommendation

Priority

Management response

Key
stakeholders
(senior
management
and elected members)
may not be adequately
informed
of
the
progress of individual
PoW items to enable
them
to
effectively
review, monitor and/or
scrutinise the progress
of key strategic change
projects.
This could impair the
ability to effectively
review and monitor the
pace and scale of
activity and/or change
required to deliver the
Council’s
corporate
objectives, priorities and
ambitions in a timely
and effective manner at
a time of significant
challenges.

Management should:
(1) amend the annual ‘quality control
review’ process to include a more
detailed critique of the quality and
content of PoW reports against all
relevant aspects of the report
template
and
its
supporting
guidance and provide feedback to
Services on areas for improvement;
and
(2) remind Heads of Service that all
future update reports to Committee
on individual PoW items are to be
prepared taking account of all
relevant aspects of the updated
report template and its supporting
guidance;
(3) remind Heads of Service that
expected measures of success
need to be clearly identified and
documented to enable and support
the assessment of the effectiveness
and value for money of the activities
undertaken under the PoW item;
(4) reconsider introducing a quality
control checklist to assist Heads of
Service when finalising reports on
PoW items.

Amber

Disagree
Katrina Hassell, Head of Business Solutions
The Service does not agree with the audit conclusion that the actions identified in
the recommendation are required. A lengthy and detailed response was provided
by Business Solutions in respect of this view with the rationale for this disagreement
summarised as follows:
•

It is not for the existing PoW processes to assess whether each of the section
within the report template have been completed correctly.

•

Corporate subject matter experts (for each of the specialised impact sections
contained in the report) are in place and engagement sessions took place with
these officers in February 2021 when the report template guidance was
updated. Contact details for these subject matter experts, as appropriate, are
included in the updated guidance document and they are therefore available to
provide advice to officers completing Committee reports.

•

Heads of Service were reminded in December 2020 of the need to ensure
compliance with the report template/guidance.

•

An all user NLC announcement was issued in March 2021 providing staff with
the updated template and associated guidance to be used when preparing
Committee reports

•

An annual review of the PoW is undertaken. Further work in this respect will
begin in the autumn of 2021 with a view to reporting the updated PoW in cycle
1 of 2022 as per the reporting timetable. As in previous years, this annual review
process will consider any further improvements identified at that time which
could enhance the PoW process.

0900/2021/010
Implementation
Month/Year
N/A

•

The guidance for committee reports is a brief document which already includes
short paragraphs of text providing direction to officers on how to complete the
report template by highlighting a list of do’s and don’ts against each of the report
sections. A checklist for Heads of Service would duplicate the guidance already
issued and would add no value.
Internal Audit Comment – the purpose of the audit recommendation was to
further strengthen and enhance existing arrangements to improve the quality
and content of PoW reports submitted to Committee. It is clear, however,
based on the comments received from management that they are content with
existing arrangements and largely reject the above findings and
recommendations. While Internal Audit remain confident that the findings and
recommendations contained in this section of the report are valid, given the
differences that exist on this issue, no specific actions have been agreed and
this disagreement is reported simply in order to ensure full transparency.
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3. Action Plan (continued)
Ref
2

Managing Strategic Change

0900/2021/010

Finding

Improvements are needed to ensure clear and regular reporting is provided to key stakeholders on the progress of key corporate projects.
In our previous audit work on governance of capital projects (issued December 2019) we reported that there was no corporate overview or list of all or key projects underway across
the Council, and there was no review process to determine the key high value/risk/impact projects. We also commented that there was no consolidated reporting to senior
management or elected members providing a high-level overview of the status of these projects. As such we recommended development of arrangements to enable a corporate list
of key projects to be created and maintained and using that corporate list, identify key projects (depending on relevant criteria such as high value, risk and/or impact) and establish
a reporting mechanism which better facilitates regular and ongoing oversight by key stakeholders of the progress of these projects against plan, including management of key risks,
progress against timelines, cost against budget, achievement or otherwise of key milestones and expected outcomes or benefits realisation.
Management committed to developing arrangements in this area with a target implementation date of June 2020. The covid-19 pandemic has impacted on this work and as such
progress has been delayed. Notwithstanding this a report was presented to CMT on future arrangements in April 2020 and we understand that as a result of this work to procure a
council wide programme management system is now under further development. Business Solutions also advised that work is also underway to draft a project register using both
the Strategic Capital Investment Programme 2021/22 to 2025/26 (approved in March 2021) and the Programme of Work for 2021/22 as the basis. We were informed that a report
on the review/update of the corporate project management model is due to be presented to CMT in May 2021 which is also expected to include the draft project register. We
understand that the review of the project management model will also consider the ongoing maintenance and monitoring of the project risk register going forward.

Implication

Recommendation

Priority

Management response

Key stakeholders may not be
adequately
informed
of
progress in the Council’s key
corporate projects and may not
be able to undertake effective
oversight and/or ensure that
timely
remedial
action,
necessary to ensure that
projects
are
delivered
successfully,
has
been
progressed
by
relevant
management.

Management should progress the previously identified
action of establishing a reporting mechanism which
better facilitates regular and ongoing oversight by key
stakeholders of the progress of key projects against plan,
including management of key risks, progress against
timelines, cost against budget, achievement or otherwise
of key milestones and expected outcomes or benefits
realisation.
We suggest that this could include
introducing a standard reporting template and adopting
a traffic light system to report progress against key
criteria, project milestones and overall deliverability
against expected time, cost and any other intended
outcomes.
Note: This recommendation will supersede that
raised in the audit report for a previous exercise on
governance of capital projects (as referenced in the
finding above).

Amber

Agree
Katrina Hassell, Head of Business Solutions
The audit assessment above recognises the impact of the
coronavirus pandemic and, as such, the implementation of
Council and Service Recovery Plans assessed the Project
Management Model as being in level 3 meaning the timescale
for recovery was the end of March 2021.
Since approval of the recovery plan in October 2020, work has
progressed to implement the improvement actions identified in
the previously issued audit report on governance of capital
projects. This work includes development of a project register,
a review of the project management model, and engaging with
project management suppliers (following allocation of a sum
of money from the SCDG) with a view to concluding this
exercise with an evaluation process to identify the best/value
for money product. Although the review of the project
management model is on the Programme of Work for 2021/22
for reporting in cycle 3, a report is scheduled to be presented
to the CMT in June 2021.
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Month/Year
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6

3. Action Plan (continued)
Ref
3

Managing Strategic Change

0900/2021/010

Finding

A self-assessment of the operation and effectiveness of the newly revised Corporate Management Team (CMT) should be undertaken at
an appropriate time when the recently revised model becomes more embedded.
The Plan for North Lanarkshire sets the strategic direction for the shared ambition (for the Council, the North Lanarkshire Partnership and arm’s length external organisations), to
bring equal benefits to all communities in North Lanarkshire. To further support delivery of the shared ambition the next stage of structural changes to the Council’s senior
management model was detailed in the Delivering for Communities report presented to, and approved by, Policy and Strategy Committee in December 2020. This outlined a
continued evolution of the council’s senior management model to definitively align CMT members with the nine Community Boards and further strengthen the focus on communities.
The North Lanarkshire Redesign Programme Board was established in November 2020 to provide oversight and co-ordination of all corporate redesign work, ongoing recovery
activity and the Council’s significant transformation and change programmes to allow full visibility and clarity on how they combine to enable the effective delivery of The Plan for
North Lanarkshire. The Delivering for Communities report highlighted that amendments were required to the structure of the CMT to create a single integrated corporate forum for
all Heads of Service. In March 2021, it was noted that the challenging and uncertain local government landscape is complex and as such there needs to be simplicity in all that the
Council’s Senior Management Team do to ensure they have the capacity to deal with the extent of the challenges ahead. As a result, it was agreed that the Redesign Programme
Board would be migrated back into this newly restructured CMT from April 2021. The Corporate Management Team will thereafter continue to review PoW elements at each meeting
prior to reports being presented to Committee.
In our recent report on Corporate Governance (issued March 2021) we commented on the need for the effectiveness of the Community Boards to be formally reviewed once the new
arrangements for this became more established. We also consider that the new operating model for the CMT should also be subject to such a review once it has become more
established.

Implication

Recommendation

Priority

Management response

The new arrangements
may be ineffective which
could lead to elected
members not receiving the
information required to
effectively
challenge
services as to the direction
of delivery of The Plan for
North Lanarkshire and its
associated PoW.

Management should ensure that a selfassessment exercise is undertaken to review
the adequacy and effectiveness of the revised
Corporate Management Team arrangements
including how well it operates as a vehicle for
monitoring
and
scrutinising
progress
implementing the Plan for North Lanarkshire
and individual PoW items.

Amber

Agree
Des Murray, Chief Executive
While the recommendation to assess the adequacy and effectiveness of the
revised Corporate Management Team is welcomed, the timing of this is
important. The new arrangements were only implemented in April 2021 for
both the CMT and SMT meetings as well as the wider OMT audience and as
such this approach needs time to become established.
There are also key reviews underway and many Programme of Work
activities relating to Delivering for Communities which are nearing completion
and/or under development that are related to the ethos behind the new CMT
arrangements, not to mention the ongoing resource implications arising from
the Covid recovery environment. It is important that the CMT is given the
opportunity to realise the intentions set out in the Delivering for Communities
report before undergoing a self-evaluation exercise that will be able to add
value and result in an improvement plan that will effectively contribute to the
next stage of the council’s strategy.
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Appendix 1 - Audit Grading
Audit reports are graded with an overall assurance opinion, and any issues and associated
recommendations are classified individually to denote their relative importance, in accordance with the
definitions in the tables below.

Definition of audit assurance and recommendation categories
Assurance

Confidence based on sufficient evidence that internal controls are in place, operating
effectively and objectives are being achieved.

Assurance opinion
Green

Substantial
Assurance

A sound system of governance, risk management and control exists, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area audited.

Green - Amber

Reasonable
Assurance

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement were
identified which may put at risk the achievement of objectives in the area
audited.

Amber - Red

Limited
Assurance

Significant gaps, weaknesses or non-compliance were identified.
Improvement is required to the system of governance, risk management and
control to effectively manage risks to the achievement of objectives in the
area audited.

Red

No
Assurance

Immediate action is required to address fundamental gaps, weaknesses or
non-compliance identified. The system of governance, risk management and
control is inadequate to effectively manage risks to the achievement of
objectives in the area audited.

Organisational impact
Major

The weaknesses identified during the review have left the Council open to significant risk. If
the risk materialises it would have a major impact upon the organisation.

Moderate

The weaknesses identified during the review have left the Council open to medium risk. If the
risk materialises it would have a moderate impact upon the organisation.

Minor

The weaknesses identified during the review have left the Council open to low risk. If the risk
materialises it would have a minor impact upon the organisation.

Recommendation priority
Red

Significant weaknesses which management needs to address and resolve immediately.

Amber

Weaknesses which require prompt but not immediate action by management.

Green

Less significant issues and/or areas for improvement which do not require immediate
management action.
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AGENDA ITEM 5

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref KA/LM/ASP/June 2021

Date

30/06/21

Internal Audit: Follow up of actions previously agreed by
management in response to audit recommendations
From

Ken Adamson, Audit and Risk Manager

Email

adamsonk@northlan.gov.uk

Telephone 07939 280602

Executive Summary
The purpose of this report is to update the Panel on the results of Internal Audit’s follow-up
work reviewing the extent to which management have implemented those actions previously
committed to in response to recommendations in Internal and External Audit reports.
Information is contained in respect of the last two years External Audit outputs and those
actions in response to Internal Audit recommendations which were due to be completed in
the period to the end of March 2021.
The Panel should note that where actions are not yet ‘complete’ this does not mean that no
relevant activity has been undertaken by management and that sometimes the actions
taken, or progress made to date will already have reduced the risk exposure in respect of
the weaknesses previously identified.
13 of the 37 actions agreed in response to relevant Internal Audit recommendations have
been fully completed with 24 being partially implemented. 11 of the 17 actions agreed in
respect of External Audit outputs have been completed, two have been partially
implemented, one is not yet due and three are no longer relevant.
Members should note that progress in implementing audit recommendations, in many cases,
continues to be significantly impacted by additional demands placed upon Services by the
Covid-19 pandemic and the subsequent need to re-prioritise attention and resources.
Of the 24 Internal Audit actions and two External Audit action not yet fully implemented, we
have assessed that five Internal Audit actions present a level of residual risk that requires to
be highlighted to the Panel.

Recommendations
The Panel is invited to:
(1) note the contents of this report; and
(2) consider whether there are any issues arising from this report on which they wish to
receive further information from relevant management.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements
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1.

Background

1.1

All Internal and External Audit reports contain management responses to audit
recommendations which generally include a commitment to specific actions by a stated
timescale. This report presents an overview of progress by management in addressing
all External Audit recommendations made in the last two years and all ‘Red’ and
‘Amber’ Internal Audit recommendations which were previously reported as
outstanding or where the proposed actions were due to be completed by the end of
March 2021.

1.2

The format of this report is designed to enable elected members to focus on those
issues where non-implementation of agreed actions presents the most significant
ongoing risk to the Council and to enable the Panel to more effectively hold relevant
senior management to account.

1.3

In that regard, Internal Audit has assessed the potential risks arising from those
planned actions agreed in response to Internal Audit recommendations which are not
yet fully completed, and information on those which are assessed by Internal Audit as
having a ‘High’ or ‘Medium’ residual risk rating is detailed at Appendix 1 for Internal
Audit recommendations. There are no such actions assessed with a ‘High’ or ‘Medium’
residual risk rating in respect of External Audit recommendations. Information on those
which are assessed by Internal Audit as having a ‘’Low’ residual risk rating is, for
transparency, shown at Appendix 2 for Internal Audit recommendations.

1.4

The updates from management on progress to date have been verified on a sample
basis by Internal Audit as part of the preparation of this report. However, it should be
noted that this review has focused on whether planned actions have been completed
and has not included detailed testing of whether the implemented actions have been
effective in addressing the previously identified weaknesses.

2.

Report
Actions previously agreed by management – Internal Audit recommendations

2.1

Table 1 below shows whether management have implemented those actions
previously committed to in response to ‘Red’ and ‘Amber’ Internal Audit
recommendations which were due to be completed by the end of March 2021. Overall,
13 of the agreed actions have been completed and 24 are partially implemented.
Table 1
Head of Service Area

Complete

Partially
implemented

No longer
relevant

Total

Asset and Procurement Solutions

0

3

0

3

Audit and Risk

3

2

0

5

Business Solution

2

10

0

12

Communities

0

1

0

1

Financial Solutions

5

2

0

7

Housing Solutions

2

0

0

2

Legal and Democratic Solutions

0

1

0

1

Planning, Performance and Quality
Assurance (Health and Social Care)

0

5

0

5

Regulatory and Waste Solutions

1

0

0

1

TOTAL

13

24

0

37
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2.2

Members should note that progress in implementing audit recommendations
continues, in many cases, to be significantly impacted by additional demands placed
upon Services by the Covid-19 pandemic and the subsequent need to re-prioritise
attention and resources. This has been taken into consideration when assessing the
potential residual risk of those actions which have been partially implemented.

2.3

Table 2 below shows the results of Internal Audit’s assessment of the potential residual
risk arising from those planned actions which have been partially implemented
(definitions for the residual risk ratings can be found at Appendix 3).
Table 2

Residual Risk Rating

Total not yet
completed

High

Medium

Low

Asset & Procurement Solutions

3

0

1

2

Audit & Risk

2

0

1

1

Business Solution

10

0

2

8

Communities

1

0

0

1

Financial Solutions

2

0

0

2

Legal & Democratic Solutions

1

0

0

1

Planning, Performance and Quality
Assurance (Health and Social Care)

5

0

1

4

TOTAL

24

0

5

19

Head of Service Area

2.4

Appendix 1 provides a detailed update on the five previously agreed planned actions
which have only been partially implemented and which are assessed by Internal Audit
as having a ‘Medium’ residual risk rating.

2.5

Appendix 2 provides summary information on the 19 actions not yet completed but
which have been assessed by Internal Audit as having a ‘Low’ residual risk.

2.6

We will continue to monitor and re-assess the residual risk for these outstanding
actions, each cycle, until we are satisfied that the planned actions have been fully
completed and previously identified weaknesses have been addressed.
Actions previously agreed by management – External Audit recommendations

2.7

Table 2 below shows the status of actions agreed by management in response to
External Audit reports issued in the last two years (2018/19 and 2019/20). Internal
Audit has concluded that 11 of the 17 agreed actions have been completed, two have
been partially implemented, one is not yet due and the remaining three actions are no
longer relevant.
Table 2

Completed

Partially
implemented

Not yet
due

No longer
relevant

Total

Interim Audit Report

4

0

0

2

6

Annual Report

4

0

0

0

4

Interim Audit Report

1

1

1

1

4

Annual Report

2

1

0

0

3

TOTAL

11

2

1

3

17

Report Title/Year
2018/19

2019/20
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2.8

The 2018/19 Interim Audit Report actions assessed as ‘no longer relevant’ both relate
to actions for which External Audit have made new recommendations as part of their
2019/20 Interim Report and which will be subject to future follow-up. Similarly, the
2019/20 Interim Audit Report action assessed as ‘no longer relevant’ relates to an issue
on which External Audit have made a subsequent recommendation as part of their
2019/20 Annual Report.

3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland assessment in this instance.

3.2

Equality Impact Assessment
There is no requirement to carry out an equality impact assessment in this instance.

4.

Impact

4.1

Financial impact
No impact because of this report.

4.2

HR policy / Legislative impact
No impact because of this report.

4.3

Technology / Digital impact
No impact because of this report.

4.4

Environmental impact
No impact because of this report.

4.5

Communications impact
No impact because of this report.

4.6

Risk impact
There is the potential for increased risks in relation to the relevant control environment
or governance arrangements in those areas where agreed actions designed to
address previously identified weaknesses are not fully implemented.

5.

Measures of success

5.1

Internal Audit report each cycle to the Audit and Scrutiny Panel on the progress made
by management in implementing actions previously committed to in response to
Internal and External Audit reports.

6. Supporting documents
Appendix 1

Internal Audit recommendations: Management actions ‘not yet complete’
and residual risk assessed as ‘High’ or ‘Medium’.

Appendix 2

Internal Audit recommendations: Management actions ‘not yet complete’
where residual risk assessed as ‘Low’.

Appendix 3

Residual Risk Rating definition

Ken Adamson, Audit and Risk Manager
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Appendix 1

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as High/Medium

No

Report/
Head
of
Service

Identified risk

Details
from
recommendation

1

Risk
Management
(Head
of
Audit & Risk)

The absence of a fully
documented
corporate risk register,
subject to relevant
monitoring
and
challenge, may mean
that key stakeholders
fail to fully understand
the key risks the
Council faces and in
turn
may
consequently fail to
take
appropriate
action to mitigate
them.

The Chief Executive should ensure that
the three corporate risks under
development are completed and moved
to ‘live’ status as a priority;
Category: Amber
Timescale: March 2021

If there is no periodic
testing of back-ups to
ensure
viability/restorative
capability, it could
result in an inability to
restore data/systems
to an appropriate state
which could impact on
business operations.

Management should review the current
testing arrangements for restoring backups and consider, on a risk-based
assessment basis, whether these
should be extended to include network
drives and non-Gold applications at
appropriate frequency/ intervals.
Category: Amber
Timescale: April 2020

2

IT Network
Controls
(Head
of
Business
Solutions)

original

Current position per management update

Proposed
management
action and target date

The three corporate risks are still under development
and have not yet been completed.

Action still requires to be taken
by the relevant Services to
progress the three corporate
risks. This will partly be
addressed via the ongoing
review of the Corporate Risk
Register and the Risk Team will
further engage with relevant
officers
to
assist
with
completion.
Implemented by: August 2021

A protocol for assigning value and criticality to
applications, based on the degree of risk posed by a
loss of availability, has been agreed. Detail as to
information to be gathered to inform back up
frequency is now in place with each application
scored to ensure appropriate backup, disaster
recovery and resilience processes are put in place as
they are migrated.
System owners have been identified. for those
applications identified in the Council’s existing ICT
Disaster Recovery Plan, to assist in determining any
strategy for testing of non-Gold back-ups.
There is no explicit testing strategy for network
drives. Files held within them are subject to frequent
restores based on requests from users.
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Conclude recruitment of a
temporary ICT Security Officer
to provide capacity within the
Information Risk Management
Team to address Internal Audit
recommendations.
Identify
current
back-up
strategies
for
non-Gold
applications and document an
appropriate back-up testing
approach that will identify the
frequency and intervals to be
applied.
Implemented by: October 2021

Assessment
of
residual
risk

MEDIUM

MEDIUM

Appendix 1 (cont.)
No

3

4

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as High/Medium

Report/
Head
of
Service

Identified risk

Details
from
recommendation

original

Current position per management
update

Proposed
management action
and target date

Business
Continuity &
Disaster
Recovery
(November
2018)

Disaster recovery plans and/or
testing arrangements may not be
adequate and/or robust and/or
meet management requirements
and/or opportunities to improve
resilience may not be recognised
or actioned.

The Head of Business Solutions
should ensure that the ICT Disaster
Recovery Plan is reviewed and
updated as a matter of priority with
an appropriate testing programme
established and implemented.
Category: Red
Timescale: October 2019

ICT Disaster Recovery Plan has been
reviewed,
updated
and formally
presented to the Corporate Resilience
Management Team. A process has
been introduced to enable classification
of applications as Gold/Silver/Bronze
and any major changes to systems are
assessed against these criteria and
reported through the EAGG for
consideration.
Work on developing and formalising a
test strategy has however been
impacted by the reprioritising of
resources.

A formally defined testing
strategy continues to be
developed and formalised.
Implemented by: July
2021

Setting clear targets enables key
stakeholders to understand how
and where reductions in carbon
emissions reductions are to be
achieved and, along with relevant
performance reporting, assist
those charged with governance to
better monitor and challenge
performance.

Management should:
(1) set short, medium and longerterm targets for carbon emission
sources across the Council that
help support the delivery of local
and national ambitions; and
(2) establish
performance
arrangements/ and/or reporting
framework
such
that
performance against targets and
future actions are monitored and
reported to key stakeholders at
appropriate intervals.
Category: Amber
Timescale: February 2021

(1) The use of back tracking will help
inform the revision of the Carbon
Management Plan and its action
plan. The short and medium-term
projects will be informed by capital
projects and this will also enable
target setting.
(2) Work is continuing to improve the
robustness
of
the
reporting
framework with a review of all
indicator templates. A webpage has
been established for a summary
report of the annual Public Sector
Climate Change Duties Report and
a report will go to Committee in
Cycle 1, 2022 providing an update
on this annual submission.
A
spreadsheet has been established,
with
a
breakdown
if
data
requirements and sources for the
annual report and this monitors data
requests and receipts, as well as
noting revision dates of indicator
templates.

All Services should be
reviewing their current
revenue
and
capital
allocation and considering
ways to improve carbon
emissions through the
work they do.
The ongoing seconded
resource until February
2022 will continue to
support and challenge
this.
Implemented by: February
2022

Carbon
Management
(Head
of
Asset
&
Procurement
Solutions)
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Assessment of
residual risk

MEDIUM

MEDIUM

Appendix 1 (cont.)

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as High/Medium

No

Report/
Head
of
Service

Identified risk

Details
from
recommendation

original

5

Self-Directed
Support
(Head
of
Performance,
Planning and
Quality
Assurance
(Health and
Social Care))

Where support plans are not
sufficiently detailed, including
SMART outcomes, the Service
may be unable to effectively
monitor individual cases.
Failure to retain documentation or
adequately record information in
respect of the assessment, review
and monitoring of service users’
care could result in there being
insufficient or inadequate evidence
to support the processes being
undertaken
and/or
decisions
made.
If guidance is inadequate, or is not
sufficiently detailed, staff may not
be fully aware of expected practice
and this could impact on the
service
being
received
by
individuals.

Management should:
(1) ensure that support plans provide
adequate detail on identified needs
and outcomes, outlining how these
will be addressed by the individual
budget and that outcomes contained
within these plans are SMART;
(2) introduce an appropriate and
consistent way of recording and filing
all information and decisions made in
respect of assessing, reviewing and
monitoring individual service users’
care
packages
to
clearly
demonstrate how identified needs
and
outcomes
have
been
met/progressed;
(3) remind staff of the importance of
fully completing and storing all
relevant documentation in line with
expected practice and corporate
records management policies; and
(4) prepare a single comprehensive
guidance document which provides
clear and concise information on all
aspects of self-directed support
ensuring expected working practices
are in line with legalisation and
setting
out
clearly
what
documentation is to be completed
and retained.
Category: Amber
Timescale: March 2021

Current
position
management update

per

Proposed
management
action and target date

(1) The Service are currently
working on a training programme
to be delivered to all front-line staff
who complete assessment and
support planning and are ensuring
the training is delivered at the level
appropriate to staff team. This has
been an ongoing piece of work and
links in with Training, Organisation
and Development team.
The
Service plan to roll out updated
training to independent providers
and 3rd sector.
(2) & (3) The Service have linked
with localities to set up service user
folders for collating all relevant info
regards assessment, and support
planning.
(4) The comprehensive document
is in draft and will be implemented
following training.

The comprehensive guidance
document will be signed off,
circulated, and implemented
following delivery of training.
It is proposed that training will
start to be rolled out in July 2021
with an estimated completion
date of December 2021.
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Implemented
2021

by:

Assessment of
residual risk

December

MEDIUM

Appendix 2

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as Low

Head of Service/
Report Details

‘Low’ residual
risk actions not
yet complete

Issue

Current Status

Internal Audit comment

Head of Asset & Procurement Solutions
Creditors
(March 2020)

1

There is a need to review how management
gains assurance on the extent of compliance
with key corporate expectations in relation to
procurement processes.

A briefing note has been presented to the CPWG to
outline service compliance and how best this can be
monitored. Guidance on procedural steps to ensure
full compliance will be introduced.
Revised date: May 2021

This action is largely complete and
management have committed to
progress the remaining issues.

Carbon
Management
(February 2020)

1

The current Carbon Management Plan and
associated governance arrangements need to
be reviewed to ensure that these continue to
reflect best practice and incorporate the wider
range of actions which are likely to be required
to fully address climate change commitments
which the Council is expected to deliver against.

A resource review has been carried out and a report
submitted to the Climate Change Group with
recommendations thereon. A route map to 2030, will
be scoped out and considered by the Climate
Change Group.
The Carbon Management Plan will be reviewed and
updated and will have an associated action plan
detailing relevant capital projects.
Revised date: February 2022

Significant action has been taken to
progress the issues raised and
management have given a commitment
for completion of these.

1

There is a requirement to review the current
corporate anti-fraud policies and arrangements
and implement any identified actions necessary
to ensure that these arrangements are fully
consistent with recognised good practice.

Due to the need to re-prioritise staff resources during
2020 no action has been taken to date. This action
has been addressed when preparing the Internal
Audit plan for 2021-22 which includes a specific
section on ‘planned anti-fraud activities’ including a
review of existing relevant policies and procedures.
Revised date: June 2021

A clear commitment to progress this
action can be demonstrated by the
inclusion of a specific exercise on this
area in the Internal Audit plan for 202122.

Head of Audit & Risk
Review
of
the
Council’s anti-fraud
arrangements
(May 2020)

Head of Legal & Democratic Solutions
Information
Governance
(June 2019)

1

Corporate guidance needs to be developed and
rolled out across the Council to ensure
consistency in dealing with Subject Access
Requests.

Work is ongoing to finalise and implement detailed
Corporate Subject Access Request guidance.
Revised date: June 2021

Finalising of the guidance has been
impacted on by Covid-19 but has now
been given priority for completion.

1

Appropriate action requires to be taken to
ensure the Council’s arrangements enable
compliance with the Community Empowerment
(Scotland) Act 2015.

The Council have developed and implemented
several processes and actions in this area. Work is
ongoing to progress the remaining actions.
Revised date: September 2021

Significant action has been taken to
address the issues raised and we are
satisfied that the Service has committed
to taking clear action to address the
remaining issues.

Head of Communities
Community
Empowerment/
Community
Engagement
(June 2020)
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Appendix 2 (continued)
Head of Service/

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as Low

‘Low’ residual
risk actions not
yet complete

Issue

Current Status

Internal Audit comment

Head of Business Solutions
Information
Governance
(June 2019)

2

There is a need to determine a mechanism
through which to assess compliance with
expected retention arrangements.
The current format and content of the
Information Asset Register requires to be
reviewed and, where appropriate, updated
to reflect good practice and current
legislative requirements.

The review of the retention schedule is complete.
Software has been purchased to supplement Office
365 to manage destruction of records according to
the retention schedule. A pilot for implementation of
this software is underway and full rollout will continue
during 2021.
The review of the Information Asset Register is
complete and is being regularly monitored. The
development of the Information Asset Register will be
taken forward by the Digital Platform team.
Revised date: December 2021

Action has been taken and there is a
clear direction of travel for completion of
the remaining issues outstanding.

Governance of Capital
Projects
(December 2019)

3

The
Council’s
project
management
arrangements and ‘project management
model review programme’ require to be
reviewed and updated.

Development of the Council’s programme
management arrangements were paused due to
Covid-19. The Programme of Work for 2021/22
includes a review/update on the corporate Project
Management Model.
Revised date: September 2021

A report will be presented to CMT in May
2021 outlining the scope and tasks
planned within the review of the Project
Management
Model.
Action
will
thereafter be undertaken in line with this.

Digital NL – Review of
Progress
(October 2020)

2

Consideration requires to be given to the
impact of Covid-19 and resources available
on the future sustainability and deliverability
of the current Digital NL programme.
Arrangements need to be developed and
put in place with regards to the monitoring
and reporting to key stakeholders on
performance measures for the Digital NL
programme.

A full review of the DigitalNL programme has taken
place and a resource plan prepared for submission
to the Policy and strategy Committee in June 2021.
A Performance Review for Business Solutions has
taken place and the performance arrangements
continue to be developed.
Revised date: August 2021

There has been a significant amount of
activity in this area and we are satisfied
that management are being proactive in
addressing the actions required to meet
the revised timescale.

Information
Governance
(February 2021)

1

Appropriate arrangements need to be put in
place to achieve re-certification of Cyber
Essentials both currently and in future
years.

A Cyber Essentials submission has been made and
the results of any assessment awaited.
Consideration is being given as to whether the
adequacy of PSN accreditation and associated IT
health checks are sufficient to mitigate the identified
risks.
Revised date: Ongoing

This action is largely complete and is
dependent on the outcome of the Cyber
Essential submission.
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Appendix 2 (continued)
Head of Service/

Internal Audit recommendations - management actions ‘not yet complete’ and residual risk assessed as Low

‘Low’ residual
risk actions not
yet complete

Issue

Current Status

Internal Audit comment

Head of Financial Solutions
Creditors
(March 2020)

1

A weakness in the control environment was
identified, as the electronic link between
PECOS and e-Financials ceased with
interim arrangements not being enough.

Revised interim arrangements were implemented
and notified to Services. An action plan and testing
of the interface linking PECOS to e-Financials is
underway. An increased resource allocation will
enable completion of this interface.
Revised date: June 2021

We are satisfied that the identified
actions are enough to mitigate the risks
identified and are being progressed with
enough urgency.

Council Tax
(November 2020)

1

As a result of Covid-19, the programme of
reviews to verify continued eligibility to
previously
awarded
discounts
and
exemptions were suspended.

A manual review exercise was carried out which
addressed all student discounts and exemptions. An
agreed review programme to verify continued
eligibility to previously awarded discounts and
exemptions will take place from June 2021 – March
2022.
Revised date: March 2022

Management have committed to
undertaking a review of discounts and
exemptions in this financial year.

Head of Performance, Planning & Quality Assurance (Health and Social Care)
Arrangements
for
assessing
the
performance
and
quality of external
social care providers
(October 2018)

2

The enhanced monitoring process
needs to be fully defined and
recorded for each provider subject
to such checks.
Arrangements for reporting on
monitoring activity to senior
management
and
elected
members need to be formulated.

The enhanced monitoring process has been refined. All
monitoring checks, including enhanced monitoring, are
being recorded on the monitoring database which will
thereafter facilitate reporting of performance and support
wider discussion on Quality Assurance priorities and
potential provider concerns.
Revised date: July 2021

Significant action has been taken to address
the issues raised and Management has
committed to fully undertaking the remaining
actions.

Self-Directed Support
(November 2020)

2

Monitoring procedures require to
be fully developed, approved and
implemented.
Monitoring checks need to be
undertaken regularly for all
providers and recorded in the
centralised database.
The model used to assess and
calculate the individual budget
needs to be reviewed and updated.

Monitoring procedures have been developed and
implemented across the main commissioned services. All
monitoring checks, including enhanced monitoring, are
being recorded on the monitoring database which will
facilitate reporting of performance. Work is underway to
engage with new providers.
An updated budget assessment tool has been created and
is currently being tested. It is intended that this will be
rolled out in the period July – December 2021.
Revised date: December 2021

Action has been taken to address/progress
the issues raised and Management has
committed to fully undertaking the remaining
actions.
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Appendix 3

Residual Risk Rating definition

Internal Audit Assessment of Residual Risk from non-implementation
High

Non-implementation of actions has the potential to significantly undermine the relevant control environment.

Medium

Non-implementation of actions has the potential to impact upon the achievement of the control environment.

Low

Other issues which require management attention but which pose less significant or less immediate impacts to the control environment.
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AGENDA ITEM 6

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☒approval ☐noting

Ref KA/ASPJune21

Date

30/06/21

Proposed Internal Audit Annual Plan 2021-22
From:
E-mail:

Ken Adamson, Audit and Risk Manager

Telephone 07939 280602

adamsonk@northlan.gov.uk

Executive Summary
The purpose of this report is to present the proposed Internal Audit Plan 2021-22 to members of
the Audit and Scrutiny Panel for their consideration and approval. The proposed programme of
Internal Audit work for 2021-22 has been discussed with, and endorsed by, the CMT but
responsibility for the approval of the plan lies solely with the Audit and Scrutiny Panel. Although
senior management is consulted in the development of the plan, it should be noted that the Audit
and Risk Manager is solely responsible for determining the content of Internal Audit’s plans.
The report sets out the background and context within which the internal audit planning process is
undertaken and provides a high-level overview of how it is proposed Internal Audit resources will
be allocated in 2021-22.
The Plan follows a well-established planning methodology which is designed to ensure cyclical
internal audit coverage of key corporate risks, key corporate priorities (as outlined in the approved
Programme of Work), key governance arrangements and key financial systems. For 2021-22 it
also incorporates reflects, as appropriate, the impact of the Council’s ongoing response to the
Covid-19 pandemic.
Members are asked to consider whether they are content that this represents an appropriate
programme of work for Internal Audit to undertake in 2021-22 and/or whether there are any
particular items in the draft Plan that they do not consider appropriate for inclusion and/or whether
there are any additional items they would wish to suggest for possible inclusion.

Recommendations
The Panel is invited to:
(1)
(2)
(3)

note the approach adopted to produce the 2021-22 Internal Audit Annual Plan;
consider the detailed list of proposed Internal Audit assignments for the 2021-22 Plan (at
Appendix 1); and
subject to any changes agreed by the Audit and Risk Manager arising from discussions
with the Panel during consideration of the proposed assignments at (b) above, approve
the proposed 2021-22 Internal Audit Annual Plan (at Appendix 1).

Links
The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements
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1. Background
1.1

The Audit and Scrutiny Panel is required annually to consider and approve the Internal
Audit Annual Plan for the coming financial year.

1.2

Responsibility for the production and execution of the audit plan and subsequent audit
activities rests with the Council’s Audit and Risk Manager (who fulfills the role of the ‘Chief
Audit Executive’ as defined by the Public Sector Internal Audit Standards). Although
senior management is consulted in the development of the plan, the Audit and Risk
Manager is solely responsible for determining the content of Internal Audit’s plans.

1.3

This report sets out the background and context within which the Internal Audit planning
process is undertaken and provides a high-level overview of how Internal Audit resources
will be allocated in 2021-22.

1.4

In line with best professional practice, the draft plan has been discussed with the Council’s
Corporate Management Team before it is presented to the Panel for consideration and
approval. The main objectives of the Council’s Internal Audit service are outlined in the
Internal Audit Strategy 2019-20 to 2021-22 (approved by the Panel in June 2019) and the
Internal Audit Charter (approved by the Panel in February 2018).

1.5

Internal Audit activity is governed by policies, procedures, rules, and regulations
established by the Council including the Council’s Financial Regulations and Internal Audit
Charter which is approved by the Panel, the Council’s s95 officer and the Chief Executive.
The Internal Audit service is expected to comply with the standards laid down by the Public
Sector Internal Audit Standards (PSIAS).

1.6 The planned work of the Internal Audit service is outlined in the Internal Audit Annual Plan,
which is submitted to, and approved by, the Panel annually. Any proposed programme of
work must be appropriate and sufficient to support the preparation of an opinion by the
‘Chief Audit Executive’ on the overall soundness of the Council’s corporate governance,
risk management and internal control systems.

2. Report
2.1

Internal Audit is an independent and objective assurance function whose work is designed
to evaluate and improve the effectiveness of the Council’s risk management, control and
governance processes. The service aims to provide a high quality and customer-focused
internal audit service which is responsive and flexible, consistent with best professional
practice, aims to focus on areas that matter, to use resources efficiently and effectively
and to be seen by stakeholders as adding value, providing valuable insights and making
a vibrant and relevant positive contribution to the Council’s activities.
The wider audit environment

2.2

The Council’s strategic-level plan (‘The Plan for North Lanarkshire’) and its associated
‘Programme of Work sets out the Council’s strategic-ambitions and those key activities
designed to deliver against them. These ambitions and the associated programmes
represent a bold and challenging approach to addressing the challenges facing the
Council and the people and communities of North Lanarkshire. The Council also
continues to seek to achieve its ambitions against a backdrop of significant financial
pressures.

2.3

At the same time the Council faces increasing demands for many key services and will
also have to respond to ever-changing expectations about how services will be delivered.
The Council also needs to respond to the impacts on it and its communities of a range of
Scottish and UK Government policies. There also continue to be significant changes in
governance structures and some key governance processes across the Council. Finally,
ongoing events surrounding the COVID-19 pandemic and its impacts, as well as posing
an immediate challenge to which the Council is responding, also create considerable
additional longer-term risks and uncertainty.
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2.4

Internal Audit has an unusual and, in many ways, unique, role within any organisation. Its
independence provides a core basis for its work and its ongoing objectivity is an important
element in ensuring that it can effectively meet stakeholders’ needs and expectations.
Providing commentary on the adequacy and effectiveness of risk management, internal
controls and governance arrangements remains central to our purpose, but it is important
that while providing an internal audit opinion, we also focus of that on helping secure wider
improvements and assisting the Council in delivering its corporate ambitions and in
ensuring best value.
Planning considerations

2.5

Internal Audit will meet this objective by operating in accordance with the Public Sector
Internal Audit Standards (PSIAS) and the associated CIPFA Local Government
Application Note (LGAN) which will enable the section to fulfil the roles and responsibilities
given to it by the Council as laid out in the Internal Audit Charter.

2.6

Internal Audit will do this by undertaking a risk-based work programme focused on cyclical
coverage of the Council’s core corporate governance processes, key corporate risks,
significant programme of work activities and (in line with external audit expectations) key
financial systems. In doing so, elected members and senior management will be
supported in undertaking their roles by Internal Audit providing assurance on the
management of key strategic priorities and risks which could impact on the achievement
of the Council’s objectives.

2.7

The Internal Audit Annual Plan for 2021-22 (at Appendix 1) has been prepared in
accordance with well-established planning methodology which includes consideration of
a wide range of factors including the relative scale, significance and complexity of systems,
previous experience of the control environment, proposed or known changes in the
environment within which the Council operates, the potential financial, operational and
reputational consequences of any significant failures in relevant internal controls and the
possible impact of any failures on the achievement of the Council’s objectives, priorities
and ambitions. Consideration is also taken of the extent and quality of assurance available
from other sources and we will also seek to ensure that reliance is placed upon alternative
sources of assurance where it is appropriate to do so (e.g. from external regulators and
selected relevant internal sources).

2.8

The Council’s risk management arrangements continue to improve but are not yet
sufficiently mature to enable me to fully align our audit planning entirely with
management’s assessment of the risks facing the Council, although the extent of
alignment continues to increase each year. Careful consideration has been given to the
key corporate risks identified by senior management (see Appendix 2). We expect to align
our planning more closely with the corporate risk management processes each year.

2.9

Internal Audit will continue to work closely with the Council’s external auditors to ensure
that all audit activities are properly coordinated to minimise any duplication of work and
that the external auditors are able to continue to place reliance on our work, where they
wish to do so.

2.10 As part of planning considerations, I have considered the level of resources and the
experience and skills available to Internal Audit. The section’s staffing complement for
2021-22 has decreased by 0.5 FTE from the prior year but I remain satisfied that the
resources available are adequate for the function to carry out its role effectively. This
assessment is based on the level of available resources enabling adequate coverage of
core corporate governance processes, key corporate risks and programme of work items
and key financial systems over a rolling three-year period.
2.11 As I have previously outlined to the Panel, I continue to review the Section’s ability to
deliver the range of ICT audit work necessary and will bring forward to the Panel detailed
proposals if I consider additional specialist resources may be required to supplement the
core team.
2.12 I am also content that the Chief Executive and s95 officer have indicated that additional
resource will be made available to Internal Audit in the event of any significant unexpected
demands (such as for example, any major investigations).
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2.13 If any concerns relating to resources arise during the year which might be seen as
impacting on this assessment, these will be discussed initially with the Convener and, if
necessary, highlighted at the next Panel meeting.
2.14 I can also confirm the continuing independence of the Internal Audit service and its ability
to act in accordance with best professional practice free from undue interference by
management and/or senior elected members. I have no concerns over the role and/or
status of the function. The Audit and Risk Manager has sufficient status within the
organisation, reports directly to the Chief Executive and is a member of the Corporate
Management Team.
2.15 If any such matters arise during the year which might be seen as compromising Internal
Audit’s independence or ability to discharge its role, these will be discussed with the
Convener and if necessary, highlighted at the following Panel meeting.
2.16 The Panel are aware, I also have management responsibility for the Council’s risk
management team. This creates a potential conflict of interest which could be seen as
compromising my independence when Internal Audit is reviewing the Council’s risk
management arrangements, but I have previously outlined to the Panel that I consider that
this risk can be effectively managed and appropriate arrangements to ensure the Panel
can have confidence in the independence and robustness of future Internal Audit reviews
of the risk management function were set out in the Internal Audit Charter approved by
the Panel in February 2018.
Reporting the audit
2.17 Internal Audit will report regularly on the results of its work in line with the reporting protocol
approved by the Panel in February 2018. Each individual Internal Audit report will be
issued to the relevant Executive Director and Head of Service. Reports on the work of
Internal Audit will also be presented regularly during the year to the Council’s Corporate
Management Team.
2.18 The Internal Audit service will continue to report progress against the plan during 2021-22
to the Audit and Scrutiny Panel. In line with the Internal Audit reporting protocol agreed
by the Panel in February 2018, full copies of all substantive audit reports will normally be
made available to the Panel and progress reports will include the high-level reporting of
all audit outputs included in the approved plan together with more detailed consideration
of all significant matters arising from those reports that the Audit and Risk Manager
considers necessary to bring to the attention of the Panel.
2.19 An annual report prepared by the Audit and Risk Manager on the adequacy and
effectiveness of the Council’s internal controls will also be presented to the Panel and the
Chief Executive. The opinion in relation to 2021-22 will be included in my Annual Report
for that year which will be presented to the Panel in June 2022.
2.20 A revised performance management framework for Internal Audit (at Appendix 5) was
approved by the Panel in March 2021. This sets out what information will be recorded and
presented, to whom and with what frequency. As part of this framework, and in response
to improvement actions agreed in response to our external review, this includes greater
formality around seeking stakeholder feedback on Internal Audit performance from both
senior management and elected members.
Main areas of the 2020-21 Annual Plan
2.21 The proposed programme of Internal Audit activity is detailed at Appendix 1. There are
several major categories of work within the Annual Plan. These include:
•

Work on core governance matters including the Council’s wider corporate
governance, risk management and performance management arrangements. In
2021-22 this will include work associated with the Council’s strategic governance,
strategic performance and strategic self-evaluation frameworks.
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•

Work examining a sample of key strategic/corporate risks, key programmes
of work and/or service risks as part of regular cyclical audit coverage. In 202122, this will include work on the Council’s management of strategic change, work
reviewing the progress of Council’s Digital NL programme, reviews of the Council’s
arrangements in respect of climate change and procurement and consideration of
how key projects such as community hubs and the enterprise strategic commercial
partnership contract are being progressed and managed;

•

Work examining the Council’s finances and key financial systems including,
as part of regular cyclical audit coverage, work on financial systems such as, payroll,
creditors and non-domestic rates.

•

A range of follow-up work to ensure that previously agreed management actions
in respect of both internal and external audit recommendations are being
implemented by management. In addition to detailed follow-up work on specific
audit reviews, we will also provide quarterly updates in respect of management
implementation of actions agreed in response to ‘Red’ and ‘Amber’ audit
recommendations; and

•

Work examining the Council’s anti-fraud arrangements providing independent
assurance annually on the Council’s fraud resilience and including an allowance for
dealing with the need for Internal Audit to investigate frauds and irregularities which
may arise during the year.

2.22 We will also continue to contribute to several corporate working groups and to provide
internal audit services to ‘external’ partners such as the Health and Social Care Integrated
Joint Board.
2.23 In line with good practice, the plan will be reviewed on a regular basis and may be
adjusted where necessary in response to changes in the Council’s business, risks,
operations, programmes, systems and controls. Any material changes and the rationale
for such changes will be reported to the Panel.

3

Equality and diversity
Equality Impact Assessment

No impacts arising directly from this report

Fairer Scotland

No impacts arising directly from this report

4. Impact
Financial impact:

None arising directly from this report

HR policy / Legislative impact:

None arising directly from this report

Technology / Digital impact:

None arising directly from this report

Environmental impact:

None arising directly from this report

Communications impact:

None arising directly from this report

Risk impact:

Failure to operate an effective Internal Audit
function consistent with the Public Sector
Internal Audit Standards could impair the
Council’s compliance with its Code of Corporate
Governance

5. Measures of success
5.1

Internal Audit reports annually on its performance to the Panel and is also subject to
review annually by the Council’s appointed external auditors.
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6. Supporting Documents
Appendix 1 Proposed Internal Audit Plan 2021-22
Appendix 2 Internal Audit coverage of current key corporate risks over the last 5 years
Appendix 3 Internal Audit coverage of key financial systems over the last 5 years
Appendix 4 Consideration of Programme of Work items for inclusion in the 2021-22 Plan
Appendix 5 Internal Audit performance framework

Ken Adamson, Audit and Risk Manager
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Appendix 1

Proposed Internal Audit Plan 2021-2022

Topic

Days

Rationale and proposed scope

Corporate governance
20

Core corporate governance process. Follow-up of work undertaken in 2020-21 to review the
adequacy and effectiveness of the Council's risk management arrangements.

Corporate governance

40

Core corporate governance process. Work will review the adequacy and effectiveness of the
Council's corporate governance arrangements and compliance with the relevant Code/Framework
As well as following-up previous recommendation, work in 2021-22 will include a focus on the
adequacy and effectiveness of the Council’s strategic governance and self-evaluation frameworks.

Assurance mapping

40

Work will involve assessing the adequacy and effectiveness of the Council’s approach to using
sources of assurance to manage key risks, service activities and corporate ambitions and priorities.

40

Core corporate governance process. Internal Audit work will focus on the adequacy, robustness and
effectiveness of the Council’s strategic performance framework (and include work on both Service
and corporate-level arrangements and on the accuracy of reporting performance data and
compliance with statutory obligations).

Risk management

Performance management

Key strategic / corporate risks / programmes of work

Management of strategic change

Digital NL and change programme

Enterprise contract
procurement

Sickness absence

–

strategic

40

Remains a significant key risk and relevant management arrangements continue to merit high-level
review on an annual basis. This work will focus on reviewing and assessing developments in relevant
management arrangements, including the operation of the new CMT and associated management
arrangements, the ongoing development of Community Boards and considering the Council’s
response to issues raised by Internal Audit work on this topic in 2020-21.

90

Key element in enabling the achievement of much of the Council’s ambitions and delivering future
efficiencies. To review the Council's approach to, and progress in, delivering transformational change
and key service review projects. Work in 2021-22 is likely to be a series of separate exercises
expected to focus on the adequacy of benefit realisation activities and work examining the
management of individual projects.

50

Large, significant, innovative and complex project. Ongoing work will focus on providing assurance
to the Audit and Scrutiny Panel that the project, as it develops, is being appropriately progressed and
that key risks are being effectively managed with a particular focus in 2021-22 on the adequacy and
effectiveness of the Council’s procurement activities and the robustness of arrangements surrounding
the preparation of the Full Business Case.

40

Carried forward from 2020-21, this audit exercise will focus on assessing the adequacy and
effectiveness of the Council’s current arrangements to assess compliance with expected procedures
and the robustness of relevant performance reporting.
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Appendix 1

Proposed Internal Audit Plan 2021-2022 (continued)

Topic

Days

Rationale and proposed scope

Key strategic / corporate risks / programmes of work (continued)
20

Significant external funding scheme. Internal Audit work required annually to support preparation of
assurance statement required to be provided by Internal Audit to Glasgow City Council Internal Audit
in accordance with the Glasgow City Region City Deal Assurance Framework.

30

Significant programme of work item carried forward from 2020-21. Work expected to focus on the
adequacy and effectiveness of overall governance arrangements and focus on providing assurance
to the Audit and Scrutiny Panel that the programme of work, as it develops, is being appropriately
progressed and that key risks are being effectively managed.

30

Work will be undertaken in 2021-22 to review the extent of compliance across the Council with key
corporate expectations.

Climate change

40

Key corporate risk. Work will focus on providing an assessment of the adequacy and effectiveness
of the Council’s arrangements and to assess how well the Council is progressing against relevant
local and national commitments and statutory obligations.

Tackling poverty

40

Key corporate risk. Work will focus on assessing how effectively the Council is addressing this risk
including how well it targets/prioritises relevant actions and how it assesses impact/performance.

Additional support needs (ASN)

30

Audit work will review progress and provide assurance as appropriate on the adequacy and
effectiveness of relevant project management and governance arrangements including how
management assesses and reports on impact/performance.

Procurement

50

This work will focus on providing assurance on the Council’s compliance with key procurement
requirements and expectations across a range of key Services and Programme of Work activities.

Workforce planning

30

Work will focus on providing assurance on the adequacy and effectiveness of the Council’s approach
to workforce planning.

40

Work will focus on key controls surrounding the financial performance of recently insourced culture
and leisure services including controls at sites relating to income management.

40

Work will focus on assessing the adequacy and effectiveness of quality assurance arrangements
within schools including performance/outcomes reporting

30

Work will focus on providing an assessment of the adequacy and effectiveness of recent changes in
the Council’s management
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City Deal

Hub development
programme

and

delivery

Business continuity planning

Service / operational
CLNL insourced activities
Education
quality
arrangements
Social Work – Home Care

assurance

Appendix 1

Proposed Internal Audit Plan 2021-2022 (continued)

Topic

Days

Rationale and proposed scope

Financial management and key financial systems
Financial systems key controls –
Housing Rents

40

Focused on the adequacy and effectiveness of key controls associated with management
arrangements for the billing and collection of Housing Rents income.

Regularity work - financial systems Payroll

40

Substantive testing on selected key controls associated with the authorisation, regularity and
processing of payroll.

Regularity work - financial systems NDR

20

Work examining controls associated with the impacts of Covid-19 on NDR operations.

Scottish Welfare Fund

40

Focused on the adequacy and effectiveness of key controls associated with management
arrangements for the operation of the Scottish Welfare Fund

Regularity work - financial systems Creditors

20

Substantive testing on selected key controls associated with authorisation, regularity and processing
of creditor payments.

Regularity work - financial systems –
Use of credit cards and purchase
cards

40

Focused on the adequacy and effectiveness of key controls associated with the use of purchase
and/or credit cards.

Review of the Council's Anti-Fraud
arrangements

20

Work reviewing the current corporate anti-fraud policies and arrangements and implementing any
identified actions necessary to ensure that the Council’s arrangements are more fully consistent with
recognised good practice (this may include developing a Counter Fraud strategy and/or an annual
Counter Fraud Action Plan which more clearly sets out planned actions for managing the risk of fraud
and corruptions and any planned fraud prevention and/or pro-active detection work).

National Fraud Initiative

20

Work co-ordinating and progressing the Council’s involvement with the NFI.

Covid-19 Business Grants

20

Work identifying and progressing issues arising from potential and/or suspected frauds linked to the
various Covid-19 business support schemes.

Allowance for fraud and irregularity
investigations

60

Demand-led allowance to enable investigations to be undertaken as required

40

Annual programme of work to be agreed with relevant senior management and NL JIB Performance,
Finance and Audit Sub-Committee.

Fraud and irregularity

Provision of IA services to third parties
Integrated Health and Social care North Lanarkshire JIB
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Appendix 1

Proposed Internal Audit Plan 2021-2022 (continued)

Topic

Days

Rationale and proposed scope

Audit Committee and External Audit
Liaison with external audit

5

To ensure the external audit process can proceed efficiently and effectively. Assisting external audit
to undertake their role including assisting with finalisation of audit outputs.

Facilitating the work of the Audit and
Scrutiny Panel

30

To enable the Audit and Scrutiny Panel to fulfil its role. Preparation of agendas and reports and
attendance at meetings.

Follow-up
of
IA
recommendations

60

To enable the Audit and Scrutiny Panel to fulfil its role. To monitor and report on whether
management has implemented actions agreed by senior management in response to audit reports.

15

To ensure national audit reports are given proper consideration by management and to enable the
Audit and Scrutiny Panel to fulfil its role in considering such reports and the Council’s responses.
Focusing on how the Council is responding to key issues highlighted in national audit outputs.

Provision of ad hoc advice on
systems development and control
issues

30

To reflect the provision of input into systems development and ongoing ad hoc advice to
management on specific control and risk issues

Participation in a range of Corporate
Working Groups

30

To ensure that Internal Audit contributes, as appropriate, to corporate arrangements for the oversight
and/or development of any relevant control, risk and governance issues.

PSIAS self-assessment and Quality
Assurance Programme

10

To ensure that the service provided is consistent with expectations. Continuous improvement activity
to progress recommendations arising from the PSIAS EQAR. To enable necessary work to ensure
on-going PSIAS compliance can be substantiated.

Community Councils

5

Facilitating the audit of community councils and liaising with external auditor on issues arising.

Contingency

50

To deal with additional unplanned work

and

EA

Follow-up: Audit Scotland/Accounts
Commission national reports
Contribution to good governance

Other

Total

1325
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Appendix 2

Internal Audit coverage of current key corporate risks in the last five years

Key Corporate Risk

1. Information
security
and
information
governance

2. Public protection

3. Managing
strategic change

4. Health & Safety

5. Business
continuity
planning

Include in
2021-22

NO

NO

YES

NO

YES

2020-21

√

√

√

√

-

2019-20

-

-

√

-

-

2018-19

√

-

√

-

√

2017-18

Comments (including date any relevant assignments
reported to the Audit & Governance/Scrutiny Panel)

√

No specific audit work planned in 2021-22. Recent audit work has
provided sufficient recent assurance on this key risk. Follow-up
work will monitor implementation of any agreed management
actions. Previous reports: Information Governance and Security
(February 2021) Information Governance (May 2019) and
Information Governance (October 2017).

√

No specific audit work planned in 2021-22. Current/recent audit
work has provided sufficient recent assurance on this key risk.
Follow-up work will monitor implementation of agreed
management actions. Previous reports: Public Protection
(expected August 2021) and SW - Quality assurance
arrangement (April 2018).

√

Remains a significant key risk and continues to merit high-level
review of relevant management arrangements on an annual basis
given the scale of Council’s ambitions and the challenging
environment in which it is operating. Previous reports: Managing
strategic change (expected May 2021), Managing Strategic
Change (February 2020), Managing Strategic Change (March
2019) and Project management (May 2017).

√

No specific audit work planned in 2021-22. Recent audit work has
provided sufficient recent coverage on this key risk. Follow-up
work will monitor implementation of any agreed management
actions. Previous reports: Health and Safety (expected May
2021), Health and Safety (Management of Covid risks)
(November 2020) and Health and Safety (April 2018).

-

Although previous audit work and subsequent follow-up of agreed
actions has provided reasonable assurance on this key risk, work
will be undertaken in 2021-22 to review the extent of compliance
across the Council with key corporate expectations. Previous
report: Business continuity planning (November 2018)
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Appendix 2

Internal Audit coverage of current key corporate risks in the last five years (continued)

Key Corporate Risk

6. Human
Resources

7. Financial
sustainability

8. Engagement and
consultation

9. UK leaving the
EU - short term
impacts

Include in
2021-22

√

NO

NO

NO

2020-21

√

√

√

-

2019-20

-

-

√

-

2018-19

-

√

-

-

2017-18

Comments (including date any relevant assignments
reported to the Audit & Governance/Scrutiny Panel)

√

Work on workforce planning included in 2021-22. Recent audit
work has provided sufficient recent assurance on some aspects
of this key risk. Follow-up work will monitor implementation of any
agreed management actions.
Previous reports: Sickness
absence (now expected September 2021), Education
Recruitment Investigation (March 2019) and Pre-employment
verification checks (April 2018).

√

No specific audit work planned in 2021-22. Recent audit work has
provided sufficient recent assurance on this key risk. Follow-up
work will monitor implementation of any agreed management
actions. Separate and specific work proposed on individual
financial systems is also shown below. Previous reports:
Financial management (March 2021), Financial sustainability
(November 2020), Financial savings and financial sustainability
(March 2019), Financial savings and financial planning
(December 2017). See also work on key financial systems below.

√

No specific audit work planned in 2021-22. Recent audit work has
provided sufficient recent assurance on some aspects of this key
risk. Follow-up work will monitor implementation of any agreed
management actions. Previous reports: Community engagement
and empowerment (June 2020) and elements covered by work on
Corporate Governance Principle B Openness and stakeholder
engagement (December 2017 and March 2019).

-

No specific audit work planned in 2021-22. Although no specific
audit work has been done on this issue, the Audit and Risk
Manager is a member of the relevant Corporate Working Group.
Commentary will be provided to the Panel and senior
management, where appropriate, via Internal Audit progress
reports. Previous reports: None
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Appendix 2

Internal Audit coverage of current key corporate risks in the last five years (continued)

Key Corporate Risk

10. Procurement
risks

11. Enterprise
Strategic
Partnership
Contract

12. Serious
organised crime,
fraud
and
corruption

13. Terrorism

Include in
2021-22

YES

YES

NO

NO

2020-21

√

√

√

-

2019-20

-

√

√

-

2018-19

√

-

√

-

2017-18

Comments (including date any relevant assignments
reported to the Audit & Governance/Scrutiny Panel)

√

Although recent audit work has provided assurance, this remains
a high-profile key risk which warrants coverage during 2010-22.
This will be addressed by specific targeted work and
consideration of procurement activities as part of work on several
Programme of Work items. Routine follow-up work will monitor
implementation of any previously agreed management actions.
Previous reports: Housing Investment Programme (June 2020)
Contract management (Jan 2018), Follow-up Corporate Property
and Procurement investigation (Oct 2017). Assurance also
obtained via work on Creditors (see below) and through recent
work on the Enterprise Contract (March 2021).

-

Although audit work has provided recent assurance, this remains
a high-profile key risk which warrants coverage during 2021-22 as
the project moves through procurement and towards the
preparation of the Final Business Case. See commentary at
relevant Programme of Work item. Previous reports: ESCP
(March 2021) and ESCP (March 2020)

√

No specific audit work is proposed on what is quite a difficult issue
to formally audit but a high-level watch will be kept on the issue,
through attendance at the relevant corporate working group, and
commentary included, as appropriate, in IA progress reports and
the IA Annual Report. Previous reports: Review of anti-fraud
arrangements (May 2020), NFI 2018 exercise and Review of antifraud arrangements (October 2017).

-

No specific audit work is proposed on what is quite a difficult issue
to formally audit but a high-level watch will be kept on the issue,
through attendance at the relevant corporate working group, and
commentary included, as appropriate, in IA progress reports and
the IA Annual Report. Previous reports: None
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Appendix 2

Internal Audit coverage of current key corporate risks in the last five years (continued)

Key corporate risk

14. Governance,
Leadership and
Decision-Making

15. Climate change

16. ICT operational
capability

17. Resilience
planning

Include in
2021-22

YES

YES

NO

NO

2020-21

√

-

-

√

2019-20

√

√

√

-

2018-19

√

-

-

√

2017-18

Comments (including date any relevant assignments
reported to the Audit & Governance/Scrutiny Panel)

-

No specific audit work is proposed on this risk in 2021-22 but
planned work on the Management of Strategic Change is
expected to also cover many aspects which relate to this issue.
Routine follow-up work will monitor implementation of any
previously agreed management actions.
Previous reports:
Corporate Governance (March 2021), Corporate Governance
(March 2020), Corporate Governance Principles A and B (March
2019) and Corporate Governance: Good Governance Framework
– Principles 2 and 5 (August 2016)

-

Work will be focusing on reviewing how well the Council is
progressing against relevant local and national commitments and
statutory obligations. Previous reports: Carbon management
(February 2020 and June 2016)

-

No specific audit work planned in 2021-22. Recent audit work has
provided sufficient recent assurance on some aspects of this key
risk. Follow-up work will monitor implementation of any agreed
management actions.
ICT operational capabilities and
governance arrangements will also be addressed via work on
specific systems and by work on Digital NL. Previous reports: IT
Network controls (September 2019)

-

Recent audit work focused on the Council’s response to Covid-19
has provided sufficient assurance on this risk and follow-up work
will monitor implementation of agreed management actions.
Previous reports: Covid-19 response (February 2021). Some
aspects also covered by work on corporate BCP arrangements
(November 2018).
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Appendix 2

Internal Audit coverage of current key corporate risks in the last five years (continued)

Key Corporate Risk

18. Digital and
strategy

IT

19. Tackling poverty

20. 1140 hours

21. Implementation
of
Economic
Regeneration
Development
Plan (ERDP)
22. Asset
management

Include in
2021-22

YES

YES

NO

NO

NO

2020-21

√

-

-

√

√

2019-20

-

-

√

-

-

2018-19

√

-

√

-

-

2017-18

Comments (including date any relevant assignments
reported to the Audit & Governance/Scrutiny Panel)

-

Internal Audit work in this area will continue to focus on providing
ongoing assurance in relation to the implementation and
governance of the approved DigitalNL transformation
programme and the ongoing digitalisation of Council services.
Previous reports: Digital NL (October 2020), Network controls
(September 2019), Digital NL FBC (March 2019) and Digital NL
governance arrangements (November 2018).

-

With no recent audit work on this risk, audit coverage is now
overdue. Work will focus on assessing how effectively the
Council is addressing this risk, how it targets actions and how it
assesses impact/performance.

-

No specific audit work is proposed. Planned work in 2020-21
was postponed due to the impacts of Covid-19 and given the
status of this project, it is now considered a low priority for further
audit work. Previous reports: 1140 Early Years expansion
(December 2019 and August 2018).

-

No specific audit work is proposed. Recent audit work has
provided sufficient recent assurance on this key risk. Follow-up
work will monitor implementation of any agreed management
actions. Previous reports: ERDP (expected May 2021).

-

No specific audit work is proposed. Recent audit work has
provided sufficient recent assurance on this key risk. Follow-up
work will monitor implementation of any agreed management
actions. Previous reports: Asset rationalisation (expected May
2021)

Page 123 of 245

Appendix 2

Internal Audit coverage of current key corporate risks in the last five years (continued)

Key Corporate Risk

23. Pandemic Illness:
Covid-19

24. Administration of
elections

25. Further
developments:
Integration
of
health and social
care

Include in
2021-22

NO

NO

NO

2020-21

√

-

-

2019-20

-

-

-

2018-19

√

-

-

2017-18

Comments (including date any relevant assignments
reported to the Audit & Governance/Scrutiny Panel)

-

No specific audit work is proposed. Recent audit work has
provided sufficient recent assurance on this key risk. Routine
follow-up work will monitor implementation of any agreed
management actions. The management of wider impacts will be
addressed through work on managing strategic change and
corporate governance. Previous reports: Covid-19 response
(February 2021). Some relevant aspects also covered by work
on Business continuity planning (November 2018).

-

Given the timing of planned elections in 2021-22, no specific audit
work is proposed. Risk management colleagues are working
closely with the Election Team to assist the management of risks
and the Audit and Risk Manager attends meetings of the internal
Elections Board. Previous reports: None

-

Specific audit work undertaken on behalf of, and reported to, the
IJB. A range of audits examining operational Social Work
activities are undertaken as part of the Council plan. Recent
reports: Public protection (June 2021), Self-Directed Support
(November 2020) and Monitoring of external care providers
(October 2018)
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Internal Audit coverage of key financial systems in the last five years

Key Financial
Systems
1. General
ledger

2. Payroll

3. Creditors

4. Council
Tax

Include in
2021-22

2020-21

2019-20

2018-19

2017-18

Comments (including date any relevant assignments reported to the
Audit & Governance/Scrutiny Panel)

NO

√

-

-

-

Previous audit work has provided positive assurance. Routine follow-up
work will monitor implementation of any agreed management actions.
Previous report: General ledger (November 2020)

√

Recent audit work indicates that the control environment Is now generally
robust, but complexity and value of transactions requires regular audit
coverage. Focus in 2021-22 will be on the adequacy and effectiveness of
controls associated with change management associated with the I-Trent
application. Previous reports: ESC selected controls (expected June
2021), Payroll – overtime (May 2020), Payroll – selected key controls
(November 2019), Payroll – selected key controls (May 2019), Payroll
regularity: VER (November 2018), Payroll follow-up (April 2018), 3 x
reports: Starters and leavers, Non-core HED codes and Overtime (all
October 2017).

√

Recent audit work indicates that the control environment Is generally
robust, but complexity and value of transactions requires regular audit
coverage. Previous reports: Creditors selected key controls (February
2021, March 2020 and May 2019), Creditors regularity (April 2018) and
Controls relating to payments/BACS files (August 2017).

√

Previous audit work has provided positive assurance. Routine follow-up
work will monitor implementation of any agreed management actions.
Previous reports: Council Tax (November 2020) Council Tax Reduction
Scheme (April 2018)

YES

YES

NO

√

√

√

√

√

-

√

√

-

5. Nondomestic
rates

YES

-

-

√

-

Most recent audit work in this area, which provided positive assurance, is
now around two and a half years old but the control framework is relatively
stable. Core work in this area is not proposed for 2021-22 but work
examining the management of impacts of Covid-19 on the NDR
operations. Previous report: NDR billing and collection (November 2018)

6. Housing
Rents

YES

-

-

√

-

No recent audit work in this area.
(November 2018).
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Internal Audit coverage of key financial systems in the last five years (continued)

Key Financial
Systems

Include in
2021-22

2020-21

2019-20

2018-19

2017-18

Comments (including date any relevant assignments reported to
the Audit & Governance/Scrutiny Panel)

7. Municipal
Bank

NO

-

-

√

-

Although the most recent previous audit work, which provided positive
assurance, is now over three years old, the control environment is
relatively stable and there are other areas which are considered a
greater priority for audit coverage. Previous reports: Municipal Bank
(July 2018).

8. Treasury
management

NO

√

-

-

√

Previous audit work has provided sufficient recent assurance. Previous
reports: Treasury management (December 2020 and December 2017)

√

Previous audit work and external inspections have provided positive
assurance on this key risk area.
Previous reports: Financial
management (February 2021), Financial management (November
2020) Financial savings and financial sustainability (March 2019) and
Financial savings and financial planning (December 2017).

√

Previous audit work provided positive assurance on this area and
although that work is now around one and a half year’s old, the control
framework is relatively stable. Work in this area is not proposed for
2021-22 but will be considered a priority for 2022-23. Previous reports:
Housing Benefit (September 2019), Housing Benefits Overpayments
(May 2018), Housing Benefit management checks (July 2017).

√

Previous audit work has provided positive assurance on this area and
the control framework is relatively stable. Work in this area is not
proposed for 2021-22 but will be considered a priority for 2022-23. Work
on income will be undertaken as part of other exercises on insourced
CLNL activities and Housing Rents. Previous reports: Cash collection
offices (August 2019), and Cash collection offices (May 2017).

9. Financial
management

10. Housing
Benefit

11. Cash/income
collection

NO

NO

NO

√

-

-

-

√

√

√

√

-
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Internal Audit consideration of 2021 Programme of Work for inclusion in the 2021-22 Internal Audit Plan

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

Internal Audit has previously
examined
the
project
management and governance
arrangements of the ESCP but,
given the scope, scale and
complexity of this project will
undertake additional work as this
project is progressed in 2021-22
with a particular focus on the
providing assurance on the
adequacy and effectiveness of
the
Council’s
procurement
activities and the robustness of
arrangements surrounding the
preparation of the Full Business
Case.

YES

Internal Audit has previously
(March 2020) examined the
project
management
and
governance
arrangements
relating to new housing supply.
Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22

NO

P001 Strategic commercial partnership for the enterprise project
Report to seek approval of Full Business Case (at conclusion of procurement) and establishment of partnership with successful bidder.
The shared ambition articulates a vision for change which aims to revitalise North Lanarkshire’s communities and accelerate inclusive
economic growth and prosperity for all. To support the vision, circa £3.5bn public investment is planned over the next 10 years (in capital
and ongoing repairs and maintenance). To realise the vision, an innovative new approach to delivery will be developed for a full range of
interconnected property, community asset, and linked infrastructure investments. This aims to:
•

Bring together aspects of infrastructure place shaping, from investment and professional services (such as design and technical
services), through to construction (e.g. new housing, schools, roads, and town centres) and associated backbone infrastructure (e.g.
land feasibilities and energy).

•

Bring together comprehensive asset maintenance and lifecycle management (e.g. property repairs and roads repairs).

•

Link all related service activities and contracts together to enable a strategic commercial partnership to be able to provide strategic
development, interconnected end to end delivery, and programming of investment priorities (such as the delivery of new facilities,
regeneration, and development) as well as ensuring sustainable assets, through servicing existing assets, regeneration activities, and
new assets.

•

Through the scale and extent of interconnected activities in the strategic partnership, secure significant additional value which feeds into
the wider economic growth potential (e.g. in areas such as inward investment to improve the North Lanarkshire infrastructure,
employability, carbon neutral infrastructure, and the use and advantage of emerging technologies such as digital and energy).
Committee considered the project Outline Business Case (OBC) in March 2020 and approved that the project proceeds to the next stage the procurement of the preferred solution. The OBC identified the finalised scope, duration, pipeline value, procurement method, delivery,
and operating models that will be taken forward to establish a programme.
As part of the preparation for the formal launch of the procurement, a Prior Information Notice (PIN) was published in November 2019 and a
second PIN published July 2020. Following this several market engagement events were held between August and December 2020. These
events indicate there is sufficient market interest in a project of this nature and that a viable procurement can reasonably be expected.
It is anticipated that the procurement will formally commence in spring 2021 with contract award (following committee approval of the Full
Business Case) scheduled for autumn 2022. This would follow with the delivery of services, through the new partnership, on a phased basis
commencing early 2024.
P013 New housing supply programme
Report on progress to deliver 5,000 new council homes by 2035, including estimated split between off the shelf purchases from developers,
open market purchase scheme acquisitions (buy back), and traditional new build on council sites.
Update on open market purchase scheme to enable the council to extend off the shelf purchases, buy back ex council stock to meet identified
need, and progress common property works by purchasing flats which give the council 100% (or at least majority ownership) within a block.
Report on progress with delivery of the current Strategic Housing Investment Plan (SHIP), and approval of priorities for the new SHIP to help
deliver Local Housing Strategy (LHS) priorities and maximise resources from the Affordable Housing Supply Programme.
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Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P014 Tower Strategy
Report on progress of tower strategy and demolition programme.
The first phase of the re-provisioning programme was approved in May 2018; the whole programme will potentially see all the council’s tower
blocks demolished, together with several low-rise blocks of flats, over the next 20 to 25 years. The first phase of the programme comprises
over 1,700 flats, including 15 blocks. All phase 1 demolitions are programmed for completion by 2024/25.
track to commence in Q4 of 2020/21, with the low-rise blocks at Gowkthrapple in Motherwell programmed to commence in Q1 of 2021/22.
The plans for the re-development of the cleared sites as part of the new supply programme are also well underway.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P015 Housing investment programme
Annual budget report to secure approval of 2021/22 HRA capital programme.
Financial progress report on deliverables from HRA capital programme.
Update on 5-year capital programme for housing investment.
Work is ongoing to deliver more than £50m per annum through the housing capital programme. This includes renewal and replacement of
heating systems, kitchens, bathrooms, windows, doors, lead pipes, external roof and rendering as well as rewiring to property and communal
areas.
A programme of work is also being finalised to enhance measures to improve the energy efficiency of buildings within council stock and
decarbonize heat. From 2020/21 onwards this programme of work will see investment in energy efficient technologies and measures to
enable the council to meet its statutory obligations in terms of energy efficiency standards for social housing.

Internal Audit work on the
Housing investment programme
was undertaken in 2019-20.
Programme of work activity does
not require or justify further
Internal Audit coverage in 202122.

NO

P023 Marketing and tourism
Report to approve the updated Lanarkshire Area Tourism Strategy (linking in with the approved Events Strategy) following work to review
and renew the strategy in light of the impact of coronavirus on the tourism and hospitality sector.
To promote tourism in the area, Lanarkshire has an existing tourism strategy agreed by North and South Lanarkshire Councils, VisitScotland,
and local industry. Following the impact of the coronavirus pandemic on the tourism and hospitality sector there is an even greater imperative
to review and renew the Tourism Strategy. This work will be progressed during 2021 and links to the development of the Visit Here theme of
The Plan for North Lanarkshire.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P019.1 Planning and place making
Local Development Plan
Report on outcome of the statutory consultation and next steps, and to seek approval of the adopted Local Development Plan, the 5-10 year
strategy for physical local development.
Commence development of the new Local Development Plan to take account of the changes in legislation to be implemented through the
Planning (Scotland) Act 2019.
The Planning (Scotland) Act 2019
Develop policies, procedures, and protocols in response to regulations and guidance to implement the Planning (Scotland) Act 2019 and
update committee regarding implementation of changes.
Connecting North Lanarkshire: A Blueprint
Report on development of Connecting North Lanarkshire: A Blueprint, the overarching framework to facilitate the creation of a network of
connected places and spaces; this includes an audit of open space provision and an assessment of current and future requirements.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO
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Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

Internal Audit work on the ERDP
was undertaken in 2020-21.
Routine follow-up work will
review implementation of agreed
actions. Programme of work
activity does not require or justify
further Internal Audit coverage in
2021-22.

NO

P018.1 Economic Regeneration Delivery Plan (ERDP)
Report on finalised town visions, following stakeholder consultation and further development, presented for approval to allow development of
associated action plans.
Report on development of delivery programme for town visions and action plans, and update on current town centre projects.
Report on annual review and update of the ERDP action plan.
Committee approved the Economic Regeneration Delivery Plan (ERDP) 2019-23 in August 2019 as the high-level framework which aims to
co-ordinate the physical and economic regeneration of North Lanarkshire, increase economic output, and help address social and economic
inequality. An integrated approach to investing in the four inter-related areas noted below aims to realise the intentions of the ERDP:
•

Housing - Increasing housing supply across all tenures to meet current and future housing requirements and support wider regeneration
objectives.

•

Town centres - Supporting the regeneration of North Lanarkshire’s town centres through the development of long-term visions and
strategic projects.

•

Infrastructure - Developing the strategic infrastructure to support physical and economic regeneration, primarily through the City Deal
programme.

•

Business and industry - Enabling and promoting the provision of good quality industrial and office space in the right locations to help
attract and retain businesses and improve economic output.
Committee also approved an action plan for 2020/21 to support delivery of the ERDP through a range of projects, such as the development
of town visions, as well as complementary elements on the Programme of Work (such as the new housing supply programme, tower strategy,
workforce for the future, City Deal, and DigitalNL). An update on progress in this respect, together with a revised action plan for 2021/22, is
scheduled to be presented to committee in cycle 1 of 2021.
While some of the actions identified within the ERDP action plan are reported separately (e.g. new housing supply programme, City Deal,
and business support), updates are provided to committee throughout the year in relation to progress against items in the action plan.
Town visions and current town centre projects
A key priority within the ERDP is the regeneration of North Lanarkshire’s town centres and their redevelopment as modern, high quality,
mixed use spaces that offer a place where people want to live and visit.
To support and guide the long-term transformation of North Lanarkshire’s town centres, concept designs have been developed for each of
North Lanarkshire’s town centres and were approved at committee in March 2020 as part of the One Place - One Plan programme of work.
These draft visions are currently the subject of stakeholder engagement and further development, and it is anticipated they will be presented
to committee for approval in cycle 2 of 2021. Thereafter associated action plans will be developed.
Several strategic town centre projects are also being progressed, including residential conversions, and updates will continue to be presented
to committee.
Business / industrial areas
The ERDP recognises that improving and extending North Lanarkshire’s business and industrial offer is essential to supporting economic
growth. While work is ongoing to support and enable the development of North Lanarkshire’s key business locations, and initiatives are being
developed to assist with improvements to existing estates, it has been identified that there is a need to develop a more strategic approach.
This will be achieved through the establishment of a cohesive investment strategy which is closely linked to work programmes for business
support and skills development. This will ensure any investment in business infrastructure can promote both business growth and local
employment opportunities. This work is ongoing, and progress will be reported to committee through the six monthly ERDP updates.

Page 129 of 245

Appendix 4

Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)
Internal Audit commentary

Include in
2021-22 Plan

Internal Audit work required
annually to support preparation
of assurance statement required
to be provided by Internal Audit to
the City Deal PMO as part of the
City Deal assurance framework.

YES

P022 Business development and support
Develop and progress implementation of an Economic Recovery Plan to help the local economy to recover from the economic impact of
coronavirus.
Develop and implement a new social enterprise framework to support social enterprises.
Develop and implement a film charter to support and facilitate requests from film production companies and support growth of the creative
sector in North Lanarkshire.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22. See
also recent work on ERDP.

NO

P025.1 Country parks for the future
Update report on implementation of the country parks for the future delivery plan and report on further development of the use of greenspace
to improve health, wellbeing, and social outcomes.
This programme of work involves development of a 10-year delivery plan (with timetabling and resources) for master planning parks. The
intention is to create a shift in the way communities use their parks and greenspace from passive, leisure use to active, engaged community
involvement that delivers improvements in specific health, wellbeing, and social outcomes. It also highlights the potential role parks can fulfil
as greenspace hubs, significantly increasing their contribution to community health and wellbeing. The greenspace hubs also have an
important role to play in terms of supporting and complementing the successful implementation of the town visions and integrated town and
community hubs and ensuring connectivity across North Lanarkshire.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P047.1 Hub development and delivery programme
Update report on the implementation of the town / community hub strategy, updates on progress of the hub development and delivery
programme and report to update on the bid for the Learning Estate Improvement Programme (LEIP).
This programme of work involves the creation of eight Town Hubs across North Lanarkshire which will contain service offerings to serve the
requirements of each town community and the creation of Community Hubs within each locality which will provide a local offering which
complements the services on offer at the larger Town Hubs and provide more localised services. These smaller hubs will incorporate existing
community assets as part of the wider asset rationalisation programme.

Planned work for 2020-21 was
postponed due to Covid-19
priorities. Audit work in 2021-22
will review progress and provide
assurance on the relevant project
management and governance
arrangements.

YES

P077.1 Workforce for the Future
Report on progress with delivery of the Workforce for the Future priorities - youth employment, adult employment, NL academy model, tackling
poverty and inequality, and building the council workforce of the future, including workforce plans presented to service committees and
approval of future priorities and actions.

Internal Audit coverage in 202122 will examine the adequacy
and
effectiveness
of
the
Council’s approach to workforce
planning.

YES

Programme of work to support the shared ambition
P021 City Deal
Progress delivery of the realigned City Deal programme, including development and approval (by GCR Cabinet) of outline and full business
cases for all remaining subprojects, alongside associated feasibility, design, and procurement activity:
•
•
•
•
•

East Airdrie Link Road (EALR)
Ravenscraig Infrastructure Access (RIA) North and South
Motherwell Town Centre Interchange (MTCI)
Orchard Farm roundabout
Eurocentral Park, Ride, and Share
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Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P078 Local Housing Strategy
Develop, consult, and implement on the new Local Housing Strategy 2021-26, to provide a strategic plan for North Lanarkshire that aims to
meet current and future housing needs and demand and ensure effective delivery of housing related services over the lifetime of the strategy.
The Housing (Scotland) Act 2001 places a statutory requirement on local authorities to produce a Local Housing Strategy (LHS) that sets out
the strategy, priorities, and plans for the delivery of housing and related services. The 2001 Act states that the LHS must be supported by an
assessment of housing provision including the need and demand for housing and related services and that local authorities must keep their
LHS under review. Nationally there is an expectation that councils prepare and submit LHSs every five years and there is a requirement to
provide a focus on housing supply, homelessness, property condition, energy efficiency, fuel poverty, and older people's and specialist
provision housing.
In North Lanarkshire, the Local Housing Strategy is at the heart of the arrangements for housing and planning through its links with the Local
Development Plan, and its strategic role in directing investment in housing and housing related services locally. It sets out a strategic vision
for the delivery of housing and housing related services and the outcomes that it will seek to achieve.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P031.1 Getting it Right for Every Child (GIRFEC)
Update on delivery following refreshed GIRFEC pathway and embedding this as part of an integrated wellbeing approach, working with the
Children’s Services Partnership.
Getting it Right for Every Child (GIRFEC) is the national policy framework for supporting children and their families in Scotland. GIRFEC
processes have existed in North Lanarkshire for over 10 years, but the formation of the education and families service required the
redevelopment of existing GIRFEC pathways to fit with revised operating arrangements.
A report was approved by committee in May 2020 for the implementation of the refreshed GIRFEC pathway. This pathway is built on the
recognition that most children have all their needs met by their immediate families or carers and core universal services. It does however
encompass multi-professional arrangements to ensure identification, assessment, planning, and implementation of interventions are in place
for those children and young people who need more assistance. This is based on a model of early intervention, ensuring that the right
services are provided at the right time and set within the current legislative boundaries of information sharing.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P030.1 1140 early learning and childcare expansion programme
Progress report on the implementation and delivery of the1140 childcare expansion programme
A report to committee in December 2020, provided an update on the position in terms of infrastructure, workforce, quality, communication,
facility support services, partner providers, admissions, and financial matters. It was reported that 9 of the 17 infrastructure projects were
completed, and a further 5 would be complete by the end of December 2020. The remaining 3 projects (Heathery Park, Forgewood, and
Cumbernauld Village) continued to have site issues and future updates would be provided in this respect. In addition, it was reported that
recruitment was ongoing to fill the remaining 34 promoted positions and there was now a stronger focus on quality to enhance the delivery of
1140 hours. The programme of work for 2021/22 will ensure reports to committee continue, highlighting the progress made on the
implementation of the 1140 Expansion programme.

Planned work for 2020-21 was
postponed due to Covid-19
priorities. Given the extent of
progress
and
expected
timescales for remaining key
actions, the Programme of work
activity does not require or justify
Internal Audit coverage in 202122

NO
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Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P032.1 Mental health, well-being, and resilience
Update on implementation / delivery of the mental health, well-being, and resilience delivery plan to help address the growing concerns of
mental health in children and young people.
To support the growing concern over recent years in terms of the mental health and wellbeing in children and young people, a Mental Health
Wellbeing and Resilience Delivery Plan was approved at committee in September 2019. The availability of preventative and early intervention
services was identified as an issue and the delivery plan intends to increase the focus on these services
The impact of the coronavirus pandemic has required modification of the approaches in the delivery plan with a move to greater use of digital
resources. This will continue and further development of digital approaches will be a feature of the continued delivery of improvements in the
mental health, wellbeing, and resilience of children and young people. Moving forward the refreshed GIRFEC model, the cluster approach,
and the identification of vulnerable children through the lockdown period will provide opportunities for earlier identification and intervention as
part of a developing integrated wellbeing model. Progress with this area of work will be reported as part of this integrated wellbeing model in
the future.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P081 Leadership Model
This programme of work was approved by committee in September 2019 (following consideration of the Schools and Centres modernisation
programme - progress update report), with the focus on a review of how the associated Leadership Model will operate in Town and Community
Hubs in the future.
This Leadership Model will seek to integrate services, functions, and resources and create a system which ensures that Town and Community
Hubs operate as a single entity and support a much wider integrated community offer.
Work has been underway to scope out the Leadership Model and engage with a range of stakeholders.
The plans for this Leadership Model, which is fundamental to ensure a fully integrated community offering while maintaining an effective
governance structure, are scheduled to be brought to committee in cycle 4 of 2021 and updated on in 2022.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P039 Scottish Attainment Challenge (SAC) and Pupil Equity Fund (PEF)
Annual progress report on the SAC and PEF plan to ensure an increased focus on research and evidence-based practice and a more explicit
outcomes focus.
Work will continue to ensure that the governance for these programmes, which have differing origins and funding approaches, align and
facilitate teacher / head teacher empowerment. Support will also be provided to promote an integrated and inclusive approach so that centres
can develop synergies between various funding streams while retaining a focus on supporting vulnerable children and families. The
Attainment Challenge programme will continue to further develop the cluster model in order that collaboration between services can be
accelerated and linked to a common purpose of closing the poverty related attainment gap.
This work will be based on lessons learned locally as well as those emerging nationally, and from within the West Partnership, and will focus
on a sustainable future landscape beyond SAC and PEF. Work within North Lanarkshire has accelerated the sharing of successful
innovations, capitalised on a redesign of integrated service delivery, and supported a more cohesive and coherent approach across all centres
and services to provide a common goal. The SAC Plan for session 2021-22 will build on the workstreams developed as part of a
comprehensive consultation exercise for 2020-21 and will take forward key elements of integrated practice and structure through, for instance,
the cluster model, allowing for support around the child to be more focused and comprehensive.

Internal Audit work on SAC and
PEF was undertaken in 2020-21.
Routine follow-up work will
review implementation of agreed
actions. Programme of work
activity does not require or justify
further Internal Audit coverage in
2021-22.

NO
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Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

Programme of work activity does
not require or justify separate
Internal Audit coverage in 202122. Work will be carried out on
robustness
of
performance
reporting within the Service as
part
of
work
on
QA
arrangements.

NO

Significant range of activities
being progressed to support the
delivery
of
the
Council’s
ambitions. Audit work will review
progress and provide assurance
on
the
adequacy
and
effectiveness of relevant project
management and governance
arrangements.

YES

P034.1 Improving outcomes
The requirement to improve attainment is part of the national driver to deliver Excellence and Equity in Scottish education. This is based on
the importance of systems that raise the bar for everyone, while closing the poverty related attainment gap.
Statutory legislation under the Standards in Schools etc. Act 2000 (as amended by the Education (Scotland) Act 2016) requires that an annual
report is prepared describing local authority activity to:
•

Reduce inequalities of educational outcome experienced by pupils because of socioeconomic disadvantage.

• Achieve the strategic priorities of the National Improvement Framework (NIF).
In line with legislation, the council’s annual Standards and Quality report aims to evidence the improved outcomes achieved for the people
and communities of North Lanarkshire in this respect. This report is also designed to serve three purposes:
•

To provide all stakeholders and the people of North Lanarkshire with the performance information across the six NIF drivers (performance
information, school improvement, assessment of children’s progress, parental engagement, teacher professionalism, and school
leadership), and against the council’s improvement priorities to measure how well educational outcomes for young people and their
families are improving.

•

To provide a summary of the outcomes and performance of the Pupil Equity Fund programme at a local authority level, in line with external
grant funding.

• To provide the information required to contribute to the Scottish Government’s annual report on the six NIF drivers for improvement.
2021-22 will also build on the success of the implementation of the innovation and improvement hub, which sits within North Lanarkshire’s
learning management structure. This will support services to explore emerging thinking and research and make positive practical
improvements towards a more connected approach.
P035.1 Additional Support Needs (ASN) provision
Report on implementation of the 12 recommendations outlined in the ASN review, including the reconfiguration of intensive ASN systems
and services.
In 2019, a major review of ASN provision in North Lanarkshire was conducted by a Member / Officer working group who were responsible for
overseeing this work. The review involved a comprehensive evaluation of policy, practice, and provision in North Lanarkshire Council with
regards to meeting the support needs of children and young people and ensuring that all are reaching their full potential. 12 recommendations
from the review were reported to committee in September 2019, outlining an action plan to improve ASN systems under three headings,
improving practice, empowering staff, and managing resources. In May 2020 an update on progress was provided to committee. This update
specifically reported on the development of a new learning assistant allocations model, a new pupil support service, and the establishment of
integrated cluster well-being teams and bases.
In November 2020, a report (Reconfiguring Intensive ASN Systems and Services) was approved by committee. This outlined proposals to
reconfigure intensive ASN systems and services to support children and young people with intensive social and emotional needs and
highlighted actions to improve the ASN estate out of existing facilities.
To ensure appropriate governance is in place, a formal project management governance structure has been adopted to lead and monitor the
delivery of the overarching ASN strategy and ensure a consistent and coherent corporate approach is adopted. Progress on the
implementation of the 12 recommendations outlined in the ASN review, including the reconfiguration of intensive ASN systems and services,
will be the focus of reports to committee during 2021/22.
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Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P044.1 Keeping the Promise: Care experienced children and young people
Update on delivery plan with a range of linked initiatives aimed at improving outcomes for children experiencing care, those care experienced,
and young people at risk.
In February 2020 the Independent Care Review reported its findings in the form of The Promise, which sets out a path for a 10-year
programme of transformation in the delivery of care and family support in Scotland and places the voice of children and young people at its
heart. North Lanarkshire Council has committed to supporting this programme and to Keeping the Promise. Over the next year it is also
anticipated that legislation incorporating the United Nations Convention on the Rights of the Child into Scots Law will be embedded. This will
be reflected in the new Children’s Services Plan for North Lanarkshire, which is being developed and will run from April 2021, and the updated
improvement plan supporting the current Corporate Parenting Strategy (2019-23). To support this several programmes of work, focused on
improving outcomes for care experienced children and young people, will continue alongside new areas of work.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P079 Curricular review
This programme of work relates to the ongoing review of the curriculum and the delivery of a revised curricular model to facilitate a more
effective set of pathways for young people. This encompasses a greater emphasis on tackling bureaucracy and school week alignment to
meet our priorities. The results of an initial review were reported and at committee in May 2020 which described the work being undertaken
by schools and establishments and the central team to ensure coherent curriculum planning and delivery arrangements are in place.
There was a further report noted and approved by committee in December 2020 which updated on digital learning and the curricular initiatives
introduced as a response to support educators and learners during the coronavirus pandemic and beyond. The report also reviewed the
progression towards the implementation of the 32-period week in August 2021. Head teacher timetabling focus groups have been established
and a Curriculum Board is overseeing the work.
Throughout 2020, the focus has been to strengthen the cohesiveness of the curriculum and the online learning offer, to link in with partners
to support and promote positive destinations. For example, through the Pathways Programme, the Virtual School and the creation of the
Digital School and the Virtual Classroom. In 2021 and into 2022 this programme of work will report with regular updates to committee on the
progress of the curriculum review in relation to learner pathways, the 32-period week, and digital learning and provision.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22. Will
be considered for review in 202223 as new arrangements
become more embedded.

NO

P045.1 Tackling domestic abuse and gender-based violence - support for adults and families
Report on development of local strategy and delivery plan focusing on enhancing prevention, reducing harm and improving outcomes through
a coherent cross service and partnership.
Complete review of commissioned domestic abuse services. This work will review the current provision of domestic abuse and gender based
violence supports and services across North Lanarkshire against current and future needs, highlight the gaps and identify how services should
be developed to contribute to the council’s objective to reduce domestic abuse gender based violence. This work will conclude with a report
scheduled to be presented to committee in cycle 1 of 2021

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P048.1 Framework for physical activity
Building on the approved ActiveNL Framework on Active Living, Sport, Dance and Play, prepare a strategic delivery plan which takes into
consideration coronavirus recovery planning, and draws on the wider service offering of the new active and creative communities service to
deliver support in terms of health and wellbeing, the local economy, education, reducing inequality, and realising innovative future working
with our communities in line with A Culture Strategy for Scotland

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P049 Prevention and early intervention
Report on progress across a wide range of activities implemented to maximise independence and support individuals to remain active
members of their communities; this will involve prioritising work in terms of prevention, early intervention, and community capacity building
and focusing on promoting health and well-being, and addressing inequalities.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO
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Programme of work to support the shared ambition
P080.1 Keeping the Promise: Support for families
In February 2020 the Independent Care Review reported its findings in the form of The Promise, which sets out a path for a 10-year
programme of transformation in the delivery of care and family support in Scotland and places the voice of children and young people at its
heart. North Lanarkshire Council has committed to supporting this programme and to Keeping the Promise. Over the next year it is also
anticipated that legislation incorporating the United Nations Convention on the Rights of the Child into Scots Law will be embedded.
This will be reflected in the new Children’s Services Plan for North Lanarkshire which is being developed and will run from April 2021. This
will also be reflected in the wider developments in respect of integrated cluster working within the service, with forward planning embedding
the learning from integrated working to support vulnerable children and families during the pandemic period. Specifically, work will include:
•

Implementation of the recommendations arising from the review of intensive social work services.

•

Expansion of family group decision making and use of individual family budgets.

•

The development of community mental health and wellbeing supports for children, young people, and families in line with the new
national framework.

•

A review of social work duty systems to ensure better alignment with integrated cluster arrangements and delivery of preventative
support.

•

In conjunction with the ASN programme, a focus of improving wider support and transitions for children with disabilities.

•

Continuing to improve safeguarding though enhanced practice including involvement in the joint investigative interviewing pilot and the
adoption of a contextual safeguarding approach to extra-familial harm.

P005.2 Tackling poverty
With a focus on inclusive growth and prosperity for all, The Plan for North Lanarkshire, seeks to ensure that all North Lanarkshire’s people
share equally in the improving picture, and there is an element of social inclusion across all towns and communities. The focus on poverty
means tackling some of the greatest hardships experienced by people living in North Lanarkshire such as low pay, expensive fuel, or
inadequate support to meet life's challenges. The focus on inequality means action that reduces the gaps between people living in different
circumstances - gaps in relation to health and wellbeing, educational achievement, having a decent job that pays a decent wage, transport to
get to work, and good quality services and facilities.
Working Towards a Fairer North Lanarkshire, the Tackling Poverty Strategy 2020-23 and supporting action plan were approved in June 2020.
The Tackling Poverty Strategy comprises several linked elements, this includes:
•

Child Poverty Action Report - developed and implemented in line with the Child Poverty (Scotland) Act 2017 which introduced statutory
targets to reduce child poverty in Scotland by 2030.

•

Improving the provision of information and advice to help those most vulnerable combat fuel poverty.

•

Continued roll out of anti-poverty approaches for children, including pedagogical practice, and support programmes to address food
poverty.
The programme of work for 2021/22 will ensure annual updates are provided to committee on the implementation of the Tackling Poverty
Strategy and outcomes achieved. Work will also include producing an annual Child Poverty Action Report which covers previous years
activities and outlines future plans, in line with statutory requirements and aligned to The Plan for North Lanarkshire and reports following
conclusions of the review to consider how the council’s approach to the implementation of the Fairer Scotland Duty has delivered on the duty
to reduce socio-economic disadvantage. This will also examine the synergies and opportunities between the Fairer Scotland Duty and the
Tackling Poverty Strategy.
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Include in
2021-22 Plan

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

Work will focus on assessing how
effectively the
Council
is
managing this risk, how it
identifies and prioritises relevant
actions and how it assesses
impact/performance (see also
commentary under relevant
corporate risk).

YES

Appendix 4

Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P016 Homelessness and related support
Deliver on the intentions laid out in the Rapid Rehousing Transition Plan (RRTP) which aims to rehouse people that have experienced
homelessness by ensuring settled housing as an option as soon as possible, rather than lengthy stays in temporary homeless
accommodation.
Tackling homelessness and dealing with related support needs is central to any strategy in addressing inequality. To this end the council
submitted its Rapid Rehousing Transition Plan (RRTP) at the end of December 2018; which aims to see more settled and longer-term housing
options made available to those facing homelessness. This outlines how the council and partner organisations set out the changes required
in temporary accommodation supply, and housing supply and support across all partners to enable settled housing options for homeless
households and to enable them to sustain their tenancies in the future, and minimise time spent in temporary accommodation.
The council’s Rapid Rehousing years 1 and 2 action plan were presented at committee in cycle 1 of 2020 providing a framework to commence
work towards delivering the future vision set out within the RRTP. The timescale of the work to deliver the vision set out within the RRTP in
years 1 and 2 was delayed due to the impact of the coronavirus pandemic, however work has progressed across a broad range of areas.
The Homes First flexible support service was procured in December 2020 and further information in this respect is scheduled to be presented
to committee in cycle 1 of 2021. The implementation of the Homes First service will commence in line with the start date of the contract on
31 January 2021.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P050.1 Do the right thing, first time
Report on the progress of work at both locality and area-wide levels to further develop frontline services that are integrated at the first point
of contact and at delivery; this aims to ensure that wherever people make contact with the system as a whole, they receive a consistent and
correct response which has a focus on preventative and anticipatory care approaches. The development of FPoC seeks to build a system
which empowers people to be as healthy, safe, and independent as possible but ensures that when they need help, treatment or care,
they can access the correct supports efficiently and effectively. The project will link with DigitalNL developments and work in relation to
General Medical Services.
Report on progress to create a range of prevention and early interventions set within a wider multidisciplinary approach, in line with the
Primary Care Improvement Plan and Lanarkshire Mental Health and Wellbeing Strategy 2019-24.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P051 Focus on what matters to people (outcomes)
Report on the re-tender of the self-directed support and home support frameworks (within the next two-year cycle) to ensure a wide range of
quality providers are available for people to choose locally.
Report on work to monitor the impact of local responses to improve the support and recognition of unpaid carers.
In line with legislation, there is a clear duty on authorities to give people more choice and control over how they achieve agreed outcomes.
This includes increased transparency around how much money is available to put individualised support arrangements in place, make
services and supports much more specifically designed to meet individual needs, and be able to achieve important outcomes. Self-Directed
Support (SDS) aims to improve people's lives by empowering them to be equal partners in the design, delivery, and evaluation of their support.
North Lanarkshire has been at the forefront in developing the model, with significant progress having been made for children affected by
disability and younger adults. The modernisation of home support services is an important development in ensuring that older adults are
more routinely offered choice and control through individual budgets.
The success of promoting increased choice and control is dependent upon a wide range of local authority, third, and independent sector
providers being available to meet the wide and varied needs of children, adults, and older people. Within the next two year cycle the SDS
and Home Support frameworks will be retendered to ensure a wide range of quality providers are available for people to choose locally.

SDS covered by recent audit
work. Issues arising will be
progressed via routine follow-up
work.
Programme of work
activity does not require or justify
further Internal Audit coverage in
2021-22.

NO
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Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P052 Support people to live well connected lives
Report on progress of further developments to maximise the use of electronic scheduling and remote working, in line with DigitalNL, to improve
both the quality and efficiency of the service on offer.
Report on progress of the relocation of the home support management to a central base; this will enable development work to commence on
the next stages of the evolving model.
Report on a whole system approach to supporting people effectively to minimise use of hospital or care settings and maximise support at
home.
Promoting increased choice and control through the principles of SDS will continue to be a focus for the Health and Social Care Partnership
and social work services. The implementation of the new model of home support has been ongoing over the past few years, creating a
greater focus on rehabilitation, recovery and reablement and introducing the option of SDS for older people. In line with the DigitalNL
programme, further developments are progressing to maximise the use of electronic scheduling and remote working, which will improve both
the quality and efficiency of the service on offer.
Findings from the national independent Review of Adult Social Care services were published in early February 2021; this will inform the future
direction of local services and models of care. Work with wider partners, in particular Community Solutions (a community-led health and
social care investment programme, focused on building communities where people can have full, independent lives adds a depth to the local
response which recognises the importance of people living well, with friends and relationships and actives roles within local communities.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P054 Technology and sustainable solutions
Report on progress of developments of information and digital technology, and digital access and solutions as they support transformational
change. Detail will include the further development of self-help platform Making Life Easier, development of integrated communications, and
upgrade of the eCare system.
Within the world of health and social care, technology enabled care is an ever-expanding feature of developing models. This has particularly
been the case over 2020 and into 2021 with the response to the coronavirus pandemic relying heavily on the extended use of technology in
care and support, as well as for lines of business. In North Lanarkshire, there are many examples of how innovative use of technology has
supported individuals to access services and supports, remain in the community, and manage their condition. This experience of technology
is now expanded to include Near Me (a video consulting service that enables people to have health and social care appointments from home
or wherever is convenient) access to assessment and treatments.
In conjunction with South Lanarkshire Health and Social Care Partnership, the pan- Lanarkshire Technology Enabled Care group has been
awarded funding from the national work stream to support development of a blueprint from which to develop future service provision. In
conjunction with housing, a project will be developed to fully embed the wide range of technological supports within a Very Sheltered Housing
Complex, with the aim of supporting new models of support and care and evaluating the impact for potential wider roll out. Opportunities will
also be maximised around the community alarm service, with a move to digital opening up potential for further innovative practice.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO
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Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P082 Work, volunteer, and care
Report on the progress of the development of the Care Academy for Health and Social Care.
Report on progress on implementing the requirements of the Carers Act.
Supporting the health and wellbeing of staff, volunteers, and carers is a key ambition within the Strategic Commissioning Plan 2020 - 23 and
is essential to sustaining a whole system approach to improving the health and wellbeing of our local communities. The Care Academy plays
an important role in developing the future workforce as well as provide encouragement and opportunity to progress for current employees.
The Community Solutions strategy, supported by Voluntary Action North Lanarkshire, provides an important vehicle to supporting community
response to connecting people.
The Carers (Scotland) Act 2016 set out a range of duties on local authorities and health boards to improve the support and recognition of
unpaid carers. The Act is designed to support carers’ health and wellbeing within each Health and Social Care Partnership area. The Carers
Strategy Implementation Group will continue to monitor the impact of the local responses to act and bring forward regular reports to the Adult
Health and Social Care Committee and Integrated Joint Board.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P088 Digital infrastructure
Report on the twin tracked transformation programme to DigitalNL, delivering infrastructure and affordable connectivity.
Digital infrastructure is the twin tracked transformation programme to DigitalNL. Through delivering next generation digital infrastructure, this
project aims to stimulate inclusive economic growth and investment in digital skills. By providing the affordable connectivity required to attract
new businesses and tackle areas of digital exclusion, digital infrastructure creates an environment that fosters innovation and supports people
and businesses to live, learn, work, and operate in smart and digital ways. A communications technology partner will help shape digital
connectivity and deliver smart services and intelligent solutions.
Driven by the ambition set out in The Plan for North Lanarkshire, fully integrated digital services that are responsive to changing demand and
meet residents and service users’ needs will be developed. This programme of work includes providing a smart underlying infrastructure to
gather data to aid in the design and delivery of future council services, ensuring state of the art connectivity in key council buildings and areas,
facilitating 5G coverage, providing the foundations on which to transform residential areas into Smart Towns and connect them to innovative
services that help reduce demand and support priorities, and enabling the Internet of Things (IoT) as standard across North Lanarkshire’s
homes, streets, communities, and towns.
All IT architecture, solutions, and devices will be prioritised, developed, and managed through the Enterprise Architecture Governance Group
(EAGG). By maintaining strategic oversight, the EAGG will ensure all IT related projects and solutions are fit for purpose, comply with all
relevant standards, specifications, and principles, and facilitate a consistent one council approach.

Digital NL and associated digital
infrastructure
arrangements
remains a key transformational
programme
of
work
and
providing assurance on this
remains a priority for Internal
Audit work in 2021-22

YES

P007.1 Annual corporate communications plan
A Communications Strategy was approved at committee in June 2019. This sets out how the council will communicate its vision through
ongoing brand development within the Live, Learn, Work, Invest, and Visit themes and strategic deployment of campaigns. To support the
Communications Strategy a communications plan is updated each year, this describes planned major communications activity under the Live,
Learn, Work, Invest, and Visit themes, forward looking over a 12-month period. It also reports on the previous year’s activity in support of all
the council’s strategic priorities. The plan is scheduled to be presented to committee in cycle 2 every year.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO
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Internal Audit commentary

Include in
2021-22 Plan

Digital NL remains a key
transformational programme of
work and providing assurance on
this remains a priority for Internal
Audit work in 2021-22

YES

P003.2 Business change and service redesign
Outline plan of DigitalNL work packages which aim to deliver service, business, and technological changes internally and externally, to
improve service delivery, drive efficiencies, and realise the benefits to the council and the people and communities of North Lanarkshire.
Progress update of delivery of DigitalNL work packages.
Business change and service redesign
The DigitalNL transformation programme has a significant impact internally on council staff and externally with service users, the wider public,
and local businesses. This involves changes to the way services are delivered, realigning staff roles and responsibilities and building digital
knowledge and skills, shifting the way people interact with the council towards accessible online solutions, and enhancing the digital
infrastructure across North Lanarkshire. Maintaining this overarching programme of transformation ensures strategic oversight not only of
each individual digital work package, but also of the wider council transformation programme through the North Lanarkshire Redesign Board.
This includes the following:
•

A programme of service construct sprints to improve productivity and remove inefficiencies and reconfigure processes to better deal
with the impact of rising service demand and decreasing resources.

•

Improvements to self-service opportunities for residents to encourage a culture of self-management and self-support.

•

Further development and roll out of self-service opportunities to enable staff to be more self-sufficient and better equipped to deliver the
needs of the business.

•

Implementation of further intelligent automation to improve productivity by eliminating data entry errors and decrease completion times
in tasks that are high volume, repetitive and manually intensive.

•

Oversight of the Systems Integrator (SI) developments in delivering the work packages for mobilisation and planning, digital workplace
(Microsoft 365) design and implementation, cloud assessment and migration, and the digital platform foundation.

•

Management of the benefits realisation approach to define and track the benefits achieved from the various change programmes to
ensure these are realised.

•

Alignment with the development of service specific workforce plans (i.e. the digital workforce and skills programme of work within P061.2)
to take account of the affect which the DigitalNL transformation programme will have on the size and shape of the council’s workforce
and what it means for existing roles, as well as roles that are likely to be required in future.
Digital and ICT Strategy
A crucial element of the shared ambition is transforming the way services are delivered by redesigning them. This requires combining a deep
understanding of local needs with change management techniques and technological innovations to offer better management of demand,
more reliable and efficient handling of routine transactions, and greater use of shared data.
The Digital and IT Strategy, reviewed in September 2020, outlines how technology will be used to transform service delivery and support the
council in achieving the ambitions laid out in The Plan for North Lanarkshire. Several policies and plans, and a range of service redesign
guidance and associated tools and techniques, contribute to the development and delivery of the shared ambition and digital vision, and it is
important that these do not operate in isolation.
Moving forward this programme of work will ensure alignment and governance of all applications, infrastructure, policies, and service redesign
processes in both the delivery of The Plan for North Lanarkshire and supporting Programme of Work. This will also ensure a proactive
approach in determining and ensuring end user computing requirements.
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Internal Audit commentary

P069.1 Driving digital locally
The wide-reaching extent of the DigitalNL transformational programme has a significant impact for staff and service users, businesses and
people across North Lanarkshire’s communities within the council and for service users, businesses, and people across North Lanarkshire’s
communities. In approving the DigitalNL business case, Members acknowledged this would require adoption of a whole place approach, with
all future service delivery being designed to reflect the needs and outcomes of communities going forward. A range of communication
channels were deployed during 2020/21 to provide the initial messages around this whole place change and, moving forward into 2021/22,
stakeholder engagement will be developed through Driving Digital Locally communication and engagement. These arrangements, developed
in tandem with Community Boards, will be designed to facilitate local people, Elected Members, and communities being at the heart of the
council’s operating model.
This plan will set out key activities, milestones, and timelines to engage with stakeholders at all levels and will be linked to the ongoing
development of the Customer Services Hub as the local point for customer activities, offering a contact for enquiries for services and selfserve options following service redesign and build phases. Involving stakeholders and staff, providing opportunities for ongoing dialogue,
and listening to views and taking feedback on board is essential to ensure service design reflects stakeholder needs, views, and aspirations.
Aligned to the council’s Communications Strategy, this programme of work will ensure the development of a rolling plan of communication
and engagement activity so that all stakeholders - staff, Elected Members, Trade Unions, service users, residents, and businesses - are well
informed, left in no doubt as to what is happening, and positively welcome the transformation.

Digital NL and associated
arrangements remain a key
transformational programme of
work and providing assurance on
this remains a priority for Internal
Audit work in 2021-22

Include in
2021-22 Plan
YES

P066 Modernisation and long-term sustainability of the electoral structure
In line with the planned investments, asset rationalisation, and improvements outlined in The Plan for North Lanarkshire, the council’s election
management arrangements are being reviewed to ensure best use of resources and community facilities, effective use of digital solutions,
and continued involvement of the people and communities of North Lanarkshire moving forward. It is anticipated the review will conclude
with a report to committee in cycle 3 of 2021.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P090 Review of governance and induction processes
Report on conclusion of review of governance and induction process in advance of the Local Government election in May 2022, so that an
appropriate framework is in place for the new Council
In advance of the Local Government election in May 2022, and the inception of a new Council, a comprehensive review requires to be carried
out. This will encompass all internal governance arrangements and associated risks, statutory requirements, training needs (including lessons
learned based on engagement with current Elected Members), and ICT requirements so that an appropriate framework is in place for the
new Council. It is anticipated the review will conclude with a report to committee in cycle 4 of 2021.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P091 Review of Serious Organised Crime and Counter Terrorism arrangements
Report on conclusion of review of Serious Organised Crime and Counter Terrorism arrangements to ensure the council is not exposed to any
incident which gives rise to loss of life or injury, financial loss, or reputational damage.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO
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Internal Audit commentary

Include in
2021-22 Plan

P085 Tenant Participation Strategy
Report on development, consultation, and production of the Tenant Participation Strategy 2020-25 and action plan which sets out information
on participation and how tenants and residents can get involved and influence housing and related services.
There is a statutory requirement under The Housing (Scotland) Act 2001, Section 53 (1) which sets out the duty for social landlords to develop
and publish a Tenant Participation Strategy in consultation with tenants. The Housing (Scotland) Act 2010 places additional duties on social
landlords to involve both tenants and other customers in housing and related activities.
Following extensive consultation and involvement (with tenant representatives, including the North Lanarkshire Federation of Tenants’ and
Residents’ Associations) to review and evaluate the existing Tenant Participation Strategy, the new strategy for 2020-25 was approved at
committee in February 2020 and launched in April 2020. The Tenant Participation Strategy 2020-25 (Involving Tenants - Improving Services)
replaces the previous strategy and is the main source of information regarding tenant participation; it outlines opportunities to participate in
the monitoring and development of the housing service. The aim of this strategy is to continue to develop and improve how the council
communicates with tenants and residents and ensures opportunities are provided for participation and involvement that are accessible to all.
The objectives set out within the five-year Tenant Participation Strategy highlights the activities required to help achieve the overall aim. They
are the main tasks required and are mindful of the key messages provided by tenants and residents throughout consultation - this includes
contributing to delivery of The Plan for North Lanarkshire by enhancing participation, capacity, and empowerment across communities,
continuing to develop engagement opportunities for tenants, residents and under-represented groups (that will develop their capacity to help
themselves at a North Lanarkshire and local level), ensuring effective use of tenant participation resources (to involve tenants and residents
in the decisions and development of services and supports), and demonstrating continued commitment to customer satisfaction and feedback.
Due to the impact of the coronavirus pandemic, tenant participation could not be delivered in its usual form during 2020, meaning the action
plan has not been fully progressed as expected. Work is ongoing to further review and update the milestones and outcomes within the action
plan that supports the Tenant Participation Strategy. This update is scheduled to be presented in committee in cycle 2 of 2021.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO
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Internal Audit commentary

Include in
2021-22 Plan

P086 Equalities
Establishing equalities outcomes is a requirement of the Public Sector Equality Duties with the purpose of advancing the general Equality
Duty. These require to be evidence based and should be refreshed every four years, with progress reported every two years.
A refreshed set of equality outcomes, covering the years 2021-25, is scheduled to be presented to committee in cycle 2 of 2021 for approval.
These outcomes will be developed through ongoing community engagement and gathering qualitative and quantitative information regarding
the disadvantage and inequalities experienced by people with characteristics protected by the Equality Act 2010. In addition, as with a One
Plan approach, engagement will take place with the council’s Community Planning Partners (who are also required to set equality outcomes)
to consider areas where a joint approach would be appropriate and bring wider benefits.
Black Lives Matter Working Group and BAME research
As approved at the Council meeting in August 2020, a Member / Officer Working Group has been established to look at how “the council and
its partners can work to ensure that all residents are able to live their lives free from racism or discrimination of any form”. At this meeting it
was also agreed that the working group would have representation from the Black, Asian, and Minority Ethnic (BAME) community, and they
would also review all statues, historical symbols, buildings or schools in North Lanarkshire to properly understand their history and context,
and examine the curriculum and provide a full report to a future meeting of the Policy and Strategy Committee.
As reported to committee in November 2020 research is also underway to understand the experiences of North Lanarkshire’s BAME people,
including quality of life, housing, employment, harassment and hate crime, and access to services. This work will provide a rich understanding
of the needs, experiences, and aspirations of North Lanarkshire’s BAME people and communities. A report with findings and
recommendations is scheduled to be presented to committee in cycle 2.
Employer accreditation programmes to advance equality - Disability Confident Leader and Equally Safe at Work
The council currently holds two specific equality focused employer accreditation awards:

While a general overview of how
the Council manages the
associated risks will be covered
as part of wider work on
governance, this Programme of
Work activity does not require or
justify Internal Audit coverage in
2021-22.

NO

•

Disability Confident Leader which aims to advance equality of disabled people by meeting criteria set out within the themes of getting
the right people for our business, keeping and developing our people, and showing leadership by actively helping other employers make
the journey to becoming Disability Confident.

•

Equally Safe at Work (ESAW) - The council has been advised of its success in achieving the ESAW bronze award informally. A formal
announcement will be made in March 2021. Equally safe recognises that violence against women is both a cause and consequence
of gender inequality. Therefore, addressing gender inequality in the workplace is a fundamental step in preventing violence against
women.
A report detailing the progress of these employer accreditation programmes and aims for 2021/22 is scheduled to be presented to committee
in cycle 3
Fairer Scotland Duty
As noted in the programme of work for tackling poverty (P005.2) a review will be undertaken during 2021 which will also examine the synergies
and opportunities between the Fairer Scotland Duty and the council’s Tackling Poverty Strategy. Following the conclusion of this review the
findings are scheduled to be presented to committee in cycle 3 of 2021.
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P056.2 Working with communities’ model and supporting governance structure
Report on progress made by Community Boards in implementing the nine local outcome improvement plans with a focus on partnership
support to enable community informed and led action.
Establish and deliver a Community Board development programme to strengthen the governance structure and facilitate a maturing of
community empowerment and engagement in line with Delivering for Communities.
Report on progress in terms of delivering on the local outcome improvement plans and in line with the Community Empowerment (Scotland)
Act 2015 and ensure development of a council / partnership delivery / support model and performance management, reporting, and review
framework is embedded.
Establish Participatory Budgeting task / reference groups by Community Boards with implementation supported through the Community Board
development programme
Approved at committee in 2019, Community Matters - a Framework for Working with Communities, outlines the principles and approaches to
working with communities in the development and delivery of The Plan for North Lanarkshire and the supporting Programme of Work.
Reflecting this, updates have been provided to committee on the implementation plan for engaging communities at a locality level within nine
distinct communities. This includes:
•

Establishment of nine Community Boards to ensure community involvement and governance for local decision making and investment.

•

Work with local communities to develop nine targeted local outcome improvement plans for each area.

•

Development of engagement plans for all key elements of The Plan for North Lanarkshire relevant to an area or community of interest.

•

Development of a shared community and voluntary sector support framework and working arrangements.

•

Creation of opportunities for local people to influence use of council and, where appropriate, partnership resources through a
Participatory Budgeting model.
The programme of work for 2021/22 will build on the progress made to date in implementing Community Matters and further reports to
committee during 2021/22 will therefore focus on:
•

Reporting progress in relation to the work of Community Boards and the associated governance and accountability aspects.

•

Establishment of a Community Board development programme.

•

Implementation and monitoring of the priorities identified through the nine local outcome improvement plans and delivery approaches.

•

Development of a council / partnership delivery / support model and performance management, reporting, and review framework.

•

Further development of a co-ordinated approach to community focused communication and engagement to ensure best use of
resource and targeting of key messages and opportunities.

•

Progress on mainstreaming Participatory Budgeting approaches.

•

Community and voluntary sector commissioning arrangements.

•

Co- production, with partners, of a strategic plan for community capacity building.
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Internal Audit commentary

Include in
2021-22 Plan

This Programme of work activity
has been the subject of previous
work
on
Community
Engagement and Participatory
Budgeting but remains an
important aspect of how the
Council aims to deliver its
ambitions
and
ongoing
developments
means
that
providing assurance on the
adequacy and effectiveness of
relevant
management
arrangements and progress
remains a priority for Internal
Audit work in 2021-22 and will be
included
within
work
on
corporate governance and the
management
of
strategic
change.

YES

Appendix 4

Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P084.1 Building capacity and social capital
Young people - Report on delivery and implementation of the North Lanarkshire Working with Young People Delivery Plan 2020-25 and
report on outcomes achieved.
Community based adult learning - Report on implementation of the national Adult Learning Strategy which includes adult literacy and
numeracy and English as a second language; this will inform a delivery plan for adult learning in North Lanarkshire that contributes to the
Workforce for the Future strategy.
Community based adult learning - Report on delivery and outcomes achieved from the Adult Learning Delivery Plan and Family Learning
Plan. This will ensure there is a strong cohesion between adult learning and employability and take into consideration the impact of the
coronavirus pandemic on employment opportunities for young people and vulnerable groups.
Community learning and development - Report on progress in relation to community learning and development activity, including both
universal and targeted work with an emphasis on engagement with vulnerable people living in the lowest 20% data zones and other
vulnerable groups as reflected within the revised national self-evaluation framework for community learning and development.
Commissioning - Report on the implementation of a commissioning approach to investing in the local community and voluntary sector to
shape and guide relationships and approaches and support the voluntary sector as a delivery partner.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P002.1 Asset rationalisation and development
Report on the development of a Corporate Asset Management Plan and update on property rationalisation programme.
Report on rationalisation process for fleet, waste, and environmental assets operational base to maximise use of the central depot at Bellshill.
Provide progress update on work to develop Dalmacoulter as a dedicated waste transfer facility, power generation at two former landfill sites,
and investigate extension of shared Clyde Valley waste arrangements.
Report on progress to consolidate and rationalise environmental assets (trees, open spaces, bridges, lighting columns, and carpark) across
the council to enable a holistic overview of the management and maintenance of environmental assets.
Establish a resource plan, reflecting the Community Asset Transfer Policy, to develop community capacity and optimise the opportunities for
communities that strategic asset management offers in terms of enabling the community and voluntary sector to deliver services
Reviews will continue to radically change how the council uses its office accommodation and wider estate portfolio and reduce the requirement
for many existing premises through more flexible, smarter, agile working practices and improved space utilisation. The impact of the
coronavirus pandemic has led to an opportunity to accelerate the office rationalisation programme and mobilise agile working practices as a
pre-cursor to the development and introduction of the community hub model in localities and roll out of DigitalNL.
The Corporate Asset Management Plan (CAMP) requires to be re-aligned and investment prioritised in the future to make a sustainable
estate, remodel the provision to meet operational needs and support services being delivered within, and in conjunction with, local
communities. Development of the CAMP and an update on the property rationalisation programme is scheduled to be presented to committee
in cycle 4 of 2021.
Work will also continue to rationalise and develop the fleet, waste, and environmental assets operational bases.

Addressed by recent audit work.
Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO
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Appendix 4

Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P011 Three-year revenue budget strategy
To support the ongoing delivery of the council’s services and shared ambition, work will continue to progress the implementation of the
approved three-year revenue budget strategy. An update on the implementation of the key principles and further development of the strategy
will be reported to committee in cycle 2.
Updates on the progress of implementation of savings will be provided to committee in September 2021 (cycle 3) and March 2022 (cycle 1).
The assumptions in the council’s Medium-Term (5 year) Financial Plan will be reviewed. This will allow updated scenarios, relating to the
anticipated budget gap from 2022/23 to 2026/27 to be identified and reported to committee in cycle 3.
Following the announcement of the Local Government Financial Settlement, budget options will be finalised to allow the Council to update
the three-year rolling budget (2022/23 to 2024/25) in February 2022 to ensure future plans for the shared ambition remain affordable and
sustainable.

Addressed by recent audit work.
Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P012 Community Investment Fund
A critical element of The Plan for North Lanarkshire is the development of a Strategic Capital Investment plan that supports the shared
ambitions and programmes of work.
In cycle 1, the Strategic Capital Delivery Group will present a refocused Strategic Capital Investment Programme to committee highlighting
the investment targets for the next 5 years which are aligned with programmes of work and The Plan for North Lanarkshire, while ensuring
sustainable investment in the council’s existing assets. This programme will incorporate all elements of capital investment and available
resources, including capital grant, external funding, and resources available through the council’s Community Investment Fund.
In cycle 4, the annual Community Investment Fund update report will be presented to committee highlighting the ongoing impact of changes
to variables (such as housing growth and prudential borrowing factors) which will affect the level of funding available through the Community
Investment Fund. This process will inform the annual Strategic Capital Investment programme budget report which will reflect updated
assumptions on capital resources available to the council and will ensure the investment programme is robust, affordable, and sustainable.
To ensure robust ongoing monitoring of the delivery of the annual Strategic Capital Investment Programme, regular updates will be brought
to committee at each cycle.

Addressed by recent audit work.
Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P061.2 LearnNL - employee learning and development programmes, including digital workforce and skills
Provide an update on LearnNL, in particular work undertaken to improve capabilities in terms of achieving a digital workforce with the relevant
skills, and the launch of the new Leadership Academy designed to improve manager capacity and capability. This report will also provide an
update of progress against the Graduate and Modern Apprenticeship programmes and how they are enabling the council to build the
workforce for the future.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P064.2 Employee engagement and mental health and wellbeing
Provide a progress report on the employee engagement and workforce mental health and wellbeing programme, including a refresh of the
council’s Mental Health and Wellbeing Strategy and progress against the Investors in People improvement plan.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO
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Appendix 4

Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P059 Improve procurement capacity and capability
To further develop procurement capacity and capability across the organisation, progress has been made in rolling out a more efficient and
effective means of procuring goods, services, and works required by the council. This has been achieved by working with services through
the category manager approach and ensuring that procurement methodology and activities become embedded across the council. This is
being further supplemented by work segmenting procurement activity across all council services, which will identify procurement activity and
resource implications.
Further development will involve a review and update of the Procurement Strategy 2020-22, publication of the Annual Procurement report in
2021/22, delivery of the 2020/21 Procurement Improvement Plan, and delivery of the procurement contracting work plan (which includes
procurement support for a number of council programmes of work such as the Enterprise Strategic Commercial Partnership and DigitalNL).
This will help secure further improvement in the score achieved by the council at the next external assessment of procurement capability,
conducted by Scotland Excel every two years.
A review and update of the General Contract Standing Orders will be undertaken, this will address any legislative changes relating to Brexit.
Work is also ongoing to determine the ongoing effects of the new trade arrangement with the European Union.

Compliance
with
expected
procurement requirements will
feature in a range of audit work
during the year, with a specific
exercise planned to look at
compliance
with
expected
controls/processes.

YES

Although the subject of previous
audit work, the increased
expectations placed upon the
Council merits further Internal
Audit coverage in 2021-22.

YES

P087.1 Climate change: committing to net zero
In 2015 the United Nations Framework Convention on Climate Change (UNFCCC) Paris Agreement detailed its aim to reduce emissions as
quickly as possible, aspire to halt global warming, and prevent a rise in temperature of a further 2oC. The agreement came into force on 4
November 2016.
Following this, the 2030 Climate and Energy Framework was revised in 2018 with an increase on previous targets:
•

Reduce greenhouse emissions by (at least) 40%.

•

Meet (at least) 32% of EU energy needs with Renewables.

•
Reduce energy consumption by (at least) 32.5% by 2030.
In Scotland, the legislation has constantly looked to go beyond these targets. The Climate Change (Emission Reduction Targets) (Scotland)
Act 2019 amended the original Climate Change (Scotland) Act 2009 with a new net zero target on all greenhouse gas emissions for 2045
focusing on three sectors: industry, agriculture, and transport.
The risk of climate change to the local economy is considered significant and therefore as well as being the right thing to do, any deliberate
interventions will benefit North Lanarkshire. This urgency is reflected in the Climate Emergency that was declared by Elected Members in
June 2019, with a target to move to net zero emissions by 2030 approved at committee in May 2020.
In preparation for COP26 (the 26th conference of the parties / the major United Nations climate change summit due to take place in Glasgow
in November 2021), the council, in partnership with Engie, will host a number of events designed to engage different stakeholders locally as
well as nationally. While COP26 will look to find a solution internationally, the council’s events will seek to broaden knowledge and inspire
stakeholders to act across the local authority area.
By playing a leading role and delivering a series of high impact thought provoking leadership events (around the broad themes of climate
change and the transition to net zero), it is anticipated that the North Lanarkshire Council / Engie COP26 Partnership Programme can engage
communities, businesses, schools, Elected Members, Scottish Government, and council staff in a positive, locally led vision for change.
A full revision of the Carbon Management Plan will be undertaken, utilising a carbon budget approach (where feasible), with view to it
becoming a living document where project information can be added in real time, leading up to 2030.
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Appendix 4

Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

P089 Absence management
Following an extensive review and redesign of the council’s approach to managing absence (which was carried out in partnership with the
Trade Unions) a new programme of work will be brought forward for 2021. This will focus on the implementation of a new policy and approach,
which will be supported by a full plan of activities, to ensure a sustainable improvement in the level of absence across the council. This will
involve the full roll out of the new policy and approach during the first half of 2021, involving managers at all levels and supported by an
effective range of tools and other supports to ensure that the approach is fully embedded and consistent.
Work will also include the delivery of ongoing associated training and development to further build the skills and confidence of managers to
better engage in managing absence within their teams, particularly mental health related absence and additional research work and analysis
of trends and other data to gain a deeper understanding of the wider underlying and systemic issues which may be contributing to high levels
of mental health related absence across the council.

Addressed by recent audit work.
Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22.

NO

P072.2 Strategic data management
Report on the implementation of the Data and Information Management Roadmap through the themes of vision, organisation and governance,
culture and skills, technology and architecture, and process to advance the council’s data maturity score.
Report on the implementation of Phase 2 of the BI Hub development to deliver on the core and service hub requirements and support the
advancement of the council’s data maturity score.
The Data and Information Strategic Roadmap outlines the approach which will drive data management and storage to support strategic,
evidence based, decision making, and the vision set out in The Plan for North Lanarkshire. The main aim of the Roadmap is to ensure that
one single source of truth for all data is retained within the council thus ensuring that through the Master Data Entities of Customer, Cases,
Employees, and Place there is an ability to process and use data as information which can support service delivery, cost reduction, and risk
management arrangements. A critical tool to enable this approach will be the further development of the Business Intelligence (BI) Hub
(Phase 2) which is being progressed as part of the DigitalNL transformation programme. This new capability within the council will operate
hand in hand with service delivery to provide information, intelligence, and insight. The automated platform will integrate with systems to
provide a single source of data in line with the one council approach. The use of a range of BI tools will enable the data to be turned into
actionable information that will enable the council to detect and drive efficiencies within the current financial and resource constraints, allow
areas requiring improvement to be identified, and demonstrate how the council is performing against The Plan for North Lanarkshire. Greater
insights will also be gained into how residents, businesses, and partners are engaging with the council, as well as their needs and how to
meet these.

Programme of work activity does
not require or justify Internal
Audit coverage in 2021-22,
although a watching brief will be
maintained and the governance
of this project may be selected for
review as part of planned work on
Digital NL.

NO
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Appendix 4

Internal Audit consideration of Programme of Work for inclusion in the 2021-22 Plan (continued)

Programme of work to support the shared ambition

Internal Audit commentary

Include in
2021-22 Plan

Much of this activity will be
covered by planned work in
2021-22 on the Council’s
corporate
governance
arrangements.

YES

P075.1 Strategic oversight and accountability
Annual review and update of the Programme of Work to provide Members with a composite overview of progress to date, along with the
future roadmap to ensure strategy remains connected to delivery and the Programme of Work enables the ongoing delivery of projects,
activities, and services in support of The Plan for North Lanarkshire.
Annual review of The Plan for North Lanarkshire, incorporating updates arising from the Strategic Self-Evaluation Framework annual review
programme, level 1 context indicators, level 2 and 3 performance results, and progress in delivery of Programme of Work.
Four complementary frameworks support The Plan and Programme of Work; these are designed to enable a regular structured approach to
assessing progress, measuring success, and identifying (where necessary) areas requirement improvement. These are:
•

Strategic Policy Framework.

•

Strategic Self-Evaluation Framework.

•

Strategic Performance Framework.

•
Strategic Governance Framework.
Update on the review programme to ensure each element in the four supporting frameworks of Strategic Policy, Self-Evaluation, Governance,
and Performance is up to date, on a timetable for review at an appropriate interval, and reported to the relevant committee. This includes
use of the project management model implemented across the council to ensure a consistent, corporate approach to managing projects and
programmes of work.
a) Annual position statement on four supporting frameworks
b) Strategic Policy Framework - update on review programme
c) Strategic Governance Framework - update on review programme
d) Report on draft annual Governance Statement (prior to inclusion in annual accounts)
e) Update on Strategic Self-Evaluation Framework
f) Update on Strategic Performance Framework
g) Review / update on the corporate Project Management model
Report on arrangements to ensure the council maintains adequate oversight of service delivery and governance while demonstrating where
arm’s length external organisations and other partnerships are supporting delivery of The Plan for North Lanarkshire.
Regularly assess the effectiveness of the risk management arrangements which the council has in place to assist the identification and
management of risks, strengthen organisational resilience, improve governance and stakeholder confidence and trust, and increase the
likelihood of the council achieving its planned outcomes, priorities, and ambitions and report the results of that assessment to key
stakeholders.
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Appendix 5:

Internal Audit performance framework

Category

Measure

Internal Audit
management

Reported to
Chief Executive
and CMT

Reported
to A&SP
(Quarterly)

Reported
to A&SP
(Annual)

1. Delivery of Annual Plan

Percentage completion of agreed plan

X

X

X

2. Targeting

Percentage of key corporate risks and key financial systems
over which assurance provided

X

X

X

3. LGBF - Efficiency

Cost of Internal Audit per £ million revenue budget

X

X

4. LGBF - Efficiency

% of productive hours delivered v Plan

X

X

5. Delivery / recommendations

Percentage implementation of agreed
implementation date (cumulative year to date)

6. Delivery / other
7. Customer satisfaction results

actions

by

X

X

Number of significant irregularity / fraud investigations

X

X

Scores from customer satisfaction questionnaires (audit
assignments) (cumulative year to date)

X

X

8. Customer satisfaction results

Scores from key stakeholders (CMT and
questionnaires (overall performance of the function)

X

X

X

9. Quality / standards

Reliance placed by External Audit on the work of Internal Audit

X

X

X

10. Quality/ standards

Quality review outcomes – EQAR or internal self-evaluation

X

X

X

11. Delivery of Annual Report

Annual opinion /report prepared by 31 May annually

X

X

X

12. Targeting

Approval by CMT and A&SP of strategy and annual plan by 31
May annually

X

X

X

A&SP)

Internal management performance indicators
13. Efficiency

Actual v planned days on completed assignments

X

14. Efficiency

Time between completion of fieldwork and draft reports being
issued

X

15. Efficiency

Time between draft reports and final reports being issued

X
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X

X
X

X

X
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AGENDA ITEM 7

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref KA

Date

30/06/21

National Fraud Initiative - Update
From

Audit and Risk Manager

E-mail

adamsonk@northlan.gov.uk

Telephone 07939 280602

Executive Summary
The purpose of this report is to inform the Panel of the progress made to date by the Council
in response to the 2020 National Fraud Initiative (NFI) data matching exercise and to highlight
where further action is required by relevant Services.
The NFI is a data matching exercise, organised by Audit Scotland, which is undertaken every
two years and is widely recognised as an important tool in detecting and preventing fraud. It
involves comparing data sets using criteria which allows for the identification of
inconsistencies and anomalies which may be indicative of possible fraud and/or error. This
information then enables public bodies to follow-up matches on a targeted and prioritised
basis to establish if fraud has occurred and to take appropriate action.

Recommendations
It is recommended that the Panel note the contents of this report and the progress made to
date and planned in relation to the follow-up of matches.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements
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1.

Background

1.1

The NFI is a UK-wide exercise which enables public bodies to take advantage of data
matching techniques to assist them in detecting possible fraud and error. It is organised
by Audit Scotland and is carried out by them under statutory powers added to the Public
Finance and Accountability (Scotland) Act 2000 by section 97 of the Criminal Justice
and Licensing (Scotland) Act 2010.

1.2

The NFI works by using data matching to compare a range of information held by public
bodies to identify potential inconsistencies or circumstances that could indicate fraud
or error. This information enables public bodies to follow-up these matches on a
targeted and prioritised basis to establish if fraud has occurred and to take appropriate
action. A match does not automatically mean that there is fraud or error, and therefore
the Council is not expected to review and/or follow up every match. The outcomes
from any investigation are recorded on the secure NFI web application.

1.3

Information in relation to payroll, housing (current tenants and waiting lists), council tax
reduction scheme, blue badge parking permits, taxi licenses, and creditor payments
and other relevant standing data was uploaded by the Council to the secure NFI
database in October 2020. The results of the data matching for these data sets were
received on 29 January 2021 and the Council has a total of 14,033 matches across 92
reports.

1.4

Additionally, council tax single person discount and electoral register data was
uploaded separately to the NFI database in December 2020. As the matches only
relate to North Lanarkshire, they were made available shortly after submission and the
Council received a total of 8,732 matches across two reports.

1.5

One new data set was requested for inclusion in NFI 2020 – Small Business Bonus
Scheme (SBBS) – and this was submitted in April 2021. The matches for this data set
have not yet been received.

2.

Report

NFI Progress to date
2.1

Audit Scotland has indicated that they do not expect every match or report to be
reviewed and has advised bodies to prioritise matches. As such, they have categorised
the individual reports based on the quality of match (high, medium, address or
information only), with ‘high’ reports often being matched on National Insurance
Number. Additionally, all matches contained in reports have been allocated a ‘risk
scoring’ based on a combination of the likelihood of fraud occurring and the number of
times an individual appears across the NFI data.

2.2

Given the high volume of matches received, there are limitations to the number of
matches that can be reviewed within the resources available. Services are responsible
for determining a method of prioritising their matches for investigation, ensuring timely
action and update of the NFI database. This is generally done by considering the risk
scoring allocated on the NFI database.
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2.3

To date, 3,546 (25%) matches have been processed, resulting in 581 errors with
£9,771 savings. A summary of the results by report type is detailed in the table below.
Report Type
Housing Benefit

Total
Matches

Processed

In Progress

Fraud

Error

Total
Value (£)

226

192

8

0

2

1,654

2,296

542

11

0

28

8,117

66

33

6

0

0

0

Blue Badges

1,066

1,066

0

0

551

0

Creditors

6,353

1,390

5

0

0

0

91

0

0

0

0

0

Housing Tenants

2,152

108

117

0

0

0

Housing Waiting List

1,783

6

62

0

0

0

14,033

3,337

209

0

581

9,771

Council Tax Reduction
Payroll

Procurement

Total

2.4

Matches relating to housing benefit and council tax reduction have been dealt with by
the Appeals and Adjudications team within Financial Solutions. The team has
prioritised the high and medium risk housing benefit reports, and review of these reports
is almost complete. They then intend to review the high and medium risk council tax
reduction reports with expected completion by October 2021 and the review of these
reports is currently well underway.

2.5

Internal Audit assessed payroll to payroll matches where North Lanarkshire Council
employees are also employed by other public sector organisations. These matches
are generally innocent, although public bodies have previously identified matches to be
indicative of ‘ghost’ employees or individuals holding multiple employments whilst on
sick leave with one of the bodies. Review of these matches was prioritised and focused
on North Lanarkshire Council employees earning more than £10,000 per annum with
both bodies. No issues were identified. The remaining matches were not selected for
investigation as there is a lower risk of significant fraud or error given the smaller sums
involved.

2.6

The review of matches relating to blue badges is complete and has resulted in 551
badges being cancelled, generally because of the badge holder being deceased. The
Council has had a high number of blue badge matches during the current and previous
NFI exercises as there has been no robust mechanism in place to ensure notification
to the Council of a badge holder’s death and/or to ensure the return of a badge.
However, the section responsible for processing blue badges is now using information
from the Council’s ‘Tell Us Once’ process to cancel badges for deceased persons. This
should hopefully reduce the number of blue badges matches in future NFI exercises.

2.7

Creditors matches, relating to potential duplicate payments and creditor references
account for 45% of the total matches received and the majority (90%) of these fall into
two reports matched on invoice number, invoice amount and/or creditor reference.
Internal Audit has undertaken an initial review of these matches and has identified that
they contain many false positives as some suppliers (i.e. utilities) have regular monthly
charges using the account reference as the invoice number. As such, review of these
matches has been prioritised to focus on those where the potential for duplicate
payments is greatest and the invoice value is most significant. Investigation of these
matches remains ongoing, however, to date, only a small number (occurrence and
value) of potential duplicate payments have been identified and these are in the
process of being investigated further by internal Audit.
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2.8

Matches relating to procurement involve a comparison of North Lanarkshire Council
employees to Companies House information to identify any potential undeclared
conflicts of interest. Internal Audit intend to review these matches once the review of
creditors matches is complete.

2.9

Review of housing tenant and waiting list matches during previous NFI exercises has
been limited and matches have generally continued to reappear in subsequent
exercises. During the last NFI exercise in 2018, the Service committed to improving
the quality of data held on the Council’s housing management system (HSMS) to
ensure that the data held by the Council more accurately reflected movements in
household composition. As such, the number of housing tenant matches received for
NFI 2020 has reduced by approximately 25%. Housing Solutions has prepared an
initial action plan for reviewing housing tenant and waiting list matches and, after
discussion with Internal Audit, has agreed to update this plan to better prioritise
matches and reports and reflect more realistic completion timescales. Once the action
plan has been agreed, Housing Solutions intend to commence their review of the
matches. Internal Audit has agreed to provide a resource to assist with the review of
housing matches and will liaise with the Service to update HSMS with any required
amendments arising from these matches.

2.10

Financial Solutions have reviewed and considered the council tax single persons
discount matches and have determined that there is little or no merit in allocating scarce
resources to review these matches in detail. The Service considers that outsourcing a
separate data matching exercise using credit reference agencies would be more
beneficial and would likely generate more significant savings. The Service is currently
in consultation with the Corporate Procurement team to prepare a tender for an
exercise of this nature.

Covid-19 Business Grants
2.11

As part of the counter fraud response to the Scottish Government’s Covid-19 business
relief programme, the NFI 2020 work programme included the requirement to submit
additional data in relation to the Covid-19 business grants for the Small Business Grant
Fund and the Retail, Hospitality and Leisure Grant Fund. This data was submitted in
January 2021 and is being matched within, and between, Councils to identify potential
fraud in relation to multiple grants paid to businesses at the full 100% rate; grants paid
to businesses where the cumulative rateable value exceeds permitted limits;
duplication between grant schemes; and payments made to businesses or individuals
flagged in proven fraud ‘watchlist’ data. The matches have not yet been received but
are expected shortly.

2.12

From the outset of Covid-19 business grants being processed, the Council has
participated in ongoing information sharing regarding potential fraudulent applications
via the Scottish Local Authority Investigator Group (SLAIG). This information has,
where appropriate, also been shared nationally with a specialist unit within Police
Scotland. In addition, Internal Audit has also reported a series of suspected fraudulent
business grant applications to the Lanarkshire Division of Police Scotland and several
live Police enquiries are ongoing.
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3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

None identified.

4.

Impact

4.1

Financial impact

None identified

4.2

HR policy / Legislative impact

None identified

4.3

Technology / Digital impact

None identified.

4.4

Environmental impact

None identified.

4.5

Communications impact

None identified.

4.6

Risk impact: Failure to participate in the NFI could result in non-compliance with
legislation, criticism from external audit and error and fraudulent activity not identified
at an early stage.

5.

Measures of success

5.1

Successful participation in NFI 2020 will result in error, fraud and potential savings
identified and positive assessment by the Council’s external auditor of the Council’s
approach.

Ken Adamson, Audit and Risk Manager
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AGENDA ITEM 8

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐ for approval ☒ for noting

Ref: KA/ASP/June21

Date: 30/06/2021

External Audit: Audit Scotland Management Report
From

Audit and Risk Manager

E-mail

adamsonk@northlan.gov.uk

Telephone

07939 280602

Executive Summary
The purpose of this report is to present elected members with the audit output produced by the
Council’s appointed external auditors, Audit Scotland, since the last meeting of the Panel in
respect of the audit of the Council for the year-ending 31 March 2021
A copy of the external auditor’s interim management report is attached to this report. Members
should note that the report includes audit findings and responses, including planned actions that
have been agreed by management.
The external auditor will speak to the Panel about the above audit output at the meeting and
highlight to members any issues arising from their work that they wish to bring to the Panel’s
attention.

Recommendations
The Panel is asked to note the report and to invite the external auditor to speak to their report.

The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements

Page 157 of 245

1.

Background
1.1

The Accounts Commission have appointed Audit Scotland as the Council’s appointed
external auditor for the five-year period from 2016-17.

1.2

The areas to be examined and expected outputs to be produced by the Council’s
external auditors are outlined each year in their annual planning document, which for
the 2020-21 audit was presented to the Panel in March 2021.

2. Report

3

2.1

Auditing standards require external auditors to obtain an understanding of the
accounting and internal control systems that exist within an audited body to allow them
to plan the audit and develop an effective financial statements audit approach.

2.2

The attached external audit interim report presents the results of work undertaken by
Audit Scotland on the Council’s key accounting and financial systems as well as work
to date on those wider audit dimensions covered by the public sector audit model. A
further report, addressing all relevant audit issues arising from the annual audit, will be
presented to the Panel in late-September.

2.3

Members should note that the report contains audit findings and responses, including
any planned actions that have been agreed by management.

2.4

The external auditor will speak to the Panel about the above audit output at the meeting
and highlight to members any issues arising from their work that they wish to bring to
the Panel’s attention.

Public Sector Equality Duty and Fairer Scotland Duty
Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland assessment in this instance.
Equality Impact Assessment
There is no requirement to carry out an equality impact assessment in this instance.

4.

5.

Impact
Financial impact
HR policy/Legislative impact
Technology / Digital impact

None identified
None identified
None identified

Environmental impact

None identified

Communications impact

None identified

Risk impact

None identified

Measures of success
5.1

The Council is committed to delivering effective and efficient financial reporting and
high standards of financial management and corporate governance which underpin the
delivery of Council services and the achievement of planned outcomes and corporate
priorities.

5.2

Both Internal and External Audit report to the Audit and Scrutiny Panel on their
assessment of the adequacy and effectiveness of the Council’s financial management
and corporate governance arrangements.

6. Supporting documents
Appendix 1 – Audit Scotland Management Report.

Ken Adamson, Audit and Risk Manager
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Who we are
The Auditor General, the Accounts Commission and Audit Scotland work together
to deliver public audit in Scotland:
• The Auditor General is an independent crown appointment, made on the
recommendation of the Scottish Parliament, to audit the Scottish
Government, NHS and other bodies and report to Parliament on their
financial health and performance.
• The Accounts Commission is an independent public body appointed by
Scottish ministers to hold local government to account. The Controller of
Audit is an independent post established by statute, with powers to report
directly to the Commission on the audit of local government.
• Audit Scotland is governed by a board, consisting of the Auditor General, the
chair of the Accounts Commission, a non – executive board chair, and two
non – executive members appointed by the Scottish Commission for Public
Audit, a commission of the Scottish Parliament.

About us
Our vision is to be a world-class audit organisation that improves the use of public
money.
Through our work for the Auditor General and the Accounts Commission, we
provide independent assurance to the people of Scotland that public money is
spent properly and provides value. We aim to achieve this by:
• carrying out relevant and timely audits of the way the public sector manages
and spends money
• reporting our findings and conclusions in public
• identifying risks, making clear and relevant recommendations.
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Audit findings
Introduction
1. This report contains a summary of the key findings from our interim audit
work at North Lanarkshire Council. Auditing standards require external
auditors to obtain an understanding of the accounting and internal control
systems that exist within the audited body to allow us to plan and develop an
effective audit approach for the annual accounts. They also require us to
work closely with internal audit to make best use of the available resources
and avoid duplication of effort.
2. This is reflected in our responsibilities under the Code of Audit Practice
which requires us to gain assurance that the audited body:
• has systems of recording and processing transactions which provide a
sound basis for the preparation of the financial statements
• has systems of internal control which provide an adequate means of
preventing and detecting error, fraud or corruption
• complies with established policies, procedures, laws and regulations.
3. In addition, we carried out work on the audit dimensions, as required by
the Code of Audit Practice, which can be found in Exhibit 1. Further work on
these areas will be included in our annual audit report.

Exhibit 1
Audit dimensions

Source: Code of Audit Practice 2016
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4. Scotland’s public services are under exceptional pressure due to the
Covid-19 pandemic. Our approach to audit during these circumstances will
be pragmatic, flexible and consistent. We have issued a paper, COVID 19:
What it means for public audit in Scotland, setting out the principles of Audit
Scotland’s approach to our financial and performance audit programmes. It
also outlines our plans for assessing the impact of Covid-19 on public bodies
and reviewing the Scottish public sector’s response to the pandemic.

Conclusion
5. We identified some financial control weaknesses as summarised in
Exhibit 2, where we will need to carry out additional work to enable us to
obtain the required assurance for our audit of the annual accounts.
6. The weaknesses identified represent those that have come to our
attention during our normal audit work and therefore are not necessarily all
the weaknesses that may exist. It is the responsibility of management to
decide on the extent of the internal control system appropriate to North
Lanarkshire Council.
7. All our outputs and any matters of public interest will be published on our
website: www.audit-scotland.gov.uk.
8. The contents of this report have been discussed with relevant officers to
confirm factual accuracy. The co-operation and assistance we received
during our audit is gratefully acknowledged.

Internal control systems and action plan
9. In accordance with ISA 330: the auditor's response to assessed risk, our
audit approach allows us to take a three-year cyclical approach to controls
testing. This approach enables us to place reliance on previous years' audit
work once we have confirmed that the control environment and operation
remain unchanged and no significant weaknesses exist.
10. Our 2020/21 testing covered key controls in a number of areas including
budget monitoring, payroll controls (including second officer checks and
exception reporting), segregation of duties over journals, second officer
checks over new suppliers and invoices, controls over changes to housing
rents standing data, and IT access. Additionally, our testing covered key
areas for preventing and detecting fraud including the issuing of credit notes
and the awarding of discretionary discounts for non-domestic rates and
council tax. We also assessed the financial controls within social work
services for self-directed support, independent homecare and independent
care homes which supports the assurances required for the audit of the
North Lanarkshire Integration Joint Board.

Budget monitoring

Payroll controls

IT access

11. Prior to completing our controls testing work, we reviewed each of the
main financial systems in line with ISA 315: understanding the entity and its
environment.
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12. Our 2019/20 audit highlighted the introduction of the OpenPortal system
for council tax, business rates and benefits. Initially the uptake for the
system was higher than anticipated and had an impact on council resources,
as each new registration requires a full check on personal details. Since its
implementation, only a small proportion of council tax accounts have signed
up for e-billing (7,800 out of 150,000). The council had planned to use
resources to advertise the system, however as a result of Covid-19 these
resources were diverted to maintaining core services. The council intends to
increase the take up of e-billing and accelerate customers making use of the
OpenPortal system.
13. In 2020/21 the council received and administered significant funding to
support individuals and businesses impacted by the Covid-19 pandemic. We
are also carrying out a review of the controls put in place by the council to
administer the most significant Covid-19 grants and carrying out testing to
confirm the existence and operation of these controls. This work is nearing
completion and we will report on this in our Annual Audit Report.
14. The key control risks identified during the interim audit are detailed in
Exhibit 2. These findings impact on our approach to the financial statements
audit as detailed in the final column.

Exhibit 2
Key findings and action plan 2020/21
Audit Finding
1

User access
Each financial system has controls in
place for staff to gain appropriate
access. There are also processes in
place to monitor user access through
annual or bi-annual reviews. For each
of the financial systems reviewed, with
the exception of e-Financials, these
reviews did not take place in 2020/21.
However, Internal Audit’s review of
general ledger controls found the
documentation for the e-Financials
review to be incomplete and an
exercise is underway to follow up on
any documentation outstanding. We
also note that for the iTrent system
there was a review of dormant users
during the year.

Management
response

Additional
procedures

The Revenues and
Benefits bi-annual User
Review was delayed due to
the impact of Covid 19 on
Service Delivery. The
potential increased risk of
inappropriate access was
for a limited period only
with the full User Review
programme re-initiated in
May 2021 with the overall
process due to be fully
completed by quarter three.

We will
substantively test a
sample of users to
ensure that access
permissions are
appropriate.

Responsible Officer: Paul
Doherty
December 2021

There is a risk that individuals may
have inappropriate access to
systems.
2

Payroll - validation checks

Positive validation reports
have been implemented for
Education and Families
and this exercise will be
repeated on a yearly basis.

We reported last year that employee
validation checks are now carried out
by payroll across all council services.
However, this process is still
Positive validation for all
considered incomplete as it does not
other services will be
require positive confirmation that the
undertaken in July 2021
employee listing is correct. We note
and yearly thereafter.
that positive confirmation was
Page
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We will
substantively test a
sample of paid
employees to
ensure they exist
as current
employees through
confirmation to
other records.
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Audit Finding

Management
response

towards the end of 2020/21 and has
been rolled out to all council services
from May 2021.
There is the risk that the absence of
a periodic validation of all staff
through positive confirmation of
employment staff remain on the
payroll after they have left
employment.
3

Council Tax and Non Domestic
Rates - Second officer checks
Officers in the revenues team carry
out spot checks over reliefs and
discounts awarded and annual
reviews of existing discounts and
reliefs. Due to the additional workload
on the revenues team as a result of
the Covid-19 pandemic and
administering the business grants,
these second officer checks were
paused in 2020/21.
There is a risk that people are in
receipt of reliefs and discounts for
council tax and non domestic rates
who are no longer entitled or not
eligible.

Additional
procedures

Responsible Officer:
Jennifer Hardy, Employee
Service Centre Manager
July 2021

Second officer checks for
reliefs and discounts were
temporarily suspended for
Council Tax and NDR in
order to alleviate the strain
on service delivery as a
result of COVID-19. It was
acknowledged that this
increased the potential risk
of error in this area
however this was for a
limited period only. The
Council Tax and NDR
second officer checking
process re-commenced
from April 2021.

We will
substantively test
an extended
sample of reliefs
and discounts
awarded for council
tax and nondomestic rates.

Responsible Officer: Paul
Doherty
Complete

4

Non Current Asset Valuation
The council operates a five-year
rolling programme of reviews for
whole asset classes with no
indexation applied in the intervening
years.
The revaluation of education
properties in 2018/19 demonstrated
an increase in net book value for this
category of 25-30% since the previous
valuation. Therefore, in each
intervening year the estimated value
of education properties could become
increasingly inaccurate. As it is now
two years since the last revaluation of
education property, this estimation
error could be 10-12%.
The council should revise its
processes to include intervening
indexation to ensure asset values are
more accurate.

Financial Solutions enters
into a service level
agreement with the
Council’s Asset and
Procurement (Property
Services) team to carry out
the five-year rolling
programme of reviews for
whole asset classes and
therefore will discuss the
proposals with them as this
would require a change to
the terms of the
engagement and will also
seek their opinion on the
appropriateness of the
indexation approach
recommended, including
any RCIS or industry
guidance.
Responsible Officer:
Elaine Kemp

Site visits, which normally are
undertaken as part of the valuation
exercise, are currently suspended due
to Covid-19 restrictions. This could
affect assessments of obsolescence,

March 2022
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Audit Finding

Management
response

and management impairment reviews
are therefore increasingly important.
There is a risk that asset values, in
particular education assets, in the
accounts are materially inaccurate.

Financial Management
The Budget Recovery Group was set up to closely monitor the
financial position throughout the year

15. The council effectively monitors the budget position through the year.
Typically this is through monthly budget monitoring reports to the Corporate
Management Team and quarterly reports taken to the Finance and
Resources Committee. As a result of the significant financial impact of
Covid-19 and the timing of committee meetings, financial monitoring reports
were not presented to every monthly CMT meeting. Rather, the council
introduced additional financial controls and governance arrangements
through specific finance reports to the full Council and the Policy and
Strategy Committee as required and more detailed monitoring took place
through the Budget Group. This was to ensure finances were monitored
more closely in 2020/21, given the additional complexities and uncertainties
arising from Covid-19, and to respond promptly to emerging issues.
16. The Budget Group was set up during 2020/21 and is made up of
Executive Directors and chaired by the Section 95 Officer. The group was
established to focus on setting actions on future savings plans to address
budget gaps forecast for 2021/22 and 2022/23 and to brief members in
relation to savings requirements for these years. The group also had a focus
on the current financial year, specifically the 2020/21 financial position and
the impact of Covid-19, ensuring that the cost of the pandemic to the council
was captured, reported and appropriate management action taken.
17. Financial forecasting is an embedded part of management and reporting.
From our review of budget monitoring reports we concluded that they
provided an overall picture of the budget position at service level. The
reports forecast the outturn position for the year and include good narrative
explanations for significant variances against budget. This allows both
members and officers to carry out effective scrutiny of the council's finances.
18. Details of how the year end outturn position was forecasted throughout
2020/21 is included in Exhibit 3. The latest available monitoring report, to
period 12 shows a forecasted year end outturn. The provisional outturn
position is due to be presented to the CMT.
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Exhibit 3
Summary of outturn reporting of the projected year end surplus during 2020/21
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Financial monitoring period
Source: Financial monitoring reports

The council is forecasting a provisional year end surplus

19. The council approved a General Fund Revenue Budget of £780 million in
March 2021. This has since been increased by £73 million to £853 million
as a result of a number of Covid-19 related funding streams being confirmed.
As at May 2021, the council is forecasting a surplus of £7.9 million (Exhibit
3). The council has separated this into £6.5 million in relation to Covid-19
and £1.4 million forecast outturn for non Covid-19 expenditure.
20. The council is forecasting additional costs, in 2020/21, of £52.5 million as
a result of the Covid-19 pandemic. This is offset by £77 million of additional
grant income and £3 million of the council’s Covid-19 contingency fund. The
council forecasts carrying forward £22 million for costs relating to Covid-19
into 2021/22.
21. The council does not plan to use any of the fiscal flexibilities offered by
the Scottish Government in 2020/21.
22. At a service level, Enterprise and Communities service is forecasting an
overspend of £7.7 million, largely due to reduced income from
•

planning and building standards fees

•

school meals

• North Lanarkshire Industries
• special uplifts
• letting
• parking and other roads income.
23. The Chief Executive service is projecting an overspend of £2.4 million.
This largely relates to the non-achievement of savings, and income underrecovery across a number of income generating activities. The remaining
services are forecasting underspends or are on-budget with their provisional
outturns.
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24. Expenditure from earmarked reserves is not included in the £7.9 million
provisional outturn. These are monitored and reported separately. The
financial statements at the year-end will include this expenditure and
therefore this would produce a lower “in-year” surplus than the basis used for
reporting in budget monitoring reports.

Best Value Follow Up
25. Best Value is assessed over the five-year audit appointment, as part of
the annual audit work. Last year we carried out a follow up review on the
council’s progress against each of the recommendations made in the Best
Value Assurance Report published in May 2019. For 2020/21, we have
selected a sample of four of these recommendations and carried out a
further review on progress.
26. At its meeting in June 2019 the council agreed the recommendations
within the Best Value Assurance Report. Progress on the eight
recommendations was reported to the Policy and Strategy committee in
September 2019 and March 2020. The recommendations have been
mapped to the council’s Programme of Work which underpins the
overarching Plan for North Lanarkshire vision. Progress on the
recommendations is tracked through the various updates on the Programme
of Work which go to committee.
27. We have considered the council’s progress against the sampled
recommendations in Exhibit 5. We recognise that the Covid-19 pandemic
has impacted progress in several areas. However, the council has continued
to make good progress in addressing the recommendations in the Best
Value Assurance Report.

Exhibit 5
Progress Update on Best Value Recommendations
BVAR Recommendation
Revised strategies, policies and
plans should be developed to
deliver the programme of work
that underpins the council’s
ambitious vision, based on its five
priorities.

Summary of progress
The Covid-19 pandemic has impacted on the council’s usual activity of
maintaining the strategic frameworks which support the Plan for North
Lanarkshire and the Programme of Work and ensure good
governance. However, updates to members show a clear commitment
to realign these frameworks to the Plan and Programme of Work given
the impact of Covid-19 on the council’s operations.
28 of the 31 policies and strategies included in the Strategic Policy
Framework have now been updated and approved since the approval
of the Framework in 2018. The council has created a section of the
website which holds all strategies, policies and plans (including subpolicies which support higher level strategies). We selected a small
sample of strategies/ plans from this section of the website. Of the five
sampled, two were currently under review in line with their cycle of
review and the others were up to date and available on the website.
Our work found that two strategies (outwith our sample), which had
recently been reviewed, had not yet been uploaded to the website.
We are satisfied that the council has a robust process in place to
ensure policies and strategies are kept up to date and regularly
reviewed to ensure they are aligned to the Plan and any laws and
regulations. The council has acknowledged that the frameworks in
place to support delivery of the Plan need to be reviewed further in
light of the Covid-19 pandemic. This will be done as part of their
annual review.
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BVAR Recommendation

Summary of progress
Complete

Performance information on the
council’s website should be kept
up-to-date to improve
accountability to the public.

The council completed the launch of its new website in 2020. The
website now includes the ‘Our Performance’ section which covers the
councils performance against the Local Government Benchmarking
Framework (LGBF) indicators and a section on its statutory duty to
deliver Best Value.
The first phase of the publication of the 2019/20 data was completed in
March 2021 and the second phase, which provides updated financial
information and data on children and social work, was completed in
May 2021. We acknowledge the time lag in the availability of the
LGBF data and are satisfied the council is publishing the data as it
becomes available.
The LGBF indicator data can be accessed through an online portal on
the council’s website and this also provides comparisons of North
Lanarkshire Council against the Scottish average and similar local
authorities. We reviewed several LGBF indicators in the portal and all
were dated 2019/20 and represented the most up to date information
available.
We are satisfied that the council has processes in place to regularly
update the performance information on its website.
Complete

The council should complete the
Investors in People programme
as planned and determine how it
will maintain staff engagement.

Each service within the council has now been assessed against the
Investors in People (IiP) framework. The council is now being
assessed as an organisation against the framework. There are three
parts to the assessment. Investors in People will consolidate these
findings with a full report being presented to the CMT in June 2021.
The council are therefore on track to obtain the full Investors in People
accreditation.
Improvement recommendations are provided for each assessment
undertaken. The council has developed an Investors in People
Employee Engagement Improvement Plan with work streams and
actions mapped back to the recommendations and IiP framework
dimension.
Good progress has been made.

Page 169 of 245

12 |

BVAR Recommendation
Improvement plans arising from
self-evaluation exercises should
include measurable actions and
clear deadlines.

Summary of progress
A 12-week self-evaluation was planned for Spring 2020. However, due
to the Covid-19 pandemic this had to be postponed given the nature of
the exercises involved, the working restrictions and council resources
were deployed elsewhere in response to the pandemic.
Whilst the initial planned exercise has been delayed, the council has
continued its commitment to self-evaluation. The council completed an
exercise to evaluate its response to the Covid-19 pandemic. The
results of this exercise were reported to the Policy and Resources
Committee in October 2020. The report details the review of the
council’s response and lessons learned. An action plan has been
developed which will be monitored by a separate corporate group and
the results have fed into the Programme of Work for 2021/22.
The Strategic Self-Evaluation Framework has been updated this year
to be in line with national Best Value guidance published in March
2020. This, and the 2021/22 programme of review are to be presented
to the CMT in June 2021.
While the council have had to delay its planned self-evaluation
exercise as a result of the global pandemic, it has shown a clear
commitment to self-evaluation through its review of the Covid-19
response and annual review of the Strategic Self Evaluation
Framework.
Reasonable progress has been made.

Source: Audit Scotland
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AGENDA ITEM 9

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☒approval ☒noting

Ref KH/RL/GL

Date

30/06/21

PCI-DSS compliance – Progress Report
From

Katrina Hassell, Head of Business Solutions

E-mail

HassellK@northlan.gov.uk

Telephone

01698 302235

Executive Summary
The purpose of this report is to provide the Panel with an update on the Council’s progress in
achieving compliance with the Payment Card Industry Data Security Standard (PCI DSS) by
the indicative date of September 2021.
Following on from the detailed report to the Panel in September 2020, this report summarises
the positive actions completed to date to achieve iterative compliance, outlines the complexities
of achieving compliance for MOTO (mail order/telephone order) transactions in particular, and
illustrates further activity necessary for the Council to achieve PCI DSS compliance.
The complexities surrounding MOTO transactions when considered alongside the requirement
for Business Solutions to procure replacement technologies and resource other priority council
programmes illustrate the Council is unlikely to achieve full compliance by the targeted date of
September 2021. A revised completion date of March 2022 is now targeted, with progress
against this monitored through the Panel and the Transformation & Digitisation Committee.

Recommendations
The Panel is invited to:
1) Note the content of the report, and significant developments completed to date in
progressing the Council towards compliance,
2) Note that a substantial level of work remains, particularly regarding MOTO transactions, to
achieve compliance with these complex requirements, but such needs to be considered
alongside the procurement and resourcing requirements of several other high-priority
programmes, and
3) Note the revised timeframe of March 2022 to achieve full compliance with all strands of the
PCI DSS security requirements.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements

1.

Background

1.1

Elected members are aware that the council permits payment for a wide range of services
to be made using credit and debit cards, and that acquiring banks require all organisations
who accept card payments to be compliant with the Payment Card Industry Data Security
Standards (PCI DSS).

Page 173 of 245

1.2

The ‘PCI-DSS Compliance – Progress Report’ to the Panel of 3 September 2020
highlighted the council has a complex array of payment systems and supporting processes
and is therefore subject to equally complex and onerous compliance requirements. Given
non-compliance can ultimately lead to the council being unable to process card
transactions for goods and services, this earlier report advised the Panel of the priority
actions undertaken with Lloyds Cardnet PCI DSS Compliance team to enable the council
to continue to accept card payments whilst it developed and deployed the longer term
actions and governance necessary to maintain compliance.

1.3

Through discussion of this earlier report at the Panel meeting of 3 September 2020,
Business Solutions set a target date for achieving compliance with PCI DSS requirements
of September 2021, and thereafter identified the key milestones necessary to achieve
compliance within that timeframe.

1.4

This report illustrates progress against the planned activity, with a summary of estimated
compliance levels as at September 2021 provided for Panel consideration within paragraph
2.20 below.

2.

Report

2.1

Given the complexity of the Council’s payment arrangements and supporting processes, a
PCI DSS Governance Board was formed to provide oversight of project activities. The
Board meets quarterly and will oversee development of the policies and processes
required to achieve compliance.

2.2

Following through on the recommendation to engage a Qualified Security Assessor (QSA)
to guide us towards compliance , the Council contracted the services of Compliance 3 (C3).
C3 personnel have a background both in advising on and implementing PCI DSS
compliance programmes, and operating PCI DSS compliance assurance programmes
within the UK banking sector.

2.3

C3 facilitated an initial consultation session/workshop with senior stakeholders in February
of this year. At this stakeholder session C3 provided an overview of the threat landscape,
highlighted that payment data is personal data, and recommended we seek to limit
exposure of payment data when designing our longer-term compliance arrangements.
This is often referred to as minimising the Cardholder Data Environment (CDE).

2.4

With payment data assessed as personal data, and the Council legally required to protect
such data, it is clear that actions taken to secure card payment systems and appropriate
handling of cardholder data will not only address PCI DSS compliance, but will also support
the Council in meeting the statutory requirements laid out in the UK GDPR and the Data
Protection Act 2018. To this end, the project is now supported by the Council’s Data
Protection Officer and data protection team.

2.5

C3 confirmed that PCI DSS certification could be undertaken iteratively, and with this in
mind, the C3 roadmap seeks to obtain compliance using a channel by channel approach.
Our roadmap has therefore been constructed to reflect the three payment streams
previously advised to the Panel of eCommerce, mail order/telephone order (MOTO), and
cardholder present transactions, with compliance being sought separately for each.

2.6

Completion of the relevant self-assessment questionnaire (SAQ) for each payment system
and channel forms a cornerstone of PCI DSS compliance. This requires the gathering of
appropriate evidence to complete the appropriate SAQs, referring to documentation and
contract clauses where appropriate. Using a red, amber green assessment rating (RAG),
Table 1 below summarises the SAQs which need to be completed for each system and
channel, and the relative complexity of each.
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Business Unit
North Lanarkshire
Council (Corporate)

Culture

Leisure

Type

Questionnaire

Difficulty Level

ECOMMERCE

SAQ – A

Easy (24 Questions)

EPOS (Face2Face)

SAQ – P2PE

Easy (34 Questions)

MOTO

SAQ D

Extreme (328
Questions)

ECOMMERCE

SAQ – EP

Difficult (192
Questions)

EPOS (Face2Face)

SAQ - P2PE

Easy (34 Questions)

MOTO

SAQ D

Extreme (328
Questions)

ECOMMERCE

SAQ – A

Easy (24 Questions)

EPOS (Face2Face)

SAQ – P2PE

Easy (34 Questions)

MOTO

SAQ - D

Extreme (328
Questions)

Table 1- SAQ (Self-assessment Questionnaire) Complexity Levels

2.7

With the former CultureNL and NL Leisure organisations operating independent
arrangements, but the Council ultimately responsible for achieving compliance for all, table
1 above illustrates we have a complex card payment landscape to address with multiple
systems taking payments across each of these channels as follows:
•
•
•
•

A ‘Capita 360’ system is used by several Council services, and accommodates in
person card payments, web-hosted ecommerce and both automated and nonautomated telephone payments;
NL Leisure offered eCommerce facilities to customers through a separate card provider
WorldPay, but also use a ‘Gladstone’ system to accommodate MOTO and in person
card payments;
Culture NL also operate a ‘Gladstone’ system, but it is entirely separate to that used
by NL Leisure and is primarily used to accept in person card payments for cultural
activities;
Finally, CultureNL also used a Spektrix hosted system to accommodate all forms of
card payments in respect of concert hall bookings.

2.8

Following the initial meeting with C3, further workshops were held to examine the
processes and payment card journeys associated with eCommerce and MOTO payments,
with the data flows for these channels subsequently mapped. Members will wish to note
these fully reflect the complicated payment structure of the newly in-sourced Active and
Creative Communities.

2.9

Use cases for the MOTO and eCommerce payment channels have been developed, with
payment volumes per channel currently being analysed.

2.10

The September 2020 report to the Panel highlighted the desire to minimise the amount of
cardholder data routed through our card payment systems, and further outlined options to
progress this via a range of planned upgrades to the Capita Pay360 card payment system.
Work in this area has progressed well with the upgrade to the cardholder present payment
channel now complete, and early assessments indicating our Cardholder Data
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Environment (CDE) is moving to a security level which may allow a reduction in PCI scope.
Work is under way towards achievement of a zero, or very low, CDE for this channel.
2.11

The ‘Programme Progress Update on Insourcing of Culture, Sport and Leisure Services’
report to the Policy and Strategy Committee in December 2020 advised that integrating the
leisure network with the council’s infrastructure was challenging, and would be undertaken
in a planned and phased way, commencing with upgrades to critical business systems.
From a PCI DSS viewpoint, the upgrade to the Leisure Management System (Gladstone)
used by the Leisure side of Active and Creative Communities has seen them move to a
cloud hosting solution, improving the security of their data and reducing the scope of
cardholder data residing on the currently separate Leisure network.

2.12

There is an additional requirement to liaise with other organisations which may be acting
as service providers to the Council, such as Glasgow City Council. These organisations
store, process or transmit cardholder data on the Council’s behalf. The scope and
requirements differ for service providers, and we need these to be documented to
demonstrate PCI DSS compliance

Next Steps/Planned Actions
2.13

Having completed workshops in respect of the cardholder present channel, high-level flow
diagrams and use case mapping are being progressed to facilitate compliance for that
channel. As outlined in paragraph 2.7 above, the Council processes cardholder present
payments through both Gladstone systems, Spektrix and Capita 360.

2.14

There is a requirement to forecast payment volumes associated with the cardholder
present channel, which for the moment has the added complication of locations which
routinely offer cardholder present payments having been closed or partially reduced due
to Covid19 pandemic restrictions. This will lead to assumptions being made on the
payment volume data we are able to analyse.

2.15

Developments to payment systems are taking place at the same time as PCI DSS
compliance is being progressed. New systems are being put in place to update or replace
ageing ones. As well as impacting on the immediate PCI DSS compliance programme,
ongoing annual accreditation will require any changes to existing systems or the uptake of
new payment processing to be carefully evaluated in advance of implementation.

2.16

Recognising the volume and nature of card transactions currently being processed within
the Council’s ICT/telephony network, the entirety of the Council ICT network is within the
scope of the PCI DSS compliance assessment of the MOTO channel. In line with the C3
advice outlined in paragraph 2.3 above, we are seeking to limit exposure of payment data
when designing our longer-term compliance arrangements, and will therefore need to
procure new telephony payment services to reduce the scope of the MOTO channel.
Appropriate solutions are currently being evaluated, but competing pressures within
Business Solutions mean these – and therefore MOTO PCI DSS compliance – are unlikely
to be fully operational by the targeted September 2021 deadline.

2.17

In the context of MOTO, consideration must also be given to the changing landscape of
digital technology payments where there has been a move away from traditional telephonebased payment channels to the use of digital technology such as smart devices and social
media. This includes mechanisms such as SMS, web chat, email, and online direct
messaging.

2.18

The use of digital technology, whilst not replacing telephone-based payment completely,
will complement the MOTO payment channel and provide further protection more in line
with an eCommerce transaction thus reducing cost and improving security.
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2.19

There is a further requirement to review and audit point of sale chip and pin devices. Due
to the pandemic many locations that deliver face to face transactions were closed, with
some but not all now reopening. An audit of the devices currently in place must be
undertaken to ensure assets are accounted for and configurations confirmed.

2.20

Although we set an ambitious target of September 2021 for achieving PCI DSS
compliance, it is clear through the work progressed so far that this indicative date cannot
be achieved across all payment channels, particularly MOTO. Again using a RAG
assessment convention, Table 2 below summarises expected compliance status as at
September 2021.
NLC
ECOMMERCE

Capita Pay360
100%

Leisure

Culture
Spektrix
100%

Gladstone
N/A

Capita Pay360
N/A

Gladstone
100%

EPOS

100%

100%

100%

100%

100%

MOTO

60%

50%

N/A

60%

60%

Table 2 – Submission / Compliance Status as at 30 September 2021

2.21

Included in Appendix 1 is a projected timeline for the compliance of the MOTO payment
channel, and a revised completion date of March 2022. As this timeline is reliant on multiple
systems integrating to a solution which has still to be procured, there is scope for further
movement on this revised completion date. Steps are planned to ensure our acquiring bank
remains aware of the status of our compliance with the MOTO channel.

Risk Factors impacting project completion
2.21

A recent staff absence has slowed the de-scoping progress for the Culture side of Active
and Creative Communities. Although colleagues are covering this absence and supporting
this priority project, they do not have the same level or in-depth technical knowledge of the
former CultureNL network and payment infrastructures as those former employees.

2.22

The requirement for system upgrades and reliance on several other areas of Business
Solutions projects underway, for example work required to introduce robust digital
technology (tendering, testing, piloting, phased rollout, and full deployment) significantly
impacts achievement of PCI DSS compliance for the MOTO channel within the targeted
September 2021 timescales.

2.23

The introduction of digital technology will be a new method of taking payments and will
involve training and implementation of required changes to documented practice.

2.24

The use of payment service providers who are not PCI DSS compliant may incur delay.

2.25

The plan to separately achieve compliance for channels and systems mean that risks can
be mitigated to some extent. By taking a compartmentalised approach to compliance,
scope exists to take remedial action to prevent a risk or issue affecting the compliance of
one system or channel impacting on the others.

2.26

Having taken the priority action with the Lloyds Cardnet PCI DSS Compliance team
outlined in paragraph 1.2 above, we have maintained close working relationships and
dialogue with our acquiring bank. They are fully aware of, and satisfied with, the status of
our implementation and compliance plan, and have confirmed there is no threat of
merchant IDs being disconnected whilst we continue to develop and deploy our longerterm arrangements, including that extended timescale requirement in respect of MOTO.
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3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

Equality Impact Assessment
There is no requirement to carry out an equality impact assessment on this report.

3.2

Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland Duty assessment on this report.

4.

Impact

4.1

Financial impact
Engaging Compliance 3 (C3) to guide us towards compliance with the relevant security
standards incurs one-off revenue costs of £5,000 and will be met from Business Solutions
2021-22 revenue budget. Procurement of the unified communications platform highlighted
in Appendix 1 is included within the approved capital programme. Though independent of
specific PCI DSS requirements, this project has scope to link with the required payment
solution software and therefore the individual payment management systems, which may
provide opportunity to reduce the overall integration costs. These have however not yet
been identified, hence scope still exists for PCI DSS compliance to give rise to some
additional costs.

4.2

HR policy / Legislative impact
The council will be able to demonstrate effective security around the taking of card
payments and meet requirements levied by the PCI SSC and through the Data Protection
Act 2018 and the UK GDPR.

4.3

Technology / Digital impact
This report references relevant interdependencies with other transformation, service
redesign and business change projects, with Enterprise Architecture Governance Group
(EAGG) approval of any replacement technologies also acknowledged as a known
requirement.

4.4

Environmental impact
There is no environmental impact arising from this report.

4.5

Communications impact
There is no immediate communication requirement or impact arising from this report.

4.6

Risk impact
Risks are documented within paragraphs 2.21 to 2.26 of this report.

5.

Measures of success

5.1

The council continues to efficiently and effectively handle card payments to provide benefit
to users of North Lanarkshire Council services.

6.

Supporting documents

6.1

Appendix 1 – Moto Project Implementation Timeline

Katrina M Hassell
Head of Business Solutions
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Appendix 1
PCI DSS Roadmap for MOTO Implementation
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AGENDA ITEM 10

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref KA/ASPJune21

Date 30/06/21

Corporate risk register 2021-22
From

Audit and Risk Manager

E-mail

adamsonk@northlan.gov.uk

Telephone

07939 280602

Executive Summary
The Panel will be aware that all corporate risks identified and agreed as meriting inclusion in
the corporate risk register are subject to regular monitoring and review by relevant senior
management. Each year the corporate register is formally reviewed for completeness and
continuing relevance and alignment to the council’s strategic objectives, The Plan for North
Lanarkshire and the annual Programme of Work. Consideration is also given to whether any
risks within Service-level risk registers need to be escalated, and informal comparisons with
other local authorities’ corporate risk registers are also made to inform the review process.
The purpose of this report is to update the Panel on the results of that process and to present
the Corporate Risk Register for 2021/22 recently approved by the Corporate Management
Team.
Risks included in the corporate risk register are subject to regular formal review by relevant
senior management and periodic review and consideration by both the CMT and the Audit and
Scrutiny Panel in line with their respective governance roles.
Overall, although there are some changes in risk scores as a result of ongoing events, the
corporate risk register for 2021-22 is substantively unchanged from the previous year although
two risks were no longer considered necessary and/or appropriate for inclusion in the CRR
and an additional new corporate risk relating to the increased focus required on the poverty
related educational attainment gap which has been exacerbated by the impact of Covid-19
pandemic has been added.

Recommendations
Panel is invited to:
(1) note the proposed reframing of the HSCI and Asset Rationalisation risks as noted at
paras 2.4.1 and 2.7.2;
(2) note the removal of the 1140 Hours as noted at para 2.7.1;
(3) note the removal of the EU Exit risk as noted at para 2.7.3;
(4) note the creation of a new corporate risk in relation to inequality in educational attainment
as proposed at paras 2.8-2.10; and
(5) note the revised corporate risk register for 2021-22 at Appendix 1 and reporting schedule
at Appendix 2.

Links
The Plan for North Lanarkshire:
Priority:
All priorities
Ambition statement
All ambition statements
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1.

2.

Background
1.1

The Council’s Risk Management Strategy requires that the corporate risk register is
refreshed on an annual basis; led by the Corporate Risk Team, working with the Risk
Management Corporate Working Group on behalf of, and in consultation with, the
Corporate Management Team. In addition, each Service is required to maintain its
own risk register in respect of the operational service risks within their areas of
responsibility.

1.2

The annual review exercise has recently been undertaken on behalf of CMT. This
has involved discussion with members of the RMCWG, as well as directly with Heads
of Service, to consider issues arising from individual Service risk registers. Informal
external benchmarking with corporate risk registers of other councils has been carried
out. Most importantly the review has also been informed by, and considered against,
The Plan for North Lanarkshire and the revised ‘Programme of Work for 2021/22’ as
approved by Policy & Strategy Committee in March 2021.

1.3

This paper presents the results of that process, which allowed CMT to consider the
proposed content and approve the Corporate Risk Register for 2021/22 at Appendix
1.

Report
2.1

The corporate risk register for 2020/21 approved by CMT contained 25 risks as
outlined in the table in Appendix 1. Risks within the register have been subject to
ongoing monitoring and review throughout the year, with regular risk reporting to CMT
and Audit and Scrutiny Panel.

2.2

Members will recall that the definition of a Corporate risk is “those risks which can
impact the Council in achieving its priorities and stated objectives or are more
strategic in nature and require corporate oversight. For example, such risks may have
the potential to impact many Services, and/or can impact significantly on the Council
in terms of financial costs and reputational damage. The Corporate Risk Register will
reflect an amalgamated position of Service-level risks and may also include significant
Service-level risks which have been escalated for attention at a strategic level.”

2.3

The corporate risk register needs to be reflective of what the Council is seeking to
achieve at a strategic level and to ensure key projects or programme risks are
captured. Our review of the revised Programme of Work for 2021/22 as approved by
Policy & Strategy Committee in March 2021 suggests that the risks in relation to key
planned activities being undertaken are largely already captured either at corporate,
service or project level and/or provide controls/actions that will help mitigate some of
those risks. No changes were therefore proposed to the corporate risk register
because of the recently revised Programme of Work.

2.4

At a meeting in March, CMT agreed four priority workstreams to give effect to the
recommendations of the ‘Delivering for Communities’ report approved by the Policy &
Strategy Committee in December 2020. In terms of the four priority areas for review,
the following outlines the proposed and current approaches/activity regarding the
identification and management of associated risks.
2.4.1

HSCP review and alignment

It is noted that a further review of the arrangements relating to the future structure and
operating model within the IJB and associated delegated functions will be undertaken
during 2021/22. In addition, the future implications on the Council of the Feeley review
and the planned implementation of its recommendations will hopefully become clearer
once the Scottish Government clarifies what exactly is proposed and how and when
planned actions will be progressed. This provides an opportunity to reframe the
previously incomplete HSCI risk, and CMT approved the reframing of the HSCI risk
to reflect this changing context.
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2.4.2

Heads of Service as Community Champions

Work is underway with the Communities Team to explore and capture key risks
around this change of approach to help support decision making and planning in the
implementation. The risks associated with the Council’s community engagement
duties and responsibilities are already reflected in the CRR and no specific additional
risk in respect of this specific aspect was proposed.
2.4.3

Future Structures – Communities Team and Linked Functions

Linked to the work at 2.4.2 work is also underway supporting the Communities Team
in development of risk registers to help understand the impact of changes in approach.
Members will be aware there is already a corporate risk titled ‘Engagement &
Consultation’. The work outlined at 2.4.2 and 2.4.3 will inform and influence the
current management effectiveness of this risk, and it will be important to ensure that
the risk remains under regular review to ensure it reflects effectiveness of new
structures and arrangements as they become established. Consideration and focus
will also be required as to how risks are managed that may impact on the council’s
ability to meet its statutory obligations in respect of Participatory Budgeting. The risks
associated with the Council’s community engagement duties and responsibilities are
already reflected in the CRR and no specific additional risk in respect of this specific
aspect was proposed.
2.4.4

Future Structures – Culture & Leisure Integration and model

The Risk Team provided support to the CLNL Insourcing Project in application of the
project risk methodology as part of the project management approach. The Risk team
continues to provide support in the establishment of a ‘business as usual’ risk register
for the Active & Creative Communities Team, and will continue to support where
required on review/redesign aspects of culture and leisure services and the
development of the future operating model. It was not proposed at this stage that
risks in this area would require to be added to the CRR.
2.5

Discussions with Service Risk Champions and Heads of Service suggested there are
currently no service risks which are deemed to require escalation to the corporate
register. Service risks are the subject of regular discussion at the Risk Management
Corporate Working Group, and any issues arising that may require corporate
consideration throughout the year would of course be raised to CMT at the appropriate
time.

2.6

A ‘sense-check’ or informal benchmark review of other council’s corporate risk
registers confirms that the Council’s corporate risk register remains valid and
comprehensive, and broadly consistent with other council’s risk registers.

2.7

Consideration of Existing Risks
2.7.1

As suggested during the last review of the CRR, there was an expectation that
the corporate risk ‘1140 Hours’ would exit the corporate register as the project
moved to completion. It is recommended that this now be the case and that
associated residual risks be monitored and overseen at service level through
to transition to ‘business as usual’ status within the Education & Families
Service risk register. CMT was asked and approved removal of this risk from
the CRR.

2.7.2

CMT also previously agreed that although not previously finalised, a risk
relating to ‘Asset Management’ should remain on the CRR, but that there has
been some challenge in agreeing exactly how this risk should be framed. It is
important to ensure that as a corporate risk, it reflects the strategic aspects
and corporate implications of the Asset Rationalisation programme and goes
beyond the direct management of the programme itself. It is therefore
proposed that the risk scope is described as: “There is a risk that the council
does not have appropriate property assets to successfully deliver the vision
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contained in the Plan for North Lanarkshire and/or that available
accommodation and service delivery models/business redesign activity are
not effectively aligned”. To that end work is underway to finalise and score the
risk, which will be reported to CMT and the Panel at a future meeting as part
of the previously agreed risk reporting schedule.
2.7.3

The corporate risk relating to ‘EU Exit’ was created to reflect the expected
short-term risks of the UK leaving the EU, particularly if on a ‘No Deal’ basis.
Impacts arising immediately were not as materially significant as anticipated,
and while the corporate risk enabled oversight of preparedness in relation to
these, it is now recommended that risks and impacts arising be overseen
within specific services areas, and be reflected within ‘business as usual’ risk
registers in relevant service areas. CMT therefore was asked and approved
the removal of this risk from the corporate register.

2.8

One additional issue arising from this review, that CMT was asked to consider, related
to whether the current corporate risk register allows for adequate corporate oversight
of risks to the council’s strategic ambitions, particularly those around future
employability and economic prosperity, which may arise from its ability to reduce the
poverty-related attainment gap, and specifically how it addresses the impacts and
learning loss arising from the Covid-19 pandemic.

2.9

Audit Scotland noted in their March 2021 report ‘Improving outcomes for young people
through school education’ that the poverty-related attainment gap remains wide and
that inequalities have been exacerbated by Covid-19 and concluded that progress on
closing the gap has been limited and falls short of the Scottish Government’s aims.

2.10 Recent discussion at CMT highlighted that any failure to address this complex and
challenging issue effectively is likely to have ongoing implications for the Council not
only in terms of short-term equity aspects but on its longer-term ambitions for inclusive
growth and prosperity for all. CMT was therefore asked to consider whether it would
like to see the addition of a specific corporate risk within the CRR in respect of this
issue. It was agreed that such a risk be added.
2.11 The Corporate Risk Team will continue to work with relevant senior management to
finalise deep dive documentation in relation to all relevant risks, as well as progressing
any other changes arising from this report. The revised CRR will be included within
quarterly risk management updates to CMT and the Audit and Scrutiny Panel.
2.12 Reports will also be submitted on the management of individual corporate risks to
CMT and the Panel in line with the timetable outlined in Appendix 2.
3 Public Sector Equality Duty and Fairer Scotland Duty
Fairer Scotland Duty
There is no requirement to carry out a Fairer Scotland assessment in this instance.
Equality Impact Assessment
There is no requirement to carry out an equality impact assessment in this instance.
4. Impact
Financial impact

None identified

HR policy/Legislative impact
Technology / Digital impact

None identified
None identified

Environmental impact

None identified

Communications impact

None identified

Risk impact

Oversight of corporate risks contributes to the
council’s governance arrangements increasing
the likelihood of the Council achieving its
ambitions/plans by reducing or mitigating
potential threats to planned outcomes.
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5. Measures of success
5.1

The Risk Management Team will continue to report quarterly to CMT and the Audit
and Scrutiny Panel providing an overview of the management of the Council’s key
corporate risks and updating on progress in respect of planned improvements to
the Council’s Risk Management arrangements.

5.2

The adequacy and effectiveness of the Council’s risk management arrangements
will be independently reviewed regularly by Internal Audit who will report directly
on the results of that work to the Audit and Scrutiny Panel.

5.3

Effective risk management arrangements assist the Council in achieving planned
outcomes and/or help the Council mitigate the impacts of adverse events.

6. Supporting Documents
Appendix 1
Appendix 2

2021/22 Corporate Risk Register summary
Timetable for reporting on corporate risks to CMT/ASP

Ken Adamson, Audit and Risk Manager
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Appendix 1 – Corporate Risk Register Summary 2021/22
Current residual
risk rating

Risk Title
Information Security & Information Governance

20

Tackling Poverty

20

Health & Safety

20

Public Protection

16

ICT operational capability

16

Human Resources

16

Climate Change

16

Pandemic Illness - Covid 19

15

Financial Sustainability

15

Implementation of Economic Regeneration Development Plan

15

Business continuity planning

15

Terrorism

15

Enterprise Strategic Commercial Partnership

12

Governance, Leadership and Decision-Making

12

Procurement risk

12

Managing strategic change

12

Digital and IT strategy

9

Serious organised crime, fraud and corruption

9

Engagement and consultation

9

Resilience planning

5

Asset Management

To be confirmed

Health and social care integration – to be reframed

To be confirmed

Administration of Elections

To be confirmed

Risks proposed for removal/de-escalation from CRR in 2021/22
1140 Hours

4

UK leaving the EU - short term impacts (including of a no deal departure)

12

New risks proposed for consideration for inclusion in 2021/22 CRR
Educational attainment gap (including learning loss arising from Covid-19)
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Proposed new

Appendix 2

2021

Cycle 1

Cycle 2

Cycle 3

Timetable for reporting on corporate risks to CMT/ASP

Month

CMT

A&S Panel

Jan

ERDP

March

Feb

Tackling Poverty

March

Mar

Engagement & Consultation

Apr

Information Governance

27 April

June

May

Public Protection

25 May

June

Jun

Health & Safety

22 June

July

ICT Operational Capability

20 July

September
September

31 March

August

Asset Management

31 August

September

Human Resources

28 September

October
Cycle 4

Risk Lead report on

Climate Change

26 October

December
December

November

Governance, leadership and decision-making

23 November

December

Terrorism

21 December
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AGENDA ITEM 11

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☒approval ☒noting

Ref KH/RL/CM

Date

30/06/21

Information Security and Information Governance Risk
From

Head of Business Solutions

E-mail

HassellK@northlan.gov.uk

Telephone 07903 096121

Executive Summary
To support the Council in mitigating risks and uncertainty, all services operate risk
management arrangements which identify, evaluate, manage, and control a range of key
corporate risks.
This report focusses on the Information Security and Information Governance risk and
provides the Audit and Scrutiny Panel with an update of measures to address this risk,
which the Panel will remember carries a high residual score. The report provides an
overview of existing controls and actions taken to date, and illustrates further actions
planned to continue to manage this risk.

Recommendations
It is recommended that the Audit and Scrutiny Panel:
1. notes the actions taken to date to manage the Information Security and
Information Governance Corporate Risk;
2. notes the on-going actions to manage this risk as detailed in paragraphs 2.5 to
2.9; and
3. approves the next actions proposed as detailed in paragraphs 2.10 to 2.16.

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

All ambition statements

1.

Background

1.1

The council is entrusted to manage data, including sensitive or ‘special category’
data, for the benefit of service users. It must do so in accordance with statutory
responsibilities which include but are not limited to the Data Protection Act 2018,
Freedom of Information Act 2002, Public Records (Scotland) Act 2011 and General
Data Protection Regulations (2016).
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1.2

If information is not available, is corrupted, or is inappropriately released, the council
may be unable to deliver critical services or comply with its legal obligations. To this
end, various reports regarding the Council’s information management arrangements
and associated risk assessments have previously been considered by the Audit and
Scrutiny Panel.

1.3

The Information Security and Information Governance risk covers the council's
management of data in all formats e.g. paper records, official documents, electronic,
multimedia, conversations etc. Notwithstanding this, although all data is covered by
this risk the focus is on digital data as most business-critical data is now created,
processed, and stored digitally.

1.4

Factors which impact on digital data risk include:
•
•

•

•

The increasingly interconnected nature of digital networks and adoption of
new technologies (such as the Internet of Things) mean new threats are omnipresent and distance is no longer a barrier to threat actors.
The rapid adoption of new ways of working, such as making use of home,
remote and agile workplaces, as well as the use of third parties to process
council information, has changed the threat landscape considerably in
comparison to only a few years ago.
It is recognised events of global magnitude and with enormous social,
economic and health implications can occur. These events have both a direct
impact on the council’s ability to effectively govern and secure its information,
as well as an indirect impact through driving change in how information is
processed.
New legislation and regulation with which the council is expected to comply is
being continually created and revised e.g.: draft Adequacy Decision (February
2021). Adherence to these will consume resource, and non-adherence or
breach may result in even more cost impact.

1.5

The Covid-19 pandemic has resulted in a rapid move to home working, bringing with
it challenges to information security and information governance. These are
exacerbated by hostile actors targeting home workers during the pandemic. The
increased uptake in home working has also resulted in council premises having no or
reduced staff presence which has implications for the security of data stored in such
locations.

1.6

This risk remains as the joint top risk on the council’s corporate risk register and, as
such, has been subject to significant action in terms of reducing both the likelihood of
the risk occurring and the impact should an event take place. This activity together
with on-going and proposed future activity is detailed in this report.

2.

Report

2.1

The council identifies and monitors significant risk to its operations. The Information
Security and Information Governance risk is assessed and monitored using the
standard council-approved process for risk management. The inherent score of this
risk is 25, having been assessed at the maximum score of 5 for both likelihood and
impact. On applying mitigation measures the residual score reduces to 20 (likelihood
of 5 with impact reducing to 4), resulting in this being one of four significantly high
corporate risks.
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2.2

The risk that information, in whatever format, is not managed securely or that
information governance across the Council and its ALEOs is ineffective must be
robustly addressed and effectively managed. This includes implementation of
enhanced controls which address the additional information security and information
governance risks arising from the significant shift to home working triggered by the
Covid-19 pandemic.

2.3

The list of factors that contribute towards this risk can be long. The following is a
high-level summary of the principal generic factors that influence this risk across all
industries, and are reflected in the Information Security and Information Governance
risk:
•
•
•
•
•
•

•

•
•
•
2.4

The impacts of a breach can be significant. Should an event occur these can include:
•
•
•
•
•
•
•
•

2.5

Technical (preventive/detective/corrective) controls applied to ICT systems.
Information governance arrangements.
Policies, standards, procedures, and audit processes.
Staff awareness of, and adherence to, good security practice.
Physical security arrangements.
Changes to ways of working:
o Adoption of “the Cloud” to process information.
o Increase in the number of empty offices which may contain
information.
o Management of confidential information by home workers.
o Disposal of confidential waste (including homeworkers).
o Remote access to ICT facilities (including home workers’ laptops).
Changing threat landscape:
o Increasing capability of threat actors – many of which are state
sponsored.
o Prevalence of digital fraud.
Resource challenges e.g. a lack of skills and knowledge across organisations
with regards to managing information risk.
Changes to legislative, regulatory and compliance portfolios and
requirements.
Recognition that external events which create sudden and significant shifts in
the way technology is used do happen.

Adverse media coverage and reputational damage.
Breaches of information resulting in significant fines from regulatory bodies.
Litigation.
Considerable resources being required to remedy issues and areas of
business negatively affected.
Inability to comply with statutory requests within set timescales.
Harm to individuals (especially where the council has a duty of care).
Loss of vital or historical records, and
System outages.

To address this risk the council has undertaken considerable activity to reduce, where
possible, the likelihood of an event occurring and, if it does, the severity of the impact.
Actions have been undertaken and controls put in place including:
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•

•
•
•
•
•
•
•
•
•
•

Governance Boards and Groups to manage information and the use/adoption
of ICT:
o Data Governance Board
o Data Management Team
o Enterprise Architecture Governance Group
o Technical Design Authority
Appointment of a Data Protection Officer and supporting team to ensure
compliance with provisions of the Data Protection Act 2018 and UK GDPR.
Implementation of a SARS recording and monitoring process.
Creating and ensuring regular review of a council-wide Information
Governance Policy Framework.
Records Manager advises on compliance and supports creation of a records’
management plan inc. information retention schedule.
Corporate and Service business continuity planning.
Appointment of an Information Risk Manager and supporting team.
Implementation of an evolving suite of cyber-controls to prevent system
outages whether accidental or malicious.
Generic mandatory security awareness training delivered to all staff.
Wider security awareness, including management of risks associated with new
ways of working, being made available to staff through a variety of channels.
Improved supply chain security assurance.

2.6

The council is no exception to the rule that organisations must continue to develop
their security posture to address the changing threat environment. Activities are ongoing to maintain and enhance the council’s information security and information
governance measures and these range from technical to process, procedural and
staff awareness raising.

2.7

In terms of governance, the Data Governance Board (DGB) provides a cross service
strategic platform to address information management issues and ensure that lessons
are learnt from breaches and near misses. In addition to the DGB the Data
Management Team (DMT) provides a cross service operational platform to:
•
•
•

Raise compliance awareness.
Address operational information management issues and focus on ICT
Security related compliance.
Establish short life sub-groups to progress specific tasks.

2.8

Supporting the work of the DGB and the DMT the council has implemented an
Information Governance Policy Framework which brings together the council’s
information governance policies and ensures that they operate effectively. This
framework undergoes regular review and includes guidance for staff on the
implementation of relevant policies e.g. Information Security Policy and Acceptable
Use of ICT Policies. The council has appointed an Information Risk Manager who
leads a small, newly formed, Information Security Team.

2.9

Technical activity that is on-going includes laptop and mobile storage device
encryption, secure file transfer via Hyve, e-mail encryption, enhanced anti-virus
software adoption, network segmentation, penetration testing, and multi factor
authentication roll out. In addition, over 1,600 headsets have been distributed to staff
to help maintain a degree of call privacy when working from home.
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2.10

As stated earlier, the threat environment that the council must address rapidly
evolves. This, combined with the large number of staff working at home, will require
further technical, procedural, and staffing awareness initiatives to help the council
manage the risks associated with information security and information governance. A
full review of the training framework is planned following full roll out of M365.

2.11

Future technical and administrative/procedural initiatives and solutions will always be
required to be built on what has already been established. A pipeline of activities is
planned that includes making improvements to disaster recovery planning and testing
arrangements, managing supply chain security, ensuring robustness of authentication
processes for users, creating a secure development operations framework, and
enhancing joiners/movers/leavers processes. An effective means of performing
technical vulnerability management is also on the security roadmap.

2.12

Security needs to work for people. The council must continue to develop security
measures that support and assist staff to undertake their job and ensure that it does
not hinder them as they undertake daily tasks. Staff will also need to have high levels
of cyber and information security awareness and this knowledge will need to be
regularly updated. Staff awareness levels cannot be assumed – they will need to be
assessed. To support staff in raising their awareness the Information Security Team
will build on its recent staff awareness raising e-mails sent out during Cyber Security
Week in February 2021. A basic yet significant improvement is raising and reinforcing
awareness of how not to be a victim of cyber fraud, which is probably the single most
common root cause of ransomware attacks.

2.13

In addition to, and supporting, the staff awareness campaign the Information Security
Team will assist in the review of existing mandatory data protection courses with a
view to updating these and enhancing aspects relating to information security and
cyber security. Uptake is monitored quarterly by the DGB.

2.14

To further support the on-going response to information risk and need for appropriate
information governance controls to be in place internal standards will be developed
and adopted. These will form the bedrock of good practice to be followed by internal
ICT teams as well as, where applicable, users more widely. Topics will include user
endpoint and server security, application of cryptography, user and device
authentication, equipment disposal, and privileged access management. The
Information Security Team will provide a lead in developing these standards and
support the council in their adoption as appropriate.

2.15

A suite of compliance activities is currently under way, including against the Public
Sector Network Code of Connection, Cyber Essentials, and Payment Card Industry
Data Security Standards. Local authorities are by their nature complex, and many
authorities in Scotland have determined that meeting the requirements of all these
frameworks is not pragmatic or cost effective.

2.16

Measures to support home working in the pandemic have already been undertaken
as have measures to secure buildings and the information that is stored in them while
they remain under or unoccupied. As the council transitions out of the pandemic it is
likely that many former office-based staff will become workers that are predominantly
home-based. Longer term, sustainable approaches to supporting information security
and information governance will need to be developed including addressing issues
such as printing, disposal of confidential waste, etc. The Information Security Team
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will work with IT staff to ensure that the right technical approach can also be the right
security approach.

3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

Fairer Scotland Duty
The requirement to comply with The Fairer Scotland Duty does not apply in this case.

3.2

Equality Impact Assessment
The details of current and proposed future activity with regards information security
and information governance should have no impact on the council’s duties under the
Equality Act 2010 Public Sector Equality Duty Regulations.

4.

Impact

4.1

Financial impact
Effective information security and information governance can assist in ensuring the
council does not incur fines (up to 4% of turnover per event) for breaching UK GDPR
requirements and can also minimise costs associated with service interruptions and
restoration of lost data. To this end, sufficient resources must be made available to
satisfactorily maintain the activities detailed in this report. Procurement of appropriate
technologies is provided for within the approved Strategic Capital Investment
Programme 2021/22 to 2025/26, with the staffing costs of the Information Risk
Management team funded through Business Solutions revenue budget.

4.2

HR policy / Legislative impact
Delivery of effective information security and information governance is essential in
fulfilling the Council’s statutory obligations.

4.3

Technology / Digital impact
Technology / digital impacts will be significant as security aspects will be required for
all technology procured and digital solutions used. These costs should be identified at
the commencement of any project and included in the procurement exercise (and
budgeted for accordingly).

4.4

Environmental impact
There are no negative environmental impacts to the report however it should be noted
that enhancing technology including the ability to work from home should lower the
council’s overall carbon footprint.

4.5

Communications impact
There will be an on-going need for communication and consultation with key
stakeholders and staff to ensure that this risk continues to be effectively managed
over time.
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4.6

Risk impact
If the council does not effectively address this risk then there are considerable risks to
the council in terms of reputational damage, loss of service (and significant costs to
restore service), loss of confidence amongst staff and stakeholders and the possibility
of very significant fines should we fail to deliver any of our legislative and statutory
responsibilities.

5.

Measures of success

5.1

The continued effective management of this risk with security breaches being
minimised in terms of number and severity, service disruption being minimised, and,
in addition, higher sustained levels of staff awareness will be key measures of
success.

6.

Supporting documents

6.1

Appendix One – Information Security and Information Governance Deep Dive.

Katrina Hassell
Head of Business Solutions
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AGENDA ITEM 12

North Lanarkshire Council
Report
Corporate Management Team
☒approval ☐noting

Ref

Date

08/06/21

Risk Management Update: Key Corporate Risk – Public
Protection
From

Alison Gordon, Head of Children, Families and Justice Social Work/Chief
Social Work Officer

E-mail

gordonal@northlan.gov.uk

Telephone 01698 332001

Executive Summary
The Corporate Management Team has identified a number of key corporate risks which
are subject to periodic review by management to ensure the that the risk is well
understood and that adequate control measures are in place.
The purpose of this report is to provide CMT with an overview of the current assessment
of the Risk: Public Protection with particular reference to how arrangements have
performed and how this risk has been managed through the period of the pandemic.
The report highlights the key management processes and controls designed to mitigate
this risk and in particular additional actions taken or planned to enhance and strengthen
controls and to respond to the evolving landscape in the recovery period. Further detail
is provided in Appendix 1 which reflects the most recent ‘deep dive review’ of this
Corporate Risk.

Recommendations
It is recommended that CMT:
(1) Consider whether there are any issues arising from this report on which they
would like to receive further information;
(2) Otherwise note the content of this report

The Plan for North Lanarkshire
Priority

Improve the health and wellbeing of our communities

Ambition statement

(14) Ensure the highest standards of public protection
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1.

Background

1.1

As part of the agreed approach to the management of key corporate risks, each risk
has a nominated member of the Corporate Management Team as Risk Lead,
responsible for ensuring ongoing assessment, monitoring and review. Reviews are
completed on a frequency aligned to residual risk rating. Based on this the Public
Protection Risk is reviewed on a quarterly basis.

1.2

Under the Risk Management part of its agenda and in order to properly fulfil its role,
the Audit and Scrutiny Panel is seeking to receive more detailed reports on a number
of key corporate risks. For this cycle it has been agreed that a report be submitted on
the Corporate Risk: ‘Public Protection’. This particular risk is aligned to the Head of
Children, Families and Justice Social Work, reflecting also the specific responsibilities
of the Chief Social Worker role.

1.3

The identification of Public Protection as a key corporate risk reflects the inherent
complexity of the legislative and operational landscape within which the Council must
deliver its responsibilities in this area. To deliver on this effectively requires the
Council to have both robust internal arrangements and effective engagement and
joint working across public agencies as well as to promote preventative activity and
wider community awareness. The high residual risk scoring for this risk reflects the
fact that not all the risks in this area are controllable or can be eliminated and that
adverse incidents can result in serious harm and reputational damage. Further detail
on the scope of this risk is detailed in the Deep Dive Risk Review document at
Appendix 1.

1.4

This risk was last considered by Audit and Scrutiny Panel in December 2018, based
on which the Panel requested further information on how learning from case reviews
was disseminated and embedded in practice. This detail was provided in a
supplementary report provided to Audit and Scrutiny Panel in June 2019.

1.5

The Council’s assurance arrangements for Public Protection are currently being
examined as part of the Internal Audit team’s planned activity for 2020/21 and further
improvement actions will be undertaken as required in respect of relevant findings.

2.

Report

Public Protection Arrangements
2.1

The local authority plays a substantive role within the four key multi-agency groups
which provide partnership oversight and co-ordination of public protection in North
Lanarkshire, namely the Child Protection Committee (CPC), Adult Protection
Committee (APC), Violence Against Women Group (VAWG) and the MAPPA
Strategic Oversight Group (SOG). The latter operates on a pan-lanarkshire basis and
is responsible for overseeing multi-agency arrangements in respect of high risk
offenders, specifically registered sex offenders (RSOs) and those assessed as
presenting a risk of serious harm (ROSH). Each of these four groups and associated
functions are supported by multi-agency co-ordinators and report quarterly to the
North Lanarkshire Public Protection Chief Officers Group (NLPPCOG) which is
chaired by the Council Chief Executive and tasked with ensuring that all agencies
work effectively both individually and collectively to protect the communities of North
Lanarkshire.
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2.2

Activity and performance in public protection importantly are reported and monitored
both through individual service arrangements and also through the four key public
protection groups and quarterly reporting to the North Lanarkshire Public Protection
Chief Officers Group. A range of audit activity also takes place within this area
including annual thematic audits of case records led by the Adult and Child Protection
Committees which provide more detailed insights into practice in key areas. Practice
is supported by a range of single and multi-agency training and learning events and in
social work though individual supervision for practitioners, whilst within housing
services there is an identified lead officer and support arrangements and in education
the post of Child Protection Development Officer provides access to consultation and
support. Multi-agency reflective practice reviews, initial case reviews and
significant/serious case reviews are arranged in response to adverse incidents where
potential practice learning or concerns are identified with dissemination of learning
and relevant action planning progressed both through individual services and the
multi-agency strategic groups. In the coming year is planned that a new national
Learning Review process will be implemented in Child Protection aimed at enhancing
current arrangements though facilitating proportionate reviews which bring learning
more quickly into the system. A new Child Death Review process due to be
implemented in October 2021 will also introduce a core level of review for all child
deaths.

External Scrutiny
2.3

A number of external scrutiny bodies have a role in respect of the monitoring and
inspecting of public protection arrangements including the Care Inspectorate, HMIE
( for Education), HIS (for Health) and HMIC (for Police) and work together to
undertake joint inspections of local service arrangements. North Lanarkshire has had
no external public protection inspections over the last five years, planned scrutiny
programmes having been paused over the pandemic period, however learning from
inspections elsewhere, including a programme of adult protection inspections in six
local authority areas have been shared to support continuous improvement, Key
data and activity in respect of Adult Protection, Child Protection and MAPPA are also
reported nationally and with a new core data set for child protection does provide for a
degree of benchmarking with other areas. The VAWG also now reports annual
activity and progress against the Equally Safe Standards.

2.4

Following a recent announcement of the restart of the Adult Protection inspection
programme it is anticipated that services within North Lanarkshire will be externally
inspected within the next 18 months. Further information is awaited on the restart of
the national joint inspection programme for children’s services and on whether there
will be any change in the scope or inspection model, previously focussed on
arrangements for child protection and children and young people experiencing care.
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Impact of COVID 19 Pandemic
2.5

The period of the COVID 19 pandemic created substantial challenges in the delivery
of the Council’s public protection duties leading to a significant revision of the Public
Protection Risk on the Corporate Risk Register. During this period a number of
factors contributed to an increase in risk in all areas of public protection. These
included the direct impact of increased pressures on individuals and families as well
as the reduced visibility of risk/increase in hidden harm due to COVID related
restrictions such as closure of community services, the partial closure of schools and
the significant limitations on face-to-face contacts. Additionally, there is some
evidence that conditions created the opportunity for increased online, financial and
criminal exploitation both locally and nationally. The slow down in criminal processes
via the courts also had an impact on safeguarding, particularly in the area of
Domestic Abuse. Moreover key elements of public protection processes such as
case conferencing arrangements were impacted by restrictions.

2.6

In response to both the increase in inherent risk and the impact on control measures
during the pandemic period there was a significant and consistent focus by the
Council and partners on prioritising public protection functions. Supplementary
national and local guidance was put in place to support practice. A pan- Lanarkshire
Public Protection Chief Officer Group with a broadened remit met weekly during the
early period of the pandemic to ensure oversight of both core public protection
functions and to monitor and address emerging areas of risk , standing down only
once assurance was in place regarding arrangements. Weekly reporting on key
public protection activity measures was also put in place following early agreement
between SOLACE and Scottish Government. Resourcing of public protection
functions was prioritised including through the RAG rating of social work caseloads
and new arrangements within Education and Families supporting the tracking of
support arrangements for children and families identified as being vulnerable as a
result of a range of circumstances. Additional assurance arrangements were also put
in place with respect to key areas with adult protection issues within care homes
monitored both by the APC and the Care Home Assurance Team, Access to
teleconferencing and subsequently digital platforms to support public protection case
conferencing was prioritised and direct face-to-face assessment and intervention
supported by relevant safety measures has continued throughout. Corporate
Communications colleagues have also supported a range of activity over the period
aimed both at increasing awareness of public protection issues and the continued
availability of supports.

2.7

Whilst public protection referrals fell significantly during the early stages of the
pandemic these have now recovered and in some areas are exceeding pre-pandemic
levels and whilst some areas of additional risk and sub-optimal controls eg restrictions
to group work and face-to-face case conferencing remain, the reduction in restrictions
and additional controls have meant that the risk scoring for the Public Protection Risk,
elevated during the height of the pandemic, is now assessed at its pre-pandemic
level.
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Improvement Activity
2.8

A number of improvement actions have been put in place in the period since a selfevaluation exercise by the NLPPCOG in 2017. This has included strengthening
arrangements for the supporting Lead Officers Group (NLPPLOG), a new tracking
arrangement to ensure improved NLPPCOG oversight of all case review activity and
an annual review of the resourcing arrangements for the multi-agency public
protection functions which most recently led to enhancement of administrative support
for the VAWG. Following the previous CMT and Audit and Scrutiny Panel review of
the Public Protection Risk, the requested annual reporting on public protection has
continued to be fulfilled though the Annual Chief Social Work Officer Report and
through relevant reports to the Adult Health and Social Care and Education and
Families Committees.

2.9

Throughout the period of the pandemic service developments in the arena of public
protection have also continued to be driven forward. One example of this has been
the involvement with South Lanarkshire Council and Police Scotland as first area in
Scotland to pilot the new Scottish Child Interview Model. This aims to provide an
enhanced model of joint investigative interviewing through skilled trauma informed
and child centred practice whilst also enhancing the evidential value of interviews and
thus safeguarding. The pilot was initiated in February 2020 with early evaluation
indicators very positive. A further development progressed over this period has been
the introduction of the contextual safeguarding approach to enhance the effectiveness
of the service response to extra-familial harm, following evidence both of emerging
risks in this area and findings from local case reviews that practice with respecting to
safeguarding of older children required strengthening. North Lanarkshire are the first
area in Scotland to commit to implementing the model at Level 2. This means a
commitment to work across services to address the wider contextual risks that can
impact on our young people.

2.10

Prior to the pandemic and following review activity, including a session with the
Improvement Service, proposals were brought forward to strengthen the structures of
the Violence Against Women Group by moving to a two tier structure of a strategic
and operational group, Whilst this was paused in favour of more frequent meetings
during the pandemic, it is planned to progress this during the remainder of this year, a
development which aligns closely with the Council’s commitment to its programme of
work (P0W 45 ) to tackling domestic abuse through a whole system approach. To
support continuous improvement the NLPPCOG has also committed to a further selfevaluation in August 2021

3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

There is no requirement for any impact assessment specific to this report however
the wider arrangements detailed support the council in these duties by ensuring
appropriate support and protection to individuals and families who face significant
disadvantage, many of whom also have protected characteristics.

4.

Impact

4.1

Financial impact
None
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4.2

HR policy / Legislative impact
Effective public protection arrangements are clearly critical to the delivery of the local
authority’s key statutory obligations.

4.3

Technology / Digital impact
None specific to this report however as noted above the availability of digital
technology and specifically accessible meeting platforms continues to be critical to
the delivery of public protection functions.

4.4

Environmental impact
None

4.5

Communications impact
None specific to this report however as noted above effective communications
continues to be a critical part of raising awareness and community support for public
protection,

4.6

Risk impact
As detailed throughout this report and in the attached deep dive document effective
public protection arrangements are critical to both risk management and meeting the
needs of our communities.

5.

Measures of success

5.1

Effective public protection arrangements assist the council in delivering for its
communities through improved outcomes and support the management of
risk/mitigate impacts of adverse events,

6.

Supporting documents

6.1

Appendix 1 – Deep Dive Document

Alison Gordon
Head of Children, Families and Justice Social Work Services/
Chief Social Work Officer
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Appendix 1
Deep Dive Report RIS0000005

Risk Title Public Protection Risk

Owner Alison Gordon

Latest Assessment Due May 15,
2021

Risk Context

Public Protection involves a wide range of responsibilities and statutory duties with inherent complexity and tensions delivered within a
complex legislative and operational landscape. This requires engagement across public agencies, primarily Police Scotland, NHS, Local
Authorities and Health and Social Care Partnerships but also with the Court and Childrens Hearing System, Care Inspectorate, third
sector and the wider community. Principle responsibilities in this area relate to: child and adult protection, the management of high risk Next Assessment 15 August 2021
offenders, in particular though MAPPA (Multi-Agency Public Protection Arrangements); domestic abuse and gendered based violence
but also involve responses to emerging and cross-cutting challenges including human trafficking, child sexual exploitation, forced
Frequency Every 3 Months
marriage and FGM. There is an interface also with other partnership activity and relevant strategic groups in areas such as criminal
exploitation, PREVENT, Appropriate Adult Services, substance misuse and mental health. Failures can often have catastrophic impacts
on individuals or groups of individuals and related reputational and wider impacts on agencies as evidenced in a range of high profile
cases for example through the Jay report on CSE in Rotherham and SCRs with respect to deaths of children and vulnerable adults
including Liam Fee and Sharon Greenop. Where there are failures in any of the public agencies, those agencies and individuals can also
face sanction/liabilities. For Local Authorities these can be action taken against accountable officers, the organisation and elected
members From early 2020 Public Protection responsibilities have required also to be delivered within the context of the COVID 19
Pandemic which has impacted both on levels of need and vulnerability and the capacity of the council and its partners with the ways in
which support can be delivered also requiring to take account of fluctuating regulations. Core legislative responsibilities with respect to
public protection remain and have been overlaid with additional national guidance with respect to Child and Adult Protection and
Violence Against Women addressing delivery within the context of the pandemic. Public protection duties have continued to be
prioritised including where staff availability has been impacted by the pandemic and as essential activity has been exempted from
restrictions on face-to-face contact but with contacts requiring risk assessment to ensure the health and safety of staff and service users
is maximised. Some functions including case conferences have required to continue to be delivered remotely and wider community
supports have been less available. At times of the highest levels of restrictions, including where schools have been shut to the majority
of pupils, there is a danger of an increase in hidden harm and the backlog in the justice system has also impacted on an increase in risk in
some areas, for example with respect to domestic abuse. In addition, the pandemic itself, the financial impact, reduction in wider
supports and increased isolation have increased pressures on individuals and families which can increase likelihood of harm. Public
protection referrals have returned to and in some areas exceeded pre-pandemic levels over late 2020/early 2021 and there is evidence
of some increase in concerns in specific areas such as domestic abuse, online abuse and financial and criminal exploitation. In response a
range of national and local messaging has targeted public awareness and promoted channels of support, Services continue to prioritise
public protection functions and additional tracking and reporting mechanisms, including a weekly national data set remain in place.
Public protection structures including the Chief Officers Group also continue to review whether additional actions are required. The
circumstances outlined above do however contribute to some increase in inherent risks in this area.
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Risk Description

Organisation Structure

NLC fails to comply with its legal obligations with respect to public protection or fails to adequately support, resource or scrutinise
performance of its public protection functions in particular in relation to the specific arrangements around child protection, adult
support and protection, high risk offenders, domestic abuse, sexual exploitation or human trafficking. Of particular importance is
recognising and responding to the challenges arising due to Covid-19 and the requirement for new ways of service delivery to be Covid
safe. There is a risk also that irrespective of quality systems, decision-making by individual (s) may contribute to adverse impacts.
Due To
A context of complexity and unpredictable elements within the operational landscape; difficulties in effective co-ordination of roles and
responsibilities of multiple agencies and in ensuring robust oversight and governance at all relevant levels; NLC not developing effective
controls and/or supports to provide practice assurance across key functions; The impact of changes within organisational structures,
losing people with skills and experience and/or inadequate numbers of suitably trained, qualified and vetted staff; Difficulties
interpreting and complying with a complex range of legislation and regulations including in relation to information sharing; Complex and
often unique cases can make multi-agency working difficult/ineffective resulting in the potential for key warning signs, reporting,
escalations, actions, monitoring and overview to be missed or incorrect; Lack of ownership and awareness of public protection
responsibilities outwith lead service areas; Practice not keeping pace with emerging risks and new channels for exploitation e.g. internet
chat rooms, dark web, etc.; Lack of awareness, escalation and reporting of concerns or suspected activity; Impeded engagement with
service users due to social distancing, and limited access to video platforms for 1-1 family contacts reducing quality of communications,
making some vulnerable people harder to reach and impacting on risk assessment; Vulnerability of children and vulnerable adults
increases during periods of lockdown or restrictions where people are confined within unsafe environments, becoming increasingly
isolated, making it harder to seek help and becoming increasingly susceptible to abuse; Difficulty in moving individuals or families to
safer environments during lockdown; Declining mental health generally, but particularly amongst those already suffering from poor
mental health or as personal/financial circumstances suffer as a result of Covid-19; Some areas of staffing eg MHOs with limited
resilience with respect to COVID/non-COVID absences. Uncertain impact of remote conferencing and working on quality of decisionmaking and staff support.

Impact
Children and vulnerable adults being harmed (including fatal harm) and exploited physically, sexually, emotionally or financially;
Systematic and or specific abuse may go undetected for prolonged periods; Significant reputational impact on NLC with perception that
NLC has significantly failed in its responsibilities ; Loss of confidence in Council leadership team; Legal action against NLC with associated
financial costs; Personal accountability of Council Officers and Elected Members.
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North Lanarkshire Corporate

Corporate Priorities
• Support all children and young people to realise their full potential
• Enhance participation, capacity, and empowerment across our communities
• Improve the health and wellbeing of our communities
Inherent Assessment ASM0001952

Likelihood – 5

Impact - 5

High - 25

Likelihood Reason
History shows that without controls these types of risks are almost certain to occur
Impact Reason
Protecting children and vulnerable people is a key priority for every council. There have been preventable failures, often involving more than one public agency, including in the
exercise of responsibilities by local authorities, which have contributed to deaths and/or serious harm of children, adults and systemic exploitation of those who required and had
reason to expect additional protection. Potential for loss of life or serious lasting damage means the impact is considered to be catastrophic, with lasting reputational damage to
the council.

Controls and Actions

Owner

Status

Completion Date

CON0000051 - North Lanarkshire Chief Officers Public Protection Group (NLCOPPG) is responsible for
ensuring that all agencies work effectively both individually and collectively to protect the communities
of North Lanarkshire. Group (chaired by CEO NLC) comprises NLC, Police Scotland, North Lanarkshire
Health & Social Care and North Lanarkshire Health Board. SCRA. Self Evaluation & Development Session
held in 2017 based on which terms of reference and support arrangements for group updated. Members
participated in further self-evaluation session focussing on children’s service leadership in September
2019. Meeting frequency increased at key points during pandemic.

Alison Gordon

Implemented

10 May 2019
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CON0000052 - North Lanarkshire Public Protection Lead Officers Group (NLPPLOG) supports coordination and delivery of public protection responsibilities on behalf of NLCOPPG. The group were
tasked 2019 with reviewing the resourcing of multi-agency public protection functions and full reviews of
the pan-Lanarkshire MAPPA unit and the VAWG were also undertaken with recommended changes
agreed by the COG in February 2020 including introducing a strengthened two tiered structure: VAW
Strategic and Operational Groups and enhanced administrative support. Implementation of two tier
VAW structure paused and substituted by enhanced meeting frequency during the pandemic.

Alison Gordon

Enhancing

ACT0000484 - CON0000052 - Review of VAWG and introduction of annual reporting to committee.
Review completed and reported to COG but move to 2 tier structure deferred in favour of more regular
meetings during pandemic period. Revised workplan benchmarked against COSLA/IS template. Update
provided to E&F Committee 23/2/21. VAWG to reconsider previously agreed structure changes prior to
Sept 2021.

Alison Gordon

Raised

31 August 2021

CON0000053 - National Guidance and legislation is used as basis for local procedures and guidance which Alison Gordon
are implemented across key services. Including with respect to new risks e.g. new local multi-agency
guidance on FGM, Forced marriage and Honour Based Violence published in early 2018 and updated
procedures on child trafficking in 2019. ASP procedures have also recently been reviewed with briefing
session for staff to enhance understanding of roles and legal duties. Updated procedures take cognisance
of new and emerging risks for adults.

Implemented

10 May 2019

CON0000054 - Multi Agency Co-ordinators for Child Protection, Adult Protection, Domestic Abuse and
MAPPA are employed with responsibilities for multi-agency collaboration and work closely together
enhancing the ability to address cross cutting issues.

Alison Gordon

In Progress

ACT0000483 - CON0000054 - Annual review of PP Multi-Agency Resource

Alison Gordon

Raised

31 August 2021

ACT0000485 - CON0000054 - Joint Investigative Interviewing and Contextual Safeguarding Pilots. JII
rolled out Feb 2020, using enhanced Scottish Child Interview Model. Contextual Safeguarding Level 1
pilot launched Aug 2020, with Level 2 Steering Group established Feb 2021 following agreement from
CPC and NLCMT with aim of enhancing response to extra familial harm.

Alison Gordon

Underway

31 August 2021

CON0000055 - Multi and Single Agency training programme and awareness raising in place to support
key public protection activity.

Alison Gordon

Implemented

10 May 2019
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CON0000056 - A range of audit activity takes place on a multi-agency and service basis, including an
annual themed CPC & APC file audit and activity to support identified improvement areas e.g. of IRDs.
Process is in place for notification and review of critical incidents. Initial and Significant Case Reviews are
reported through regular activity reports to the COG, with COG involvement in key decisions on SCRs and
any associated improvement actions monitored by the relevant committee/oversight group. In 2020 a
new tracker was introduced to support COG oversight.

Alison Gordon

Implemented

28 February 2020

ACT0000029 - CON0000056 - Improvement actions developed through CPC, APC, MAPPA SOG. VAWG.
Including NLC Lead Officers.

Alison Gordon

Complete

31 July 2019

CON0000057 - Reporting on activity and performance to relevant committees, including via the sharing
of the annual report and business plans of the Adult and Child Protection Committees, Lanarkshire
MAPPA and CSWO report, In 2018/19 further to consideration of risk at Audit and Scrutiny Panel, a
further report was also provided on learning from case reviews. From 2020 annual reporting from the
VAWG will be added to this.

Alison Gordon

Implemented

28 April 2021

CON0000058 - Public Protection training forms part of the annual Elected Member Training Programme

Alison Gordon

Implemented

10 May 2019

CON0000059 - Supervision and consultation is in place for staff in relation to public protection work and
arrangements are in place to ensure only suitably qualified/trained staff undertake lead roles.

Alison Gordon

Implemented

10 May 2019

CON0000060 - CSE Oversight Group established early 2018 in response to identification of need to
strengthen multi-agency information sharing and co-ordination in this area.

Fiona Swift

Implemented

10 May 2019

CON0000061 - A range of activity is undertaken to raise public awareness of public protection issues
including via targeted campaigns. Controls enforced through CPC, APC, MAPPA, SOG, and VAWG.

Alison Gordon

Implemented

10 May 2019

CON0001478 - Timely consideration, distribution and implementation of NHS and Government
information and advice in response to evidence on increased vulnerabilities during pandemic including:
Social media/communications and signposting for domestic abuse, mental health and suicide awareness
including encouraging the public to be aware and report anyone felt to be at risk. Supplementary Public
Protection Guidance issued to relevant staff.

Stephen Penman

Implemented

31 August 2020
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CON0001479 - Provision of PPE to support staff maintain a level of face to face contact with those
children and adults who have a protection plan and to undertake public protections investigations.

Raymond Taylor

Implemented

12 August 2020

CON0001481 - Regular liaison with key commissioned providers to discuss capacity, prioritisation of work
and redirection of resource where required. Control Owners Morag Dendy, Head of Performance and
Planning and Maria Williamson, Manager QA & Commissioning for Figtree purposes control owner is
Morag Dendy

Morag Dendy

Implemented

12 August 2020

CON0001482 - Use of WebEx Platform to support Public Protection Case Conferencing and Piloting of
?Near Me? to support MHO engage with SUs in hospital settings during periods of restrictions.

Sarah Jane Herron

In Progress

ACT0000732 - CON0001482 - Further exploration of platforms to support remote and hybrid working and Sarah Jane Herron
meeting to support public protection duties including cross care group pilot exploring expanded use of
Near Me, Action owners for the Cross Care group pilot from June 2020.

Underway

15 August 2021

CON0001484 - To ensure adequate staff capacity to provide support to vulnerable groups and
maintenance of support to individuals at risk, planning supported throughout the pandemic through RAG
rating of SW caseloads. Further joint work has been completed within E&F to identify any vulnerable
children and review support plans. Oversight through SW Bronze and regular reporting to NL GOLD
Group and COG implemented January 2021. Control Owners SW Bronze Group and NLC Recovery
Group For Figtree Purposes control owner is Alison Gordon

Alison Gordon

Implemented

31 January 2021

CON0001485 - Contingency arrangements enhanced during pandemic with ability to flex in response to
changing situations including but not limited to: flexibility to increase meeting frequencies of key
governance groups and regularity of key reporting and monitoring; Ability to stand up hub arrangements
for vulnerable children; swift prioritisation of key direct support services and arrangements for cross
service support in key areas; SSSC/CI returning workers/secondee scheme to obtain critical cover in key
posts i.e. temp MHO and SM cover.

Alison Gordon

Implemented

12 August 2020

Residual Assessment ASM0001952

Likelihood - 4

Impact - 4

Likelihood Reason
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High - 16

Not everything is preventable or controllable and adverse incidents do happen. Where there are multi agencies, collaborative practice is not always as good as it could be. In
view of the nature and range of individuals involved in this work, there is the need to apply individual judgement and it is challenging to achieve consistency in practice standards.
Individuals involved in abuse can try to mislead staff and not all abuse is equally visible or easily evidenced. A number of SCRs and ICRs have been undertaken in NL over the past
three years reflecting that serious incidents do occur with associated practice learning. There remains some enhanced risk associated with pandemic conditions as described
above, although at this stage in the SG route map these are mitigated by the full opening of schools and other services.
Impact Reason
It is accepted that the nature of this risk means there is always a possibility that despite controls, impacts from a risk occurring can still be major.
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AGENDA ITEM 13

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref KA/ASPJune21

Date 30/06/21

Internal Audit Annual Report 2020-21
From:
E-mail:

Ken Adamson, Audit and Risk Manager

Telephone 07939 280602

adamsonk@northlan.gov.uk

Executive Summary
The Public Sector Internal Audit Standards and the Council’s Internal Audit Charter require the
Audit and Risk Manager to provide the Audit and Scrutiny Panel (and the Chief Executive and
Corporate Management Team) with an annual summary of the work undertaken by Internal Audit
and to provide an annual independent opinion on the Council’s corporate governance, risk
management and internal control arrangements.
This report fulfills that requirement by providing an overview of the activities of the Internal Audit
section for the year 2020-21, by highlighting a number of the more significant issues which arose
from the work undertaken by Internal Audit during the year and by presenting (at Appendix 1) the
annual Internal Audit opinion.
The annual opinion is unqualified and the report offers a generally positive view of the Council’s
governance and internal control arrangements.

Recommendations
The Panel is invited to:
(1)
(2)

note the 2020-21 Internal Audit Annual Report and the associated annual opinion of the
Audit and Risk Manager; and
identify whether there are any issues arising on which the Panel wishes to request further
reports from Internal Audit and/or relevant management.

Links
The Plan for North Lanarkshire:
Priority:

All priorities

Ambition statement

All ambition statements
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1. Background
1.1

Internal Audit is an independent and objective assurance function designed to add value
and improve the Council’s operations which helps the Council accomplish its objectives
by bringing a systematic, disciplined approach to evaluating and improving the
effectiveness of the Council’s risk management, internal control and governance
processes.

1.2

Internal Audit’s primary objectives are:
•

to provide a high quality and customer focused internal audit service which is
responsive and flexible, consistent with best professional practice, focuses on
areas that matter, uses resources efficiently and effectively, and is seen by
stakeholders as adding value and making a vibrant and relevant contribution to
the Council; and

•

to assist the Audit and Scrutiny Panel (the Panel) to effectively discharge its role
and responsibilities.

1.3

The purpose, authority, responsibilities and main objectives of the Council’s Internal
Audit service are outlined in the Internal Audit Strategy 2019-20 to 2021-22 (approved
by the Panel in June 2019) and the Internal Audit Charter (approved by the Panel in
February 2018).

1.4

Internal Audit reports its outputs regularly throughout the year to the Audit and Scrutiny
Panel in accordance with the Internal Charter and associated reporting protocol. The
Panel also approves Internal Audit’s annual audit plan and monitors the performance of
the function.

1.5

Internal Audit activity is planned to enable an independent annual opinion to be given
by the Audit and Risk Manager on the adequacy and effectiveness of internal controls
within the authority, including the systems designed to achieve the corporate
objectives of the Council and those that manage the material risks faced by the
authority. It should be noted, however, that the presence of an effective internal audit
function contributes towards, but is not a substitute for, effective control. It is primarily
the responsibility of line management to establish internal controls so that the Council’s
activities are conducted in an efficient and well-ordered manner, to ensure that
management policies and directives are adhered to and that assets and records are
safeguarded.

2. Report
High level overview of Internal Audit activity during 2020-21
2.1

I can confirm that during 2020-21 Internal Audit operated with no impairments or
restrictions in scope and that all key stakeholders continued to respect the independence
of the function. The Audit and Risk Manager (who acts as the Council’s ‘Chief Audit
Executive’ per the Public Sector Internal Audit Standards (PSIAS)) reports directly to the
Chief Executive and is a member of the Council’s Corporate Management Team. The
role and status of Internal Audit function within the Council is therefore in line with best
practice.

2.2

Internal Audit activity during the year was undertaken in accordance with the Internal Audit
Annual Plan which was approved by the Audit and Scrutiny Panel in September 2020.
Appendix 2 shows key details (status and where appropriate the relevant audit opinion
and date presented to the Panel) of all items in the approved 2020-21 Plan. During the
year some amendments were made to the plan to enable the function to respond flexibly
to changing circumstances since the plan was developed and approved (most notably
changes arising from the impact of, and response to, the public health pandemic) and
these changes are shown at Appendix 2.
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2.3

Action plans are agreed with management in response to all recommendations made
within Internal Audit reports and follow-up reports are presented regularly to the Audit and
Scrutiny Panel to provide assurance that matters raised by Internal Audit have been
appropriately addressed by management and that agreed actions have been
implemented. Where follow-up work indicates that inadequate progress has been made,
this is brought to the attention of the Panel.

2.4

Internal Audit also has responsibility for investigating, as appropriate, alleged frauds and
irregularities brought to our attention in accordance with the Council’s anti-fraud policy.
Where detailed work is carried out, the findings are reported to the Chief Executive and/or
the relevant Executive Director and/or the relevant Head of Service with
recommendations made which are designed to address any weaknesses identified. Such
work is reported to the Panel, as appropriate, in line with the Internal Audit reporting
protocol approved by the Panel in June 2019.

2.5

During 2020-21, Internal Audit staff continued to liaise closely with Audit Scotland, the
Council’s appointed external auditors, to facilitate their work and to avoid any potential
duplication of effort. As part of the external audit process, the external auditor annually
assesses the work of Internal Audit and I am pleased to be able to report that during the
period covered by this report the external auditors were able to continue to place formal
reliance on our work.

2.6

Internal Audit operated in 2020-21 in accordance with the Public Sector Internal Audit
Standards (PSIAS). In September 2019 the Panel received a report from the independent
external quality assurance review (EQAR) of the internal audit function which concluded
that the Internal Audit Service within North Lanarkshire fully conformed with the PSIAS
During 2020-21, I assessed the extent to which current Internal Audit activity, policies and
procedures conform to expected requirements contained within the PSIAS and am
pleased to be able to report that the results of that review continued to show a high degree
of compliance with the detailed requirements of PSIAS. As previously reported, progress
implementing all agreed actions arising from the EQAR has been impacted by competing
priorities arising from the public health emergency, but all outstanding issues are now
actively being addressed and a status report on implementation will be submitted to the
next meeting of the Panel.

Issues arising from Internal Audit activity during 2020-21
2.7

Appendix 2 provides an overview of Internal Audit activity against the 2020-21 Annual Plan
and includes details of when each assignment was reported to the Audit and Scrutiny
Panel (where not yet formally reported, status and expected dates are given). Key issues
arising from Internal Audit outputs are highlighted in the Internal Audit Progress Report
tabled at each meeting of the Panel.

2.8

It should be noted that during the year, a significant proportion of Internal Audit staff were
temporarily seconded to other duties for a period in response to the pandemic. We also
undertook a range of additional unplanned work in response to changes in systems of
control and governance introduced in response to the pandemic, often at short notice.
Although this has had some impact on our ability to deliver all planned work, I am content
that sufficient work has been undertaken to support the preparation of my annual opinion.

2.9

A small number of audit assignments were reported during 2020-21 which offered only
‘limited assurance’. In all cases, management committed to a range of relevant
improvement actions, some of which have already been completed, and we will continue
to monitor progress on these issues during 2021-22 to provide senior management and
the Panel with further assurance that relevant key controls are operating effectively.

2.10 During 2020-21 the Council had to respond to unprecedented challenges arising from the
public health emergency with the need to transition very quickly to significantly different
ways of operating with consequential impacts on governance, internal control and risk
management arrangements.
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2.11 Internal Audit was involved in the Council’s strategic response to the pandemic, working
closely with senior management to provide advice and commentary on proposals relating
to new working arrangements and changes to internal controls and governance
arrangements. We have also undertaken specific unplanned work in key risk areas such
as payroll, creditors payments and Covid business support grants to provide specific
assurance on the implementation of new and/or revised financial processes.
2.12 Despite the challenges presented by the pandemic and notwithstanding the results of
some specific individual audit assignments, overall, I am satisfied that the Council’s
internal control and governance arrangements remained reasonably robust throughout
2020-21.
2.13 The results from our detailed work examining the Council’s corporate governance
arrangements suggest that compliance with the requirements of the corporate governance
framework adopted by the Council continued to be positive with no significant weaknesses
or areas of concern highlighted.
2.14 Our work also suggests that despite significant and increasing challenges, key financial
controls and financial management arrangements continued to operate to a generally high
standard within the Council.
2.15 With the exception of a suspected fraud in relation to payroll, details of which will be
reported to the Panel in June 2021 as part of my routine progress report, I am also pleased
to be able to report that there were no other weaknesses, material frauds or irregularities
identified in 2020-21 that I require to bring to your attention.

2020-21 Annual Internal Audit Opinion
2.16 There is a formal requirement for me to prepare an annual opinion on the Council’s internal
control system. The opinion is presented to members of the Audit and Scrutiny Panel, the
Chief Executive and the other members of the Council’s Corporate Management Team
and is intended to provide independent and objective assurance to these different
stakeholders as to the adequacy and effectiveness of internal controls within the Council.
2.17 My evaluation of the control environment is informed by a number of sources and in
bringing these together, consideration has been given to whether there is evidence that
any key controls are absent, inadequate or ineffective and whether the existence of any
weaknesses identified, taken independently or with other findings, significantly impairs the
adequacy and effectiveness of the Council’s overall systems of internal control. Wider
issues relating to the Council’s corporate governance and risk management arrangements
have also been considered.
2.18 The nature of individual audit assignments is such that most Internal Audit reports identify
some weaknesses or areas where scope for improvement exists. During work undertaken
in 2020-21 there have been instances where the control environment was not strong
enough or complied with sufficiently to prevent risks to the organisation. In these cases,
Internal Audit has made recommendations to further improve the systems of control and
compliance. Although sometimes significant to the control environment in place for the
individual system or areas that have been audited, I do not consider these weaknesses
material enough to have a significant impact on my overall opinion on the adequacy of the
Council’s control environment at the year end. Further reviews and/or follow-up work in
areas where limited assurance has been given are scheduled to be completed during
2021-2022 to ensure that the actions agreed in response to Internal Audit’s
recommendations have been implemented and the relevant controls are working well in
practice.
2.19 My formal annual Internal Audit opinion on the soundness of the Council’s internal control
systems is presented at Appendix 1. Overall, the results of the work of Internal Audit in
2020-21 taken with other information available to me, did not lead me to conclude that the
Council’s overall systems of internal control were inadequate or their effectiveness
significantly or materially impaired.
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2.20 Finally, I would like to thank all Council staff who have assisted Internal Audit during our
work throughout 2020-21 and to thank senior management and elected members for the
consideration and due regard given to our work.

3

Equality and diversity
Equality Impact Assessment

No impacts arising directly from this report

Fairer Scotland

No impacts arising directly from this report

4. Impact
Financial impact:

None arising directly from this report

HR policy / Legislative impact:

None arising directly from this report

Technology / Digital impact:

None arising directly from this report

Environmental impact:

None arising directly from this report

Communications impact:

None arising directly from this report

Risk impact:

Failure to operate an effective Internal Audit
function consistent with the Public Sector
Internal Audit Standards could impair the
Council’s compliance with its Code of Corporate
Governance

5. Measures of success
5.1

Internal Audit reports annually on its performance to the Panel and is also subject to
review annually by the Council’s appointed external auditors.

6. Supporting Documents
Appendix 1 2020-21 Annual Internal Audit Opinion
Appendix 2 Progress re-approved 2020-2021 Internal Audit Plan

Ken Adamson, Audit and Risk Manager

Page 221 of 245

Appendix 1

2020-21 Internal Audit Opinion

To the members of North Lanarkshire Council’s Audit and Scrutiny Panel, the Chief
Executive and other members of the Council’s Corporate Management Team
As Audit and Risk Manager of North Lanarkshire Council, I am pleased to present my annual
statement on the adequacy and effectiveness of the Council’s framework of governance, risk
management and internal control for the year ended 31 March 2021.
Respective responsibilities of management and internal auditors in relation to
governance, risk management and internal control
It is the responsibility of the Council’s senior management to establish appropriate and sound
systems of governance, risk management and internal control and to monitor the continuing
effectiveness of those systems. It is the responsibility of the Audit and Risk Manager to provide
an independent annual opinion on the adequacy and effectiveness of the Council’s framework
of governance, risk management and internal control.
The Council’s framework of governance, risk management and internal controls
The main objectives of the Council’s framework of governance, risk management and internal
controls are to ensure that resources are directed in accordance with agreed plans, policies and
priorities and to ensure that there is sound decision-making and clear accountability for the use
of those resources in order to achieve the desired outcomes for service users and communities.
This includes ensuring that appropriate internal controls and risk management arrangements
are in place to effectively manage issues which might impact on the delivery of Council services,
the achievement of corporate and service objectives, ambitions and priorities and public
confidence in the Council. The Council also requires effective internal controls and risk
management arrangements to safeguard its employees, to protect its assets, to maintain
effective stewardship of public funds, to ensure good corporate governance, to ensure
compliance with statutory requirements and to ensure it continues to deliver best value.
The work of Internal Audit
Internal Audit is an independent and objective assurance function established by the Council
designed to add value and to improve the Council’s operations. It helps the Council accomplish
its objectives by bringing a systematic, disciplined approach to evaluate and improve the
effectiveness of the Council’s risk management, control and governance processes and by
providing an independent and objective opinion on the Council’s internal control environment.
It also objectively examines, evaluates and reports on the adequacy of the control environment
as a contribution to the proper, economic, efficient and effective use of the Council’s resources.
The Internal Audit section operated throughout 2020-21 in accordance with the Public Sector
Internal Audit Standards (PSIAS). As part of the Internal Audit quality assurance and
improvement programme, I have assessed the extent to which current internal audit activity,
policies and procedures conform to expected requirements. The results show that the section
substantively complies with the PSIAS.
The section undertakes an annual programme of work formally approved by the Audit and
Scrutiny Panel. The audit plan is determined following a risk-based audit needs assessment
that is revised on an ongoing basis to reflect my assessment of the evolving risks and changes
within the Council.
All Internal Audit reports identifying system weaknesses and/or non-compliance with expected
controls are brought to the attention of management and include appropriate recommendations
and agreed action plans. It is management’s responsibility to ensure that proper consideration
is given to Internal Audit reports and that appropriate action is taken on audit recommendations.
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Appendix 1 (continued)

2020-21 Internal Audit Opinion

Internal Audit is required to ensure that appropriate arrangements are made to determine
whether action has been taken on Internal Audit recommendations or, where appropriate, that
management has understood and assumed the risk of not acting. Significant matters (including
non-compliance with audit recommendations) arising from internal audit work are reported
regularly to the Chief Executive, to the Corporate Management Team and to the Audit and
Scrutiny Panel.
Basis of Opinion
My evaluation of the control environment is informed by several sources:
•
•
•
•
•

the audit work undertaken by Internal Audit during the year to 31 March 2021;
the assessment of risk completed during the preparation of the 2020-21 and 2021-22
annual plans;
my wider knowledge of the Council’s corporate governance, risk management and
performance management arrangements;
assessments of the general control environment within individual Services in 2020-21
completed by relevant Executive Directors and/or Heads of Service; and
reports issued by the Council’s external auditors during 2020-21, together with reports
from other external review and inspection bodies.

Opinion on the Council’s internal control systems
It is my opinion that reasonable assurance can be placed upon the adequacy and effectiveness
of the Council’s framework of governance, risk management and internal control for the year
ended 31 March 2021.

Ken Adamson CPFA
Audit and Risk Manager
North Lanarkshire Council
20 May 2021
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Appendix 2

Progress re-approved 2020-2021 Internal Audit Plan

Topic

Status

Audit grading

Reported to A&SP

Risk management

Complete

Reasonable assurance (Green-Amber)

December 2020

Corporate governance

Complete

Reasonable assurance (Green-Amber)

March 2021

Corporate governance

Performance management

See Note 1

Key strategic / corporate risks / programmes of work
Management of strategic change

Complete

Reasonable assurance (Green-Amber)

June 2021

Digital NL and change programme

Complete

Reasonable assurance (Green-Amber)

December 2020

Enterprise contract – strategic procurement

Complete

Reasonable assurance (Green-Amber)

March 2021

Asset rationalisation

Underway

To be confirmed

Expected September 2021

Information governance and information security

Complete

Reasonable assurance (Green-Amber)

March 2021

Public Protection

Underway

N/A

Expected September 2021

Health and Safety (2 reports)

Complete
Complete

Substantial assurance (Green)
Limited assurance (Amber-Red)

December 2020
June 2021

City Deal

Complete

Substantial assurance (Green)

June 2021

Economic Regeneration Development Plan

Complete

Reasonable assurance (Green-Amber)

June 2021

HR – management of sickness absence

Underway

Carried forward to 2021-22 to consider impact of revised corporate policy

Hub development and delivery programme

See Note 2

Early Learning and Childcare: 1140 hours

See Note 3

Scottish Attainment Challenge (SAC) and Pupil
Equity Funding (PEF)

Underway

N/A

Governance – local community engagement

Expected September 2021
See Note 4
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Appendix 2

Progress re-approved 2020-2021 Internal Audit Plan (continued)

Topic

Status

Audit grading

Reported to A&SP

Financial management and financial sustainability

Complete
(2 reports)

Reasonable assurance (Green-Amber)
Reasonable assurance (Green-Amber)

December 2020
March 2021

Community Investment Fund

Complete

Reasonable assurance (Green-Amber)

March 2021

Financial systems key controls: Council tax

Complete

Substantial assurance (Green)

December 2020

Financial systems controls: Treasury management

Complete

Substantial assurance (Green)

March 2021

Regularity work: financial systems – General ledger

Complete

Reasonable assurance (Green-Amber)

December 2020

Regularity work: financial systems - Payroll

Complete

Reasonable assurance (Green-Amber)

June 2021

Regularity work: financial systems - Creditors

Complete

Reasonable assurance (Green-Amber)

March 2021

Review of the Council's Anti-Fraud arrangements

Complete

Reasonable assurance (Green-Amber)

September 2020

Allowance for fraud and irregularity investigations

Ongoing

N/A

N/A

Ongoing

N/A

N/A

Liaison with external audit

Ongoing

N/A

N/A

Facilitating the work of the Audit and Scrutiny Panel

Ongoing

N/A

N/A

Follow-up of IA and EA recommendations

Ongoing

N/A

Each ‘Audit’ meeting of the Panel

Financial management and key financial systems

Fraud and irregularity

Provision of IA services to third parties
Integrated Health and Social care Lanarkshire JIB

North

Audit Committee and External Audit

Follow-up: Audit Scotland/Accounts Commission
national reports

Note 5
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Appendix 2

Progress re-approved 2020-2021 Internal Audit Plan (continued)

Topic

Status

Audit grading

Reported to A&SP

PSIAS self-assessment and Quality Assurance
Programme

Ongoing

N/A

December 2020 and March 2021

Provision of ad hoc advice on systems
development and control issues

Ongoing

N/A

N/A

Participation in a range of Corporate Working
Groups

Ongoing

N/A

N/A

Community Councils

Ongoing

N/A

N/A

N/A

N/A

N/A

Covid-19 Strategic Framework Business Fund

Complete

Reasonable assurance (Green-Amber)

June 2021

Covid-19 response

Complete

Reasonable assurance (Green-Amber)

March 2021

Audit of compliance: essential expenditure

Complete

Substantial assurance (Green)

December 2020

Range of outputs and advice on new processes
(both internal financial and HR processes and
Covid support mechanisms for individuals,
families and businesses)

Complete

N/A

N/A

Fraud investigation: Employee Service Centre

Complete

Reported in line with relevant reporting protocol: June 2021

Payroll irregularity: Social Work

Complete

Concluded and reported to management December 2020

Alleged irregularities: Scottish Welfare Fund

Complete

Concluded and reported to management November 2020

Other

Contingency
Unplanned

Explanatory notes

Note 1

Although substantive audit work on performance management has not been progressed in 2020-21, this mirrors delays in the roll-out of the
Strategic Performance Framework (SPF) caused by the need for management to focus on other priorities as a result of the public health
emergency. Sufficient assurance (and with appropriate commentary and recommendations) in respect of this issue has been obtained from
our work on Corporate Governance in 2020-21. Further substantive work on this topic will, assuming full roll-out of the SPF, be carried forward
to 2021-22.
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Note 2

Although elements of the management of this programme of work will be touched on by planned work on the management arrangements
associated with the Economic Regeneration Development Plan, substantive work on the governance of the Hub development and delivery
programme will now be carried forward to 2021-22.

Note 3

Now largely implemented or substantively progressing, the need for further work on the Early Learning and Childcare: 1140 hours programme
was considered as part of the audit planning processes used to prepare the 2021-22 Annual Plan but no further work has been prioritised.

Note 4

Although substantive audit work on ‘Governance – local community engagement’ has not been progressed in 2020-21, sufficient recent
assurance can be gained from our report on Community Empowerment and Community Engagement (reported to the Panel in August 2020)
and a recommendation relating to the recently established Community Boards included in our recent report on Corporate Governance.
Substantive work on this topic will now be carried forward to 2021-22.

Note 5

Audit Scotland has necessarily had to re-prioritise its resources in response to the public health emergency and there have been relatively few
national VFM or performance audits issued in the period. Where these have been published (e.g. recent work on Digital Transformation in
Local Government) we have encouraged management to take these reports directly to the relevant Service committee. Previous practice in
relation to national audit reports will be resumed starting from June 2021.
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AGENDA ITEM 14

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☒approval ☒noting

Ref LJ/SL

Date

30/06/21

P075.1: Annual Governance Statement 2020/21
From

Katrina Hassell, Head of Business Solutions

E-mail

HassellK@northlan.gov.uk

Telephone 07903 096 121

Executive Summary
Members are aware that the council is required to produce an Annual Governance
Statement in line with the Local Authority Accounting (Scotland) Regulations 2014. This
Statement requires to be included within the council’s Annual Accounts and is subject to
review by the external auditors as part of their year-end Annual Audit Report (AAR)
process.
The Statement for 2020/21, attached as Appendix 1, outlines the council’s governance
arrangements for the last financial year and demonstrates how the council complies with
the Delivering Good Governance in Local Government: Framework (2016). It also supports
the council’s Best Value duty in terms of demonstrating continuous improvement.
Included in the Annual Governance Statement is the Audit and Risk Manager’s annual
Internal Audit opinion which states that “reasonable assurance can be placed on the
adequacy and effectiveness of the council’s framework of governance, risk management,
and internal control for the year ended 31st March 2021”.
The Statement - which has been prepared following input from Heads of Service, the
Corporate Management Team, other relevant managers, and the Chief Executive or Senior
Representative for each of the council’s arm’s length external organisations (ALEOs) - is
presented herewith for Members to consider and note ahead of inclusion in the un-audited
Annual Accounts.
Following approval, the Annual Governance Statement will be reported publicly through
the website to demonstrate the council’s compliance with the principles of good
governance.

Recommendations
It is recommended that the Audit and Scrutiny Panel:
(1) Note the contents of this report, and
(2) Consider and note the Annual Governance Statement which requires to be included
in the un-audited Annual Accounts for 2020/21.
The Plan for North Lanarkshire

Page 229 of 245

Priority

All priorities

Ambition statement

All ambition statements

1.

Background

1.1

Members will recall the production of the council’s Annual Governance Statement is
underpinned by statute through the Local Authority Accounts (Scotland) Regulations
2014:
•

•
•

Regulation 5(2) requires an authority to conduct a review at least once in each
financial year of the effectiveness of its system of internal control and include a
statement reporting on the review with the Annual Accounts.
Regulation 5(4) requires that for a local authority in Scotland the statement is an
annual governance statement.
Regulation 5(5) states that the annual governance statement must be signed by
the Chief Executive and Leader of the Council.

1.2

Compliance with the legislation also ensures the council demonstrates its commitment
to the good governance principles as set out in the Delivering Good Governance in
Local Government: Framework (2016) and accompanying Guidance Notes for Scottish
Local Authorities (2016) published by CIPFA in association with the Society of Local
Authority Chief Executives (SOLACE).

1.3

The essence underpinning the Delivering Good Governance in Local Government:
Framework is that local government develops and shapes its own approach to
governance, taking account of the environment within which it operates. Within this
context, it is therefore up to each local authority to:
•
•
•

1.4

The Delivering Good Governance in Local Government: Framework provides a
structure to help councils set out their local code in relation to good governance. As
such, all councils are required to test their governance arrangements against these
principles by:
•
•

•

1.5

Set out its commitment to the principles of good governance outlined in the
Delivering Good Governance in Local Government: Framework.
Determine its own governance arrangements, or local code, underpinned by these
principles.
Ensure that the local code operates effectively in practice.

Reviewing existing governance arrangements.
Developing and maintaining an up to date local code of governance that takes into
account the environment within which it operates and includes arrangements for
ensuring ongoing effectiveness.
Reporting publicly on compliance with the local code on an annual basis, including
how the governance arrangements have been monitored for effectiveness in the
year and identifying planned changes.

This report therefore provides Members of the Audit and Scrutiny Panel with the
opportunity to consider the council’s Annual Governance Statement for 2020/21 in line
with the requirements outlined above and P075.1 for strategic oversight and
accountability in the Programme of Work for 2021/22.

Page 230 of 245

2.

Annual Governance Statement 2020/21

2.1

The Annual Governance Statement has been prepared with evidence gathered from
various different sources to ensure that it properly reflects the effectiveness of the
council’s arrangements during 2020/21. The information gathered to inform the
evidence base is detailed in paragraphs 2.1.1 to 2.1.10 below.
2.1.1 Heads of Service signed off the Chief Officer Certificate of Assurance to support
the preparation of statements on corporate governance and internal financial
control for year ending 31 March 2021 and completed the accompanying 78
point checklist covering the following 9 areas:
1.
2.
3.
4.
5.
6.
7.
8.
9.

The control environment
Risk management
Business planning, information, and reporting
Financial control processes
Project management
Monitoring and corrective action
Human resources
Arm’s length bodies
Assessing whether key controls have been applied during the year

2.1.2 Through this process Heads of Service have confirmed corporate governance
arrangements and financial controls in their area of responsibility have been, or
are, working well and there are no other significant matters arising which would
require to be raised specifically in the Annual Governance Statement.
2.1.3 The Head of Financial Solutions (as the council’s Section 95 Officer / Chief
Financial Officer) has provided the Chief Executive with a statement of the
effectiveness of the council’s internal financial control systems and confirmed
that the council’s financial arrangements conform with the requirements of the
CIPFA Statement on the Role of the Chief Financial Officer in Local Government
2016.
2.1.4 In line with the Public Sector Internal Audit Standards (PSIAS) and the council’s
Internal Audit Charter, the Audit and Risk Manager is required to provide the
Audit and Scrutiny Panel (and the Chief Executive and Corporate Management
Team) with an annual summary of the work undertaken by Internal Audit. The
Audit and Risk Manager is also required to provide an annual independent
opinion on the council’s corporate governance, risk management, and internal
control arrangements.
2.1.5 In this respect, Corporate Management Team considered and noted the Internal
Audit annual report 2020/21 from the Audit and Risk Manager on 25th May 2021.
This report stated that the annual Internal Audit opinion is unqualified and offers
a generally positive view of the council’s governance and internal control
arrangements.
2.1.6 More specifically the Internal Audit annual report 2020/21 states that it is the
opinion of the Audit and Risk Manager that “reasonable assurance can be
placed on the adequacy and effectiveness of the council’s framework of
governance, risk management, and internal control for the year ended 31st
March 2021”.
2.1.7 The council’s arm’s length external organisations (ALEOs) have also completed
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a Certificate of Assurance to support the preparation of the council’s statements
on corporate governance and internal financial control for year ending 31 March
2021 and completed the accompanying 62 point checklist covering 8 of the 9
areas listed in paragraph 2.1.1 above.
2.1.8 In this respect, the Chief Executive or Senior Representative for each of the
ALEOs has confirmed corporate governance arrangements and financial
controls in their organisation have been, or are, working well and there are no
other significant matters arising which would require to be raised specifically in
the council’s Annual Governance Statement.
2.1.9 Self-evaluation work undertaken by the council as part of its governance and
performance management arrangements which, for 2020/21, included a review
of the council’s response to COVID-19. Utilising a set of independent
assessment criteria, this self-evaluation exercise focused on four sections - the
council’s response to COVID19, governance of the council during COVID-19,
support for staff during COVID-19, and new ways of working.
2.1.10 The evidence has also included a refresh and update of the council’s Strategic
Governance Framework. Members will recall approving this Framework in
February 2020.
2.2

The results of these processes are deemed to support the Chief Executive and the
Council Leader signing the Annual Governance Statement, and stating that reasonable
assurance can be placed on the adequacy and effectiveness of the corporate
governance systems operating within the council and that the council complies with
relevant corporate governance principles in all significant respects.

Next steps
2.3

As the Annual Governance Statement requires to be approved at a meeting of the
council (at a committee with a remit that includes audit and governance), this report is
being submitted to the Audit and Scrutiny Panel meeting of 30th June 2021. This will
provide Members with the opportunity to consider and note the Annual Governance
Statement prior to inclusion in the un-audited Annual Accounts for 2020/21 and prior to
the Accounts being submitted to the external auditor. Regulation 8(7) of the Local
Authority Accounts (Scotland) Regulations 2014 requires that the Annual Accounts are
submitted to the auditor no later than 30th June immediately following the financial year
to which they relate.

2.4

Following consideration by the Audit and Scrutiny Panel, the Annual Governance
Statement will be reported publicly through the website to demonstrate the council’s
compliance with the principles of good governance. Information will also be included
to demonstrate how the governance arrangements have been monitored for
effectiveness in the year and planned changes will be identified.

3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

The Delivering Good Governance in Local Government: Framework (2016) positions
the attainment of sustainable economic, societal, and environmental outcomes as a
key focus of governance processes and structures. As such this is reflected in the
Strategic Governance Framework.

4.

Impact
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4.1

Financial impact
Development and publication of the Annual Governance Statement ensures the council
complies with the CIPFA Statement on the Role of the Chief Financial Officer in Local
Government 2016 in terms of financial controls.

4.2

HR policy / Legislative impact
None.

4.3

Technology / Digital impact
None.

4.4

Environmental impact
The Delivering Good Governance in Local Government: Framework (2016) positions
the attainment of sustainable economic, societal, and environmental outcomes as a
key focus of governance processes and structures. As such this is reflected in the
Strategic Governance Framework.

4.5

Communications impact
Through publication of the Annual Governance Statement on the website, the council
will ensure it meets the requirements to report publicly on compliance with the principles
of good governance.

4.6

Risk impact
Development and publication of the Annual Governance Statement in line with the
Local Authority Accounts (Scotland) Regulations 2014 and the principles set out within
the Delivering Good Governance in Local Government: Framework (2016), and in line
with the Best Value duty, contributes towards the mitigation of the risk on the Corporate
Risk Register for Governance, Leadership, and Decision Making.

5.

Measures of success

5.1

Measures of success include the production of an Annual Government Statement in
line with the requirements of good governance that is signed off by the Chief Executive
and Council Leader, approved by the Audit and Scrutiny Panel, included in the Annual
Accounts, and reported publicly on the council’s website.

6.

Supporting documents

6.1

Appendix 1 - Annual Governance Statement 2020/21

Katrina Hassell
Head of Business Solutions
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Appendix 1
Annual Governance Statement
2020/21
1.

Scope of responsibility

1.1

North Lanarkshire Council is committed to ensuring that its business is conducted in
accordance with the law and proper standards, and that public money is safeguarded,
properly accounted for, and used economically, efficiently, and effectively.

1.2

The council also has a duty under the Local Government in Scotland Act 2003 to
demonstrate Best Value by securing continuous improvement in performance. Good
governance is central to meeting Best Value obligations as effective governance and
accountability arrangements, with openness and transparency in decision-making,
schemes of delegation, and effective reporting of performance are essential for taking
informed decisions and ensuring effective scrutiny of performance and stewardship of
resources.

1.3

To maintain compliance in terms of ensuring good governance and delivering continuous
improvement, the council has adopted the principles and requirements of the Delivering
Good Governance in Local Government: Framework (2016) and accompanying Guidance
Notes for Scottish Local Authorities (2016) published by the Chartered Institute of Public
Finance and Accountancy (CIPFA) in association with the Society of Local Authority Chief
Executives (SOLACE).

1.4

To ensure its good governance arrangements are sound and the highest standards are
met, the council has set out its commitment to the national principles of good governance
by determining its own governance structure (local code) underpinned by these principles.
This local code is set out in the Strategic Governance Framework.

1.5

In discharging these duties Chief Officers and Elected Members are responsible for
implementing the council’s governance arrangements and ensuring the local code, the
Strategic Governance Framework, is assessed on an annual basis to ensure ongoing
effectiveness and compliance.

1.6

In this respect, the council has arrangements in place through the Corporate Management
Team (CMT) to ensure appropriate and regular oversight, management, and reporting at
a strategic level to support delivery of The Plan for North Lanarkshire and Programme of
Work. A standing agenda item for governance and risk further demonstrates the
commitment to ensuring effective corporate governance arrangements are in place. As
part of their annual evaluation process of the Strategic Governance Framework, the CMT
is also responsible for identifying improvement actions and/or future planned
developments in relation to key governance arrangements and continuous improvement.

1.7

Independent and objective assurances are provided by Internal Audit whose function is
designed to add value and improve the council’s operations. This in turn helps the council
accomplish its strategic ambitions by bringing a systematic, disciplined approach to
evaluating and improving the effectiveness of the council’s risk management, internal
control, and governance processes.

1.8

Internal Audit activity is planned to enable an independent opinion to be given by the
Audit and Risk Manager each year on the adequacy and effectiveness of internal controls
within the council, including the systems designed to achieve the strategic ambitions of
the council and those that manage the material risks faced by the council. It should be
noted, however, that the presence of an effective internal audit function contributes
towards, but is not a substitute for, effective control.

1.9

The responsibilities of the Audit and Scrutiny Panel, whose activities and functions comply
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with relevant CIPFA standards for audit committees, are to provide independent
assurance to the council and those charged with governance on the adequacy of the
council's risk management framework and internal control environment. The Panel is also
responsible for providing independent review of the council's governance, risk
management, performance, and control frameworks, and overseeing the financial
reporting and annual governance processes.
1.10

This statement also covers the organisations consolidated in the council’s Group
Accounts.

2.

Strategic Governance Framework

2.1

In February 2020, the Audit and Scrutiny Panel approved the council’s Strategic
Governance Framework. Along with the other four inter-related corporate frameworks, the
Strategic Governance Framework is key to assessing the success of The Plan for North
Lanarkshire and monitoring delivery of the Programme of Work.

2.2

The council recognises that a crucial aspect in delivering good governance is the way that
it is applied. The ethos of good governance cannot be achieved by structures, rules, and
procedures alone. Effectively, good governance needs to be embedded within the council
and its culture and the need for, and value of, good governance must be explicit. As
such, any references that require to be made to one of the five frameworks references
them all together at all times for completeness and to raise awareness of the need for
good governance.

2.3

The council’s Strategic Governance Framework outlines the elements and
mechanisms in place to ensure appropriate oversight and governance of The Plan for
North Lanarkshire and supporting Programme of Work and enable the council to
monitor the delivery of its ambitions while ensuring arrangements for corporate
governance, risk management, and internal financial controls are sound. This is based
on the following:
•

•

•

•
•

•
•

Identifying and setting out the council’s long-term strategic ambition and priorities in
The Plan for North Lanarkshire and ensuring the vision for inclusive growth and
prosperity for all is embedded throughout all other policy statements agreed by the
council.
Establishing the five inter-related corporate frameworks (Policy, Governance,
Programme and Project Management, Performance, and Self-Evaluation) to assess
the success of The Plan for North Lanarkshire and monitor delivery of the
Programme of Work, while ensuring each stage of delivery towards achieving the
overall ambitions is appropriately planned, guided, implemented, and governed.
Ensuring these five frameworks remain aligned to The Plan for North Lanarkshire
and Programme of Work through a regular review and refresh programme that also
helps the council to ensure it is proactive in responding to social, economic, and
environmental trends and changes in legislation and governance, as well as the
broad range of national policy changes and new developments.
Standing Orders that allow the council to delegate decision making to committees,
sub-committees, or officers and sets out the rules which apply to the running and
operation of council and committee meetings.
A Scheme of Administration which clearly sets out functions, terms of reference, and
powers of the council and its committees and sub-committees and which is aligned to
the organisational structure to facilitate decision making in line with the council’s
strategy.
A Scheme of Delegation to Officers which sets out the functions delegated to the
Chief Officers of the council.
Financial Regulations and a Scheme of Financial Delegation which, as an integral
part of the council’s framework of internal financial controls, are designed to ensure
effective stewardship of North Lanarkshire Council funds. Compliance with these
regulations will ensure that public money is safeguarded and properly accounted for,
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•

•

•

•
•
•
•

•

•

•
•
•

and all council financial transactions are undertaken in a manner which demonstrates
openness, transparency, and integrity. The Financial Regulations form a key part of
the overarching Financial Strategy and the corporate governance arrangements of
the council.
The Financial Strategy which (as the overarching framework that establishes the
financial strategies and policies to ensure effective financial governance, planning,
and management) also sets out the responsibility for safeguarding public funds within
the council and the role of the Section 95 Officer. The financial strategies and
policies covered by the Financial Strategy include the Capital Strategy, Treasury
Management Strategy, Revenue Budget Strategy, and the Medium-Term Financial
Plan.
A Risk Management Strategy with arrangements that reflect the council’s strategic
ambition at a corporate, service, and project level. A key part of the system of
internal control, the council’s risk management arrangements are designed to
identify, assess, prioritise, and mitigate risks to the achievement of the council’s
priorities. These arrangements are designed to enable the council to perform well, to
manage risk effectively, and to minimise any potential impacts on service delivery
and the achievement of planned outcomes.
Codes of Conduct for Elected Members, Chief Officers, and employees which
provide frameworks within which individuals are expected to undertake their duties in
a manner which meets the required standards for good governance. This includes
ensuring declarations of interests, and for conflicts of interest and gifts and
hospitality, are appropriately made and published.
Ensuring legislative obligations are fulfilled through the statutory officer roles of the
head of paid service, monitoring officer, chief financial officer (section 95 officer) and
the chief social work officer.
An Anti-Fraud Policy and Fraud Response Plan which sets out the council’s
expectations (which extend to all individuals and organisations with whom it deals) in
terms of acting honestly and with integrity and in safeguarding public resources.
Whistleblowing procedures which provide a mechanism for employees of the council,
and other workers within the council, to report a concern about serious wrongdoing
within the council and to do so with security and in confidence.
A Corporate Management Team (CMT) with a supporting meetings structure
comprising Service Management Team (SMT) meetings and Operational
Management Team (OMT) meetings to cascade the context, deliverables, and
accountabilities and ensure consistency of message in the delivery of the
Programme of Work and The Plan for North Lanarkshire. All Heads of Service are
members of the CMT; this includes those Heads of Service who also hold a statutory
officer role.
An Audit and Scrutiny Panel whose activities and functions comply with relevant
CIPFA standards for audit committees, and whose purpose is to provide independent
assurance to the council and those charged with governance on the adequacy of the
council's risk management framework and internal control environment. It also
provides independent review of the council's governance, risk management,
performance, and control frameworks and oversees the financial reporting and
annual governance processes.
A systematic approach to managing strategic and operational performance which
includes target setting and regular service / statutory and Strategic Performance
Framework reporting in line with an annual schedule and the statutory direction, to
allow performance against the strategic priorities to be assessed.
Comprehensive revenue budget and capital expenditure guidelines, with wellestablished processes and systems to ensure regular monitoring and reporting, as
well as oversight and scrutiny by management and Elected Members.
A range of programme Boards and working groups aligned to the delivery of specific
Programme of Work items, e.g. DigitalNL, Community Hubs, Enterprise Strategic
Commercial Partnership, and Data Governance.
An Information Governance Policy Framework, comprising policies in terms of
records and information management, data protection, information handling and
classification, information risk, and information security to ensure proper recording of
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•
•

•

•

information, appropriate access to that information including by the public, and
compliance with legislation.
Publicly available complaints and freedom of information procedures with
management, monitoring, and reporting arrangements.
A range of employment and other policies and the associated guidance documents
and forms which promote and support ethical behaviour and standards of conduct by
employees, along with an employee Performance Review and Development (PRD)
process and access to a range of employee and Elected Members’ training and
development programmes and opportunities through LearnNL.
Independent and objective assurances provided by Internal Audit whose function is
designed to add value and improve the council’s operations. The Internal Audit
function operates within the Public Sector Internal Audit Standards (PSIAS) and the
council’s Internal Audit Charter. The service undertakes an annual programme of
work approved by the Audit and Scrutiny Panel which is based on the Internal Audit
Annual Plan. This plan is risk based and is periodically updated to reflect evolving
issues and changes.
Independent and objective assurances provided by the external auditors through
their Annual Audit Report (AAR) process and a range of external audit and inspection
bodies.

3.

Review of effectiveness of governance arrangements

3.1

The Annual Governance Statement has been prepared with evidence gathered from
various different sources to ensure that it properly reflects the effectiveness of the
council’s arrangements during 2020/21. This evidence is summarised in paragraphs
3.1.1 to 3.1.6 below.

3.1.1

Heads of Service reviewed the effectiveness of governance arrangements within their
area of responsibility by completing a certificate of assurance and updating a 78 point
checklist covering: the control environment, risk management, business planning /
information / reporting, financial control processes, project management, monitoring and
corrective action, human resources, arm’s length bodies, and assessing whether key
controls have been applied during the year.
•
Through this process Heads of Service have confirmed corporate governance
arrangements and financial controls in their area of responsibility have been, or are,
working well and there are no other significant matters arising which would require to
be raised specifically in the Annual Governance Statement.

3.1.2

In line with the Public Sector Internal Audit Standards (PSIAS) and the council’s Internal
Audit Charter, the Audit and Risk Manager is required to provide the Audit and Scrutiny
Panel (and the Chief Executive and CMT) with an annual summary of the work
undertaken by Internal Audit and to provide an annual independent opinion on the
council’s corporate governance, risk management, and internal control arrangements.
This provides assurance on the effectiveness of the council’s governance arrangements
and systems of internal control and the extent to which the council complies with the good
governance principles referred to in paragraph 1.3 above.
•
In his Internal Audit annual report for 2020/21, presented to the Chief Executive and
CMT in May 2021 and the Audit and Scrutiny Panel in June 2021, the Audit and Risk
Manager has stated that the annual Internal Audit opinion is unqualified and offers a
generally positive view of the council’s governance and internal control
arrangements. More specifically, it is the opinion of the Audit and Risk Manager that
reasonable assurance can be placed on the adequacy and effectiveness of the
council’s framework of governance, risk management, and internal control for the
year ended 31st March 2021.

3.1.3

Self-evaluation work undertaken by the council as part of its governance and performance
management arrangements.
•
For 2020/21 this included a review of the council’s response to COVID-19. Utilising a
set of independent assessment criteria this self-evaluation exercise focused on four

Page 237 of 245

•

sections - the council’s response to COVID19, governance of the council during
COVID-19, support for staff during COVID-19, and new ways of working. This
exercise also captured lessons learned from the pandemic to support the council
through the recovery and renewal planning processes, and to move to a platform of
stability from which available resources were able to be redirected to fulfil the
ambition set out in The Plan for North Lanarkshire.
An Internal Audit was subsequently carried out on the council’s COVID-19 response
in order to provide independent assurance of the adequacy and effectiveness of the
council’s resilience arrangements and its response to the pandemic. Based on the
results of the work, this audit was categorised as offering substantial assurance with
only one area for improvement which was implementing an action plan to record and
track progress in respect of lessons learned; an action plan was subsequently
implemented and is being monitored by the Silver Group.

3.1.4

A statement of the effectiveness of the council’s internal financial control systems has
been provided by the Head of Financial Solutions (the council’s Section 95 Officer / Chief
Financial Officer) to the Chief Executive. The Head of Financial Solutions has also
confirmed that the council’s financial arrangements conform with the requirements of the
CIPFA Statement on the Role of the Chief Financial Officer in Local Government 2016.

3.1.5

Comments made by the external auditors and other audit and inspection bodies, feedback
from Elected Members and committees in their scrutiny role, and issues considered by
the Audit and Scrutiny Panel.

3.1.6

The council’s arm’s length external organisations (ALEOs) have also completed a
certificate of assurance and updated the accompanying 62 point checklist to support the
preparation of the council’s statements on corporate governance and internal financial
control for year ending 31 March 2021.
•
In this respect, the Chief Executive or Senior Representative for each of the ALEOs
has confirmed corporate governance arrangements and financial controls in their
organisation have been, or are, working well and there are no other significant
matters arising which would require to be raised specifically in the council’s Annual
Governance Statement.

4.

Continuous improvement

4.1

The Plan for North Lanarkshire is now well established and sets the long-term strategic
direction for the council, partners, and other stakeholders and, most importantly, for each
unique local community and the people who Live, Learn, Work, Invest, and Visit within
North Lanarkshire. It’s a Plan with a shared ambition of inclusive growth and prosperity
for all and a fairer distribution of wealth across all local communities.

4.2

The long-term ambition established through The Plan for North Lanarkshire coupled with
the fast moving, unpredictable, and increasingly challenging and complex local
government environment, means planning and change are constantly evolving and
ongoing visibility into all programmes of work and their interconnections is essential.

4.3

The Programme of Work process (established in 2019) provides a clear roadmap for work
across council services and with partners. It allows for plans of action to be developed
that inform the projects, activities, services, technologies, and resources that need to be
harnessed in order to seize the most and best opportunities to deliver on the long-term
strategy, while achieving value for money in the here and now. Directing policies and
plans to support delivery of The Plan for North Lanarkshire, the Programme of Work
process is instrumental in bringing together the elements that support strategic planning,
local development, enterprise activities, and community investment in a cohesive manner.
The third annual iteration of the Programme of Work (for 2021/22) was approved in March
2021.

4.4

The changes required to deliver on the long-term ambition present both opportunities and
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challenges. To realise the ambition, the council must continue to engage in a broad range
of innovative and transformative programmes of work and projects in order to maintain
services for residents in local communities which are efficient and effective, while
targeting resources towards those individuals in the most vulnerable situations and
ensuring value for money.
4.5

The Strategic Governance Framework has been developed taking into account the local
environment within which the council operates. It brings the principles of good
governance together with legislative requirements and management processes by which
the council is directed and controlled and through which it is accountable to, engages
with, and leads the local community. This aims to ensure the council is able to effectively
pursue the long-term ambition set out in The Plan for North Lanarkshire, while ensuring
this is underpinned with control and the management of risk, and:
•
•
•

4.6

Resources are directed in accordance with agreed policies and according to priorities
and in line with corporate programme and project management procedures.
There is sound and inclusive decision making.
There is clear accountability for the use of those resources in achieving defined
outcomes for service users and local communities.

Key to assessing the success of The Plan for North Lanarkshire and monitoring delivery
of the Programme of Work (while ensuring each stage of delivery towards achieving the
overall ambitions is appropriately planned, guided, implemented, and governed) are five
inter-related corporate frameworks:
•
•
•
•
•

Strategic Policy Framework
Strategic Governance Framework
Programme and Project Management Framework
Strategic Performance Framework
Strategic Self-Evaluation Framework

4.7

To ensure these frameworks remain aligned to The Plan for North Lanarkshire and
Programme of Work, all five are on an annual review and refresh programme. This also
helps the council to ensure it is proactive in responding to social, economic, and
environmental trends and changes in legislation and governance, as well as the broad
range of national policy changes and new developments.

4.8

Following publication of the Accounts Commission’s Best Value Assurance Report
(BVAR) for North Lanarkshire Council in May 2019, updates on implementation of the
eight recommendations for improvement were reported to the Policy and Strategy
Committee in September 2019 and again in March 2020. The report in March 2020
consolidated the eight improvement actions within the Programme of Work to strengthen
a corporate and integrated approach to improvement that supports delivery of The Plan
for North Lanarkshire.

4.9

During 2020/21, the emergence of COVID-19 began to have a significant impact on the
council’s delivery of planned day to day activities and achievement of strategic priorities,
which was reflected in subsequent levels of performance. Following a desktop review of
the performance indicators in the Strategic Performance Framework to identify those
relating to services impacted by the pandemic, the CMT identified a tailored suite of
measures for monthly management monitoring purposes. This included a national data
dashboard through which important aspects of the local government response were
monitored.

4.10

To conclude the COVID recovery phase and move the council’s focus onto renewal of
services and continuation of business as usual towards achieving the ambitions and
priorities set out in The Plan for North Lanarkshire, a COVID Recovery and Renewal Plan
was approved in October 2020. This highlights how the council adapted to new ways of
working throughout the response and recovery phases and noted that many of the

Page 239 of 245

council’s services continued to operate throughout lockdown and the subsequent phases
of the Scottish Governments COVID-19 Routemap through and out of the crisis, with
many having been redesigned to fit the needs of the community.
4.11

With approval of Delivering for Communities in December 2020, and the Programme of
Work reviewed and updated for 2021/22, the opportunity has been taken to re-evaluate
aspects of the Strategic Performance Framework in light of the current local and national
context and to develop and implement a Performance Reporting Schedule for 2021/22.
This comprises arrangements for regular strategic performance reviews at CMT, service,
statutory, and Strategic Performance Framework reporting to Committee, and a set of five
non-negotiable standards to be applied when reporting performance. This allows regular
reporting on progress of the Programme of Work to be reported to Service Committees
and the Audit and Scrutiny Panel to enable Elected Members to monitor, assess,
scrutinise, and inform areas requiring improvement and future decision making.

4.12

Following the decision taken by the Policy and Strategy Committee at its meeting in
January 2020 to insource the delivery of culture, sport, and leisure services formerly
provided by Culture and Leisure NL Limited (CLNL), progress reports to committee in
December 2020 and January 2021 highlighted the plan for recovery, associated financial
implication, and key considerations linked to the workforce transfer strategy.

5.

Current year issues arising from Internal Audit activity during 2020/21

5.1

In his Internal Audit annual report for 2020/21, presented to the Chief Executive and CMT
in May 2021 and the Audit and Scrutiny Panel in June 2021, the Audit and Risk Manager
provided an overview of the activities of the Internal Audit section for the year 2020/21.
This included highlights of a number of the more significant issues which arose from the
work undertaken by Internal Audit during the year. More specifically the Audit and Risk
Manager commented on the following:
•

•

•

•

A small number of audit assignments reported during 2020/21 which offered only
limited assurance. In all cases, management committed to a range of relevant
improvement actions, some of which have already been completed. In this respect
Internal Audit will continue to monitor progress on these issues during 2021/22 to
provide senior management and the Audit and Scrutiny Panel with further assurance
that relevant key controls are operating effectively.
The results from detailed Internal Audit work examining the council’s corporate
governance arrangements which suggest that compliance with the requirements of
the corporate governance framework adopted by the council continued to be positive
with no significant weaknesses or areas of concern highlighted.
Internal Audit work which suggests that despite significant and increasing challenges,
key financial controls and financial management arrangements continued to operate
to a generally high standard within the council.
With the exception of a suspected fraud in relation to payroll, details of which will be
reported to the Audit and Scrutiny Panel in June 2021, there were no other
weaknesses, material frauds, or irregularities identified by Internal Audit in 2020/21
that require to be reported.

5.2

The Audit and Risk Manager also commented that during 2020/21 the council had to
respond to unprecedented challenges arising from the public health emergency with the
need to transition very quickly to significantly different ways of operating with
consequential impacts on governance, internal control, and risk management
arrangements. Internal Audit was involved in the council’s strategic response to the
pandemic, working closely with senior management to provide advice and commentary on
proposals relating to new working arrangements and changes to internal controls and
governance arrangements.

5.3

During the year Internal Audit also carried out specific unplanned work in key risk areas
such as payroll, creditors payments, and COVID business support grants to provide
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specific assurance on the implementation of new and/or revised financial processes.
5.4

Despite the challenges presented by the pandemic and notwithstanding the results of
some specific individual audit assignments, overall the Audit and Risk Manager reported
that he was satisfied that the council’s internal control and governance arrangements
remained reasonably robust throughout 2020/21.

6.

Current year issues arising from external audit activity during 2020/21

6.1

As part of their annual audit process, Audit Scotland identified some financial control
weaknesses which were outlined in June 2021 in their interim management report for
2020/21. In this respect, the external auditor will carry out additional work prior to
publication of their final annual audit report and management have committed to
addressing the improvements identified.

7.

Previous year issues - 2019/20

7.1

The table below outlines issues identified during the Internal Audit programme of work for
the previous year, 2019/20. An update providing details of the actions taken to address
each issue has also been included.
Issue raised
Performance management
Development of reporting
arrangements in line with business
and legislative requirements were
expected to follow but have not yet
been fully integrated into the
council’s governance
arrangements. Progress to date in
this area has been slower than
expected.

Action taken
Following approval of the Strategic Performance
Framework at Committee in September 2019
reporting arrangements, approved at CMT in
October 2019, were subsequently implemented
through Service Committees and the Audit and
Scrutiny Panel. This allowed for performance in
terms of day to day activities, and progress
towards achieving the shared ambition
articulated in The Plan for North Lanarkshire, to
be regularly monitored, reported, assessed, and
scrutinised.
Since then, the emergence of the coronavirus
pandemic has had a significant impact on the
delivery of the council’s planned day to day
activities and achievement of strategic priorities.
Despite this, coupled with the redeployment of
resources and subsequent availability of
performance information across the council, a
wide range of statutory and strategic
performance information has been reported to
the CMT, Service Committees, and the Audit
and Scrutiny Panel. A report to the CMT in
March 2021 summarised the extent of reporting
over the last 16 months in this respect. This
included the latest progress update of the level 1
context indicators reported to the Policy and
Strategy Committee in March 2021.

Impact of the COVID-19
pandemic
The national public health
emergency has and will continue to
create significant governance and

Following this, a Performance Reporting
Schedule was developed for 2020/21. This is
outlined in further detail within paragraph 4.11
above.
Notwithstanding the unprecedented challenges
presented by COVID-19, the well-established
local arrangements for emergency planning
enabled an extremely fast paced and flexible
response by the council to support the people,
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Issue raised
operational challenges and
pressures for the council.

Action taken
communities, and businesses of North
Lanarkshire against that threat.
Many decisions made by the Command structure
(implemented in line with the council’s Corporate
Resilience Plan) ensured the continuity of key
services and the ongoing safety and wellbeing of
service users and staff.
Decisions made were based on all known
information available at the time, and were
conducted within an ethical, legal, and risk
proportionate framework. This allowed for the
identification of increased demands and
pressures being placed on services and
consideration of appropriate responses, as well
as ensuring effective partnership working with
key stakeholders, particularly with those most
directly impacted.
The processes and structures in place also
facilitated an extensive range of internal and
external communications and engagement.
To fulfil a commitment made by the Chief
Executive, a self-evaluation exercise was carried
out of the council’s response to the COVID-19
pandemic as at September 2020. This had a
focus on four areas - one of which was
governance of the council during COVID-19.
The self-evaluation exercise is outlined in further
detail within paragraph 3.1.3 above.

8.

Certification

8.1

In compliance with the Delivering Good Governance in Local Government: Framework
(2016) the council has systems in place to review and improve the governance and
internal control environment throughout the year. Issues for action have been identified
and implementation will be monitored and reported as part of the next annual review.

8.2

It is our opinion that reasonable assurance can be placed upon the adequacy and
effectiveness of North Lanarkshire Council and its Group systems of governance. The
annual review process has demonstrated sufficient evidence that the council’s corporate
governance arrangements have operated effectively, and the council and its group
companies comply with the relevant corporate governance principles in all significant
respects.

Des Murray
Chief Executive

Councillor James Logue
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AGENDA ITEM 15

North Lanarkshire Council
Report
Audit and Scrutiny Panel
☐approval ☒noting

Ref EK/VR

Date 30/06/21

Annual Accounts Update
From

Elaine Kemp, Head of Financial Solutions

Email

kempe@northlan.gov.uk

Telephone 07939 280 601

Executive Summary
This report provides an update on the statutory Annual Accounts for financial year 2020/21
which will be presented to the Panel on 2 September 2021 following the submission to
External Audit by the deadline of 30 June 2021.

Recommendations
It is recommended that the Audit and Scrutiny Panel:
(1)
(2)

notes the contents of the report
notes the draft accounts will be presented to the Panel at the next planned meeting

The Plan for North Lanarkshire
Priority

All priorities

Ambition statement

(25) Ensure intelligent use of data and information to support fully
evidence based decision making and future planning
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1. Background
1.1. The Local Authority Accounts (Scotland) Regulations 2014 state that:
• The Annual Accounts must be submitted to the auditor no later than 30th June
immediately following the financial year to which the Annual Accounts relate.
• The local authority must publish a copy of the Annual Accounts submitted to the
auditor, clearly identified as an unaudited version, on a website of the authority
from the date they are submitted until the date on which the audited Annual
Accounts are published
• A local authority or a committee of that authority whose remit includes audit or
governance functions must meet to consider the unaudited Annual Accounts as
submitted to the auditor.
• The meeting referred to must be held no later than 31st August immediately
following the financial year to which the Annual Accounts relate.
2. Report
2.1. There have been significant additional challenges and uncertainty during financial year
2020/21 as a result of the Council’s initial response and latterly recovery from the COVID19 pandemic. Consequently these challenges and complex issues have been mirrored in
the preparations and completion of the financial statements for the year.
2.2. It is essential that officers maximise the time allowed to prepare the financial statements
to ensure the draft submitted to External Audit on 30 June truly reflects the financial
position of the Council in an accurate, true and fair way.
2.3. In order to allow proper officer checks and appropriate consideration of the complexities
surrounding the COVID funding and subsequent accounting treatment of these funds, the
Unaudited Annual Accounts will be brought to the next available meeting of the Audit and
Scrutiny Panel on 2 September 2021.
2.4. This decision continues the practice adopted for the 2019/20 Unaudited Annual Accounts
and has been agreed with External Audit to allow members additional opportunity to review
and consider the draft accounts whilst still meeting the Council’s statutory obligations.
2.5. In line with last year’s practice, Panel members will be issued with a copy of the Unaudited
Annual Accounts following their submission to External Audit on 30 June 2021.
3.

Public Sector Equality Duty and Fairer Scotland Duty

3.1

Public Sector Equality Duty
No impact.

3.2

Fairer Scotland Duty
No impact.

4.

Impact

4.1

Financial impact
No impact

4.2

HR Policy / Legislative impact
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No impact
4.3

Technology / Digital impact
No impact

4.4

Environmental impact
No impact

4.5

Communications impact
No impact

4.6

Risk impact
No impact

5.

Measures of success

5.1

Compliance with statutory obligations.

6.

Supporting documents

6.1

N/a

Elaine Kemp
Head of Financial Solutions
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