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Executive Summary 

The purpose of this report is to provide Committee with information on the Council’s Data 
Protection compliance and activity in respect of financial year 2020/21. 

 

Recommendations 

It is recommended that Committee gives consideration to the contents of the report. 

 

The Plan for North Lanarkshire 
Priority Improve North Lanarkshire's resource base 

Ambition statement (25) Ensure intelligent use of data and information to support fully 
evidence based decision making and future planning 

 
 

1. Background 
 

1.1 This report by the Head of Legal and Democratic Solutions, as the Council’s Data 
Protection Officer (DPO) provides an update in relation to the Council’s data protection 
compliance and activity in respect of the financial year 2020/21. 

 
2. Report 

 
2.1 The Information Governance Policy Framework brings together the Council’s 

information governance policies, including the Data Protection Policy. The Framework 
was reviewed in 2020/21 and approved by Committee in June 2021 before being 
issued as part of the Council’s Information Governance week. Furthermore, it was 
identified that there was a need to review corporate procedures for dealing with subject 
access requests to ensure that requests were being dealt with consistently across the 
Council. This work was impacted by the pandemic, however, Subject Access Request 
Guidance was completed in April 2021, circulated in June 2021 as part of Information 
Management Week and published on Connect, alongside the following resources: 
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- Personal Data Breach Case Study and Lessons Learned Note 
- Info Note 1: What is Personal Data 
- Info Note 2: Data Controllers and Data processors 
- Info Note 3: Data Protection Principles 
- Info Note 4: Privacy Notices 

 
2.2 Personal Data Breaches 

 
The DPO maintains a record of personal data breaches in accordance with the Data 
Protection Act 2018 and the UK GDPR. Where a breach is assessed as resulting in a 
risk to the rights and freedoms of the individual affected, there is a requirement to notify 
the Information Commissioner’s Office (ICO) of the breach. The total number of 
breaches notified to the DPO in the financial year 2020/21 was 49. Of these, 4 met the 
threshold for reporting to the ICO and a further breach was voluntarily reported to the 
ICO given the subject matter. 

 
The ICO did not take enforcement action in respect of any of the reported breaches. It 
did, however, make a number of recommendations. 

 
The Personal Data Breach Case Study and Lessons Learned Note referred to in 
paragraph 2.1 was circulated to address the main recommendations in the ICO 
Decisions. It highlighted the following actions were required– 

 
- the need to have systems in place to ensure that populated forms will not be 

provided in response to requests for blank forms and review these processes, 
particularly following any failure. 

- forms populated with an individual’s personal data must not be used as a 
template. 

- check, when forms or other personal data are being sent electronically, that the 
information is correct and does not contain information about other individuals. 

- particular care is required in respect of information contained in attachments. 
- ensure that electronic files are saved and named appropriately to reduce any risk 

of the wrong file being sent. 
- have appropriate double checking and verification measures in place. 
- following a breach involving multiple recipients, continue to monitor information 

received from individuals who have wrongly received someone’s personal data to 
minimise any further risk to the data subject. 

- managers must remind staff of their responsibilities to ensure that personal data 
are processed securely. 

 
Additionally, the importance of double-checking information is stressed whenever a 
personal data breach is reported and the message is communicated and cascaded 
through the Council’s information governance working groups, the Data Governance 
Board and Data Management Team, who are responsible for developing and 
implementing strategies and standards in relation to data governance and information 
management. 

 
The number of recorded personal data breaches in respect of 2020/21, at 49, 
represents a 27% reduction of the 67 breaches which were reported to the DPO in the 
previous financial year. It is difficult to draw any meaningful conclusion at this stage as 
to whether the decrease is reflective of improved security measures or whether the 
reduction is attributable to the time taken to adjust to different working practices at the 
outset of the pandemic, however, this measure will be kept under review. 



2.3 Complaints 
 

There was only one recorded complaint to the ICO which related to a delay in 
responding to a Subject Access Request due to homeworking as a result of the 
pandemic. No further action was taken by the ICO in respect of the complaint and 
indeed the ICO provided extremely complementary feedback in respect of the 
Council’s response noting that it was exemplary of how the ICO expects data 
controllers to respond to complaints. 

 
2.5 Data Protection Training 

 
The Council’s online training portal has several mandatory training modules which staff 
are required to complete every two years. Data Protection and Information Security 
Awareness training falls within the pool of mandatory training and the level of uptake 
of these modules is reported to and monitored by the Data Governance Board. In 
addition to the basic Data Protection training module, an advanced Data Protection 
module has been developed. Since June 2021, the advanced training module has been 
mandatory for all employees who have responsibility for staff and for those who roles 
have been identified as requiring an enhanced level of training. 

 
A review of the Council’s Information Governance and Security arrangements was 
undertaken and is detailed in the Internal Audit Progress Report which was reported to 
the Audit and Scrutiny Panel in March 2021. The review concluded that while there 
was a ‘reasonable assurance’ that the Council had appropriate and generally effective 
arrangements in place in relation to information governance and security, the uptake 
of mandatory training across the Council by relevant staff was low and in need of 
improvement. Training compliance in respect of the mandatory online training modules 
has substantially improved over the last 6 months, due to promotion, particularly during 
Information Management week, increasing from between 6-13% compliance to 
between 54-61%. Toolbox training has been developed for frontline staff and will be 
delivered by the end of 2021. The compliance level in respect of the advanced Data 
Protection module stands at 69%. The Data Management Team and Data Governance 
Board continue to monitor training undertaken.  By further raising awareness of and 
promoting GDPR compliance, through various channels, including the Data 
Governance  Board, the Data Management Team, Heads of Service and strategic 
communications it is projected that training compliance will reach 100% by 31 March 
2022. 

 
2.6 Subject Access Requests 

 
The Council’s SharePoint platform has been used since December 2019 to record the 
number of Subject Access Requests (SARs) received by services and the extent of 
compliance with statutory timescales in responding to such requests. This system 
provides a more effective measure of reporting on SARs. SARs received in relation to 
social work matters are currently recorded separately on the Social Work Information 
System (SWIS). The volume of SARS received throughout the Council and the extent 
of compliance is reported quarterly to the Data Governance Board. It is envisaged that 
the DigitalNL programme will facilitate an improved corporate system for the 
management and performance of SARs. This process will be considered as part of a 
service sprint and a system will be developed in Microsoft Dynamics. 

 
In respect of 2020/21, 98 SARs were received. Of these, 61 were responded to within 
statutory timescales which amounted to 62% of the total. It is acknowledged that the 
pandemic affected the ability of frontline services to respond timeously to SARs both 
from a resource perspective and due to difficulty in accessing manual documents 
during the lockdown period. 
 

 



3. Equality and Diversity 
 

3.1 Fairer Scotland Duty 

N/A 

3.2 Equality Impact Assessment 

N/A 

4. Implications 
 

4.1 Financial Impact 
 

None 
 

4.2 HR/Policy/Legislative Impact 
 

This report forms part of the duties of the DPO whose role is to facilitate compliance 
with data protection legislation. 

 
4.3 Environmental Impact 

None 

4.4 Risk Impact 
 

This report contains information in terms of tracking and monitoring performance in 
relation to Information Governance and Information Security. The Information 
Governance and Information Security risk is a key corporate risk on the Council’s 
Corporate Risk Register with a residual rating of 20. Tracking and monitoring 
performance in this area forms part of the management controls which aim to reduce 
the risk and provide assurance of how well it is being managed. 

 
5. Measures of success 

 
5.1 Continued compliance with statutory responsibilities and improved uptake of 

mandatory training. 
 

6. Supporting documents 
 

6.1 None. 
 
 
 
 

 
Head of Legal and Democratic Solutions 
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