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Executive Summary 

In reviewing the ‘Audit and Risk-Related Items: Action Log’ and ‘Internal Audit Follow-up 
Actions’, the Panel regularly considers actions progressed and planned by the Council 
regarding its disaster recovery (DR) arrangements, and assesses such against the Internal 
Audit recommendation (Business Continuity and Disaster Recovery, 13 December 2018)  ‘to 
ensure that the ICT Disaster Recovery Plan is reviewed and updated as a matter of priority 
with an appropriate testing programme established and implemented.’ 
 
Following on from the detailed report to the Panel on 25 September 2019 outlining the DR 
Plan and testing arrangements, this report provides an overview of the Council’s roadmap for 
refreshing existing ICT disaster recovery (DR) processes to ensure such are fit for modern 
ICT service delivery.  DR planning is a pillar of business continuity planning in the context of 
ICT management. 
 
This report summarises the main activities progressed, in progress and planned to implement 
a modern DR strategy.  It identifies not simply the need for a DR plan, but DR processes that 
are fit for modern ICT service delivery.   Further to this, it makes clear that such processes 
need to be appropriate for an organisation of the size and business breadth of North 
Lanarkshire Council.  This report also identifies risks that may affect the operation of good DR 
planning practice. 
 

Recommendations 

The Panel is invited to: 
 

1) Consider the content of the report, and actions associated with provisioning modern 
DR processes, and; 

 
2) Recognise that DR practices need to be considered as ongoing business-as-usual 

activities, and therefore require resources to be targeted at them on an ongoing 
basis. 

 

The Plan for North Lanarkshire 

Priority  All priorities 

Ambition statement All ambition statements 



1. Background 
 
1.1 As part of its assurance function Internal Audit undertook a review of Council ‘Business 

Continuity and Disaster Recovery’ practices during 2018, reporting its findings to the 
Audit and Scrutiny Panel on 13 December 2018. The key recommendation arising from 
this review noted: 

The Head of Business Solutions should ensure that the ICT Disaster 
Recovery Plan is reviewed and updated as a matter of priority with an 
appropriate testing programme established and implemented. 

1.2 In responding to this recommendation, Panel Members considered a report on 25 
September 2019 which summarised the existing DR Plan and testing arrangements, and 
management’s plans to further improve robustness. By way of summary, the previous 
report advised that Council ICT Disaster Recovery (DR) planning had, to date, been 
documented in the form of a stand-alone DR plan, with such first created in 2010, 
following the engagement of Offrisk Consulting.  

1.3 The previous report confirmed the DR Plan specified the details – roles, responsibilities, 
recovery timescales, required actions etc – required for the Council to react to and 
recover from a catastrophic failure of systems hosted within Council-owned data centres. 
It advised the DR plan is updated and reviewed ad-hoc, primarily in response to 
recording system changes and configurations, and further highlighted the testing levels 
in operation to provide assurance.  

1.4 Commitment was given to (a) fully review the DR Plan to ensure systems were correctly 
identified, classified, and system recovery details accurate, and (b) develop a risk-based 
DR and Resiliency standard as the foundation for transitioning the Council towards 
modern DR practice and ICT architectures. Updates on this commitment have been 
regularly reported to the Panel through the ‘Audit and Risk-Related Items: Action Log’ 
and ‘Internal Audit Follow-up Actions’ reports.  

1.5 Section 2 below illustrates the initial Internal Audit recommendation has been addressed. 
However, looking beyond this recommendation, it is recognised there are several drivers 
requiring Business Solutions to ensure that improvements to DR practices remain as a 
key area of activity on the Business Solutions’ roadmap.  The first significant driver for 
change in managing DR processes is the DigitalNL programme of work and resultant 
adoption of Cloud.  Council systems are rapidly migrating from a traditional on-premises 
infrastructure to software, platform, and infrastructure as-a-service environments.  As a 
result, it may not be the case that traditional DR practices are appropriate to modern ICT 
environments and support of digital services. 

1.6 The value of aligning DR practice within the DigitalNL programme has already been 
recognised.  A means of evaluating system value – and therefore the underlying DR and 
resiliency requirements – as a prerequisite for migrating on-premises hosted systems to 
Microsoft Azure is now in place.  For consistency, this needs to be applied to all systems 
irrespective of hosting location (on-premises or Cloud). 

1.7 Other drivers include speed and volume of change.  New or updated digital technologies 
can now be quickly spun up or procured to support the delivery of Council services.  The 
rapid pace of change means DR plans can no longer be considered static and only 
subject to review on an ad-hoc basis or at pre-determined, cyclic intervals.  They require 
constant updating as change happens.  Such rapid pace of change on system support, 
and by extension DR processes, needs to be accepted as a cost of delivering a modern 
ICT function. 

1.8 And one final driver for change that cannot go without being mentioned: the evolving 
threat landscape.  It seems hardly a week passes without an organisation with a UK 

https://mars.northlanarkshire.gov.uk/egenda/images/att92076.pdf
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presence being significantly affected by a cyber incident requiring a response plan to be 
initiated. 

1.9 For all the reasons outlined above, DR planning is generally viewed as being one of the 
major elements of a modern ICT enterprise.  Business Solutions recognise our DR 
Planning model, though regularly refreshed, has been in place for over a decade now. 
This report identifies steps are in hand to review this model and to identify potential 
improvements to enable the Council to ensure DR planning remains fit for the digital 
landscape which its services are presently transitioning to. 

 

2. DR planning: Internal Audit recommendations and proposed DR refresh 
 
Audit finding: Business Continuity and Disaster Recovery (13/12/18) 
 
2.1 The Panel are familiar with the recommendation highlighted in the background section 

of this report requiring “The Head of Business Solutions should ensure that the ICT 
Disaster Recovery Plan is reviewed and updated as a matter of priority with an 
appropriate testing programme established and implemented.” 1 
 

2.2 Following the commitment provided within the earlier report to the Panel in September 
2019, the ICT DR Plan was fully reviewed and updated during 2020.  The refreshed plan 
was subsequently presented to the Council’s ‘Corporate Resiliency Management Team’ 
in March 2021 for services across the Council to understand the DR controls in place in 
respect of their service areas. 

 
2.3 As part of this review the plan content was assessed to ensure systems were correctly 

identified and classified by their value, and system recovery details accurate. 
Prioritisation included formal recording of timeframes for any system recovery operations 
to complete. 

 
2.4 To support the DR plan, during 2021 an ‘ICT DR and Resiliency Standard’ was created 

and approved by the Data Governance Board (DGB) (September 2021).  This specified 
requirements for DR planning within the Council and brought an opportunity for further 
improvements to be made to the existing DR plan.  To that end a refresh of DR planning 
within the Council has been initiated and is expected to continue until the end of March 
2023.  To ensure activity is sufficiently focussed, the Council’s Workforce Change 
Steering Group (WCSG) approved creation of a temporary post to lead the refresh 
programme. Despite a challenging recruitment process, this temporary post is now in 
place until March 2023. 

 
2.5 In line with the previous report to the Panel, different levels of DR testing are available, 

and have been in place for some time.  The recovery of Gold application data is tested 
on a rolling monthly basis, with restoration onto a fresh server environment.  The 
Council’s DR plan for the critical line-of-business social work system, MySWIS, is tested 
on a quarterly basis, at the same time as Solaris critical security patches are released 
by Oracle and installed onto the application environment.  MySWIS is replicated to a 
warm DR environment within an alternative hosting centre.  Testing involves failing the 
live system over to the DR site, which is then used as live for several days to enable 
user acceptance testing to complete. 

 
2.6 The new DR standard referenced in paragraph 2.4 above imposes a requirement for 

system recovery plans to be tested at intervals determined by the value of each system.  
Using a Gold/Silver/Bronze system valuation hierarchy, plans will be tested on a 

 
1 Action Plan point 2(1) of Internal Audit review ref: 0900/2019/006 



frequency ranging from quarterly for Gold systems to annually for Bronze.  This 
frequency may be subject to change as the DR refresh programme moves forward and 
additional information becomes available regarding testing cost and resource capacity. 

 
2.7 The current plan documents the critical processes and roles that must be in place to 

manage invocation of DR processes.  This includes: 
 

• Makeup and responsibilities of the ICT Disaster Recovery Team (DRT). 

• Roles of personnel within the DRT. 

• The processes to be followed in the event of invoking the DR plan. 

• Runbook for handling a malware-mediated major incident.   
 
2.8 To test the malware runbook, in January 2022 the Council undertook an internal review 

of processes for handling and recovering from a major ransomware event. This used a 
standard evaluation toolkit provided by the National Cyber Security Centre, Exercise-in-
a-Box. 

 
2.9 The review of the current plan together with the testing activities highlighted above and 

the testing frequency contained within the new DR standard satisfies the commitment 
previously given to the Panel in response to the original 2018 Internal Audit 
recommendation. 

 
2.10 To conclude this section, the current approach to ICT DR is ‘tried and tested’.  However, 

and as outlined in the introduction, the ICT landscape – both in terms of threats and 
operating platforms – constantly evolves and therefore ICT management practices must 
change too.  A modern DR strategy is required, with steps to achieve this outlined within 
the following section of the report.  

 
The future DR planning process 
 
2.11 A formal analysis of the current approach to DR is under way and a strategic roadmap 

for refreshing that is due to complete by end March 2022. 
 
2.12 Preliminary findings and consultation with the Council’s ICT professional technology 

advisory partner – Gartner – have identified areas where improvements to both the plan 
and processes for managing it can be made.  The following paragraphs highlight the 
high-level considerations that will form part of the future DR strategy: 

 
2.12.1 Modern DR plans use a lexicon of language that can be applied to planning 

processes irrespective of the organisation.  For example, concepts such as 
recovery time objective and recovery point objective generally form part of any 
modern plan.  Having explicit recognition of these – and agreed with system 
owners – is a basic concept that needs to be reflected in DR plans moving 
forward. 

 
2.12.2 Recovery timescales – and therefore the level of preparedness that needs 

costed into systems to satisfy these needs – must be reasoned and objective.  
For this reason, a well-formed business impact assessment process should be 
in place.  This process exists for applications that are migrating to Azure but 
needs to be applied to all systems hosted by the Council to objectively assess 
DR needs. 

 
2.12.3 The structure of the DR plan itself is being reviewed as the current format 

(single document, 200 pages, 20MB in size) does not lend itself easily to the 



more regular DR Plan updates expected as we transition the Council towards 
a modern ICT landscape.  

 
2.12.4 For this reason there is value in examining how DR plans exist in their physical 

format and where they are located.  They must be accessible to relevant 
stakeholders yet protected from the impact of any disaster they look to address.  
Keeping plans offsite is logical, and in multiple (appropriately secured) locations 
sensible.  For thoroughness the taking of hard-copy snapshots at appropriate 
intervals is a traditional belt and braces approach.  Leveraging the Council’s 
secure Microsoft hosting environments (with their geographic redundancy 
capability) is the current approach taken, but alternatives are being examined 
to ensure access to such critical information is as efficient as possible. 

 
2.12.5 A plan does not need to be a single document.  But all parts of a plan must 

integrate, and a standard layout adopted where possible.  With that in mind, the 
current DR plan template used on a system-by-system basis is likely to change.  
This would enable consistency with modern DR planning processes across all 
systems, yet also provide flexibility in how a suite of plans may be logically 
structured.  A plan template will require to be confirmed that will likely capture 
additional information over that currently being recorded.  A system recovery 
plan should capture, at a minimum, the following attributes: 

 

• Business owner of the system. 

• Business lead for the system. 

• Technical lead/systems integrator. 

• Value of the system based on agreed classifications. 

• Critical expected recovery time objectives expressed as RTO/RPO. 

• Primary location of any system and data backups. 

• Pre-requisites for recovering a system. 

• Minimum system recovery requirements and their provisioning. 

• Detailed instructions for recovering and bringing a system to a pre-
agreed acceptable ‘live’ status. 

• Agreed DR testing arrangements and test frequency. 
 

2.12.6 Having suitable governance and assurance arrangements in place are critical 
to the overarching management of DR plans and processes.  This means that 
processes need to be implemented such that roles and responsibilities are 
clearly defined, and that plans are both created and managed throughout 
system lifecycles.  That means DR plans need to be agreed as systems are 
onboarded and updated as appropriate when changes occur.  And plans should 
be reviewed at regular intervals by both plan owners and any ICT assurance 
functions. 

 
2.12.7 To support the intent of the above point, progression through the DigitalNL 

programme will result in DR arrangements being continuously reviewed, with 
applications (regardless of Gold, Silver, Bronze tier) subject to re-classification 
as major changes (approved via the Enterprise Architecture Governance Group 
(EAGG)) are introduced. 

 
2.12.8 As part of assurance and governance processes, the value of creating 

templates to record DR plan maintenance activities such as testing will need to 
be considered.  New templates for capturing DR-related information at every 
stage of a system lifecycle could be developed should it be deemed effective 
and efficient to do so. 

 



2.12.9 It is intended that regular updates regarding DR status and activity will be 
reported to the Transformation & Digitisation Committee in recognition of that 
body’s responsibility to oversee progress against standards and to provide 
overall oversight of the Council’s ICT service. 

 
2.12.10 The move to Cloud hosting environments brings with it new DR options and 

capability.  As Council systems migrate to Azure, for example, offerings such 
as Azure Site Recovery, availability zones, and availability sets offer up 
capabilities that previously the Council was unable to take advantage of. 

 
2.12.11 One outcome from the refresh programme will be improved assurance.  For 

example, processes will be improved to ensure testing plans are agreed, 
desired outcomes documented, issues identified, and remedial actions 
addressed.  

 
2.13 An ICT DR plan is only one component for managing critical incidents that may affect an 

organisation.  Other elements must also be in place.  Having the correct incident 
management processes is critical.  For example, media relations and service user 
communications need to be considered.  Beyond requirements to stand up a computer 
emergency response team is the need to have a coordinated organisational response 
that is tested and proven capable of managing the wider implications of a disaster. 

 
2.14 It must be recognised there are finite resources available to deliver ICT DR planning on 

behalf of the Council.  Resource constraints will be considered when determining the 
detailed DR practices that will be implemented as part of the DR refresh programme. 

 
2.15 Budget and resource constraints will be considered as part of the refresh programme.  

Balancing the level of assurance given by various DR strategies against risk tolerance 
and cost will be crucial.  Having hot site DR environments for systems will likely more 
than double their cost, with that falling as one moves to warm or cold sites. 

 
Risks to the DR refresh programme 

2.16 The following risks – and potential mitigations - to the DR refresh programme are noted 
for Panel consideration: 

 
2.16.1 The Council lacks resource to refresh DR practices.  This has been addressed 

through the funding of an additional post through to end March 2023. 
 
2.16.2 The Council lacks budget and resource to fully adhere to the new DR standard.  

DR will form part of the onboarding process for systems, and any budget 
resource constraints will be managed as a risk and if necessary, the DR standard 
updated to reflect these. 

 
2.16.3 Ineffective programme management.  The refresh programme shall be managed 

as a Council project using the recognised project management practices. 

 

3. Equality and Diversity 
 
3.1 Fairer Scotland Duty 
 There is no requirement to carry out a Fairer Scotland Duty assessment on this report. 
    
3.2 Equality Impact Assessment 
 There is no requirement to carry out an equality impact assessment on this report. 
   

 



4. Implications 
 
4.1 Financial Impact 

  There is no immediate financial impact arising from this report, but possible future costs 
associated with the DR refresh programme should be noted. 

 
4.2 HR/Policy/Legislative Impact 

 The Council will be able to demonstrate effective planning for ICT disaster response and 
as a result be better able to assure the continued availability of Council services in the 
event of a significant outage. The Council will be better placed to demonstrate 
compliance with the Data Protection Act 2018. 

   
4.3 Technology/Digital Impact 

 All implications are detailed within the body of the report. 
 
4.4 Environmental Impact 

 There is no environmental impact arising from this report. 
  
4.5 Communications Impact 

There are no immediate communication impacts arising from this report. However, a 
changing DR landscape will impact all Council services. As these progresses, service 
user communications will need to be considered.   

 
4.6 Risk Impact 

 Risks have been noted in the body of this report. 
 

 
5. Measures of success 
 
5.1 The Council continues to efficiently and effectively manage ICT risk to provide benefit 

to users of North Lanarkshire Council services. 
 

 
6. Supporting documents 
 
6.1 None 
 
 
 

 
Head of Business Solutions 

 


